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Abstract

Attacks on cyber space have become aggressive and sophisticated. In recent years, their targets con-
tinue to diversify. Their victims are not only major corporation, government and etc, but also small and
medium-sized enterprises. Therefore, it is strongly required for organizations to apply security monitor-
ing for detecting incidents caused by cyber attacks. According to Japan Computer Emergency Response
Team Coordination Center (JPCERT), the incident is a security problem accident in running on informa-
tion systems. And according to Japan Network Information Center (JPNIC), Security Operation Center
(SOC) is a role for monitoring and analyzing to detect those incidents. The SOC monitors firewalls,
intrusion detection system and network devices logs and detect incidents with high security risks.
Security Information and Event Management System (SIEM) is effective to decide incidents from such

innumerable alerts, According to the input device and alert logs (security logs), SIEM detects anomalous
alerts by focusing the changes in alert records, the frequency in detected date and etc. However, as the
situation in organizaions systems and network are rapidly changing, only anomalous alerts cannot always
indicate incidents directly. It is difficult to have meanings beneficial for incident decision to detected
alerts for SIEMs, because those input are supposed to generic. Therefore, it is required new techniques
for detecting malicious behavior from innumerous and various security log.
This paper presensts the techniques for detecting not only anomarous but also malicious behavior from

security log mixed with normal, malicous and unknown records. We aim to extract malicous behavior
by collecting servers log from multiple sites and focusing on the relations among them. Those servers
have different purposes and scale each other. The servers log from them have also different feature.
Despite that, sharing the same behavor among them indicates the events out of normal servers operations.
By judging those events as related attacks, it ensbles extracting malicous behavior from security log
mixed with normal, malicous and unknown records. This proposal techniques are for monitoring network
service environments by service providers in such as hosting services and public cloud services. This
paper’s targets are websites, SSH (Secure Shell) services and RDP (Remote Desktop Protocol) services,
those are commonly used on the Internet.
First, from website access log collected from multiple sites, we propose a method for detecting ma-

licious requests that are for scanning vulnerable web applications and malicious code insertions. As a
result of applying our proposal method to the access log collected from the website hosting service on
Yokohama National University, we show that our method can detect malicious requests with no false pos-
itives under the suitable paramters. Furthermore, we also show that some malicious requests are cannot
be detected by existing tools.
Second, from brute force alert log mixed with various intentions, we propose two methods for detecting

stealthy distrbuted brute force attacks events. Those events have much source IP addresses with low login
trials that conventional analyzing methods cannot reveal them. The first method applies a scatter-based
visualization to brute force alert log. As the scatter-based vizualization clarify the relation among source
IP addresses, destination IP addresses and detected date, we extract a distrubuted brute force attacks
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event. In this event, specific destination IP addresses have been targets from many source IP addresses
with low login trials. We also propose the method for detecting such target destination IP addresses. As
a result of applying our detecting method to the brute force alert log against SSH services collected from
the network managed by an enterprise, we show that our method can specify the target destination IP
addresses with correlating detected date and login trials.
The second method measures the statistics about alert intervals and login trials dispersion from brute

force alert log. As a result of the measuring, we extract another distributed brute force attack event.
This event have regularities in login trials and intervals shared in different source IP addresses. We also
propose the method for detecting and intercepting the login trials related to the event. As a result of
applying our detecting and intercepting method to the brute force alert log against RDP services collected
from the network managed by an enterprise, we estimated our method parameters that enables minimum
dropping ratio and over intercepting time.
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ୈ1ষ ং

1.1 എܠͱత

ۀاͱ͍ͬͨ৫ʹର͢ΔαΠόʔܹ͕ܸ߈ԽɾົԽͷҰ్Λ୧͍ͬͯΔɽಛʹۙͰ

ɼ༷ʑͳछྨنͷ৫͕ܸ߈ͷରͱͳ͖͍ͬͯͯΔɽͦͷͨΊɼछྨنΛΘͣ৫

ʹର͢Δ௨৴Λ͠ࢹɼܸ߈ͷൃੜʹૣ͚ͮؾʹظΔΑ͏ʹɼηΩϡϦςΟࢹͷಋೖ͕ٻΊΒΕ

͍ͯΔɽྫ͑ɼαΠόʔܸ߈ʹΑͬͯҾ͖͜͞ىΕΔΠϯγσϯτʢใγεςϜͷӡ༻ʹ͓

͚ΔηΩϡϦςΟ্ͷͱͯ͠ଊ͑ΒΕΔࣄɼจݙʦ1ʧΑΓҾ༻ʣΛൃ͢ݟΔͨΊͷࢹମ੍
ʢSOC, Security Operation CenterʣͷಋೖͳͲ͕͛ڍΒΕΔɽจݙʦ2ʧͰɼSOCͱʮใγε
ςϜͷڴҖͷࢹੳͳͲΛ͏ߦׂઐ৫ʯΛ͠ࢦɼʮϑΝΠΞΥʔϧ৵ೖݕγ

εςϜͱ͍ͬͨηΩϡϦςΟثػɼωοτϫʔΫثػͷϩάͳͲΛఆৗతʹ͠ࢹɼ߹ʹ

Αͬͯࣄ͖ͨىΛੳͯ͠ɼڴҖͱͳΔΠϯγσϯτͷൃݟಛఆɼ࿈བྷΛ͏ߦʯͱ͍ͬͨۀ

Λ͏ߦɽ

͜Ε·Ͱʹɼ௨৴ύέοτͷϩάͷಛΛ༻͍ͯɼϚϧΣΞಛ༥ͷڍಈΛݕ͢Δͳ

ͲʹΑΓܸ߈௨৴Λݕ͢Δٕज़͕ଟఏҊɼ࣮༻Խ͞Ε͍ͯΔɽηΩϡϦςΟࢹʹ͓͍ͯɼ

͜ΕΒͷٕज़ʹΑΓݕ͞Εܸͨ߈௨৴ΛΞϥʔτͱͯ͠ड৴͠ɼηΩϡϦςΟΞφϦετͱݺ

ΕΔઐՈʹΑΓΠϯγσϯτͱͯ͠ରԠ͖͔͢൱͔Λஅ͢Δɽ͔͠͠ࠓͰɼड৴͢ΔΞ

ϥʔτͷྔ͕େͱͳ͖͍ͬͯͯΔɽ͞Βʹͦͷதʹݕޡʹ֘͢ΔΞϥʔτଘ͢ࡏΔɽͦ

ͷͨΊηΩϡϦςΟࢹʹ͓͍ͯɼେͳΞϥʔτ͔ΒΠϯγσϯτͱͯ͠ରԠ͖͢ࣄΛબ

ఆ͢Δඞཁ͕͋Δɽ

͜͏ͨ͠Πϯγσϯτൃੜͷ༗ແΛஅ͢ΔͨΊʹɼSIEMʢSecurity Information & Event Man-
agement SystemʣΛಋೖ͢Δ߹͑ߟΒΕΔɽSIEMͰɼΞΫηεཤྺΞϥʔτΛੵͨ͠
ϩάʢηΩϡϦςΟϩάʣΛೖྗ͠ɼϨίʔυ݅ൃੜࠁ࣌ͷਪҠͳͲʹண͢Δ͜ͱͰɼ௨ৗ

ͱҟͳΔʮҟৗʯͳϩάͷൃੜΛݕͰ͖Δɽ͔͠͠ɼ৫ͷঢ়گγεςϜ͕·͙Δ͘͠

มԽ͢ΔΑ͏ͳঢ়گͰɼҟৗͳϩάͷൃੜ͕ࣄܸ߈ʹ݁ͼ͔ͭͳ͍߹ଟ͍ɽSIEMͰɼ
ϩάΛ൚༻తʹೖྗରͱͰ͖Δߏͱͳ͓ͬͯΓɼʮҟৗʯΑΓηΩϡϦςΟతʹਂ͍ҙຯΛ࣋

ͭΞϥʔτͷݕΛఆ͍ͯ͠ͳ͍ɽͦ͜Ͱɼେ͔ͭଟ༷ͳηΩϡϦςΟϩά͔ΒɼΠϯγσϯ

τͱͯ͠ରԠ͖͢ࣄܸ߈Λநग़͢ΔͨΊͷٕज़͕ඞཁͱ͞Ε͍ͯΔɽ

ͦ͜ͰຊڀݚͰɼਖ਼ن௨৴ɼෆਖ਼௨৴͓Αͼҙਤෆ໌ͳ௨৴͕ࠞ͢ࡏΔηΩϡϦςΟϩά͔Βɼ

ҟৗʹཹ·Βͳ͍ɼΠϯγσϯτͱͯ͠ରԠ͖͢ࣄܸ߈ͷநग़Λ͏ߦɽΞϓϩʔνͱͯ͠ɼෳ

ͷڌʹଘ͢ࡏΔαʔό͔ΒऔಘͰ͖ͨηΩϡϦςΟϩάΛରͱ͠ɼαʔόؒͷؔੑʹண

͢Δ͜ͱͰɼࣄܸ߈ͷநग़Λ͢ࢦɽෳڌʹଘ͢ࡏΔαʔόɼͦΕͧΕ͕ҟͳΔར༻

తͰӡ༻͞Ε͍ͯΔͨΊɼαʔόʹΑͬͯϩάҟͳΔಛੑΛ͍ͯͬ࣋ΔͣͰ͋ΔɽͦΕʹؔ

ΘΒͣɼ͜͏ͨ͠αʔόؒͰڞ௨͋Δ͍ؔੑΛࣄ͕ͭ࣋ه͞Ε͍ͯͨͳΒɼݸʑͷαʔ

όͷӡ༻ಛੑ͔Β֎ΕͨࣄͰ͋Δͱ͑ߟΒΕΔɽ͜ͷࣄΛɼܸ߈Λҙਤͨ͠ࣄͰ͋Δͱ

அ͢Δ͜ͱͰɼਖ਼نɾෆਖ਼ɾҙਤෆ໌ͳ௨৴͕ࠞ͢ࡏΔϩάͰ͋ͬͯɼࣄܸ߈Λநग़͢Δ͜ͱ

͕ՄͱͳΔɽຊڀݚɼϗεςΟϯάαʔϏεύϒϦοΫΫϥυαʔϏεͱ͍ͬͨɼαʔό
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ݚ߹Λఆ͢Δɽຊ͏ߦΛࢹɼηΩϡϦςΟ͕ऀڙΔαʔϏεఏ͢ڙΛෳͷར༻ऀʹఏڥ

ΘΕΔαʔϏεͰ͋ΔɼWebαΠτɼSSHʢSecureͰɼҰൠʹΑ͘ڀ ShellʣαʔϏεɼRDP
ʢRemote Desktop ProtocolʣαʔϏεͷ 3छྨͷωοτϫʔΫαʔϏεΛରʹɼࣄܸ߈ݕख
๏ΛఏҊ͢ΔɽWebαΠτɼΠϯλʔωοτʹରͯ͠Ұൠ͚ʹίϯςϯπΛެ։͢ΔͨΊʹ
ΘΕΔαʔϏεͰ͋ΔɽSSHαʔϏε͓Αͼ RDPαʔϏεɼαʔόΛϦϞʔτͰཧ͢Δͨ
ΊʹΘΕΔαʔϏεͰɼSSHαʔϏε Linux OSɼRDPαʔϏεWindows OS͚ͷϗετ
Λରͱ͍ͯ͠Δɽ

·ͣɼWebαΠτΛରʹɼWebαΠτʹର͢ΔΞΫηεϩά͔Βࣄܸ߈Λݕ͢Δख๏Λ
ఏҊ͢ΔɽWebαΠτͰɼΠϯλʔωοτʹରͯ͠จষը૾ɼಈըͳͲΛެ։͍ͯ͠Δɽͦ
͜ʹɼਖ਼نϢʔβʹΑΔΞΫηεࡧݕΤϯδϯʹΑΔใऩूతͷΞΫηεɼܸ߈Λతͱ

ͨ͠ѱҙ͋ΔΞΫηεͳͲ͕ʑ౸ୡ͍ͯ͠Δɽͦ͜Ͱɼ͜͏༷ͨ͠ʑͳҙਤΛͭ࣋ΞΫηε͕ࠞ

͢Δख๏ΛఏҊ͢ΔɽఏҊख๏Ͱݕͨ͠ϩά͔Βɼѱҙ͋ΔϦΫΤετΛهΔΞΫηεΛ͢ࡏ

ɼૹ৴ݩ IPΞυϨεɼૹ৴ઌυϝΠϯɼURIͷؔੑʹண͢Δ͜ͱͰɼWebΞϓϦέʔγϣ
ϯͷ੬ऑੑͷ୳ࡧΛతͱͨ͠ϦΫΤετѱҙ͋ΔίʔυૠೖΛ͏ߦϦΫΤετΛநग़͢Δख๏

ΛఏҊ͢Δɽຊख๏Λԣཱࠃେֶใج൫ηϯλʔ͕ཧ͍ͯ͠Δֶ͚WebϗεςΟϯά
αʔϏεΑΓऔಘͰ͖ͨΞΫηεϩάΛ༻͍ͯධՁΛ͏ߦɽධՁͷ݁Ռɼطଘͷݕܸ߈ख๏Ͱ

ѱੑͱஅ͠ͳ͔ͬͨͷͷɼଞจݙʹΑΓѱੑͷՄੑ͕͍ߴϦΫΤετΛѱੑͱஅͰ͖Δ͜

ͱΛࣔ͢ɽ

ஔʢIntrusionݕɼSSHαʔϏε͓ΑͼRDPαʔϏεΛରʹɼ֘αʔϏεʹରͯ͠৵ೖʹ࣍
Detection System, IDSʣ͕ϒϧʔτϑΥʔεܸ߈Λݕͨ͠هʢϒϧʔτϑΥʔεݕϩάʣ͔
ΒɼܕࢄϒϧʔτϑΥʔεࣄܸ߈Λݕ͢Δख๏ΛఏҊ͢ΔɽSSH͓Αͼ RDPαʔϏεɼ
ͲͪΒαʔόΛཧ͢Δཧऀ͕ϦϞʔτͰϗετΛૢ͢࡞Δ͜ͱΛతͱͨ͠αʔϏεͰ͋

ΔɽSSH LinuxܥͷϗετΛɼRDPWindowsܥͷϗετΛରͱ͍ͯ͠Δɽ͜ΕΒͷαʔϏ
εʹରͯ͠ൃੜͨ͠ϒϧʔτϑΥʔεܸ߈ʢαʔόͷϩάΠϯʹඞཁͳϢʔβ໊ͱύεϫʔυ

ͷΈ߹ΘͤͷऔಘΛతͱͯ͠ɼଘ͢ࡏΔશͯͷΈ߹Θͤʹ͍ͭͯϩάΠϯՄ͔Ͳ͏͔Λɼ

αʔόʹରܸͯ͠߈͢ࢼʣΛݕ͢ΔͨΊɼIDSΛαʔϏεͷલஈʹઃஔ͢ΔͳͲͯ͠ɼϒϧʔτ
ϑΥʔεݕϩάΛੵ͍ͯ͠Δɽ͜ͷͱ͖ɼIDS͕ݕͨ͠ϩάΠϯߦࢼճ͕ଞͱൺͯେ͖
͔ͬͨΓɼಉҰͷૹ৴ݩ IPΞυϨε͔Β͕ܸ߈ଓ͍͍ͯΔ߹ɼܸ߈ઌͷαʔϏε͕ࣥ፠ʹૂΘ
Ε͍ͯΔͷ͕͙͢ʹΘ͔Δɽ͔͠͠ɼϩάΠϯߦࢼճ͕খ͔ͬͨ͞Γɼಉ͡ૹ৴ݩ IPΞυϨε
͔Βͷ͕ܸ߈ 1ʙճ͖ΓͰऴΘͬͯ͠·͏Α͏ͳ߹ɼଞͷϩάʹຒΕͯ͠·͍ɼࣄܸ߈͋
Δ͍Πϯγσϯτͱͯ͠ରॲ͖͔͢൱͔ͷஅ͕͍͠ɽͦͷͨΊɼૹ৴ݩ IPΞυϨεΛม
͑ͳ͕ΒαʔϏεʹܸ߈Λଓ͚͍ͯͨͱͯ͠ɼͦͷࣄܸ߈Λݟಀͯ͠͠·͏߹͕͋Δɽͦ͜

Ͱɼ༷ʑͳҙਤنͷ͢ࡏ͕ܸࠞ߈ΔϒϧʔτϑΥʔεݕϩά͔ΒɼϩάΠϯߦࢼճૹ৴

ݩ IPΞυϨεͷग़ݱճͳͲͷूܭͰݱΕͳ͍ɼεςϧεੑͷ͍ߴܕࢄϒϧʔτϑΥʔε߈
ख๏ΛఏҊ͢Δɽ͏ߦΛݕͷநग़͓Αͼࣄܸ

ܕࢄϒϧʔτϑΥʔεࣄܸ߈நग़ʹ͚ɼՄࢹԽ͓Αͼ౷ܭྔܭଌʹΑΔੳΞϓϩʔνΛ

ద༻͢ΔɽՄࢹԽʹΑΔੳΞϓϩʔνͰɼϒϧʔτϑΥʔεݕϩά͔Βɼૹ৴ݩ IPΞυϨ
εͱૹ৴ઌ IPΞυϨεͷؔੑΛࢄਤࣜܗͰՄࢹԽ͢Δɽͦͷ݁Ռɼૹ৴ݩ IPΞυϨεΛม͑
ͳ͕Βಛఆͷૹ৴ઌ IPΞυϨε܈ʹରͯ͠ϒϧʔτϑΥʔεܸ߈Λ܁Γฦ͢ࣄΛநग़͢Δɽ͞
Βʹɼ͜ͷࣄܸ߈Λड͚Δ IPΞυϨεΛૣݕʹظ͢Δख๏ΛఏҊ͢Δɽ͜ΕΒͷఏҊख๏Λɼ
ཧ͢Δ͕ۀا IPΞυϨεଳͰ࣮ࡍʹαʔϏεΛӡ༻͍ͯ͠Δෳͷ SSHαʔϏεʹରͯ͠ه
͞ΕͨϒϧʔτϑΥʔεݕϩάʹద༻͠ɼܕࢄϒϧʔτϑΥʔεܸ߈Λड͚Δૹ৴ઌ IPΞυϨ
εΛ͍ߴਫ਼Ͱநग़Ͱ͖Δ͜ͱΛࣔ͢ɽૹ৴ઌ IPΞυϨεΛಛఆ͢Δ͜ͱͰɼ֘ IPΞυϨεʹ
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ର͢Δܸ߈Λॏ͠ࢹɼ֘ IPΞυϨεؒͰൃͯ͠ىڞੜͨ͠ϩάΠϯߦࢼΛϒϧʔτϑΥʔ
εܸ߈ͱஅ͠ɼ௨৴ͷःஅ͕ՄͱͳΔɽ

౷ܭྔܭଌʹΑΔੳΞϓϩʔνͰɼϒϧʔτϑΥʔεݕϩά͔Βɼૹ৴ݩ IPΞυϨεʹ
ΑΔϒϧʔτϑΥʔεܸ߈ΞϥʔτͷΠϯλʔόϧΞϥʔτ͕ݕܸͨ͠߈ճͷࢄΛܭଌ͢

Δ͜ͱͰɼૹ৴ݩ IPΞυϨεΛม͑ͳ͕Βɼڞ௨ͷنଇੑΛҎͬͯϒϧʔτϑΥʔεܸ߈Λ܁Γ
ฦ͢ࣄΛநग़͢Δɽ͞Βʹɼ͜ͷنଇੑΛ༗͢Δૹ৴ݩ IPΞυϨεΛಛఆ͢Δ͜ͱͰɼ͜ͷࣄ
ͰϒϧʔτϑΥʔεܸ߈ͷൃੜΛःஅ͢Δख๏ΛఏҊ͢Δɽ͜ΕΒͷఏҊख๏Λɼ͕ۀاཧ͢

Δ IPΞυϨεଳͰ࣮ࡍʹαʔϏεΛӡ༻͍ͯ͠Δෳͷ RDPαʔϏεʹରͯ͠ه͞Εͨϒϧʔ
τϑΥʔεݕϩάʹద༻͠ɼܕࢄϒϧʔτϑΥʔεܸ߈ͷൃੜΛૣݕʹظ͠ɼ͜ͷܸ߈ʹΑ

ΔϩάΠϯߦࢼͷ౸ୡΛ࠷খݶʹ͑ΒΕΔ͜ͱΛࣔ͢ɽ

1.2 ຊڀݚͰରͱ͢Δϩά

1.2.1 WebαΠτʹର͢ΔΞΫηεϩά

ຊڀݚͰରͱ͢ΔɼWebαΠτʹର͢ΔΞΫηεϩάʹ͍ͭͯड़ΔɽΞΫηεϩάʹɼ͋
Δૹ৴ݩ IPΞυϨε͔ΒWebϗεςΟϯάαʔϏεཧԼͷυϝΠϯʹରͯ͠ૹ৴͞ΕͨϦΫΤ
ετ͕ ݩ͞ΕΔɽΞΫηεϩάதͷϨίʔυɼૹ৴هͷϨίʔυͱͯ͠ߦ1 IPΞυϨεɼૹ
৴ઌͱͳͬͨυϝΠϯʢυϝΠϯʣɼΞΫηεड৴ࠁ࣌ʢड৴ࠁ࣌ʣɼυϝΠϯʹରͯ͠ૹ৴͞Ε

ͨ URIʢURIʣͷ 4߲͔Βߏ͞ΕΔɽΞΫηεϩάͷྫΛද 1.1ʹࣔ͢ɽ

ද 1.1: ΞΫηεϩάͷྫ
ૹ৴ݩ IPΞυϨε υϝΠϯ ड৴ࠁ࣌ URI

a.a.a.a ynu 2017/4/1 0:00 GET /index.html
a.a.a.a ynu 2017/4/1 0:01 GET /logo.png
b.b.b.b ias 2017/4/1 0:30 GET /robots.txt

: : : :

1.2.2 IDS͕ϒϧʔτϑΥʔεܸ߈ͱஅͨ͠ΞϥʔτϩάʢϒϧʔτϑΥʔε
ϩάʣݕ

ຊڀݚͰରͱ͢ΔɼIDSʹΑΓϒϧʔτϑΥʔεܸ߈ͱஅͨ͠ΞϥʔτϩάʢϒϧʔτϑΥʔ
εݕϩάʣʹ͍ͭͯड़Δɽจݙʦ3ʧΑΓɼIDSʢ৵ೖݕஔʣɼηΩϡϦςΟ৵Λൃݟ
ಈʹରͯ͠ΞڍͷՄੑ͕͋Δѱҙ͋Δܸ߈ɼͪ࣋ΔతΛ͢ࢹಈΛڍΔͨΊʹγεςϜͷ͢ݟ

ϥʔτΛग़͢ػΛͭ࣋ஔͰ͋Δɽද 1.2ʹɼϒϧʔτϑΥʔεݕϩάͷྫΛࣔ͢ɽIDSʹ
ͱݩૹ৴ܸ߈ΞϧΰϦζϜʹैͬͯɼϒϧʔτϑΥʔεݕܸ߈Ε͍ͯΔϒϧʔτϑΥʔε͞ࡌ

அ͞Εͨ IPΞυϨεΛૹ৴ݩ IPΞυϨεɼૹ৴ઌͱஅ͞Εͨ IPΞυϨεΛૹ৴ઌ IPΞυϨε
ͱ͢Δɽ1ͭͷϒϧʔτϑΥʔεݕϨίʔυɼૹ৴ݩ IPΞυϨεɼૹ৴ઌ IPΞυϨεɼݕ
ճߦࢼճʢϩάΠϯߦࢼͱஅͨ͠ϩάΠϯܸ߈ɼ௨৴ઌϙʔτ൪߸ɼϒϧʔτϑΥʔεࠁ࣌

ʣͷ 5߲͔Βߏ͞ΕΔɽ
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ද 1.2: ϒϧʔτϑΥʔεݕϩάͷྫ

ૹ৴ݩ IPΞυϨε ૹ৴ઌ IPΞυϨε ࠁ࣌ݕ ରαʔϏεܸ߈ ϩάΠϯߦࢼճ

s.s.s.s x.x.x.x 2017/4/1 0:00 SSH 100
t.t.t.t y.y.y.y 2017/4/1 0:01 SSH 92

u.u.u.u z.z.z.z 2017/1/3 0:20 RDP 56
: : : : :

1.3 ຊจͷߏ

ຊจͷߏΛࣔ͢ɽ·ͣɼୈ 2ষͰຊڀݚʹؔ࿈͢Δઌڀݚߦʹ͍ͭͯհ͢Δɽ࣍ʹɼୈ 3
ষ͔Βୈ 5ষͰɼຊڀݚͷΞϓϩʔνͷ༗ޮੑΛ͢ূݕΔͨΊɼෳαʔόʹର͢ΔΞΫηεϩ
ά͓ΑͼϒϧʔτϑΥʔεݕϩάΛࡐͱͯ͠ࣄܸ߈நग़ͷͨΊͷੳख๏ΛఏҊ͠ɼධՁΛ

Δɽୈ͢ࠂՌΛใ݁ͨ͠ࢪ࣮ 3ষͰɼෳͷWebαΠτΛӡ༻͢ΔWebϗεςΟϯάαʔϏε
ʹର͢ΔΞΫηεϩάΛରͱ͠ɼѱҙ͋ΔϦΫΤετΛநग़͢Δख๏ΛఏҊ͠ɼධՁͨ݁͠ՌΛ

ड़Δɽୈ 4ষͰɼ͕ۀاཧ͢Δ IPΞυϨεଳͰ࣮ࡍʹαʔϏεΛӡ༻͍ͯ͠Δෳͷ SSH
αʔϏεʹର͢ΔϒϧʔτϑΥʔεݕϩάΛରͱ͠ɼૹ৴ݩ IPΞυϨεΛม͑ͳ͕Βಛఆͷ
ૹ৴ઌ IPΞυϨε܈ʹରͯ͠ϒϧʔτϑΥʔεܸ߈Λ܁Γฦ͢ࣄΛநग़͠ɼର͢ࡦΔख๏Λఏ
Ҋ͠ɼධՁͨ݁͠ՌΛड़Δɽୈ 5ষͰɼ͕ۀاཧ͢Δ IPΞυϨεଳͰ࣮ࡍʹαʔϏεΛӡ
༻͍ͯ͠Δෳͷ RDPαʔϏεʹର͢ΔϒϧʔτϑΥʔεݕϩάΛରͱ͠ɼૹ৴ݩ IPΞυϨ
εʹΑΔϒϧʔτϑΥʔεܸ߈ΞϥʔτͷΠϯλʔόϧΞϥʔτ͕ݕܸͨ͠߈ճͷࢄΛܭ

ଌ͠ɼૹ৴ݩ IPΞυϨεΛม͑ͳ͕Βɼڞ௨ͷنଇੑΛҎͬͯϒϧʔτϑΥʔεܸ߈Λ܁Γฦ͢
Δख๏ΛఏҊ͠ɼධՁͨ݁͠ՌΛड़Δɽୈ͢ࡦΛநग़͠ɼରࣄ 6ষͰ݁Λड़Δɽ
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ୈ2ষ ຊڀݚʹؔ͢Δઌڀݚߦ

ຊষͰɼຊڀݚͱؔ͢Δઌ͓ڀݚߦΑͼٕज़ʹ͍ͭͯड़Δɽ

2.1 σʔλੳٕज़

2.1.1 ҟৗݕ

ηΩϡϦςΟϩά͔Βࣄܸ߈Λநग़͢ΔͨΊͷٕज़ͱͯ͠ɼҟৗݕ͕ଟ͘ར༻͞Ε͍ͯΔɽ

จݙʦ4ʧʹ ΑΕɼҟৗͱʮ༧͞ظΕΔڍಈʹద߹͠ͳ͍σʔλύλʔϯʯͰ͋Δɽจݙʦ5ʧͰ
ɼҟৗΛʮPoint AnomaliesʯʮContextual AnomaliesʯʮCollective Anomaliesʯͷ 3छྨʹྨ͠
͍ͯΔɽ

ྨ͞Ε֤ͨҟৗʹ͍ͭͯจݙʦ5ʧͰɼͦΕͧΕԼهͷΑ͏ʹઆ໌͍ͯ͠Δɽ͋Δσʔλ͕
Γͷσʔλʹରͯ͠ҟৗͱΈͳͤΔ߹ɼ͜ͷσʔλΛ Point AnomalyͰ͋Δͱ͍͏ɽྫ͑ਤ 2.1
Ͱɼ o1͓Αͼ o2͓ΑͼྖҬ O3ɼ͍ͣΕਖ਼ৗྖҬʢྖҬ N1͓ΑͼྖҬ N2ʣͷڥքͷ

֎ଆʹ͋Γɼਖ਼ৗͳσʔλͱҟͳΔͨΊɼPoint Anomaliesͱஅ͞ΕΔɽ
͋Δσʔλ͕ಛఆͷલؔޙʹ͓͍ͯͷΈҟৗͱΈͳͤΔ߹ɼ͜ ͷσʔλΛContextual Anomaly

Ͱ͋Δͱ͍͏ɽஅج४ͱͳΔલؔޙɼσʔληοτͷߏʹΑܾͬͯ·ΓɼઃఆͷҰ෦

ͱͯ͠ઃఆ͞ΕΔඞཁ͕͋Δɽ֤σʔλԼهͷ 2छྨͷଐੑΛͭ࣋ɽ(1) લؔޙΛࣔ͢ଐੑ:
σʔλͷલؔޙΛఆٛͰ͖Δଐੑɽ(2)ڍಈΛࣔ͢ଐੑ: σʔλͷલؔޙͷఆٛʹؔͳ͍ଐ
ੑɽྫ͑ਤ 2.2ɼաڈؒͷ͋ΔҬͷຖ݄ͷԹΛࣔ͢ྻܥ࣌มԽͷྫͰ͋Δɽౙͷظ࣌
ͷࠁ࣌ t1ͱՆͷظ࣌ͷࠁ࣌ t2ͰͷԹͦͷͷಉ͡Ͱ͋Δ͕ɼࠁ࣌ t2ͷํ͕ҟৗͰ͋Δͱ
அͰ͖Δɽ

͋Δؔ࿈ੑΛͭ࣋σʔλूஂ͕σʔληοτશମʹରͯ͠ҟৗͱΈͳͤΔ߹ɼ͜ͷσʔλूஂ

Λ Collective AnomalyͰ͋Δͱ͍͏ɽσʔλूஂʹଐ͢ΔݸʑͷσʔλͦΕࣗମͰҟৗͰͳ
͍ͷͷɼूஂͱͯ͠Έͨ߹ʹҟৗͱஅͰ͖ΔͷΛࣔ͢ɽྫ͑ਤ 2.3ɼਓؒͷ৺ిਤ
ͷྫͰ͋ΔɽϋΠϥΠτ͞ΕͨྖҬʢ1000ʙ1600ؒʣͰɼ͍ͦͷͷҟৗͱΈͳ͞Ε
ͳ͍ͷͷɼ৺ଁͷऩॖʹରͯ͠ҟৗʹ͍͍͕ؒ࣌ܧଓͯ͠ه͞Ε͍ͯΔͨΊɼҟৗͰ͋

ΔͱஅͰ͖Δɽ

͜͏ͨ͠ҟৗͷݕʹ͠ࡍɼจݙʦ6ʧͰɼ౷ܭతҟৗݕʹ͓͚ΔجຊॲཧΛ࣍ͷ 2εςοϓ
͔ΒͳΔͱड़͍ͯΔɽ·ͣ Step1Ͱɼ͜Ε·ͰʹಘΒΕͨσʔλ͔Βɼσʔλͷൃੜͷ֬
ϞσϧΛֶश͢Δɽ࣍ʹ Step2ͰɼStep1Ͱֶश͞ΕͨϞσϧΛجʹɼσʔλͷҟৗ߹͍ɼ
·ͨϞσϧͷҟৗͳมԽ߹͍ΛείΞϦϯά͢Δɽ͜ͷجຊॲཧʹ͖ͮجɼ౷ܭతҟৗݕΛ

ʮ֎Εݕग़ʯʮมԽݕग़ʯʮҟৗߦಈݕग़ʯͷ 3ख๏ʹྨ͠ɼద༻͢Δ֬Ϟσϧݕग़ର
Λɼද 2.1ͷΑ͏ʹ·ͱΊ͍ͯΔ1ɽ

1Point Anomalies ֎ΕɼContextual Anomalies มԽɼCollective Anomalies ҟৗߦಈʹɼͦΕͧΕରԠ͢Δͱ
ΒΕΔɽ͑ߟ
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·ͨҟৗݕͷԠ༻ઌͱͯ͠ɼηΩϡϦςΟͷԠ༻͕ड़ΒΕ͍ͯΔɽจݙʦ6ʧͰɼη
ΩϡϦςΟͷԠ༻ʹ͓͚ΔޮՌͱͯ͠ɼ1)ηΩϡϦςΟɾΠϯγσϯτʹؔ͢ΔࣝൃݟΛ
ͨΒ͢ɽ2)ະͷηΩϡϦςΟɾΠϯγσϯτΛૣݟൃʹظͰ͖Δɽ3)αΠόʔ൜ࡑಛఆͷͨΊ
ͷΛ͢ݮΔɽͷ 3Λ͍ͯ͛ڍΔɽ

ද 2.1: ౷ܭతҟৗݕͷྨʢจݙʦ6ʧΑΓʣ
ػ ೖྗର ֬Ϟσϧ ग़ରݕ Ԡ༻

֎Εݕग़ ଟݩ࣍ϕΫτϧ ಠཱϞσϧʢΨ

εࠞ߹ɼ

ώετάϥϜʣ

֎Ε ෆਖ਼ݕग़ɼ৵ೖ

ݕোނɼݕ

มԽݕग़ ଟྻܥ࣌ݩ࣍ Ϟσϧྻܥ࣌

ʢAR Ϟσϧɼճ
ϞσϧͳͲʣؼ

ܹٸͷ্ྻܥ࣌

ͳมԽɼόʔε

τతҟৗ

ग़ɼϫʔݕܸ߈

Ϝݕग़ɼো༧

ஹݕग़

ҟৗߦಈݕग़ ηογϣϯྻܥ࣌ ಈϞσϧʢࠞߦ

߹ӅΕϚϧίϑ

ϞσϧɼϕΠδ

ΞϯωοτͳͲʣ

ҟৗηογϣϯɼ

ҟৗߦಈύλϯ

ͳΓ͢·͠ݕग़ɼ

ো༧ஹݕग़ɼ

ෆ৹ߦಈݕग़

2.1.2 ੳιϑτΣΞ

ຊઅͰɼηΩϡϦςΟϩάͷੳΛͨ͏ߦΊͷιϑτΣΞʹ͍ͭͯड़Δɽ

WebαΠτʹର͢ΔΞΫηεϩάʢWebΞΫηεϩάʣΛղੳ͢ΔιϑτΣΞͱͯ͠ɼྫ͑
ɼGoAccessʢʦ7ʧʣ͕͋ΔɽGoAccessɼϦΞϧλΠϜʹWebΞΫηεϩάΛղੳ͠ɼΞΫ
ηεͷؒ࣌มԽΞΫηεͷଟ͔ͬͨίϯςϯπΛू͠ܭɼλʔϛφϧ্͓Αͼϒϥβ

্ͰӾཡͰ͖ΔΦʔϓϯιʔειϑτΣΞͰ͋Δʢਤ 2.4ɼਤ 2.5ʣɽGoogle Google Analytics
ʢʦ8ʧʣͰɼղੳରͱ͍ͨ͠WebαΠτ্ͷϖʔδʹτϥοΩϯάίʔυͱݺΕΔ JavaScript
ίʔυΛૠೖ͢Δ͜ͱͰɼૠೖͨ͠ϖʔδʹର͢ΔΞΫηεΛ GoogleଆͰऩू͠ղੳ͢ΔαʔϏ
εΛఏ͍ͯ͠ڙΔʢਤ 2.6ʣɽ
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ਤ 2.1: Point Anomaliesͷྫʢจݙʦ5ʧΑΓʣ

ਤ 2.2: Contextual Anomaliesͷྫʢจݙʦ5ʧΑΓʣ
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ਤ 2.3: Collective Anomaliesͷྫʢจݙʦ5ʧΑΓʣ

ਤ 2.4: GoAccessʹΑΔղੳ݁Ռͷλʔϛφϧը໘දࣔྫ
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ਤ 2.5: GoAccessʹΑΔղੳ݁Ռͷϒϥβ্Ͱͷදࣔྫʢจݙʦ7ʧΑΓʣ

ਤ 2.6: Google Analyticsղੳ݁Ռͷϒϥβ্Ͱͷදࣔྫʢจݙʦ9ʧΑΓʣ
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2.2 WebαΠτʹର͢ΔѱੑϦΫΤετͷݕɾੳ
ຊઅͰɼWeb αΠτͷܸ߈ͷੳɾݕٕज़ʹؔ͢Δؔ࿈ڀݚΛհ͢Δɽจݙʦ10ʧͰ

KruegelΒ URIͷจྻࣈΛϞσϧԽֶ͠श͢Δ͜ͱͰɼWebαΠτʹର͢ΔҟৗͳϦΫΤετ
Λநग़͢Δख๏ΛఏҊ͍ͯ͠Δɽจݙʦ11ʧͰɼΒWebΞϓϦέʔγϣϯͷ੬ऑੑઃఆϛ
εʹىҼ͢Δ੬ऑੑΛͭ࣋WebαΠτͷൃݟΛతͱͨ͠ϦΫΤετʢWebεΩϟϯʣΛɼΞΫ
ηεϩά͔Βݕ͢Δख๏ΛఏҊ͍ͯ͠Δɽ͜ͷख๏Ͱɼ1ͭͷૹ৴ݩ IPΞυϨε͔Βଟͷ
ૹ৴ઌ IPΞυϨεΞΫηε͕ൃੜ͢Δ͜ͱɼWebεΩϟϯʹ֘͢ΔϦΫΤετͦͷ URI͕
จྻࣈͱͯ͠ྨ͢ࣅΔ͜ͱΛWebεΩϟϯͷಛͱ͍ͯ͠Δɽ͔͠͠ɼURI͕จྻࣈͱͯ͠ྨࣅ
͠ͳ͍ϦΫΤετͷѱੑͷ༗ແΛஅ͢Δ͜ͱ͕͍͠ɽͦͷͨΊɼจྻࣈͱͯ͠ྨ͠ࣅͳ͍

ͷͷɼૹ৴͞ΕΔ URIʹύλʔϯ͕ଘ͢ࡏΔϦΫΤετΛநग़Ͱ͖ͳ͍߹͕͋Δɽ·ͨɼจ
ʦ12ʧͰɼSanghynΒϕΠζਪఆΛ༻͍ͯɼϖʔδભҠͷॱংੑʹணͨ͠ҟৗηογϣϯݙ
ͷநग़ख๏͕ఏҊ͞Ε͍ͯΔɽ͜ΕΒͷख๏ʹΑΓɼਖ਼نϢʔβʹΑΔཁك͕ٻͳจྻࣈΛ༗͢Δ

ϦΫΤετෳͷϦΫΤετ͔ΒΔίϯςϯπΞΫηεΛɼܸ߈ͱͯ͠ݕ͢Δ͜ͱ͕Ͱ͖

Δɽจݙʦ13ʧͰɼStevanovicΒΞΫηεϩά͔Βநग़ͨ͠ಛΛࣗݾ৫ԽϚοϓʹద༻͠ɼ
ѱҙ͋ΔWebΫϩʔϥͷࣝผΛ͏ߦख๏ΛఏҊ͍ͯ͠Δɽ൴Βɼ1ηογϣϯͨΓͷϦΫΤε
τൃੜසϦΫΤετछྨɼϨεϙϯεͷΤϥʔΛಛͱ͍ͯ͠Δɽ

WebαΠτʹର͢Δܸ߈Λ͙खஈͱͯ͠ɼWebαΠτʹର͢Δܸ߈Λٖͨ͠ϦΫΤετΛ
WebαΠτʹద༻͢Δ͜ͱͰɼͦͷWebαΠτ͕ͭ࣋੬ऑੑΛચ͍ग़͢खஈ͕ଘ͢ࡏΔɽચ͍ग़
ͨ͠੬ऑੑΛެ։લʹରॲ͢Δ͜ͱͰɼWebαΠτʹର࣮ͯ͠ൃ͕ܸ߈ʹࡍੜ͢ΔͷΛ͙͜ͱ͕
Ͱ͖Δɽจݙʦ14ʧʦ15ʧͰɼSQLΠϯδΣΫγϣϯ XSSʢΫϩεαΠτεΫϦϓςΟϯάʣͱ
͍ͬͨWebαΠτʹଘ͢ࡏΔ੬ऑੑΛࠪ͢ݕΔख๏͕ఏҊ͞Ε͍ͯΔɽจݙʦ16ʧͰɼDoupeΒ
WebαΠτͷ෦ঢ়ଶͷભҠΛྀͨ͠ߟ੬ऑੑࠪݕख๏ΛఏҊ͍ͯ͠Δɽ·ͨɼ͜͏ͨ͠੬ऑ
࣋ஙͨ͠੬ऑੑΛߏʦ17ʧͰɼDoupeΒஶऀΒ͕ݙ͋Δɽจڀݚͨͬߦज़ͷධՁΛٕࠪݕੑ
ͭWebαΠτʹରͯ͠ 11छྨͷϒϥοΫϘοΫεܕͷ੬ऑੑࠪݕπʔϧΛద༻͠ɼ੬ऑੑͷݕ
Λܭଌ͍ͯ͠Δɽจݙʦ18ʧͰɼBauΒ 8छྨͷ੬ऑੑࠪݕʹରͯ͠طͷ੬ऑੑΛಥ
Δɽ͔͠͠ɼύλʔϯϚονϯάͱಉ༷ʹɼθϩσΠ͍ͯ͠ࠂΛൺֱͨ݁͠ՌΛใݕͷܸ߈͘

ൃ͞ݟΕ͔ͨΓͷ੬ऑੑΛಥܸ͘߈Ͱ͋Εɼ͜͏͕ͨؒࠪ͠ݕʹ߹Θͳ͍߹͕ଘ͢ࡏΔɽ

αʔόܕϋχʔϙοτΛΠϯλʔωοτ্ʹઃஔ͢Δ͜ͱͰɼWebαΠτʹର͢Δܸ߈ʹؔ͢Δ
ใΛऩूͰ͖Δɽϋχʔϙοτʹର͢ΔΞΫηεΛਫ਼ࠪ͢Δ͜ͱͰɼܸ߈ϦΫΤετͷɼ

θϩσΠͱ͍ͬͨ͜Ε·Ͱೝࣝ͞Ε͍ͯͳ͔ܸͬͨ߈ΛΔ͜ͱ͕Ͱ͖Δɽจݙʦ19ʧͰɼJohn
Β੬ऑੑΛͭ࣋WebαΠτͷใΛΠϯλʔωοτ͔Βऔಘ͢͠ݱ࠶ΔϋχʔϙοτγεςϜ
ΛఏҊ͍ͯ͠Δɽจݙʦ20ʧͰɼീΒૹ৴ݩͱΠϯλϥΫγϣϯΛ͜͏ߦͱͰܸ߈ଆͷڍಈ
Λ؍ଌͰ͖ΔWebϋχʔϙοτΛఏҊ͍ͯ͠Δɽจݙʦ21ʧͰੈٱΒϋχʔϙοτʹର͢Δ௨৴
ϩά͔Β HTTPϦΫΤετ͓ΑͼϨεϙϯε௨৴ͷಛΛநग़͠ɼѱҙ͋ΔΞΫηεΛࣝผ͢
Δख๏ΛఏҊ͍ͯ͠ΔɽಛʹɼϋχʔϙοτΛෳઃஔ͢Δ͜ͱͰɼతʹ࿈ଓͨ͠ IPΞυ
Ϩεʹରͯ͠ॱʹ௨৴ཁٻΛ͏ߦಛΛऔಘՄͰ͋Δͱड़͍ͯΔɽDavideΒจݙʦ22ʧͰɼ
WebΞϓϦέʔγϣϯͷ੬ऑੑΛٖͨ͠WebαΠτΛଟઃஔͯ͠ϦΫΤετΛ؍ଌ͍ͯ͠Δɽ
DavideΒ؍ଌͷ݁Ռɼ4ஈ֊ͷܸ߈ϑΣʔζͱ 13छྨͷతʹྨͰ͖ͨ͜ͱΛใ͍ͯ͠ࠂΔɽ
ଞʹɼΠϯλʔωοτ্ͰೖखՄͳαʔόܕϋχʔϙοτͱͯ͠ɼGlastopfʢʦ23ʧʣɼDionea
ʢʦ24ʧʣɼDShieldʢʦ25ʧʣɼHiHATʢʦ26ʧʣͳͲ͕ଘ͢ࡏΔɽϋχʔϙοτͰ؍ଌͰ͖ܸͨ߈
ใΛ IDSͷγάωνϟʹϑΟʔυόοΫ͢Δٕज़ఏҊ͞Ε͍ͯΔɽจݙʦ27ʧͰɼKreibich
Βϋχʔϙοτʹ౸ୡͨ͠௨৴ཤྺ͔Β IDS༻ͷγάωνϟΛࣗಈੜ͢Δख๏ΛఏҊ͍ͯ͠
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Δɽϋχʔϙοτ࣮ࡍͷαʔϏε͕ӡ༻͞Ε͍ͯͳ͍ͨΊɼϋχʔϙοτʹ౸ୡ͢ΔϦΫΤετ

Λ΄΅ѱੑͱΈͳͯ͠ɼѱҙ͋ΔϦΫΤετͷऩूੳ͕࣮ࢪͰ͖Δɽ͔͠͠ɼᅬͷWebαΠ
τͰ͋Δ͜ͱ͕ܸ߈ଆʹΘ͔ͬͯ͠·͏ͱɼܸ߈ର͔Βআ֎͞Εɼѱҙ͋ΔϦΫΤετ͕؍ଌͰ

͖ͳ͘ͳΔڪΕ͕͋Δɽ

2.3 ϒϧʔτϑΥʔεܸ߈ͷݕɾੳ

ωοτϫʔΫαʔϏεʹର͢ΔϒϧʔτϑΥʔεܸ߈ͷൃੜɼ֤৫ΑΓจࢹϨϙʔτ

ʹΑΓใ͞ࠂΕ͍ͯΔɽSperottoΒஶऀͷॴଐ͢ΔେֶͷωοτϫʔΫ͔Βɼscanning, brute-force,
die-offͷ 3छྨͷϑΣʔζ͔Βߏ͞ΕΔ SSHͷϒϧʔτϑΥʔεൃ͕ܸ߈ੜ͍ͯͨ͜͠ͱΛใ
Δʦ28ʧɽVykopalɼsrcIPɿdstIP͕͍ͯ͠ࠂ 1:1, 1:N, N:1ͷ 3छྨʹϒϧʔτϑΥʔεܸ߈
Λྨ͠ɼେֶͷωοτϫʔΫͰͦΕͧΕͷ͕ܸ߈Ͳͷఔൃੜ͍͔ͯͨ͠Λௐ͍ࠪͯ͠Δʦ29ʧɽ
MobinΒʦ30ʧͰɼ࣮ࡍͷ SSH(Secure Shell)αʔόΞΫηεϩάΛੳ͠ɼҟͳΔ srcIPʹΑΔ
ϒϧʔτϑΥʔεൃ͕ܸ߈ੜ͍ͯͨ͜͠ͱΛใ͍ͯ͠ࠂΔɽIBM SOCɼSANSɼDragon Research
GroupʹΑΔࢹϨϙʔτʦ31ʧʦ32ʧʦ33ʧʦ34ʧʹ ΑΓɼ1ʹෳͷҟͳΔ srcIP͔Βͷϒϧʔτ
ϑΥʔεܸ߈Λݕͨ͜͠ͱ͕ใ͞ࠂΕ͍ͯΔɽ·ͨɼϒϧʔτϑΥʔεܸ߈Λڍ͏ߦಈΛؚΉ

ϫʔϜͷଘࡏ֬ೝ͞Ε͍ͯΔɽWidnowsϫʔΫεςʔγϣϯαʔόΛૂͬͨϫʔϜʮMortoʯ
ɼͦͷڍಈʹϒϧʔτϑΥʔεؚ͕ܸ߈·ΕΔ͜ͱ͕ใ͞ࠂΕ͍ͯΔʦ35ʧɽ͋ΔϚγϯ͕Morto
છ͢ΔͱɼMortoϩʔΧϧωοτϫʔΫΛεΩϟϯ͠ײʹ RDP(Remote Desktop Protocol)͕༗ޮ
ʹͳ͍ͬͯΔଞͷϚγϯΛεΩϟϯ͢Δɽͦͯ͠ RDP͕༗ޮʹͳ͍ͬͯΔαʔόΛൃ͢ݟΔͱɼ
Ϣʔβ໊ΛʮAdministratorʯͱͯ͠ɼʮserverʯʮ1234qwerʯʮadmin123ʯͷύεϫʔυͰͷϩάΠ
ϯΛࢼΈΔɽจݙʦ36ʧʹ ͓͍ͯɼஶऀͷॴଐ͢Δ৫ͷωοτϫʔΫࢹϩάʹMortoʹΑΔ
ϩάΠϯه͕ߦࢼ͞Ε͍ͯͨ͜ͱ͕ใ͞ࠂΕ͍ͯΔɽ͜͏ͨ͠ RDPαʔϏεʹର͢Δϒϧʔτ
ϑΥʔεࣄܸ߈૿Ճʹ͋Δͱड़͍ͯΔใࠂ͋Δʢจݙʦ37ʧɼจݙʦ38ʧͳͲʣɽ·ͨɼ
จݙʦ39ʧͰɼ৵ೖՄͳ RDPαʔϏε͕ଘ͢ࡏΔϗετɼRDPαʔϏεͰසൟʹઃఆ͞ΕΔ
ΞΧϯτϦετ͕ެ։͞Ε͍ͯΔͱใ͞ࠂΕ͍ͯΔɽจݙʦ40ʧจݙʦ41ʧʹ ΑΔͱɼCiscoͱ
Level 3 Comunications 2015 4݄ʹɼϒϧʔτϑΥʔεܸ߈ʹѱ༻͞Ε͍ͯΔͱ͞ΕΔ IPΞυ
ϨεଳʹςΠΫμϯΛ࣮ͨ͜͠ࢪͱ͕ใ͞ࠂΕ͍ͯΔɽ·ͨจݙʦ42ʧͰɼAkamai Technologies
Inc.ʹΑΓɼLinuxϗετ্Ͱಈ͘ SSHαʔϏεʹରͯ͠ϒϧʔτϑΥʔεܸ߈Λ͏ߦXOR DDoS
Botnetͷ׆ಈ͕ɼ2015ୈ ΕɼςΠΫμϯʹΑΔ͞ࠂใ͕ࢫଌ͞Εͳ͘ͳͬͨ؍ʹظ࢛4
ͷͰ͋Δͱਪଌ͍ͯ͠Δɽ͞Βʹɼ2017ʹൃද͞Εͨจݙʦ43ʧʹ ΑΔͱɼSSHαʔϏεʹର͠
ͯϒϧʔτϑΥʔεܸ߈Λ͏ߦϘοτʮRuaBotʯͷଘ͕֬ࡏೝ͞Ε͓ͯΓɼݩܸ߈ͱͳ͍ͬͯΔͷ
 IoTσόΠεʹײછ͢ΔϘοτͰ͋Δͱใ͞ࠂΕ͍ͯΔɽ·ͨɼRDPαʔϏεʹؔͯ͠ɼಉ
͘͡ 2017ʹൃද͞Εͨจݙʦ44ʧʹ ΑΔͱɼLockCryptͱݺΕΔϥϯαϜΣΞɼRDPαʔ
Ϗε͕༗ޮͳϗετʹϒϧʔτϑΥʔεܸ߈Λ͍ߦϗετʹ৵ೖ͢ΔڍಈΛͭ࣋ͱใ͞ࠂΕ͍ͯ

Δɽ͜ͷΑ͏ʹɼ֤৫ʹΑΓωοτϫʔΫͷߦ͕ࢹΘΕ͓ͯΓɼϒϧʔτϑΥʔεࣄܸ߈

ใ͞ࠂΕ͍ͯΔɽ͜ΕΒͷใͮ͘جʹࠂੳ୯Ұͷܸ߈ର͘͠ಉҰڌͷෳͷܸ߈ର

ͷϒϧʔτϑΥʔεܸ߈ʹؔ͢Δͷ͕ओͰ͋ͬͨɽ

Πϯλʔωοτ্ͰೖखՄͳϒϧʔτϑΥʔεܸ߈πʔϧʹ͍ͭͯड़ΔɽNCRACKʢʦ45ʧʣ
ͱ THC-Hydraʢʦ46ʧʣɼΦʔϓϯιʔεͰఏ͞ڙΕ͍ͯΔϒϧʔτϑΥʔεܸ߈πʔϧͰ͋Δɽ
͜ΕΒͷπʔϧ SSHɼFTPɼHTTPɼRDP ͱ͍ͬͨϓϩτίϧΛαϙʔτ͍ͯ͠Δɽ͜ΕΒͷ
πʔϧͷํ͍Λհͨ͠ΓɼϕϯνϚʔΫΛ݁ͨͬߦՌΛใ͍ͯ͠ࠂΔWebαΠτଟ͘ଘ͢ࡏ
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Δɽ·ͨɼBrutik RDPʢʦ47ʧʣ TSGrinderʢʦ48ʧʣͷΑ͏ʹɼRDPαʔϏεʹಛԽͨ͠ϒϧʔ
τϑΥʔεܸ߈πʔϧଘ͢ࡏΔɽ͜ͷΑ͏ʹɼϒϧʔτϑΥʔε͕ܸ߈खܰʹ࣮ߦͰ͖ΔΑ͏ʹ

ͳ͍ͬͯΔͱ͍͑Δɽ

ϒϧʔτϑΥʔεܸ߈ͷൃੜΛݕ͢Δڀݚʹ͍ͭͯड़Δɽจݙʦ49ʧͰɼNajafabadiΒ
ցֶशख๏ͷௐࠪΛػʹ༗ޮͳݕͷܸ߈ͰऔಘͰ͖ͨσʔλΛରʹɼϒϧʔτϑΥʔεڥ࣮

͕ܸ߈ʦ52ʧͰɼHellemonsΒϒϧʔτϑΥʔεݙΔɽจ͍ͯͬߦ 3ஈ֊ͷϑΣʔζ͔Βߏ
͞ΕΔͷʹண͠ɼ͜ͷϑΣʔζͷมԽΛϒϧʔτϑΥʔεܸ߈ͱͯ͠ݕ͢Δख๏ΛఏҊ͍ͯ͠

Δɽจݙʦ53ʧͰɼSatohΒ SSHαʔϏεΛରͱͯ͠ɼύέοτͷछྨͱσʔλαΠζʹಛ
ఆͷؔੑΛͭ࣋௨৴Λࣙॻܸ߈ʢϒϧʔτϑΥʔεܸ߈ʣΛݕ͢Δख๏ΛఏҊ͍ͯ͠Δɽ·

ͨɼ͜ͷΑ͏ʹ௨৴ͷنଇੑʹண͢Δ͜ͱͰɼϒϧʔτϑΥʔεݶʹܸ߈Βͣɼѱҙ͋ΔεΩϟ

ϯΛݕ͢Δख๏ɼ͜Ε·ͰଟఏҊ͞Ε͍ͯΔɽจݙʦ54ʧͰɼGuΒ IRCϓϩτίϧΛ
ରͱͯ͠ϝοηʔδͷૹ৴ִ͕ؒҰఆͰ͋Δ͜ͱΛτϦΨʔͱͯ͠ɼϘοτωοτʹΑΔ C &
Cαʔόͱͷ௨৴Λݕ͢Δख๏ΛఏҊ͍ͯ͠Δɽจݙʦ55ʧͰɼMalanΒɼૹ৴ݩͱૹ৴ઌ
IPΞυϨεؒͷ௨৴ִؒΛൺֱ͠ɼطͷϘοτωοτ͔Βͷ௨৴ڍಈʹྨ͢ࣅΔ௨৴͕͋Ε
ૹ৴ݩϘοτωοτʹॴଐ͢Δͱஅ͢Δख๏ΛఏҊ͍ͯ͠Δɽจݙʦ56ʧͰɼZhaoΒωο
τϫʔΫϑϩʔใ͔ΒύέοτͷϖΠϩʔυฏۉύέοτͷࢄͳͲͱ͍ͬͨ౷ܭܭଌ݁

Ռ͔Β࡞ܾͨ͠ఆΛ༻͍Δ͜ͱͰϘοτωοτͷݕΛ͏ߦख๏ΛఏҊ͍ͯ͠Δɽ

͜͏ͨ͠ϒϧʔτϑΥʔεܸ߈ʹ֘͢Δ௨৴ɼؒ࣌ʹ୯Ұͷ IPΞυϨε͔Βͷ௨৴͕େ
ྔʹൃੜͨ͠Γɼ͋Δ IPΞυϨε͔Βͷ௨৴͕ؒ࣌ଓ͍͍ͯͨΓ͢Δ͜ͱ͕ଟ͍ɽ͜ͷΑ͏ͳڍ
ಈΛݕ͢Δ͜ͱͰϒϧʔτϑΥʔεܸ߈ͷൃੜΛݕ͢Δ͜ͱ͕ՄͰ͋Δɽୈ 2.1અͰड़
ͨ௨ΓɼLazarevicΒɼʦ4ʧʹ ͯ Point Anomalies, Contextual Anomalies, Collective Anomalliesͷ 3
छྨʹ͍ͭͯҟৗݕٕज़ΛΛ͛ڍɼIDSͷద༻ྫΛհ͍ͯ͠ΔɽωοτϫʔΫࢹϩά͔Β
ϩάͷมԽΛநग़͢ΔͨΊͷੳख๏ʦ57ʧʦ58ʧͳͲʹΑΓఏҊ͞Ε͍ͯΔɽ·ͨɼ௨৴
ͷݩ IPΞυϨεͦͷͷ͕ऀܸ߈ʹΑΓ༻ҙ͞ΕͨͷͰ͋Δ͔Λஅ͠ɼ֘͢Δ IPΞυϨε
͔Βͷ௨৴Λःஅ͢Δखஈ͑ߟΒΕΔɽߦݱͷ IPSʹɼIPΞυϨεͷϨϐϡςʔγϣϯ
ʢධՁʣػ͕͞ࡌΕ͍ͯΔͷଟ͘ʢʦ60ʧʦ59ʧͳͲʣɼ͜ͷػͰɼྫ͑௨৴ݩ IPΞ
υϨεͷࠃใ֤ϕϯμʔ͕ಠࣗʹωοτϫʔΫΛ݁ͨ͠ࢹՌ͔Βɼͦͷ௨৴͕ෆਖ਼Ͱ͋Δ

͔൱͔Λஅ͢Δɽ͔͠͠ɼෳͷ IPΞυϨε͔Βͯ͠ࢄϩάΠϯߦࢼΛͨͬߦΓɼͻͱͭͷ
IPΞυϨε͔Βͷؒ࣌ଓ͍ͨ௨৴Ͱ͋ͬͯগͳ͍ߦࢼճͰͷϩάΠϯߦࢼΛ͏ߦΑ͏ͳϒ
ϧʔτϑΥʔεܸ߈ͷ߹ɼ͜͏ٕͨ͠ज़Ͱܸ߈ͷൃੜΛݕ͢Δ͜ͱ͕͘͠ɼ·ͨݕͰ͖

ͨͱͯ͠ɼݕޡͰ͋Δͱஅ͞ΕΔ͜ͱଟ͍ɽ

ෳͷڌͰͷࢹɾੳͷ࣮ྫࢪͱͯ͠ɼNICTͷ nicterʦ61ʧʹ ΑΔμʔΫωοττϥϑΟο

Ϋͷ؍ଌܯிͷ@pliceʦ63ʧɼJPCERT/CCͷ TSUBAMEʦ62ʧʹ ΑΔΠϯλʔωοτ্ͷτϥ

ϑΟοΫ؍ଌ͕ͳ͞Ε͍ͯΔɽాΒෳڌʹ DNSαʔόΛϋχʔϙοτͱͯ͠ઃஔ͠ DNS
αʔόΛѱ༻͢Δෆਖ਼׆ಈͷ؍ଌɾੳΛ͍ͯͬߦΔʦ64ʧʦ65ʧɽଞʹɼωοτϫʔΫτϥϑΟο
Ϋࢹɾੳʹؔ͢Δڀݚʢʦ66ʧʦ67ʧʦ68ʧʦ69ʧͳͲʣଟൃද͞Ε͍ͯΔɽۙ࠷Ͱɼ࣮ࡍ
ͷωοτϫʔΫ্ͰɼϥϯμϜͰͳϙʔτεΩϟϯ͕ൃੜ͍ͯͨ͜͠ͱ͕ΒʹΑΓใ͞ࠂ

Ε͍ͯΔʦ70ʧʦ71ʧɽಛ ʦʹ71ʧͰɼෳͷ͔ݩܸ߈Βෳͷඃܸ߈ઌʹ͚ͨϥϯμϜͰͳ
ϙʔτεΩϟϯͷൃੜ͕ใ͞ࠂΕ͍ͯΔɽ

ͦ͜ͰෳͷڌͰಘΒΕͨηΩϡϦςΟϩάΛੳͷରͱ͢Δ͜ͱͰɼ୯Ұͷڌ͔ΒಘΒ

ΕͨϩάɼωοτϫʔΫτϥϑΟοΫ͚ͩͰݕ͢Δ͜ͱ͕͔ͬͨ͠ࣄܸ߈ͷൃੜΛݕ

͢Δ͜ͱ͕Ͱ͖Δͱ͑ߟΒΕΔɽ

ୈ 3ষͰɼෳͷWebαΠτΛӡ༻͢ΔWebϗεςΟϯάαʔϏεʹର͢ΔΞΫηεϩάΛ
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ରͱ͠ɼѱҙ͋ΔϦΫΤετΛநग़͢Δख๏ΛఏҊ͠ɼධՁͨ݁͠ՌΛड़Δɽୈ 4ষ͓Αͼୈ
5ষͰɼ͕ۀاཧ͢Δ IPΞυϨεଳͰ࣮ࡍʹαʔϏεΛӡ༻͍ͯ͠Δෳͷ SSHαʔϏε͓
Αͼ RDPαʔϏεʹର͢ΔϒϧʔτϑΥʔεݕϩάΛରͱ͠ɼૹ৴ݩ IPΞυϨεΛม͑ͳ͕
ΒϒϧʔτϑΥʔεܸ߈Λ܁Γฦ͢ɼܕࢄϒϧʔτϑΥʔεࣄܸ߈Λநग़͠ɼ͞Βʹ͜ͷܸ߈

ͷରࡦख๏ΛఏҊ͠ɼධՁΛ͏ߦɽ
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ୈ3ষ WebϗεςΟϯάαʔϏεʹର͢ΔΞ
ΫηεϩάΛ༻͍ͨѱੑϦΫΤετͷ
ݕ

3.1 ͡Ίʹ

ෳͷWebαΠτΛӡ༻͢ΔWebϗεςΟϯάαʔϏεʹର͢ΔΞΫηεϩάΛରͱ͠ɼૹ
৴ݩ IPΞυϨεɼૹ৴ઌυϝΠϯɼURIͷؔੑʹண͢Δ͜ͱͰɼWebΞϓϦέʔγϣϯͷ੬
ऑੑͷ୳ࡧΛతͱͨ͠ϦΫΤετѱҙ͋ΔίʔυૠೖΛ͏ߦϦΫΤετΛநग़͢Δख๏Λఏ

Ҋ͢Δɽຊख๏Λԣཱࠃେֶใج൫ηϯλʔ͕ཧ͍ͯ͠Δֶ͚WebϗεςΟϯάαʔ
ϏεΑΓऔಘͰ͖ͨΞΫηεϩάΛ༻͍ͯධՁΛ͏ߦɽධՁͷ݁Ռɼطଘͷݕܸ߈ख๏Ͱѱੑ

ͱஅ͠ͳ͔ͬͨͷͷɼଞจݙʹΑΓѱੑͷՄੑ͕͍ߴϦΫΤετΛѱੑͱஅͰ͖Δ͜ͱΛ

ࣔ͢ɽ

3.2 ຊষͰରͱ͢Δѱҙ͋ΔϦΫΤετ

Πϯλʔωοτʹެ։͞Ε͍ͯΔWebαΠτʹਖ਼نϢʔβʹΑΔΞΫηεࡧݕΤϯδϯʹ
ΑΔใऩूతͷΞΫηεɼܸ߈Λతͱͨ͠ѱҙ͋ΔΞΫηεͳͲ͕ʑ౸ୡ͍ͯ͠Δɽ

·ͨɼࠓͰଟ͘ͷWebαΠτ͕WebΞϓϦέʔγϣϯΛར༻ͯ͠ӡ༻͞Ε͍ͯΔɽྫ͑
CMSʢContents Management SystemɼίϯςϯπཧγεςϜʣͰɼWebαΠτ্ͷཧɾฤू
ը໘Λ௨ͯ͠ɼWebαΠτͷ֓؍Λ؆୯ʹΧελϚΠζͨ͠ΓɼίϯςϯπΛߋ৽ͨ͠Γ͢Δ͜
ͱ͕Ͱ͖ΔɽಛʹWordPressʦ72ʧ Joomla!ʦ73ʧɼΦʔϓϯιʔεͱͯ͠ެ։͞Ε͍ͯΔ CMS
Ͱɼݸਓɾ৫ΛΘͣଟ͘ར༻͞Ε͍ͯΔɽ͞Βʹ͜ΕΒͷػΛ֦ு͢ΔͨΊͷϓϥάΠϯ

ଟ͘ଘ͢ࡏΔɽ

͔͠͠ɼ͜͏ͨ͠ CMS͕ܸ߈ͷରͱͳΔྫࣄใ͞ࠂΕ͍ͯΔɽ͋ΔϗεςΟϯάαʔϏε
্ʹ͓͍ͯWordPressΛར༻ͨ͠WebαΠτ͕େྔʹվ͟Μ͞Εͨྫࣄʢจݙʦ74ʧʣɼCMSத
ͷεΫϦϓτͷվ͟Μ͕ܧଓͯ͠ൃੜ͍ͯ͠Δ͜ͱ͕ใ͞ࠂΕ͍ͯΔʢจݙʦ75ʧʣɽCMSWeb
αΠτຖʹҟͳΔܗଶɾنͰӡ༻͞Ε͍ͯΔͷͷɼΞϓϦέʔγϣϯڞ௨ͷεΫϦϓτ͔Β

Λ༩͑͏Δɽڹ͞Ε͍ͯΔͨΊɼͦͷ੬ऑੑଟ͘ͷWebαΠτʹӨߏ
WebαΠτʹର͢Δѱҙ͋ΔΞΫηεͷݕखஈͱͯ͠ɼϦΫΤετͷจ͕ྻࣈಛఆͷύλʔ

ϯʹ߹க͢Εܸ߈ͱஅ͢ΔύλʔϯϚονϯάɼීஈͱ͔͚ΕͨσʔλΛؚΉϦΫΤετ

Λܸ߈ͱஅ͢ΔΞϊϚϦݕ͕ଘ͢ࡏΔɽ͜ΕΒͷٕज़ɼ௨ৗɼ֤ʑͷWebαΠτʹର͢Δ
ϦΫΤετ͋Δ͍ϦΫΤετ܈Λରʹܸ߈Λݕ͢Δɽ͔͠͠ɼWebαΠτʹର͢Δѱҙ͋
ΔΞΫηεͷதʹɼҰݟ௨ৗͷΞΫηεͱ۠ผ͕͍͠ͷɼҟৗੑͷ֬ೝ͕͍͠ͷଘ

ύλʔϯ͕ରԠݕͰ͋Εɼܸ߈Ε͔ͨΓͷ੬ऑੑΛಥ͘͞ݟΔɽྫ͑ɼθϩσΠൃ͢ࡏ

͍ͯ͠ͳ͚ΕγάωνϟϚονϯάʹΑΔݕͰ͖ͳ͍ɽΞϊϚϦݕʹ͍ͭͯɼෆಛఆଟ
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͔ΒͷΞΫηεΛड͚͚ΔWebαΠτʹ͍ͭͯɼʮਖ਼ৗͳϦΫΤετʯͷఆ͕͍ٛ͠߹
͕͋Δɽ

ͦ͜Ͱզʑɼ੬ऑੑΛͭ࣋WebΞϓϦέʔγϣϯͷ୳ࡧɼWebαΠτʹରͯ͠ѱҙ͋Δίʔ
υૠೖΛ͏ߦϦΫΤετΛɼѱҙ͋ΔϦΫΤετͱͯ͠ݕ͢Δ͜ͱΛ͑ߟΔɽզʑɼෳͷ

WebαΠτΛࢹରͱ͠ɼ୯Ұͷૹ৴͔ݩΒෳͷWebαΠτʹ͚ͯૹ৴͞ΕͨϦΫΤετ
ʹண͢Δ͜ͱͰɼϦΫΤετͷҟৗੑΛஅ͢ΔΞϓϩʔνΛऔΔɽ੬ऑੑΛͭ࣋WebΞϓϦ
έʔγϣϯͷ୳ࡧɼѱҙ͋ΔίʔυૠೖΛ͏ߦϦΫΤετʹɼ୯Ұͷૹ৴͔ݩΒૹ৴͞ΕΔࡍ

ʹͦͷ URIʹύλʔϯ͕ଘ͢ࡏΔͷ͕͋Δɽྫ͑ɼphpMyAdminʹର͢Δ੬ऑੑΛ୳͢ࡧΔ
ͱΈΒΕΔϦΫΤετʹɼԼه 6छྨͷ URIΛෳͷWebαΠτૹ৴͢Δ IPΞυϨε͕ෳ
ଘ͢ࡏΔࣄ͕ɼԣཱࠃେֶͰӡ༻͍ͯ͠ΔWebϗεςΟϯάαʔϏεͰ؍ଌ͞Ε͍ͯΔ1ɽ

• GET //myadmin/scripts/setup.php HTTP/1.1

• GET /muieblackcat HTTP/1.1

• GET //pma/scripts/setup.php HTTP/1.1

• GET //MyAdmin/scripts/setup.php HTTP/1.1

• GET //phpMyAdmin/scripts/setup.php HTTP/1.1

• GET //phpmyadmin/scripts/setup.php HTTP/1.1

·ͨɼShellShockͷ੬ऑੑΛಥܸ͘߈ΛϦΫΤετϔομʹؚΉϦΫΤετʹɼԼه 3छྨͷ
URIύλʔϯͰ౸ୡ͢Δ͕ܸ߈ଘ͢ࡏΔ͜ͱ͕ใ͞ࠂΕ͍ͯΔʢจݙʦ77ʧʣɽͪ͜Βͷࣄԣ
ཱࠃେֶͰӡ༻͍ͯ͠ΔWebϗεςΟϯάαʔϏεͰ؍ଌ͞Ε͍ͯΔɽ

• GET / HTTP/1.0

• GET /Ringing.at.your.dorbell! HTTP/1.0

• GET /Diagnostics.asp HTTP/1.0

ຊষͰɼWebΞϓϦέʔγϣϯͷ੬ऑੑͷ୳ࡧΛతͱͨ͠ϦΫΤετѱҙ͋Δίʔυૠ
ೖΛ͏ߦϦΫΤετͰɼૹ৴͞ΕΔ URI܈ʹύλʔϯ͕ଘ͢ࡏΔϦΫΤετΛѱҙ͋ΔϦΫΤε
τͱͯ͠நग़͢Δɽਖ਼نϢʔβͳΒɼWebαΠτཧαʔϏεࡧݕΤϯδϯʹΑΔΫϩʔϦ
ϯάΛআ͖ɼతɾنͷҟͳΔෳWebαΠτʹରͯ͠શ͘ಉ͡ίϯςϯπΛϦΫΤετ͢Δ
͜ͱكͰ͋Δͱ͑ߟΒΕΔɽΑͬͯɼ୯Ұͷૹ৴͔ݩΒෳWebαΠτʹରͯ͠ಉҰͷ URI͕
ૹ৴͞ΕͨͳΒɼ֘ϦΫΤετਖ਼نతͰͳ͘ɼܸ߈తͷՄੑ͕͍ߴͱஅͰ͖Δɽ

ຊষͰɼෳWebαΠτʹର͢ΔΞΫηεϩάΛରͱͯ͠ɼෳWebαΠτʹૹ৴͞Ε
ͨѱҙ͋ΔϦΫΤετΛݕ͢Δख๏ΛఏҊ͢ΔɽఏҊख๏ɼෳͷ Web αΠτΛཧ͢Δ
WebϗεςΟϯάαʔϏεཧऀ͕ɼࣗͷཧԼʹ͋ΔWebαΠτͷࢹΛͨ͏ߦΊɼΞΫη
εϩάͷੳΛࡍ͏ߦʹద༻͢Δ͜ͱΛఆ͢Δɽ͞ΒʹɼຊষͰఏҊ͢Δख๏ɼUser-Agent
Refererͱ͍ͬͨૹ৴ݩͷݩϦΫΤετͷݯىΛࣔ͢ใɼϦΫΤετதͷϔομใ༻͍
ͳ͍ɽUser-Agent RefererͷจྻࣈΛਖ਼نϢʔβΫϩʔϥΛٖͨ͠จྻࣈʹઃఆ͞Εͨ߹
Ͱ͋ͬͯɼఏҊख๏Ͱѱҙ͋ΔϦΫΤετ͕நग़Ͱ͖ΔΑ͏ʹ͢Δɽ

1URI தͷจྻࣈʮmuieblackcatʯ͕͋Δ͕ɼ͜Ε phpMyAdmin ͷ੬ऑੑεΩϟφͰ͋Δ Muieblackcat Δؔ͢ʹ
ͷͱ͑ߟΒΕΔʢจݙʦ76ʧʣɽ
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3.3 ఏҊख๏

ຊষͰɼෳWebαΠτͷΞΫηεϩάΛରͱͯ͠ɼෳWebαΠτʹૹ৴͞Εͨѱҙ͋
ΔϦΫΤετΛநग़͢Δख๏ΛఏҊ͢Δɽ

จݙʦ11ʧͰఏҊ͞ΕͨΒͷख๏Ͱɼ1ͭͷૹ৴ݩ IPΞυϨε͔Βଟͷૹ৴ઌ IPΞυϨε
ΞΫηε͕ൃੜ͢Δ͜ͱɼWebεΩϟϯʹ֘͢ΔΞΫηεͦͷ URI͕จྻࣈͱͯ͠ྨ͢ࣅ
Δ͜ͱΛಛͱͯ͠ɼWebΞϓϦέʔγϣϯͷ੬ऑੑઃఆϛεΛͭ࣋WebαΠτൃݟΛతͱ
ͨ͠ϦΫΤετʢWebεΩϟϯʣͷಛͱ͍ͯ͠Δɽ
͔͜͠͠ͷख๏ͰɼURI͕จྻࣈͱͯ͠ྨ͠ࣅͳ͍ΞΫηεͷѱੑͷ༗ແΛஅ͢Δ͜ͱ͕

͍͠ɽྫ͑ɼԣཱࠃେֶͰӡ༻͍ͯ͠ΔWebϗεςΟϯάαʔϏεͷཧԼʹ͋Δ 91ͷWeb
αΠτʹରͯ͠ಉҰͷ IPΞυϨε͔ΒɼShellShockͷ੬ऑੑΛಥܸ͘߈ΛϦΫΤετϔομʹ
ؚΉϦΫΤετ͕౸ୡ͍ͯͨ͜͠ͱ͕֬ೝ͞Ε͍ͯΔʢʦ77ʧʣɽ͜ͷϦΫΤετԼهͷ 3छྨ
ͷ URIͰߏ͞Ε͍ͯΔɽ

• GET / HTTP/1.0

• GET /Ringing.at.your.dorbell! HTTP/1.0

• GET /Diagnostics.asp HTTP/1.0

͜ΕΒͷURIɼಉҰͷૹ৴ݩ IPΞυϨε͔Βૹ৴͞Εͨ͜ͱɼෳͷWebαΠτʹରͯ͠ૹ
৴͞ΕͨಛΛͭ࣋ɽҰํͰɼURIͷจྻࣈͱͯͨ͠ݟͱ͖ʹɼྨ͍ߴ͕ੑࣅͱ͍͑ͳ͍ɽ
͜ΕΒͷѱੑ URIɼจྻࣈͱͯ͠ੑࣅྨ͍ߴΛ༗͍ͯ͠ͳ͍ͷͷɼϦΫΤετΛड৴͠

ͨWebαΠτɼͲΕಉ͡ URIΛड৴͍ͯͨ͠ಛ͕͋ͬͨɽͦ͜Ͱզʑɼ1ͭͷૹ৴ݩ IP
ΞυϨε͔ΒଟͷWebαΠτΞΫηε͕ൃੜ͢ΔಛΛΒͷख๏ΑΓܧঝ͢Δɽͦͷ্Ͱɼ
URIͷจྻࣈͷྨੑࣅΛൺֱ͢ΔΘΓʹɼ͋Δૹ৴ݩ IPΞυϨε͔Β͋Δૹ৴ઌWebαΠτʹ
ରͯ͠ૹ৴͞Εͨ URIΛάϧʔϓԽ͠ɼͦͷάϧʔϓ͕ෳͷWebαΠτʹରͯ͠ڞ௨ͯ͠ૹ৴
͞Εͨ͜ͱΛѱੑϦΫΤετ͔൱͔Λஅ͢Δಛͱ͢Δɽͳ͓ɼఏҊख๏Ͱ URIؒͷจྻࣈ
ͷྨੑࣅΛൺֱ͠ͳ͍ͨΊɼૹ৴ݩ IPΞυϨε͕ܸ߈ରͱͨ͠WebΞϓϦέʔγϣϯͷछผΛ
ྨ͢ΔʹɼΒͷख๏Ͱ URIΛྨ͢Δඞཁ͕͋Δɽ
ఏҊख๏ͰɼUser-Agent Refererͱ͍ͬͨૹ৴ݩ IPΞυϨεͷݩϦΫΤετͷݯىΛ

ࣔ͢ใೖྗͱͯ͠༻͍ͳ͍ɽUser-Agent Refererૹ৴ଆͰҙͷจྻࣈΛઃఆͰ͖Δɽͦ
ͷͨΊఏҊख๏ͰɼUser-Agent RefererͷจྻࣈΛਖ਼نϢʔβΫϩʔϥΛٖͨ͠จྻࣈʹ
ઃఆ͞Εͨ߹Ͱ͋ͬͯɼఏҊख๏Ͱѱҙ͋ΔϦΫΤετ͕நग़Ͱ͖ΔΑ͏ʹ͢Δɽ

ఏҊख๏ͷશମߏΛਤ 3.1ʹࣔ͢ɽఏҊख๏ɼෳͷWebαΠτΛཧ͢ΔWebϗεςΟ
ϯάαʔϏεͷཧऀ͕ɼࣗͷཧ͢ΔWebαΠτ܈ͷηΩϡϦςΟࢹΛ͜͏ߦͱΛతͱ
ʹ܈Δ͜ͱΛఆ͢Δɽ͜ͷWebϗεςΟϯάαʔϏεͰɼཧԼͷWebαΠτ͢༺ͯ͠
υϝΠϯ͕ݸผʹׂΓͯΒΕ͍ͯΔɽఏҊख๏ͰɼෳͷWebαΠτ͔Βऔಘͨ͠ΞΫηε
ϩάΛೖྗͱ͠ɼෳͷWebαΠτʹରͯ͠ಉҰͷ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεΛܸ߈ͱ
அ͢Δɽ

ఏҊख๏ͷೖྗͱ͢ΔΞΫηεϩάʹ͍ͭͯड़ΔɽΞΫηεϩάʹɼ͋Δૹ৴ݩ IPΞυϨε
͔ΒWebϗεςΟϯάαʔϏεཧԼͷυϝΠϯʹରͯ͠ૹ৴͞ΕͨϦΫΤετ͕ ͷϨίʔߦ1
υͱͯ͠ه͞ΕΔɽ

ఏҊख๏ͰɼࢹରͷWebαΠτ܈ʹରͯ͠ൃੜͨ͠ΞΫηεΛه͠ɼҰఆ͠ࢹؒظ
ͨ݁ՌಘΒΕΔΞΫηεϩάΛೖྗͱ͢ΔɽఏҊख๏ͷॲཧखॱΛड़Δɽ·ͣɼෳૹ৴ઌυϝ
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Πϯʹڞ௨͢Δ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεΛநग़͢ΔखॱΛड़Δɽ͜ͷநग़खॱͰɼ
·ͣෳछྨͷૹ৴ઌυϝΠϯʹ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεΛநग़͠ɼ֘ૹ৴ݩ IPΞ
υϨε͕ૹ৴ͨ͠ URI͕ૹ৴ઌυϝΠϯؒͰҰக͢Δ͔൱͔Λ͢ূݕΔɽೖྗͷΞΫηεϩά͔
Βૹ৴ݩ IPΞυϨεͱυϝΠϯͷ߲ΛऔΓग़͠ɼૹ৴ݩ IPΞυϨεຖʹυϝΠϯछྨʢૹ৴
ݩ IPΞυϨεʹඥ͍ͮͨυϝΠϯछྨʣΛू͢ܭΔɽूܭͷ݁Ռɼ2छྨҎ্ͷυϝΠϯʹURI
Λૹ৴ͨ͠ૹ৴ݩ IPΞυϨεΛநग़͠ɼෳૹ৴ઌυϝΠϯʹ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨ
εͱஅ͢Δɽ࣍ʹɼநग़ͨ͠ૹ৴ݩ IPΞυϨεΛؚΉΞΫηεϩάΛରʹɼ֤ૹ৴ݩ IPΞυ
Ϩεʹ͍ͭͯɼૹ৴ઌυϝΠϯʹಉ͡ URIΛૹ৴͔ͨ͠൱͔Λ͢ূݕΔɽ֤ૹ৴ݩ IPΞυϨεʹ
͍ͭͯɼૹ৴ઌυϝΠϯ͝ͱʹ URIͷू߹Λ࡞͢Δɽ࡞ͨ͠ URIू߹Λൺֱ͠ɼશҰக͠
ͨ߹ʹɼ֘ૹ৴ݩ IPΞυϨε 2छྨҎ্ͷෳछྨͷૹ৴ઌυϝΠϯʹରͯ͠ಉҰͷ URI
Λૹ৴ͨ͠ͱஅ͢Δɽͳ͓ɼ֤υϝΠϯʹର͢ΔϦΫΤετͷड৴͕ࠁ࣌ಉࠁ࣌ͷ߹ɼϦΫΤ

ετͷॱংੑΛஅ͢Δ͜ͱ͕͍͠ɽͦͷͨΊɼຊख๏Ͱૹ৴ઌυϝΠϯ͕ड৴ͨ͠ URIͷ
ॱ൪ྀ͠ߟͳ͍ɽ

ೖྗͷΞΫηεϩά͕ nߦͷ߹ʹ͓͚ΔఏҊख๏ͷྔࢉܭʹ͍ͭͯड़Δɽෳछྨͷૹ৴ઌ
υϝΠϯʹURIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεͷநग़ॲཧ͓Αͼૹ৴ઌυϝΠϯ͝ͱͷ URIू߹ͷ
ͲͪΒྔࢉܭΊɼͨ͏ߦΛࡧॲཧͰɼϨίʔυͷ୳࡞ O(n)ͱͳΔɽ͔͠͠ɼURIू߹ͷ
ൺֱॲཧͰɼ࡞ͨ͠ URIूͷΈ߹ΘͤΛൺֱ͠ɼશҰக͔൱͔Λஅ͢ΔͨΊɼྔࢉܭ
 O(n2)ͱͳΔɽैͬͯɼఏҊख๏શମͰͷྔࢉܭ O(n2)ͱͳΔɽ
্ड़ͷநग़ॲཧʹΑΓɼෳૹ৴ઌυϝΠϯʹରͯ͠ಉҰͷ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨε

Λநग़Ͱ͖Δɽ͜ΕΒ͔ΒɼѱੑͷՄੑ͕͍ߴૹ৴ݩ IPΞυϨεΛߜΓࠐΉɽఏҊख๏Ͱɼૹ
৴ݩ IPΞυϨεͷૹ৴ઌυϝΠϯछྨͱɼૹ৴ݩ IPΞυϨε͕ૹ৴ͨ͠ URIू߹ͷछྨͷɼ
2ͭͷ؍Λѱੑૹ৴ݩ IPΞυϨεͷஅج४ͱ͢Δɽ͜ͷυϝΠϯछྨ͓Αͼ URIू߹ͷछ
ྨʹ͍ͭͯɼͦΕͧΕ͖͍͠Λઃ͚Δɽઃ͚͖͍ͨ͠Λ͑ΔΑ͏ͳଟछྨͷυϝΠϯʹର

ͯ͠ɼଟछྨͷڞ௨ͨ͠ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεɼѱੑͷՄੑ͕͍ߴͱஅ͢Δɽ
ఏҊख๏ͷద༻ྫΛਤ 3.2ʹࣔ͢ɽਤ 3.2Ͱɼ·ͣ Step 1ͰೖྗͱͳΔΞΫηεϩάதͷૹ৴ݩ

IPΞυϨεͱυϝΠϯͷ 2߲ʹண͠ɼૹ৴ݩ IPΞυϨε͝ͱʹૹ৴ઌͱͳͬͨυϝΠϯछྨ
Λू͢ܭΔɽ͜ͷूܭͷ݁Ռɼb.b.b.bͷૹ৴ઌυϝΠϯछྨ͕ 2छྨͰ͋ͬͨͨΊɼ͜ͷ b.b.b.b
ΛෳυϝΠϯʹૹ৴ͨ͠ૹ৴ݩ IPΞυϨεͱஅ͢Δɽ࣍ʹɼStep 2ͷॲཧͰɼෳυϝΠϯ
ʹૹ৴ͨ͠ૹ৴ݩ IPΞυϨεΛؚΉΞΫηεϩάΛରͱͯ͠ɼυϝΠϯ͝ͱʹ URIू߹Λ࡞
͢ΔɽΞΫηεϩάΑΓɼb.b.b.b ynuʹରͯ͠GET mal scan.php͓ΑͼGET mal insert.cgiΛɼ
iasʹରͯ͠ GET mal scan.php͓Αͼ GET mal insert.cgiΛૹ৴͍ͯͨ͠ɽͦͷͨΊɼb.b.b.b
ynuʹ͍ͭͯ URIू߹ { GET mal scan.php, GET mal insert.cgi}͕ɼiasʹ͍ͭͯ URIू߹ { GET
mal scan.php, GET mal insert.cgi}͕࡞͞ΕΔɽͦͯ͠ Step 3Ͱɼ1ͭͷૹ৴ݩ IPΞυϨεʹ
͞Εͨ࡞͍ͯͭ URIू߹Λൺֱ͢ΔɽStep 2Ͱ b.b.b.bʹ͍ͭͯɼynuʹ͍ͭͯ࡞Ͱ͖ͨ URI
ू߹ͱ iasʹ͍ͭͯ࡞Ͱ͖ͨ URIू߹Λൺֱ͢Δɽ͜ΕΒ 2छྨͷ URIू߹ʹؚ·ΕΔཁૉ
Ұக͢ΔͨΊɼb.b.b.b ynuͱ iasʹରͯ͠ڞ௨ͷURI܈ʢGET mal scan.php, GET mal insert.cgiʣ
Λૹ৴ͨ͠ͱஅ͢Δɽ͜ͷ b.b.b.bͷ߹ͰɼυϝΠϯछྨ 2ɼURIू߹ͷछྨ 2ͱ
ͳΔɽ

ຊख๏ʹΑΓɼݕύλʔϯ͕ଘ͠ࡏͳ͔ͬͨΓɼ୯ҰͷυϝΠϯͰҟৗੑΛஅͰ͖ͳ͔ͬ

ͨΓ͢Δܸ߈Ͱ͋ͬͯɼ͖͍͠Λ͑ΔछྨͷυϝΠϯʹରͯ͠ɼ͖͍͠Λ͑Δछྨͷڞ

௨ͨ͠ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεͳΒɼఏҊख๏Ͱѱੑͱͯ͠நग़͢Δ͜ͱ͕ՄͰ
͋Δɽ

ͷϗεςΟϯάαʔϏεΑΓऔಘͰ͖ͨΞΫηεϩάʹద༻͠ɼυϝࡍઅͰɼఏҊख๏Λ࣮࣍
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ਤ 3.1: ఏҊख๏ͷશମߏ

Πϯछྨ͓Αͼ URIछྨͷ͖͍͠ΛมԽͤͨ͞ͱ͖ͷɼఏҊख๏ͷݕਫ਼Λ݁ͨ͠ࢉܭ
ՌΛใ͢ࠂΔɽ

3.4 ධՁ࣮ݧ

લઅʹͯఏҊͨ͠ΞΫηεϩάੳख๏Λ࣮ࡍͷϗεςΟϯάαʔϏεͷΞΫηεϩάʹద༻͠

ͨ݁ՌΛใ͢ࠂΔɽఏҊख๏ͱطଘπʔϧͰ͋Δ IDSͷ snortʢʦ78ʧɼʦ79ʧʣͱWAFͷ modsec
ʢʦ80ʧʣΛൺֱͨ͠ɽຊධՁ࣮ݧͰɼఏҊख๏ͷύϥϝλΛมԽͤ͞ͳ͕Βɼݕޡ͓Αͼ߈
Ͱ͖Δͷ͔Λࣔ͢ɽݕΛܸ߈ɼఏҊख๏͕Ͳͷఔ͠ࢉܭಀ͠Λݟܸ

3.4.1 ద༻ରͱ͢ΔΞΫηεϩά

ԣཱࠃେֶͰɼֶ৫ڭ৬һΛରͱͨ͠WebαΠτϗεςΟϯάαʔϏεΛӡ༻͠
͍ͯΔɽ͜ͷαʔϏεͰɼֶͷ෦ہࣨڀݚͷWebαΠτ͕ӡ༻͞Ε͓ͯΓɼֶ֎͔Β
ͷΞΫηεΛΞΫηεϩάʹه͍ͯ͠Δɽ

ద༻ରͱͨ͠ͷ 2015 6݄ 26͔Β 9݄ 23ͷ 90ؒʹൃੜͨ͠ΞΫηεͷ͏ͪɼݕ
ݩΤϯδϯʹΑΔΫϩʔϥͱஅ͞Εͨૹ৴ࡧ IPΞυϨεʹΑΔΞΫηεΛআ֎ͨ͠ͷͰ͋Δɽ
Ϋϩʔϥͷஅʹ͓͍ͯɼ·ͣ Baiduʦ82ʧɼGoogleʦ83ʧʦ84ʧɼmsnʦ85ʧΛରͱͯ͠ɼٯҾ
͖υϝΠϯ໊͕ද 3.1ʹ֘͢Δૹ৴ݩ IPΞυϨεΛΫϩʔϥʹΑΔͷͱஅͨ͠ɽ
Baiduͱmsnͱಉ͡ URIू߹Λૹ৴ͨ͠ૹ৴ݩ IPΞυϨεΫϩʔϥͱஅͨ͠ɽద༻ରͱ

ͨ͠ΞΫηεϩάͷنɼϨίʔυ͕݅ 44,177,946݅ɼૹ৴ݩ IPΞυϨε͕ 63,084छྨɼυ
ϝΠϯछྨ͕ 255छྨɼURI͕ 1,062,433छྨͰ͋ͬͨɽ
ຊষͷ࣮ݧͰɼఏҊख๏ʹΑΓʢaʣ1୯ҐͰݩܸ߈Λݕ͢Δ߹ɼʢbʣ1ؒ࣌୯ҐͰܸ߈

͢Δ߹ɼͷݕΛݩ 2௨ΓΛ࣮ͨ͠ݧɽ
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ද 3.1: Ϋϩʔϥͷஅج४
Τϯδϯࡧݕ υϝΠϯ໊ʹ͓͚Δஅج४

Baidu crawl.baidu.comͰऴΘΔɽ
Google googlebot.comͰऴΘΔɽ͋Δ͍ rate-limited-proxy-Ͱ࢝·

Γ google.comͰऴΘΔɽ
msn search.msn.comͰऴΘΔɽ

3.4.2 ਖ਼ղσʔλͷ࡞

ଞπʔϧʹΑΓѱҙ͋Γͱஅ͞ΕͨϦΫΤετΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεΛநग़͢Δखॱ
ʹ͍ͭͯड़Δɽຊखॱ 3ͭͷखॱ͔ΒͳΔɽ

Step 1: ଞπʔϧʹΑΓѱੑͱͯ͠ݕ͞ΕͨϦΫΤετΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεͷநग़

Step 1ͰɼURIΛطଘπʔϧʹద༻͠ɼѱੑͱஅ͞ΕΔϦΫΤετͷऩूΛͨͬߦɽ
·ͣɼ࣮ݧϚγϯͰςετ༻WebαΠτͱɼૹ৴ର URIҰཡʹ֨ೲ͞ΕͨϦΫΤετจࣈ

ྻΛ HTTPϦΫΤετͱͯ͠ςετ༻WebαΠτʹରͯ͠ૹ৴͢ΔϦΫΤετੜثΛߏஙͨ͠ɽ
ʮHelloྻࣈஙͨ͠WebαΠτʹจߏ World!ʯ͕ॻ͔Εͨ index.htmlͷΈઃஔ͞Ε͍ͯΔɽ͜ͷ
ϦΫΤετੜثΛ༻͍ͯɼධՁର URIҰཡΞΫηεϩάதͷ URIΛొ͠ɼςετ༻Web
αΠτʹରͯ͠ HTTPϦΫΤετΛૹ৴͢ΔɽςετڥͷߏΛਤ 3.3ʹࣔ͢ɽϦΫΤετੜ
ͰɼධՁରث URIҰཡʹ֨ೲ͞Εͨ URIʹରͯ͠ϗετ໊ϔομใΛิ͠ɼςετ༻
WebαΠτʢhttp:localhostʣʹର͢Δ HTTPϦΫΤετΛੜ͠ɼૹ৴͢Δɽ͜ͷWebαΠτʹ
ର͢ΔΞΫηεΛɼΦʔϓϯιʔεͷ IDSͰ͋Δ Snort͓ΑͼWAFͷmodsecΛద༻ͯ͠͠ࢹɼ
͜ΕΒͷπʔϧ͕ HTTPϦΫΤετΛݕ͢Δ͔Λهͨ͠23ɽ

֤πʔϧͷͲͪΒ͔Ұํ͕ܸ߈ͱݕͨ͠ͳΒɼ֘ URIΛܸ߈ͱஅͨ͠ɽզʑɼ͜ͷ
ςετڥΛ༻͍ͯద༻ରͱͨ͠ΞΫηεϩάʹه͞Εͨ URIʹର͢Δ snort͓Αͼ modsec
ʹΑΔݕ݁ՌΛಘͨɽ

Step 2: ಠࣗγάωνϟͷ࡞͓ΑͼϚονϯά

Step 1Ͱ Snort͓ΑͼmodsecʹΑΓWebαΠτͷܸ߈ʹؔ͢Δਖ਼ղσʔλͷ࡞ΛࢼΈͨ
͕ɼWebαΠτͷܸ߈ଟذʹΘͨΔͨΊɼ͜ΕΒͷطଘπʔϧʹݟಀ͕͠༧͞ΕΔɽͦ͜
Ͱ͜ΕΒͷπʔϧʹՃ͑ͯɼηΩϡϦςΟαΠτͷใΛܸ߈ʹݩύλʔϯΛਖ਼نදݱͱͯ͠ख

ಈͰॻ͖Լͨ͠ಠࣗγάωνϟΛ࡞ͨ͠ɽಠࣗγάωνϟΛද C.1ʹࣔ͢ɽ

Step 3: ѱҙ͋Δૹ৴ݩ IPΞυϨεͷஅ

Step 1͓Αͼ Step 2ͷखॱʹΑΓѱҙ͋Γͱஅ͞Εͨ URIͱɼૹ৴ݩ IPΞυϨε͕ૹ৴ͨ͠
URIͱΛൺֱ͢ΔɽURI͕શܸͯ߈ͱஅ͞ΕͨͳΒɼ֘ૹ৴ݩ IPΞυϨεѱҙ͋Δ URI
Λૹ৴ͨ͠ͱஅͨ͠ɽ

2Snort ϧʔϧηοτͷऔಘ 2016  12 ݄ 21 ɼmodsec ϧʔϧηοτͷऔಘ 2017  2 ݄ 28 Ͱ͋Δɽ
ɽͨ͠༺Λஅରͱ͢ΔΑ͏ʹௐͨ͠ϧʔϧηοτΛྻࣈɼϦΫΤετจʹࡍͷݧ3࣮
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3.4.3 ਖ਼ղσʔλͱͯ͠நग़Ͱ͖ͨૹ৴ݩ IPΞυϨε

্ड़ͷखॱʹैͬͯਖ਼ղσʔλΛ࡞ͨ݁͠Ռɼద༻ରΞΫηεϩάͷؒظΛʢaʣ1ͱͨ͠
߹Ͱ߹ܭ 9,364छྨͷૹ৴ݩ IPΞυϨε͕ɼʢbʣ1ؒ࣌ͱͨ͠߹Ͱ߹ܭ 15,967छྨͷૹ৴
ݩ IPΞυϨε͕ɼͦΕͧΕநग़Ͱ͖ͨɽద༻ؒظ (a)ͱ (b)ͦΕͧΕʹ͍ͭͯɼؒ͝ظͱʹநग़Ͱ
͖ͨશૹ৴ݩ IPΞυϨεͷWebαΠτछྨɼநग़Ͱ͖ͨૹ৴ݩ IPΞυϨεͷมԽ͓Αͼ URI
छྨͷΛɼ(a)ͷ߹ΛͦΕͧΕਤ 3.4ɼਤ A.1ɼਤ A.2ʹɼ(b)ͷ߹ΛͦΕͧΕਤ 3.5ɼਤ
A.3ɼਤ A.4ʹࣔ͢ɽ

3.4.4 ఏҊख๏ͷద༻݁Ռநग़Ͱ͖ͨૹ৴ݩ IPΞυϨε

ΞΫηεϩάΛఏҊख๏ʹద༻ͨ݁͠Ռɼద༻ରΞΫηεϩάͷؒظΛʢaʣ1ͱͨ͠߹
Ͱ߹ܭ 9,551छྨͷૹ৴ݩ IPΞυϨε͕ɼʢbʣ1ؒ࣌ͱͨ͠߹Ͱ߹ܭ 15,361छྨͷૹ৴ݩ
IPΞυϨε͕ɼͦΕͧΕநग़Ͱ͖ͨɽୈ 3.1અͰड़ͨɼจݙʦ77ʧͰใ͞ࠂΕͨ ShellShockͷ੬
ऑੑΛૂͬͨ URI܈Λૹ৴ͨ͠ IPΞυϨεɼ(a)ͱ (b)ͦΕͧΕͷ߹ʹ͓͍ͯఏҊख๏Ͱநग़
Ͱ͖ͨ͜ͱΛ֬ೝͨ͠ɽද 3.2ʹɼ͜ͷ URI܈ͷૹ৴ݩͱͳͬͨ IPΞυϨεछྨͱૹ৴ઌυϝ
ΠϯछྨΛࣔ͢ɽද 3.2Ͱྫ͑ɼ(a)ͷ߹ʹɼ7छྨͷૹ৴ݩ IPΞυϨε͕ 90छྨͷυϝ
Πϯʹରͯ͜͠ͷ URI܈Λૹ৴͍ͯͨ͜͠ͱΛࣔ͢ɽ
ద༻ؒظ (a)ͱ (b)ͦΕͧΕʹ͍ͭͯɼؒ͝ظͱʹநग़Ͱ͖ͨશૹ৴ݩ IPΞυϨεͷWebαΠ

τछྨɼநग़Ͱ͖ͨૹ৴ݩ IPΞυϨεͷมԽ͓Αͼ URIछྨͷΛɼ(a)ͷ߹ΛͦΕͧ
Εਤ 3.6ɼਤ B.1ɼਤ B.2ʹɼ(b)ͷ߹ΛͦΕͧΕਤ 3.7ɼਤ B.3ɼਤ B.4ʹࣔ͢ɽ
ਖ਼ղσʔλͱͯ͠நग़Ͱ͖ͨૹ৴ݩ IPΞυϨεͱఏҊख๏ͷద༻݁Ռநग़Ͱ͖ͨૹ৴ݩ IPΞ

υϨεΛରʹɼ୯ҐؒظͨΓͷૹ৴ݩ IPΞυϨεɼυϝΠϯछྨɼURIछྨʹ͍ͭͯɼ
Λൺֱͨ݁͠ՌΛදۉେ͓Αͼฏ࠷খɼ࠷ 3.3ʹࣔ͢ɽ·ͣɼఏҊख๏Ͱநग़Ͱ͖ͨૹ৴ݩ
IPΞυϨεͱਖ਼ղσʔλͱͯ͠நग़ͨ͠ૹ৴ݩ IPΞυϨεΛൺֱ͢Δɽ୯ҐؒظͨΓʹநग़Ͱ
͖ͨૹ৴ݩ IPΞυϨεʹ͍ͭͯɼ(a)ͱ (b)ͷͲͪΒͷ߹ͰɼఏҊख๏ΑΓਖ਼ղσʔλ
ͷํ͕ଟ͔ͬͨɽ·ͨɼURIछྨʹ͍ͭͯɼఏҊख๏ΑΓਖ਼ղσʔλͷํ͕࠷େɾฏۉ
ͱʹଟ͔ͬͨɽURIछྨͷʹண͢Δͱɼಛʹ (b)ͷ߹ʹɼਖ਼ղσʔλͰ 2ʙ3छྨ
ͷ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨε͕શମͷ 19.4%ଘͨ͠ࡏɽ͜Εʹର͠ɼఏҊख๏Ͱ 2ʙ
3छྨͷ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨε͕શମͷ 78.5%Ͱ͋ͬͨɽ͜ͷ͜ͱ͔Βɼ1छྨͷ
ΈͷυϝΠϯʹ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨε͕ଟ͘ɼͦΕΒ͕ૹ৴ͨ͠ URIछྨଟ͔ͬ
ͨ͜ͱ͕Θ͔Δɽਤ 3.6͓Αͼਤ 3.7ʹࣔͨ͠υϝΠϯछྨͷ͔ΒɼURI͕ڞ௨͔൱͔ʹ
ؔΘΒͣɼ2छྨҎ্ͷυϝΠϯʹ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεਖ਼ղσʔλશମͱൺֱ͢
Δͱগͳ͍͜ͱ͕͔Δɽ࣍ʹɼఏҊख๏Ͱநग़Ͱ͖ͨૹ৴ݩ IPΞυϨεʹ͍ͭͯɼ(a)ͱ (b)ͷ
߹Λൺֱ͢ΔͱɼυϝΠϯछྨͷฏۉͷࠩ 0.99Ͱ͋ͬͨɽυϝΠϯछྨͷΛൺ
ֱ͢Δͱɼ(a)ΑΓ (b)ͷ߹ͷํ͕ɼWebαΠτछྨ͕ 2ͩͬͨૹ৴ݩ IPΞυϨε͕ΊΔ
ׂ߹͕େ͖͔ͬͨɽҰํͰɼURIछྨʹؔͯ͠ɼฏۉͷࠩ 0.06Ͱ͋ͬͨɽ͜ͷ͜ͱ͔
ΒɼෳछྨͷυϝΠϯʹରͯ͠ڞ௨ͨ͠ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεͷଟ͘ɼ1ؒ࣌Ҏ
ʹ URIΛૹ৴͠ऴ͍͑ͯͨͱ͍͑Δɽ
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ද 3.2: (a)ͱ (b)ͷ߹ʹ͓͍ͯɼఏҊख๏Ͱநग़Ͱ͖ͨ ShellShockͷ੬ऑੑΛૂͬͨ URI܈ʹඥ
ͮ͘ૹ৴ݩ IPΞυϨεͱૹ৴ઌυϝΠϯ

ૹ৴ݩ IPΞυϨεछྨ ૹ৴ઌυϝΠϯछྨ

(a) 7 90
1 4
1 91

(b) 6 90
2 4
1 91
1 87

ද 3.3: ධՁରͱͳͬͨૹ৴ݩ IPΞυϨεͷجຊ౷ྔܭ
খ࠷ େ࠷ ฏۉ

ૹ৴ݩ IPΞυϨε (a) ఏҊख๏ 30 454 106.12
ਖ਼ղσʔλ 17 560 104.04

(b) ఏҊख๏ 2 26 7.17
ਖ਼ղσʔλ 1 117 7.87

υϝΠϯछྨ (a) ఏҊख๏ 2 91 4.97
ਖ਼ղσʔλ 2 91 4.37

(b) ఏҊख๏ 2 91 3.98
ਖ਼ղσʔλ 2 91 3.36

URIछྨ (a) ఏҊख๏ 1 304 1.33
ਖ਼ղσʔλ 1 96 1.78

(b) ఏҊख๏ 1 337 1.27
ਖ਼ղσʔλ 1 96 2.17

3.4.5 ఏҊख๏ͷ࣮ؒ࣌ߦ

ద༻ؒظ (a)ͱ (b)ͦΕͧΕʹ͍ͭͯɼؒ͝ظͱʹఏҊख๏ͷೖྗͱͨ͠ΞΫηεϩάͷϨίʔ
υ݅ͱ࣮ؒ࣌ߦͷؔΛɼ(a)ͷ߹Λਤ 3.8ʹɼ(b)ͷ߹Λਤ 3.9ʹɼͦΕͧΕࣔ͢ɽఏҊख
๏ Python2.7.10ʹ࣮ͯ͠ɼIntel(R) Xeon(R) CPU E3-1240 V2 3.40GHz͓Αͼ RAM 16GBΛ
ɽͨ͠ߦϚγϯ্Ͱ࣮ͨ͠ࡌ

খͰ࠷ʹ߹ଌͷ݁ՌɼೖྗͱͳΔΞΫηεϩάͷϨίʔυ݅ɼ(a)ͷܭ 281,128݅ɼ࠷େ
Ͱ 2,383,006݅ɼฏۉͰ 1,063,119݅Ͱ͋Γɼ(b)ͷ߹ʹ࠷খͰ 4,490݅ɼ࠷େͰ 163,432ඵɼฏ
Ͱۉ 42,995݅Ͱ͋ͬͨɽ͜Εʹର͠ɼఏҊख๏ͷ࣮ؒ࣌ߦɼ(a)ͷ߹ʹ࠷খͰ 1,603ඵɼ࠷େ
Ͱ 17,180ඵɼฏۉͰ 6,030ඵͰ͋Γɼ(b)ͷ߹ʹ࠷খͰ 15ඵɼ࠷େͰ 1,312ඵɼฏۉͰ 191ඵͰ
͋ͬͨɽ·ͨɼਤ 3.8͓Αͼਤ 3.9͔ΒɼೖྗͱͳΔΞΫηεϩάͷϨίʔυ͕݅େ͖͘ͳΔ΄
Ͳɼ࣮ؒ࣌ߦେ͖͘ͳ͍ͬͯΔ͜ͱ͕Θ͔Δɽ

ैͬͯɼຊষͰͷ࣮ڥݧͰɼॲཧͷ࣮ؒ࣌ߦͷฏ͔ۉΒɼ(a)ͱ (b)ͷͲͪΒͷ߹ʹ͓͍
ͯɼΞΫηεϩάΛఏҊख๏Ͱॲཧͨ݁͠Ռɼ࣍ͷఏҊख๏ͷॲཧ։࢝·ͰʹಘΒΕΔ͜ͱ͕

Θ͔Γɼຖ͋Δ͍ຖؒ࣌Λఆͨ͠ఆظతͳੳΛ͏ߦӡ༻͕࣮ݱͰ͖Δ͜ͱΛ֬ೝͰ͖ͨɽ
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3.4.6 FP͓Αͼ FNͷ݁ࢉܭՌ

ఏҊख๏Λద༻ͨ݁͠Ռʹ͍ͭͯɼυϝΠϯछྨͷ͖͍͠ S͓Αͼ URIछྨͷ͖͍͠
RΛมԽͤͨ͞ͱ͖ͷݕޡʢFalse PositiveɼFPʣͱݟಀ͠ʢFalse NegativeɼFNʣΛɼͦΕ
ͧΕώʔτϚοϓࣜܗͰՄࢹԽͨ͠.FP͓Αͼ FNࣜ࣍ʹΑΓͨ͠ࢉܭɽ

• FP :ʢSnortɼmodsecɼಠࣗγάωνϟͷ͍ͣΕ͔ͷखஈ͕ݕ͠ͳ͔ͬͨͷͷɼఏҊख๏
ݩͨ͠ૹ৴ݕ͕ IPΞυϨεʣ/ʢఏҊख๏͕ݕͨ͠ૹ৴ݩ IPΞυϨεʣ

• FN :ʢSnortɼmodsecɼಠࣗγάωνϟͷ͍ͣΕ͔ͷखஈ͕ݕͨ͠ͷͷɼఏҊख๏͕ݕ
͠ͳ͔ͬͨૹ৴ݩ IPΞυϨεʣ/ʢSnortɼmodsecɼಠࣗγάωνϟͷ͍ͣΕ͔ͷखஈ͕ݕ
ͨ͠ૹ৴ݩ IPΞυϨεʣ

(a) 1Ͱ۠ͬͨ߹ʹ͓͚Δ FPͷมԽΛਤ 3.10ʹɼFNͷมԽΛਤ 3.11ʹɼ(b) Ͱ۠ؒ࣌1
ͬͨ߹ʹ͓͚Δ FPͷมԽΛਤ 3.12ʹɼFNͷมԽΛਤ 3.13ʹɼͦΕͧΕࣔ͢ɽͨͩ͠ɼώʔ
τϚοϓͷന৭ͷྖҬɼ֘͢Δૹ৴ݩ IPΞυϨε͕ଘ͠ࡏͳ͔ͬͨ͜ͱΛࣔ͢ɽ
ώʔτϚοϓதͷ৭ͷ͔Βɼ(a)ͱ (b)ͷͲͪΒͷ߹ʹ͓͍ͯɼ૯ͯ͡ݕޡখ͞

͍ͷͷɼݟಀ͍݁͠ߴՌͱͳͬͨɽFPͷมԽʹؔͯ͠ɼ(a)ͱ (b)ͷ྆ํʹ͓͍ͯɼS
RͲͪΒখ͍͞ʹઃఆͨ͠߹ʹɼFP͕େ͖͘ͳͬͨɽFNͷมԽʹؔͯ͠ɼ(a)ͱ (b)
ͷ྆ํʹ͓͍ͯ R͕ 84Ҏ্ͷͱ͖ʹݟಀ͕͠ 1ͱͳͬͨɽ͜ΕɼఏҊख๏Ͱ URIछྨ
͕ 84Ҏ্Ͱ͋ͬͨૹ৴ݩ IPΞυϨεΛநग़Ͱ͖ͳ͔ͬͨ͜ͱΛ͍ࣔͯ͠Δɽ
ɼ(a)ͱʹ࣍ (b)ͷ߹ʹ͓͍ͯ FP͓Αͼ FN͕ͦΕͧΕ 0ͱͳΔ Sͱ RͷൣғΛද 3.4ʹࣔ͢ɽ

ಛʹ FP͕ 0ͱͳͬͨൣғɼ(a)ͱ (b)ͷ߹ͲͪΒಉ͡ൣғͰɼ࣍ͷ 3छྨͰ͋ͬͨɽ

• ྖҬ FP1: S=91, 4 ʽ R ʽ 6

• ྖҬ FP2: 5 ʽ S ʽ 90, 16 ʽ R ʽ 44

• ྖҬ FP3: 3 ʽ S ʽ 90, 45 ʽ R ʽ 83

ಛʹྖҬ FP2 ͓ΑͼྖҬ FP3 ʹ͍ͭͯɼ88 ʽ S ʽ 90ɼ29 ʽ R ʽ 83ͷൣғʹ͓͍ͯɼFP
͚ͩͰͳ͘ɼFN 0ͱͳͬͨɽ
͕ͨͬͯ͠ɼܸ߈Λݕޡͳ͠ʹݕՄͳൣғͱͯ͠ɼԼهͷ 2छྨͷൣғ͕ઃఆՄͰ͋Δ

ͱ͍͑Δɽ·ͣɼૹ৴ରͷϦΫΤετछྨ͕গͳ͘ͱɼυϝΠϯछྨ͕ଟ͔ͬͨൣғͰ͋

ΔɽຊධՁ࣮ݧͰɼྖҬ FP1 Ͱ͋ΔɼυϝΠϯछྨ͕ 91Ҏ্ͭ URIछྨ͕ 4Ҏ্ʹ֘
͢Δɽ࣍ʹɼυϝΠϯछྨ͕গͳ͘ͱɼૹ৴ରͷ URIछྨ͕ଟ͔ͬͨൣғͰ͋Δɽຊ
ධՁ࣮ݧͰɼྖҬ FP2͓ΑͼྖҬ FP3͕ॏͳΔྖҬͰ͋ΔɼυϝΠϯछྨ͕ 5Ҏ্ͭ URI
छྨ͕ 45Ҏ্ʹ֘͢Δɽ
FP=0ͱͳͬͨྖҬʹ͍ͭͯɼಠࣗγάωνϟʹΑΓѱੑͱஅͰ͖ͨૹ৴ݩ IPΞυϨεʢಠࣗ

γάωνϟؚ༗ૹ৴ݩ IPΞυϨεʣͷׂ߹Λɼද 3.5ʹࣔ͢ɽ͜ͷද͔Βɼ(a)ͱ (b)ͲͪΒͷ
߹ɼྖҬ FP1͓ΑͼྖҬ FP3طଘπʔϧͰݕͰ͖ܸͨ߈ͷΈؚ͕·Ε͍ͯͨɽҰํɼྖҬ

FP2ʹɼطଘπʔϧͰݕͰ͖ͳ͔ͬͨɼಠࣗγάωνϟͰͷΈݕͰ͖ܸͨ߈ؚ·Ε͍ͯ

ͨɽ͜ͷදͷ݁Ռ͔ΒɼFP=0ͱͳΔ͖͍͠Λઃఆͨ͠ͱ͖ɼطଘͷπʔϧͰݕͰ͖ͳ͔ͬ
Ͱ͖ͨ͜ͱ͕֬ೝͰ͖ͨɽݕΛɼఏҊख๏Ͱܸ߈ͨ

ಠࣗγάωνϟͰͷΈݕͰ͖ܸͨ߈ʹ͍ͭͯड़ΔɽྖҬ FP2ʹ 2छྨͷܸ߈Λͨͬߦૹ৴
ݩ IPΞυϨεؚ͕·Ε͍ͯͨɽ·ͣɼAsset ManagerΛ௨ͯ͠ҙͷϑΝΠϧͷΞοϓϩʔυ͕Մ
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ͳ assetmanagerϞδϡʔϧΛ͚ͭݟΔͨΊʢʦ86ʧʣɼassetmanager.aspɼassetmanager.aspxͷΑ
͏ʹ֦ுࢠΛม͑ͳ͕ΒURIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεͰ͋Δɽ࣍ʹɼFCKeditorΛ௨ͯ͠ҙ
ͷϑΝΠϧͷΞοϓϩʔυ͕Մͳ connecterϞδϡʔϧʹ͍ͭͯɼconnector.aspɼconnector.aspx
ͷΑ͏ʹ֦ுࢠΛม͑ͳ͕Β URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεͰ͋ΔɽSnortʹ֦ுࢠ”.asp”Λ
ؚΉ URIΛݕ͢Δγάωνϟ͕ଘͨͨ͠ࡏΊɼ͜ΕΒͷૹ৴ݩ IPΞυϨε͕ૹ৴ͨ͠ URIͷ
தʹ SnortͰܸ߈ͱஅͨ͠ URIؚ͕·Ε͍ͯͨɽ͔ͦ͠͠ΕҎ֎ͷ֦ுࢠΛؚΉ URI߈
ܸͱஅ͞Εͳ͔ͬͨɽ·ͨɼconnectorϞδϡʔϧʹରͯ͠ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨε
ʹɼSnort͕ϚϧΣΞʹΑΔϑΝΠϧͷΞοϓϩʔυߦࢼΛͨ͏ߦΊʹܸ߈ͱݕ͞ΕΔ URI
ΛؚΉૹ৴ݩ IPΞυϨεଘͨ͠ࡏɽҎ্ͷ݁Ռ͔Βɼ࡞ͨ͠γάωνϟʹෆ͕͋Δ߹Ͱ
͋ͬͯɼఏҊख๏Ͱѱҙ͋Δ URIΛૹ৴ͨ͠ IPΞυϨεΛநग़Ͱ͖Δ͜ͱΛ֬ೝͰ͖ͨɽ

ද 3.4: (a)͓Αͼ (b)ͷ߹ʹ͓͚Δ FP=0ɼFN=0ͱͳΔ Sͱ Rͷൣғ
Sͷൣғ Rͷൣғ FP FN

খ࠷ େ࠷ খ࠷ େ࠷

(a) FP=0 S=91 4 ʽ R ʽ 6 0 0 0.714 0.714
5 ʽ S ʽ 90 16 ʽ R ʽ 44 0 0 0 0.833
3 ʽ S ʽ 90 45 ʽ R ʽ 83 0 0 0 0.75

FN=0 S=90 9 ʽ R ʽ 28 0 0.6 0 0
88 ʽ S ʽ 90 29 ʽ R ʽ 83 0 0 0 0

(b) FP=0 S=91 4 ʽ R ʽ 6 0 0 0.333 0.429
5 ʽ S ʽ 90 16 ʽ R ʽ 44 0 0 0 0.857
3 ʽ S ʽ 90 45 ʽ R ʽ 83 0 0 0 0.8

FN=0 S=90 9 ʽ R ʽ 28 0 0.6 0 0
88 ʽ S ʽ 90 29 ʽ R ʽ 83 0 0 0 0

ද 3.5: FP=0ͷྖҬʹ͓͚ΔಠࣗγάωνϟʹΑΓѱੑͱஅͰ͖ͨૹ৴ݩ IPΞυϨεͷׂ߹
ྖҬ IPΞυϨεؚ༗ׂ߹

(a) ྖҬ FP1 0
ྖҬ FP2 1
ྖҬ FP3 0

(b) ྖҬ FP1 0
ྖҬ FP2 0.5
ྖҬ FP3 0

3.4.7 ϦΫΤετͷऩूʹඞཁͳؒ࣌

ఏҊख๏͕ૹ৴ݩ IPΞυϨεͷѱੑͷ༗ແΛஅ͢ΔͨΊɼϦΫΤετͷऩूʹඞཁͳؒ࣌Λ
ධՁ͢Δɽద༻ରΞΫηεϩάͷؒظ (a)͓Αͼ (b)ͷ߹ʹ͓͍ͯɼఏҊख๏Ͱநग़Ͱ͖ͨૹ
৴ݩ IPΞυϨε͕ΞΫηεϩάʹग़ޙ࠷ͨ͠ݱͷ͔ࠁ࣌Β࠷ॳͷࠁ࣌ΛҾ͍ͨΛϦΫΤετૹ
৴ؒ࣌ͱͯͨ͠͠ࢉܭɽ
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ϦΫΤετૹ৴ؒ࣌ͷΛɼ(a)ͷ߹ɼ(b)ͷ߹ΛͦΕͧΕਤ 3.14ɼਤ 3.15ʹࣔ͢ɽ֤ਤ
தͷࠇ৭ͷఏҊख๏Ͱநग़Ͱ͖ͨૹ৴ݩ IPΞυϨεΛɼփ৭ͷఏҊख๏Ͱநग़Ͱ͖ɼ
ͭਖ਼ղσʔλʹ֘͢Δૹ৴ݩ IPΞυϨεΛࣔ͢ɽ·ͨɼ(a)ɼ(b)ͦΕͧΕͷ߹ʹ͓͍ͯྦྷੵ
͕ 50%ɼ75%ɼ95%Ҏ্ͷԼݶͱͳΔϦΫΤετૹ৴ؒ࣌Λද 3.6ʹࣔ͢ɽද 3.6Ͱɼྫ͑ɼ
(a)ͷ߹ʹఏҊख๏Ͱநग़Ͱ͖ͨૹ৴ݩ IPΞυϨε͕ྦྷੵ 50%Ҏ্ͱͳΔɼͭ·Γૹ৴ݩ IP
ΞυϨεͷΊΔׂ߹͕Ҏ্ͱͳΔԼݶɼϦΫΤετૹ৴͕ؒ࣌ 3,500ඵͰ͋Δ͜ͱΛࣔ͢ɽ
·ͣ (a)ͷ߹ʹ͍ͭͯɼϦΫΤετૹ৴͕ؒ࣌ 3,000ඵҎԼͰ͋ͬͨૹ৴ݩ IPΞυϨεɼఏ

Ҋख๏Ͱநग़Ͱ͖ͨͷ͕ 55.8%ɼਖ਼ղσʔλʹ֘͢Δͷ͕ 55.5%Ͱ͋ͬͨɽͲͪΒͷૹ
৴ݩ IPΞυϨε͕ڧɼϦΫΤετૹ৴͕ؒ࣌ 3,000ඵҎԼͰ͋ͬͨͱ͍͑Δɽਖ਼ղσʔλ
ʹ֘͢Δૹ৴ݩ IPΞυϨεΛ 95%Ҏ্ؚΉͷɼϦΫΤετૹ৴͕ؒ࣌ 69,000ඵҎԼͷൣғͰ
͋Δɽ

ʹ࣍ (b)ͷ߹ʹ͍ͭͯɼϦΫΤετૹ৴͕ؒ࣌ 100ඵҎԼͩͬͨૹ৴ݩ IPΞυϨεɼఏҊ
ख๏Ͱநग़Ͱ͖ͨͷ͕ 49.7%ɼਖ਼ղσʔλʹ֘͢Δͷ͕ 76.7%Ͱ͋ͬͨɽ͞ΒʹɼఏҊ
ख๏Ͱநग़Ͱ͖ͨૹ৴ݩ IPΞυϨε 3,400ඵΑΓେ͖͘ 3,500ඵҎԼͷൣғʹଟ͘ूத͍ͯ͠
ͨɽਖ਼ղσʔλʹ֘͢Δૹ৴ݩ IPΞυϨεΛ 95%Ҏ্ؚΉͷɼϦΫΤετૹ৴͕ؒ࣌ 2,300
ඵҎԼͷൣғͰ͋Δɽ

ͳ͓ɼ(a)ͷ߹ʹ͓͍ͯϦΫΤετૹ৴͕͔ؒ࣌ͬͨૹ৴ݩ IPΞυϨεʹɼԼهͷΑ͏ʹɼ
WebϗεςΟϯάαʔϏεԼͷWebαΠτʹϦΫΤετ͕அଓతʹ౸ୡͨ͠ͷ͕ଘͨ͠ࡏɽ
͜ͷྫࣄͰɼઃఆ͞ΕͨWebαΠτҰཡʹରͯ͠ॱ൪ʹϦΫΤετΛૹ৴͓ͯ͠ΓɼͦͷҰ

ཡʹࠓճධՁରͱͨ͠WebϗεςΟϯάαʔϏεཧԼͷWebαΠτؚ͕·Ε͍ͯͨͱ͑ߟΒ
ΕΔɽ͜ΕΒͷϦΫΤετΛૹ৴ͨ͠ IPΞυϨεΛఏҊख๏ͰஅͰ͖Δͷɼ1ߦͷϦΫΤ
ετͱɼͦΕ͕౸ୡ͔ͯ͠Β ؒ࣌4 12ޙʹ౸ୡͨ͠ ͱͳ࣌ΜͩࠐͷϦΫΤετΛಡΈߦ2
Δɽ͋Δ͍ɼؒ࣌ใΛอ࣋͠ͳ͍߹Ͱ͋ͬͯɼ2ߦͷϦΫΤετͱɼͦΕ͕౸ୡͯ͠
͔Β 7ඵޙʹ౸ୡͨ͠ ͰɼఏҊख๏Ͱ࣌ΜͩࠐͷϦΫΤετΛಡΈߦ3 IPΞυϨεͷ
அ͕ՄͰ͋Δɽͨͩ͜͠ͷ߹ɼ1ߦͷϦΫΤετఏҊख๏ͰஅͷରͱͳΒͳ͍ɽ

ද 3.6: (a)͓Αͼ (b)ͷ߹ʹ͓͚Δྦྷੵ͕ 50%ɼ75%ɼ95%Ҏ্ͷԼݶͱͳΔϦΫΤετૹ
৴ؒ࣌

ྦྷੵ

50%Ҏ্ 75%Ҏ্ 95%Ҏ্

(a) ఏҊख๏Ͱநग़Ͱ͖ͨ 3,000ඵ 21,000ඵ 69,000ඵ
ਖ਼ղσʔλʹ֘ 3,000ඵ 21,000ඵ 69,000ඵ

(b) ఏҊख๏Ͱநग़Ͱ͖ͨ 500ඵ 3,400ඵ 3,600ඵ
ਖ਼ղσʔλʹ֘ 100ඵ 100ඵ 2,300ඵ

3.4.8 ఏҊख๏Ͱ؍ଌ͖͢υϝΠϯछྨ

ఏҊख๏ద༻؍ʹ࣌ଌ͖͢υϝΠϯͷنʹ͍ͭͯධՁ͢ΔɽఏҊख๏Ͱ؍ଌରͱ͢Δυ

ϝΠϯͷछྨ͕ଟ͚Εଟ͍΄ͲɼΑΓ͍ߴਫ਼Ͱѱҙ͋ΔϦΫΤετΛૹ৴ͨ͠ IPΞυϨεΛ
நग़Ͱ͖ΔՄੑ͕େ͖͘ͳΔɽ͔͠͠ɼυϝΠϯͷछྨ͕ଟ͘ͳΕఏҊख๏͕ಡΈࠐΉ͖Ξ

ΫηεϩάͷྔॲཧͰߦΘΕΔ URIू߹ͷυϝΠϯؒͷൺֱճ͕૿Ճ͢ΔͨΊɼఏҊख๏
ͷॲཧʹඞཁͳϝϞϦؒ࣌૿Ճ͢Δɽ
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ద༻ରΞΫηεϩάͷؒظ (a)͓Αͼ (b)ͷ߹ʹ͓͍ͯɼૹ৴ઌͱͳͬͨυϝΠϯͦΕͧΕ
ʹ͍ͭͯɼఏҊख๏Ͱநग़Ͱ͖ͨૹ৴ݩ IPΞυϨεΛɼఏҊख๏Ͱநग़Ͱ͖ͨૹ৴ݩ IPΞυϨ
ε͓ΑͼఏҊख๏Ͱநग़Ͱ͖ɼͭਖ਼ղσʔλʹ֘͢Δૹ৴ݩ IPΞυϨεʹ͍ͭͯͦΕͧΕ
্͑͛ͨɽ্͑͛ͨ݁ՌΛɼఏҊख๏Ͱநग़Ͱ͖ͨૹ৴ݩ IPΞυϨεʹ͍ͭͯঢॱͰฒͼସ͑
ͨ݁ՌΛਤ 3.16ɼਤ 3.17ʹࣔ͢ɽ֤ਤதͷܗ֯ࡾͷϚʔΧʔఏҊख๏Ͱநग़Ͱ͖ͨૹ৴ݩ IPΞ
υϨεΛɼܗ࢛֯ͷϚʔΧʔఏҊख๏Ͱநग़Ͱ͖ɼͭਖ਼ղσʔλʹ֘͢Δૹ৴ݩ IPΞυϨ
εΛࣔ͢ɽ

·ͣ (a)ͷ߹ʹ͍ͭͯɼఏҊख๏Ͱநग़Ͱ͖ͨૹ৴ݩ IPΞυϨεͷૹ৴ઌυϝΠϯΛ্͑
͛ͨ݁Ռɼ্Ґ 5छྨͷυϝΠϯ 1,000Λ͑Δ IPΞυϨε͔Β URI͕ૹ৴͞Ε͍ͯͨɽ͞Β
ʹɼ্Ґ 94൪ͱ 95൪ͷυϝΠϯΛૹ৴ઌͱͨ͠ IPΞυϨεʹ 196ͷ͕ࠩ͋ΓɼͦΕҎ
߱ͷυϝΠϯʹ ݩͷૹ৴ݸ1 IPΞυϨεͷΈ͕ඥͮ͘ঢ়گͱͳ͍ͬͯΔɽਖ਼ղσʔλʹ֘͢
Δૹ৴ݩ IPΞυϨεͷ߹ʹ͍ͭͯɼಉ༷ͷՕॴͰંΕઢάϥϑ͕མͪࠐΜͰ͍Δɽ
ʹ࣍ (b)ͷ߹ʹ͍ͭͯɼఏҊख๏Ͱநग़Ͱ͖ͨૹ৴ݩ IPΞυϨεͷૹ৴ઌυϝΠϯΛ্͑

͛ͨ݁Ռɼ্Ґ 5छྨͷυϝΠϯ 2,400Λ͑Δ IPΞυϨε͔Β URI͕ૹ৴͞Ε͍ͯͨɽ͞Β
ʹɼ্Ґ 90൪ͱ 91൪ͷυϝΠϯΛૹ৴ઌͱͨ͠ IPΞυϨεʹ 104ͷ͕ࠩ͋ΓɼͦΕҎ
߱ͷυϝΠϯʹ ݩͷૹ৴ݸ1 IPΞυϨεͷΈ͕ඥͮ͘ঢ়گͱͳ͍ͬͯΔɽਖ਼ղσʔλʹ֘͢
Δૹ৴ݩ IPΞυϨεͷ߹ʹ͍ͭͯɼಉ༷ͷ͕͋Δɽ
Ҏ্ΑΓɼຊ࣮ݧͷରͱͨ͠WebϗεςΟϯάαʔϏεཧԼͷWebαΠτʢυϝΠϯʣ

255छྨͰ͕͋ͬͨɼఏҊख๏ʹؔ༩ͨ͠υϝΠϯ (a)ͷ߹Ͱ 236छྨɼ(b)ͷ߹Ͱ 231छ
ྨͰ͋ͬͨɽͭ·Γɼ࣮ࡍWebϗεςΟϯάαʔϏεཧԼͷυϝΠϯશͯʹѱҙ͋ΔϦΫΤ
ετ͕ૹ৴͞Ε͍ͯͳ͔ͬͨɽ͞Βʹɼ(a)ͷ߹Ͱ 95൪ɼ(b)ͷ߹Ͱ 91൪Ҏ߱ͷυϝ
Πϯʹରͯ͠ URIΛૹ৴ͨ͠ IPΞυϨεɼͦΕΒҎલͱൺֱ͢Δͱ ͷ͕ࠩ։͍͍ͯن200
ͨɽ͜ͷ͜ͱ͔Βɼ͜ΕΒͷυϝΠϯ؍ଌର͔Βআ֎͢Δͱ͍ͬͨɼ؍ଌ͖͢υϝΠϯͷબ

ఆՄͰ͋Δɽ

3.5 ٞ

3.5.1 ఏҊख๏͕ݕޡͱஅ͢ΔURI

ຊઅͰɼݕޡʹ֘ͨ͠ૹ৴ݩ IPΞυϨεʹ͍ͭͯྫࣄΛ͛ڍɼఏҊख๏͕ݕޡͱஅ
͢Δ URIʹ͍ͭͯ͢ߟΔɽ
ݩʹ֘ͨ͠ૹ৴ݕޡ IPΞυϨε͕ૹ৴ͨ͠ URIू߹Λू͠ܭɼ֘͢Δૹ৴ݩ IPΞυϨ

ε͕ଟ͔ͬͨ URIू߹ͷ্Ґ 5Λද 3.7ʹࣔ͢ɽͨͩ͠ɼදதͷʮnullʯ URIͷ͕ϩάʹଘ
ͳ͔ͬͨ͜ͱΛࣔ͢ɽද͠ࡏ 3.7தͷɼ#4ʹ͍ͭͯจݙʦ87ʧΑΓMicrosoft Internet Explorer 11
ʹΑΔαϜωΠϧը૾ͷཁٻΛؚΉϦΫΤετɼ#5ʹ͍ͭͯWebαΠτͷใΛऩू͢ΔΫ
ϩʔϥʹΑΔϦΫΤετʹΑΓૹ৴͞Εͨ URIͰ͋ΔՄੑ͕͍ߴͱஅͰ͖Δ4 ɽ·ͨɼ#3ʹ
͍ͭͯɼෳͷWebαΠτΛਓ͕ؒӾཡ͢ΔͨΊʹΞΫηεͨ͠έʔεؚ·ΕΔͱ͑ߟΒΕ
Δɽຊ࣮ݧͷධՁରֶͷ෦ہࣨڀݚͷWebαΠτʹର͢ΔΞΫηεϩάͰ͋Δɽͦͷ
ͨΊɼछྨఔͳΒਓ͕ؒखಈͰτοϓϖʔδΛΞΫηεͯ͠ճͬͨɼͱ͍ͬͨγφϦΦߟ

͑ΒΕΔɽ

4robots.txt  sitemap.xml ɼWeb αΠτͷใΛऩू͢ΔతͰ͕ऀܸ߈ར༻͢Δ߹͑ߟΒΕΔͨΊɼΫϩʔϥ
ͷڍಈͱͯ͠আ֎ͤͣɼຊষͰఏҊख๏ͷద༻ରͱͨ͠ɽ
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Ҏ্ΑΓɼఏҊख๏ͷద༻݁ՌɼݕޡͱͳΔ URIओʹԼهͷ 3छྨͷ߹Ͱ͋Δͱ͑ߟΒ
ΕΔɽ

1. Webϒϥβૹ৴ݩଆͷڥͰࣗಈతʹૹ৴͞ΕΔϦΫΤετ

2. ෳWebαΠτͷใऩूΛతͱ͢ΔϦΫΤετ

3. ෳWebαΠτؒͰڞ௨ͷ໊લΛͭ࣋ϖʔδΛཁ͢ٻΔϦΫΤετ

ʹରͯ͠ɼ(1)͓Αͼݕޡͨ͠͏͜ (3)ͷ߹ʹؔͯ͠ɼఏҊख๏ͷॲཧͷର֎ͱ͢ΔURI
ΛϗϫΠτϦετԽʹΑͬͯɼݕޡΛݮΒͤΔ߹͕͋Δɽ

·ͣɼ(1)ͷ߹ʹؔͯ͠ɼૹ৴ݩଆͷڥͰࣗಈతʹૹ৴͞ΕΔ URIͰ͋Δ͜ͱ͕໌Β͔ʹ
ͳΕɼ͜ΕΒͷ URIΛϗϫΠτϦετʹՃͰ͖Δɽ࣍ʹɼ(3)ͷ߹ʹؔͯ͠ɼࠓճͷ࣮ݧ
Ͱར༻ͨ͠ΞΫηεϩάେֶͷWebαΠτΛӡ༻͢ΔWebϗεςΟϯάαʔϏεͰ͋ͬͨɽ
ͦͷͨΊɼྫֶ͑ͷ෦ہͷWebαΠτʹΞΫηεͨ͠ࡍʹɼେֶͷϩΰը૾෦ؒہͰڞ௨
ͯ͠ར༻͞ΕΔϨΠΞτʹؔ͢Δ JavaScript CSSϑΝΠϧΛϦΫΤετͨ͠ͱΈΒΕΔέʔ
ε͕͋ͬͨɽ͜͏ͨ͠ίϯςϯπΛϦΫΤετ͢Δࡍʹૹ৴͞ΕΔ URIɼϗϫΠτϦετԽ͕
ՄͰ͋Δͱ͑ߟΒΕΔɽ

ͨͩ͠ɼ্ड़ͰϗϫΠτϦετԽͨ͠URI͕WebαΠτͷ੬ऑੑൃݟʹ༗༻Ͱ͋Δ͜ͱ͕Θ͔ͬ
ͨͳͲɼܸ߈ʹ༻͍ΒΕΔ͜ͱ͕Θ͔ͬͨ߹ʹɼܸ߈తͰ URI͕ૹ৴͞Εͨͱͯ͠ɼఏҊ
ख๏Ͱॲཧͷର֎ͱͳΓɼࣄܸ߈ͷநग़͕Ͱ͖ͳ͍ɽ·ͨɼࠓճͷWebϗεςΟϯάαʔ
ϏεͷΑ͏ʹαʔϏεར༻ऀར༻త͕ݶఆ͞Ε͍ͯͳ͍ɼෆಛఆଟͷར༻ऀ͕֤ʑҟͳΔ

తͰαʔϏεΛར༻͢ΔܗଶͷWebϗεςΟϯάαʔϏεͰɼಛʹ (3)ͷ߹ͷϗϫΠτϦετ
Խ͍͠ͱ͑ߟΒΕΔɽ

ද 3.7: ݩʹ֘͢Δૹ৴ݕޡ IPΞυϨε͕ૹ৴ͨ͠ URIू߹্Ґ 5
# URIू߹ ૹ৴ݩ IPΞυϨε WebαΠτछྨ

খ࠷ େ࠷ ฏۉ

1 GET:/favicon.ico 1,005 2 14 2.33
2 HEAD:/ 258 2 91 8.36
3 GET:/ 200 2 10 2.82

GET:/favicon.ico
4 null 179 2 4 2.27

GET:/browserconfig.xml
5 GET:/ 77 2 9 2.44

GET:/robots.txt
GET:/sitemap.xml

3.5.2 ఏҊख๏ͷݶք

ఏҊख๏ͷݶքʹ͍ͭͯ͢ߟΔɽఏҊख๏Ͱɼ2Ҏ্ͷෳछྨͷυϝΠϯʹରͯ͠ɼڞ௨
ͷ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεΛѱҙ͋Γͱஅ͢ΔɽͦͷͨΊɼ1छྨͷυϝΠϯʹ͔͠
URIΛૹ৴͠ͳ͔ͬͨૹ৴ݩ IPΞυϨεɼෳछྨͷυϝΠϯʹૹ৴ͨ͠ URI͕ڞ௨Ͱͳ͔ͬͨ
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ૹ৴ݩ IPΞυϨεɼఏҊख๏Ͱநग़ͷର͔Βআ֎͞ΕΔɽΑͬͯɼఏҊख๏Ͱநग़͕
͍͠ѱੑ IPΞυϨεɼԼهͷ 2छྨͰ͋Δͱ͍͑Δɽ

1. ಛఆͷ 1छྨͷWebαΠτʹରͯ͠ѱҙ͋ΔϦΫΤετΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨε

2. ෳछྨͷWebαΠτʹରͯͦ͠ΕͧΕҟͳΔѱҙ͋ΔϦΫΤετΛૹ৴ͨ͠ૹ৴ݩ IPΞ
υϨε

ఏҊख๏Λ֦ு͢Δ͜ͱͰɼ2.ʹ֘͢Δૹ৴ݩ IPΞυϨεѱੑͱஅͰ͖Δ߹͕͋Δɽ
ఏҊख๏ͰɼWebαΠτ͝ͱʹૹ৴ͨ͠ URIू߹Λൺֱ͢Δࡍʹɼ֤ URIू߹͕શʹҰக͠
ͨૹ৴ݩ IPΞυϨεΛநग़͍ͯͨ͠ɽ͜ͷॲཧΛɼશҰகͰͳ͘ɼྨࣅΛ͑͏ͨ͠ࢉܭͰ
͋Δ͖͍͠Ҏ্ͷྨࣅΛͭ࣋ૹ৴ݩ IPΞυϨεΛநग़͢ΔΑ͏ͳॲཧʹ֦ு͢Δ͜ͱͰɼಉ
Ұͷ URIΛૹ৴͍ͯ͠ͳͯ͘ɼ͋Δఔڞ௨ͨ͠ URI܈Λૹ৴͍ͯͨ͠ૹ৴ݩ IPΞυϨεந
ग़݁ՌʹؚΊΔ͜ͱ͕ՄͰ͋Δɽͨͩ͜͠ͷΑ͏ͳखஈΛͱͬͨ߹Ͱ͋ͬͯɼWebαΠτ͝
ͱʹ·ͬͨ͘ҟͳΔ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεநग़ͷରͱ͢Δ͜ͱͰ͖ͳ͍ͱ͍ͬ
Δɽྫ͑WebαΠτʹΑͬͯ͢ࡏք͕ଘݶͨ GETϦΫΤετதͷύϥϝʔλΛมԽͤ͞ͳ͕Β
URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεɼಉ͡ҙਤΛͨͬ࣋ URIΛૹ৴ͨ͠ͱͯ͠ɼఏҊख๏Ͱ
நग़Ͱ͖ͳ͍ͱ͍͏ݶք͕͋Δɽ

3.6 ·ͱΊͱޙࠓͷ՝

ຊষͰɼෳυϝΠϯʹର͢ΔΞΫηεϩάΛରͱͯ͠ɼෳυϝΠϯʹૹ৴͞Εͨѱҙ͋

ΔϦΫΤετΛநग़͢Δख๏ΛఏҊͨ͠ɽఏҊख๏ͰɼҰఆؒظऩूͨ͠ΞΫηεϩά͔Βɼૹ

৴ݩ IPΞυϨεɼૹ৴ઌυϝΠϯɼURIͷؔੑΛੳ͠ɼෳͷυϝΠϯʹରͯ͠ಉҰͷ URI
Λૹ৴ͨ͠ IPΞυϨεΛநग़͢Δɽຊख๏ʹΑΓɼ୯ҰͷυϝΠϯͷΞΫηεΛੳ͢Δ͜ͱ
Ͱҟৗੑͷஅ͕͍͠ϦΫΤετͰ͋ͬͯɼ͖͍͠Λ͑ΔछྨͷυϝΠϯʹରͯ͠ɼ͠

͖͍Λ͑Δछྨͷڞ௨ͨ͠ URIΛૹ৴ͨ͠ૹ৴ݩ IPΞυϨεͳΒɼఏҊख๏Ͱѱੑͱ͠
ͯநग़͢Δ͜ͱ͕ՄͰ͋Δɽ

ఏҊख๏Λɼ࣮ࡍͷWebϗεςΟϯάαʔϏεΑΓऔಘͰ͖ͨΞΫηεϩάʹద༻ͨ݁͠Ռɼ߈
ͱͳͬͨݩܸ IPΞυϨεΛݕޡͳ͘நग़Ͱ͖Δ͖͍͕͠ଘ͢ࡏΔ͜ͱΛࣔͨ͠ɽ͞Βʹɼط
ଘͷΦʔϓϯιʔεͷ IDS͓ΑͼWAFͰγάωνϟ͕ొ͞Ε͓ͯΒͣݕͰ͖ͳ͍ܸ߈ʹͭ
͍ͯݕͰ͖ΔྫࣄΛ֬ೝͰ͖ͨɽ

ͷ࣍ͷ՝ͱͯ͠ޙࠓ 2͕͋Δɽ·ͣ 1ͱͯ͠ɼϦΫΤετ܈ͷྻܥ࣌తͳؔੑʹ
ண͢Δ͜ͱͰɼྫ͑͋Δϗετ͔ΒεΩϟϯΛड͚ͨޙʹผͷϗετ͔Βܸ߈Λड͚Δͱ͍ͬ

ͨɼෳΛ࿈ࣄܸ߈ͨͤ͞ܞͷநग़͕͛ڍΒΕΔɽ

ʹ࣍ 2ͱͯ͠ɼఏҊख๏ͷॲཧͷߴԽ͕͛ڍΒΕΔɽຊষͰͷ࣮ڥݧʹ͓͚Δॲཧؒ࣌
ͷܭଌ݁Ռ͔Βɼຖ͋Δ͍ຖؒ࣌Λఆͨ͠ఆظతͳੳΛ͏ߦӡ༻͕࣮ݱͰ͖Δ͜ͱΛ֬

ೝͰ͖ͨɽ͔͠͠ɼఏҊख๏ͷྔࢉܭೖྗͱͳΔΞΫηεϩάͷϨίʔυ݅ nʹରͯ͠ O(n2)
Ͱ͋ΔͨΊɼϨίʔυ͕݅૿Ճ͢Δͱॲཧؒ࣌૿Ճ͢ΔՄੑ͕͋ΔɽͦͷͨΊɼશମͷॲཧ

ΛॖͰ͖ΔΑ͏ɼฒྻԽʹରԠͤ͞Δͷॲཧͷվྑ͕ඞཁͰ͋Δɽؒ࣌
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ୈ4ষ SSHʢSecure ShellʣαʔϏεʹର͢
ΔϒϧʔτϑΥʔεݕϩάΛ༻͍ͨ
ܕࢄϒϧʔτϑΥʔεܸ߈ͷநग़

4.1 ͡Ίʹ

ωοτϫʔΫηΩϡϦςΟʹ͓͍ͯɼϒϧʔτϑΥʔεܸ߈ͱɼωοτϫʔΫαʔϏεͷ

ར༻ʹඞཁͳϢʔβ໊ͱύεϫʔυͷ߹ͤͷऔಘΛతͱͯ͠ɼଘ͢ࡏΔશͯͷ߹ͤʹ͍ͭͯ

ར༻Մ͔Ͳ͏͔ΛαʔϏεʹରܸͯ͠߈͢ࢼΛ͢ࢦɽྫ͑ɼϢʔβ໊Λʮrootʯʹݻఆ͠ɼύ
εϫʔυΛʮ0000ʯ͔Βʮ9999ʯ·Ͱॱ൪ʹม͑ͳ͕ΒɼαʔϏεͷϩάΠϯʹޭ͢Δ߹͕ͤ
ଘ͢ࡏΔ͔Ͳ͏͔Λ͢ࢼɽଞʹࣙॻʹऩ͞Ε͍ͯΔ୯ޠΛϢʔβ໊͋Δ͍ύεϫʔυͷީิ

ͱͯ͠୳ࣙ͢ॻܸ߈ɼγεςϜʹॳظઃఆ͞ΕΔΛ͏ͱ͍ͬͨखஈଘ͢ࡏΔɽ͞Βʹɼ

ଞαʔϏε͔Β࿙͍͑ͨ͠ͱ͑ߟΒΕΔϢʔβ໊ɾύεϫʔυͷ߹ͤΛผͷαʔϏεͷϩάΠϯ

ʦ88ʧʣɽݙΕ͍ͯΔʢจ͞ࠂΕ͍ͯΔʣใݺͱܸ߈ʢύεϫʔυϦετܸ߈Δ͢༺ʹߦࢼ
ۙͰɼܸ߈ͷൃੜΛωοτϫʔΫαʔϏεཧऀʹΒΕͳ͍Α͏ͳखஈΛ͏ϒϧʔτ

ϑΥʔε͕ܸ߈ใ͞ࠂΕ͍ͯΔɽྫ͑ɼগͳ͍ϩάΠϯߦࢼճͰͷϩάΠϯߦࢼΛؒظଓ͚

ΔɼෳͷҟͳΔ IPΞυϨε͔ΒϩάΠϯߦࢼΛ͏ߦͱ͍ͬͨखஈ͕ෳͷωοτϫʔΫࢹ
৫ΑΓใ͞ࠂΕ͍ͯΔɽઐ৫ʹΑΔใ͚ͩࠂͰͳ͘ɼ2013 4݄ʹίϯςϯπཧγε
ςϜʮWordPressʯ͕ɼಉͷ 11݄ʹιʔείʔυཧγεςϜʮGitHubʯ͕ɼͲͪΒେن
ͳϒϧʔτϑΥʔεܸ߈Λड͚͍ͯͨ͜ͱ͕ใ͞ࠂΕ͍ͯΔɽWordPress 9ສҎ্ͷαʔό͔Β
100ສճҎ্ͷϩάΠϯߦࢼΛड͚͍ͯͨ͜ͱʢจݙʦ89ʧɼจݙʦ90ʧʣ͕ɼGitHubͰ 4ສͷ
ҟͳΔ IPΞυϨε͔ΒϩάΠϯߦࢼΛड͚͍ͯͨ͜ͱʢจݙʦ91ʧʣ͕ͦΕͧΕใ͞ࠂΕ͍ͯΔɽ
γεςϜʢIntrusionݕɼ৵ೖܸ߈ͷΑ͏ͳϒϧʔτϑΥʔεه্ Detection System, IDSʣͩ

͚Ͱܸ߈ͷൃੜΛݕ͢Δ͜ͱɼޮՌతͳରࡦΛద༻͢Δ͜ͱ͍͠ɽIDS௨৴ͷڍಈ
͔ΒϒϧʔτϑΥʔεܸ߈Ͱ͋ΔՄੑ͕͍ߴ௨৴Λݕ͢Δ͜ͱ͕Ͱ͖Δɽྫ͑ɼؒ࣌ʹ୯

Ұͷ IPΞυϨε͔Βͷ௨৴ͰɼେྔͷϩάΠϯࣦഊΛ͍ͬͯͨͷͳͲͰ͋ΔɽҰํͰɼIDS
ਖ਼ن௨৴Λʮܸ߈ʯͱஅ͢Δ͜ͱ͋ΓಘΔʢݕޡͱ͍͏ʣɽਖ਼نϢʔβʹΑΔճͷϩ

άΠϯࣦഊϒϧʔτϑΥʔεܸ߈ͱஅ͞ΕΔ͜ͱ͋Δɽ͜ͷݕޡʹର͠ɼ͋Δ௨৴͕ IDS
ʹΑΓϒϧʔτϑΥʔεܸ߈ͱݕ͞ΕͯɼϩάΠϯࣦഊճ͕͋ΔΑΓগͳ͍߹Կ͠

ͳ͍ɼͱ͍ͬͨΑ͏ʹɼݕޡͷՄੑ͕ݕ͍ߴ݁Ռແ͢ࢹΔΑ͏ʹαʔϏεཧऀʹΑΓ

ઃఆ͞Ε͍ͯΔ߹ଟ͍ɽͦͷͨΊɼલड़ͷΑ͏ͳෳ IPΞυϨεͭগϩάΠϯߦࢼΛ͏
ϒϧʔτϑΥʔεܸ߈ͷൃੜΛ IDS͕ݕͰ͖ͨͱͯ͠ɼ௨৴ͷःஅͱ͍ͬͨର͕ࡦద༻͞Ε
ͳ͍ɽ

ຊষͰɼ࣮ࡍʹαʔϏεΛӡ༻͍ͯ͠Δαʔόʢڌͱ͍͏ʣ͔Βऔಘ͞ΕͨϒϧʔτϑΥʔ

εݕϩάΑΓɼෳͷݩܸ߈ IPΞυϨεʹΑΔɼݕࠁ࣌ɼϩάΠϯߦࢼճʹ͍ͭͯڌؒ
Ͱ͍ڧʹ͍ޓ૬ؔΛͭ࣋ϒϧʔτϑΥʔεܸ߈ͷൃੜΛɼզʑͷΔݶΓॳΊͯಥ͖ࢭΊͨͷͰใ
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Ͱڌ͚ͩͰͳ͘ɼෳͷڌΔɽ୯Ұͷ͢ࠂ IDSʹΑΓݕ͞ΕͨϒϧʔτϑΥʔεܸ߈ϩά
Λԣஅతʹੳ͠ɼݩܸ߈ͱͯ͠ݕ͞Εͨ IPΞυϨεͱݕࠁ࣌ʹணͨ͠ՄࢹԽΛద༻ͨ͠ɽ
͜ͷՄࢹԽʹΑΓɼطͷϒϧʔτϑΥʔεࣄܸ߈ʹՃ͑ͯɼෳ IPΞυϨε͕ݩܸ߈ͱͳͬ
ͨϒϧʔτϑΥʔεܧ͕ܸ߈ଓͯ͠ݕ͞Ε͍ͯͨ͜ͱ͕Θ͔Γɼຊࣄͷੳͷىͱ͢Δ͜ͱ

͕Ͱ͖ͨɽຊষͰɼ͜ͷࣄΛܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͱ͢Δɽ
͞ΒʹզʑɼϒϧʔτϑΥʔεݕϩάʹΔܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͷڍಈΛ

ੳ͢Δ͜ͱͰɼຊࣄ͕ݕ͞Εͨ IPΞυϨεΛؒظʹऔಘ͞ΕͨϒϧʔτϑΥʔεݕϩά
͔ΒͰநग़Ͱ͖Δख๏ΛఏҊ͢ΔɽఏҊख๏ͰϩάΠϯߦࢼճͷ૬ؔʹண͠ɼ͜ͷܸ߈Λ

ड͚ଓ͚ΔՄੑͷ͍ߴ IPΞυϨεΛநग़͢Δɽݕͨ݁͠ՌΛ༻͍Δ͜ͱͰɼநग़ͨ͠ IPΞυ
Ϩεʹର͢Δ௨৴Λݶఆͯ͢͠ࢹΔ͜ͱɼϒϧʔτϑΥʔεܸ߈ʹؔ͢ΔҙىשΛ͜͏ߦͱ

͕Ͱ͖Δɽ

ఏҊख๏ʹ͍࣮ͭͯࡍͷϒϧʔτϑΥʔεݕϩάϩάΛ༻͍ͯධՁ࣮ݧΛͨͬߦɽධՁͷ݁

Ռɼݕࠁ࣌ͱϩάΠϯߦࢼճ͕நग़ਫ਼ʹେ͖͘Ө͢ڹΔ͜ͱ͕Θ͔ͬͨɽ

ຊߘͷݙߩओʹ࣍ͷ 3ͭͰ͋Δɽ

• ࣄܸ߈ϒϧʔτϑΥʔεܕࢄԣஅੳʹΑΓɼڌ 1ͷൃੜΛݕͨ͠ɽ

• ܕࢄϒϧʔτϑΥʔεࣄܸ߈ ͞Εͨݕ1͕ IPΞυϨεΛؒظʹऔಘ͞Εͨϒϧʔ
τϑΥʔεݕϩά͔ΒͰநग़Ͱ͖Δख๏ΛఏҊɾൺֱͨ͠

• զʑͷͭ࣋ϒϧʔτϑΥʔεݕϩάΛख๏ʹద༻͠ɼநग़ʹӨ͢ڹΔύϥϝλͷධՁΛ
ͨͬߦ

4.2 ϒϧʔτϑΥʔεݕϩάͷڌԣஅੳ

ຊষͰɼωοτϫʔΫαʔϏεΛ࣮ࡍʹӡ༻͍ͯ͠Δෳͷڌ͔ΒಘΒΕͨϒϧʔτϑΥʔ

εݕϩάʹରͯ͠ڌԣஅੳʹͮ͘جՄࢹԽΛద༻ͨ݁͠ՌΛใ͢ࠂΔɽڌԣஅੳͰɼ

ͷ࣍ 2߲Λຬͨ͢Α͏ͳੳํ๏Λద༻͢Δ͜ͱ͕ඞཁͰ͋Δɽ·ͣɼෳͷڌؒͰ͍ͭɼͲ
ͷΑ͏ͳ͕ܸ߈ɼͲͷ͔ݩܸ߈Βݕ͞Εͨͷ͔ΛѲͰ͖Δ͜ͱ͕ඞཁͰ͋Δɽڌ͝ͱʹੳ

͢ΔͷͰͳ͘ɼ֤ڌͰൃੜͨ͠ࣄΛ၆ᛌ͢Δ͜ͱͰɼੳରͱ͍ͯ͠ΔωοτϫʔΫશମ

ͷܸ߈Λݕ͢Δ͜ͱ͕Ͱ͖Δɽ࣍ʹɼϒϧʔτϑΥʔεݕϩάΛߏ͢Δ߲ʢϑΟʔϧ

υʣʹ͍ͭͯɼண͖͢ϑΟʔϧυΛݶఆ͢Δ͜ͱඞཁͰ͋ΔɽϒϧʔτϑΥʔεݕϩάʹ

ෳछྨͷϑΟʔϧυؚ͕·ΕΔɽݦஶʹݱΕΔඞཁ࠷ݶͷϑΟʔϧυΛੳͷରͱ͢Δ͜

ͱͰɼΑΓਝࣄܸ߈ʹ֬໌ͭΛݕ͢Δ͜ͱ͕Ͱ͖Δɽ

4.2.1 ԽࢹՄͮ͘جʹԣஅੳڌ

զʑɼૹ৴ݩ IPΞυϨεɼૹ৴ઌ IPΞυϨεɼݕܸ߈ࠁ࣌ʹணͨ͠ࢄਤʹΑΔՄࢹԽ
ΛϒϧʔτϑΥʔεݕϩάʹରͯ͠ద༻ͨ͠ɽૹ৴ઌ IPΞυϨεΛॎ࣠ɼݕࠁ࣌Λԣ࣠ͱ͠
ͯɼϒϧʔτϑΥʔεܸ߈ͷݕϨίʔυΛυοτͱͯ͠ඳը͢Δɽૹ৴ݩ IPΞυϨεʹΑΓυο
τͷ৭ɾ͕ܗҟͳΔɽ͜ͷࢄਤʹΑΓɼૹ৴ݩ IPΞυϨεຖʹɼͲͷૹ৴ઌ IPΞυϨεʹର͠
ͯɼ͍ͭݕ͕ܸ߈͞Ε͔ͨͷ͔ΛѲ͢Δ͜ͱ͕Ͱ͖Δɽૹ৴ݩ IPΞυϨεຖʹυοτͷ৭ɾ
ݩΛมԽͤ͞Δ͜ͱͰɼಉҰ͋Δ͍ҟͳΔૹ৴ܗ IPΞυϨε͔Βͷܸ߈Ͱ͋ͬͨͷ͔Λ۠ผ͢
Δ͜ͱ͕Ͱ͖Δɽ
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4.2.2 ϒϧʔτϑΥʔεݕϩάՄࢹԽద༻݁Ռ

લ߲ʹͯड़ͨࢄਤΛɼ2011ʙ2012ͷؒʹऔಘ͞Εͨ 8ϲ݄ؒͷϒϧʔτϑΥʔεݕ
ϩάͷɼϒϧʔτϑΥʔεܸ߈Λݕͨ͠ϒϧʔτϑΥʔεݕϩάʹద༻ͨ͠ɽ22൪ϙʔτʹ
ର͢Δ SSHαʔϏε͚ͨϒϧʔτϑΥʔεܸ߈Λݕͨ͠ϒϧʔτϑΥʔεݕϩάʢ22൪
ϙʔτϩάʣʹద༻ͨ݁͠ՌΛਤ 4.1ʹࣔ͢ɽਤ 4.1͔Βɼେ͖͘ 3छྨͷϒϧʔτϑΥʔεܸ߈
͕֬ೝͰ͖ͨɽࣄݕ

4.2.3 ֬ೝͰ͖ͨϒϧʔτϑΥʔεݕܸ߈ࣄ

ϒϧʔτϑΥʔεݕϩάՄࢹԽద༻݁Ռ͔Βɼओʹ 3छྨͷϒϧʔτϑΥʔεݕܸ߈ࣄ͕
֬ೝͰ͖ͨɽ1छྨɼ͋Δ 1ͭͷૹ৴ݩ IPΞυϨε͔Βෳͷૹ৴ઌ IPΞυϨε܈ʹରͯ͠
ϒϧʔτϑΥʔεܧ͕ܸ߈ଓͯ͠ݕ͞Ε͍ͯͨࣄͰ͋Δɽ2छྨɼ͋Δ 1ͭͷૹ৴ݩ IPΞ
υϨε͔Βෳͷૹ৴ઌ IPΞυϨε܈ʹରͯ͠ϒϧʔτϑΥʔεܧ͕ܸ߈ଓͯ͠ݕ͞Ε͍ͯͨ
ɽ͜ΕΒ͍ͨͯͬ࣋ଇੑΛنʹࠁ࣌ݕଇੑ͕͋ΓɼنʹͰ͋Δ͕ɼඳը͞Εͨυοτࣄ 2छྨ
ͷϒϧʔτϑΥʔεݕܸ߈ࣄैདྷΒΕ͍ͯΔϒϧʔτϑΥʔεࣄܸ߈Ͱ͋Δɽ

3छྨɼෳͷૹ৴ݩ IPΞυϨε͔܈Βɼෳͷૹ৴ઌ IPΞυϨε܈ʹରͯ͠ϒϧʔτ
ϑΥʔεܧ͕ܸ߈ଓͯ͠ݕ͞Ε͍ͯͨࣄͰ͋Δɽ͔͠ɼಉ͡৭ɾܗͷυοτ͕ॎͷྻʹฒΜ

Ͱඳը͞Ε͍ͯͨಛ͔Βɼ͋Δݕࠁ࣌ʹ͓͚ΔϒϧʔτϑΥʔεܸ߈ 1ͭͷૹ৴ݩ IPΞυϨ
ε͔Βෳͷૹ৴ઌ IPΞυϨε܈ʹಉݕʹ࣌͞Ε͍ͯͨ͜ͱ͕Θ͔ΔɽಉҰͷૹ৴ݩ IPΞυϨ
ε͕ݕ͞Ε͍ͯͳ͍ಛ͔Βɼ͜ͷࣄΛܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͱݺͿʢਤ 4.2ʣɽ

4.3 ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͷੳ
ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1Λݕͨ͠ૹ৴ઌ IPΞυϨεͷू߹Λૹ৴ઌ IPΞυϨεɼ

ૹ৴ઌ IPΞυϨεʹର͢ΔϒϧʔτϑΥʔεݕ͕ܸ߈͞Εͨૹ৴ݩ IPΞυϨεͷू߹Λૹ৴ݩ
IPΞυϨεͱ͢Δɽૹ৴ݩ IPΞυϨεʹؚ·ΕΔ͋Δ srcIP1 ͕Ұఆؒظૹ৴ઌ IPΞυϨεʹର
ͯ͠ϒϧʔτϑΥʔεܸ߈Λݕ͞Εଓ͚ͨͱ͖ɼݕ͕։࢝͞Εͨࠁ࣌Λ tstartɼݕ͞Εͨޙ࠷
ͷࠁ࣌Λ t f inͱ͢Δɽૹ৴ݩ IPΞυϨεʹؚ·ΕΔૹ৴ݩ IPΞυϨεͰ͋Δ srcIP1ɼࠁ࣌ tstart
͔Β t f in ͷؒ IDSʹΑΓϒϧʔτϑΥʔεݕ͕ܸ߈͞Ε͍ͯͨͱදݱͰ͖Δɽ
22൪ϙʔτϩά͔ΒܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ʹ֘͢ΔϨίʔυΛநग़͠ɼૹ৴ݩ

IPΞυϨεɼϩάΠϯߦࢼճɼݕࠁ࣌ʹؔ͢Δ౷ܭΛܭଌͨ͠ɽ
·ͣૹ৴ݩ IPΞυϨεʹؔͯ͠ɼૹ৴ݩ IPΞυϨεʹؚ·ΕΔ 1ͭͷૹ৴ݩ IPΞυϨεɼҰ

ఆؒظϒϧʔτϑΥʔεܸ߈Λݕ͞Εͨޙɼ࠶ಉ͡ૹ৴ݩ IPΞυϨε͕ݕ͞ΕΔ͜ͱ͕
΄ͱΜͲͳ͔ͬͨɽϒϧʔτϑΥʔεݕ͕ܸ߈ܸ߈͞Εͨ 1ʙ2ϲ݄ʹಉ͡ૹ৴ݩ IPΞυϨε
͕ొͨ͠έʔε͋ͬͨͷͷɼͦͷΑ͏ͳૹ৴ݩ IPΞυϨε͘͝Θ͔ͣͰ͋ͬͨɽ
ૹ৴ݩ IPΞυϨε͕ϒϧʔτϑΥʔεݕϩάʹొͨ͠ͷू݁ܭՌΛද 4.1ʹࣔ͢ɽૹ

৴ݩ IPΞυϨεͷׅހͷࣈΛ·͍ͨͰ͍ͨૹ৴ݩ IPΞυϨεΛࣔ͢ɽ 80%ͷૹ
৴ݩ IPΞυϨε͕ 8ϲ݄ؒͷதͰ 1͔͠ొ͍ͯ͠ͳ͔ͬͨɽ5ɼ8ొͨ͠ૹ৴ݩ IPΞ
υϨεʹ͍ͭͯʹنଇੑͳ͔ͬͨɽ

ݩճʹ͍ͭͯɼ1ͭͷૹ৴ߦࢼϩάΠϯʹ࣍ IPΞυϨεʹ͓͚Δ tstart ͔Β t f in ͷؒʹݕ͞
ΕͨϒϧʔτϑΥʔεܸ߈ʹ͓͚Δݕࠁ࣌ʹ͓͚ΔϩάΠϯߦࢼճͷ࠷খɾ࠷େɾฏۉΛ

ਤ 4.3ʹࣔ͢ɽݕࠁ࣌ͷ࠷খ୯Ґ 1Ͱ͋Δɽԣ࣠ 1ͭͷૹ৴ݩ IPΞυϨεʹΑΔϒϧʔ
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ද 4.1: ϩάʹొͨ͠
ొ ૹ৴ݩ IPΞυϨε

1 304(0)
2 53(14)
3 15(1)
4 4(3)
5 1(0)
8 1(0)

τϑΥʔεܸ߈Λɼॎ࣠ϩάΠϯߦࢼճΛࣔ͢ɽઢͷ্ଆͷऴ͕ϩάΠϯߦࢼճͷ࠷େ

ɼԼଆͷऴ͕࠷খɼ͕֯ࡾฏۉΛͦΕͧΕࣔ͢ɽੳରͷϒϧʔτϑΥʔεݕϩάશମ

ͷϩάΠϯߦࢼճͷฏ͕ۉ 72.18ճͰ͋ͬͨ͜ͱͱൺֱ͢ΔͱϩάΠϯߦࢼճ͕গͳ͍͜ͱ
͕Θ͔Δɽ

ɼ͋Δͯؔ͠ʹࠁ࣌ݕ 1ͭͷૹ৴ݩ IPΞυϨε͔Βૹ৴ઌ IPΞυϨεʹରͯ͠΄΅ಉ͡ࠁ࣌
ͰϒϧʔτϑΥʔεݕ͕ܸ߈͞Ε͍ͯͨɽૹ৴ઌ IPΞυϨεʹΑͬͯɼ1ؒͷΈϒϧʔτ
ϑΥʔεݕ͕ܸ߈͞Εͨͷ͋Εɼݕؒ࣌͞Εଓ͚ͨͷ͋ͬͨɽૹ৴ݩ IPΞυϨ
εʹؚ·ΕΔૹ৴ݩ IPΞυϨεʹΑΔϒϧʔτϑΥʔεݕ͕ܸ߈͞Εͨؒ࣌ͷΛਤ 4.4ʹࣔ
͢ɽσʔλ۠ؒΛ 30ͱ͠ɼ0ʙ1440ͷൣғʹ͍ͭͯ࡞ͨ͠ॎ࣠֘͢Δૹ৴ݩ IPΞυϨ
εͷΛࣔ͢ɽώετάϥϜͷࢁࠨଆʹภ͓ͬͯΓɼܸ߈ͷ 9ׂ Ҏʹऴ͍ྃͯͨ͠ɽؒ࣌3
Ҏ্͔ΒɼܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͷڍಈʹؔͯ࣍͠ͷ 3͕ਪଌͰ͖Δɽ

• ϒϧʔτϑΥʔεܸ߈ͷൃੜΛαʔϏεཧऀ͔ΒӅ͍͢ΔͨΊɼগͳ͍ϩάΠϯߦࢼճ
ͰϒϧʔτϑΥʔεܸ߈Λ͍ͨͯͬߦɽ

• ૹ৴ઌ IPΞυϨεϒϧʔτϑΥʔεܸ߈ΛࢼΈΔ͕ऀܸ߈ଘ͠ࡏɼͦͷऀܸ߈ʹΑͬͯૹ
৴ݩ IPΞυϨε͕༻ҙ͞Εͨɽ

• ΛӅͨ͢ݩੜ͍ͯ͠Δ͜ͱΛΧϞϑϥʔδϡ͢ΔͨΊɼ͋Δ͍ࣗͷൃ͕ܸ߈ऀܸ߈
Ίʹɼૹ৴ݩ IPΞυϨεʹؚ·ΕΔૹ৴ݩ IPΞυϨεΛࣺ͍ͯͳ͕ΒϒϧʔτϑΥʔε
ଓ͚͍ͯͨɽ͍ߦΛܸ߈

4.4 ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͷૹ৴ઌͱͳͬͨૹ৴ઌ IP
ΞυϨεͷநग़

ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ʹ֘͢ΔϒϧʔτϑΥʔεܸ߈Λݕ͞Εͨૹ৴ઌ IPΞ
υϨε܈ʢܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεʣΛϒϧʔτϑΥʔεݕ
ϩά͔Βநग़͢Δ͜ͱͰɼૣظʹܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨε
Λݕ͢Δख๏Λݕ౼͢ΔɽܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεɼ
ࣄܸ߈ϒϧʔτϑΥʔεܕࢄؒظ 1ʹΑΔϒϧʔτϑΥʔεܸ߈Λݕ͞Εଓ͚͍ͯͨɽૣظ
ʹૹ৴ઌ IPΞυϨεΛநग़͢Δ͜ͱͰɼநग़ͨ͠ૹ৴ઌ IPΞυϨεʹର͢Δ௨৴Λݶఆͯ͠ࢹ
͢Δ͜ͱɼϒϧʔτϑΥʔεܸ߈ʹؔ͢ΔҙىשΛ͜͏ߦͱ͕Ͱ͖Δɽ
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4.4.1 ར༻Ͱ͖Δڍಈͱݕ౼ରͱ͢Δநग़ख๏

ૹ৴ݩ IPΞυϨεʹؚ·ΕΔ 1ͭͷૹ৴ݩ IPΞυϨεʹΑΔϒϧʔτϑΥʔεܸ߈ͷڍಈΛར
༻ͯ͠ϒϧʔτϑΥʔεݕϩάΛੳ͢Δ͜ͱͰɼૹ৴ઌ IPΞυϨεʹ֘͢Δૹ৴ઌ IPΞυ
Ϩε܈Λநग़͢Δ͜ͱ͕Ͱ͖Δɽੳʹར༻Ͱ͖Δڍಈͱͯ͠ɼ࣍ͷ ΒΕΔɽ͜ΕΒͷ͛ڍ3͕ͭ
Δ͔Λੳ͢Δ͜ͱͰɼ֘͢ΔϨίʔυ͔Βૹ৴ઌ͢ࡏϩάதʹଘݕಈ͕ϒϧʔτϑΥʔεڍ

IPΞυϨε܈Λநग़͢Δɽ

a) ͋Δ 1ͭͷૹ৴ݩ IPΞυϨε͔Βෳͷૹ৴ઌ IPΞυϨε܈ (ૹ৴ઌ IPΞυϨε)ϒϧʔ
τϑΥʔεݕ͕ܸ߈͞ΕΔ

b) ಉ͡ૹ৴ݩ IPΞυϨε͔ΒಉҰͷࠁ࣌ʹϒϧʔτϑΥʔεݕ͕ܸ߈͞ΕΔ

c) ಉ͡ૹ৴ݩ IPΞυϨεɼಉ͡ݕʹࠁ࣌͞ΕͨϒϧʔτϑΥʔεܸ߈ʹ͓͚ΔϩάΠϯߦࢼ
ճಉҰͰ͋Δ

நग़ख๏ͱͯ͠ɼຊߘͰ࣍ͷ 3छྨͷख๏Λݕ౼ରͱ͢Δɽ

நग़ख๏ 1: ૹ৴ݩ IPΞυϨεɼૹ৴ઌ IPΞυϨεɼݕࠁ࣌ɼϩάΠϯߦࢼճͷ૬ؔΛࢉܭ

ಈڍ a)ɼb)ɼc)ʹ͖ͮجɼsrcIPɼૹ৴ઌ IPΞυϨεɼ͋Δݕʹࠁ࣌͞Εͨ୯Ґؒ࣌ͨΓͷ
ϩάΠϯߦࢼճʹ͍͍ͭͯޓʹ૬͕͍ؔߴૹ৴ઌ IPΞυϨε܈Λநग़͢Δɽೖྗૹ৴ݩ IPΞ
υϨεɼૹ৴ઌ IPΞυϨεɼݕࠁ࣌ɼϩάΠϯߦࢼճΛϑΟʔϧυͱͯͭ࣋͠ϒϧʔτϑΥʔ
εݕϩάͰ͋Δɽೖྗ͞ΕͨϒϧʔτϑΥʔεݕϩά͔Βɼૹ৴ݩ IPΞυϨεɼݕࠁ࣌ʹ
͓͚ΔϩάΠϯߦࢼճʹ͍͍ͭͯޓʹ૬͕͍ؔߴૹ৴ઌ IPΞυϨε܈Λநग़͢Δɽ
நग़͞Εͨૹ৴ઌ IPΞυϨε܈͍ͣΕɼಉ͡ࠁ࣌ʹɼಉ͡ૹ৴ݩ IPΞυϨε͔Βɼಉ͡ϩ

άΠϯߦࢼճʹΑΔϒϧʔτϑΥʔεܸ߈Λݕ͞ΕͨಛΛͭ࣋ɽ͔͠͠ IDSͷݕΞϧΰϦ
ζϜʹΑΓɼҟͳΔࠁ࣌ϩάΠϯߦࢼճͰݕ͞Εͨ߹ɼ͜ͷநग़ख๏ 1Ͱૹ৴ઌ IP
ΞυϨε܈Λਖ਼֬ʹநग़Ͱ͖ͳ͍Մੑ͋Δɽ

நग़ख๏ 2: ૹ৴ݩ IPΞυϨεɼૹ৴ઌ IPΞυϨεͷ૬ؔΛࢉܭ

ૹ৴ݩ IPΞυϨεɼૹ৴ઌ IPΞυϨεʹ͍͍ͭͯޓʹ૬͕͍ؔߴૹ৴ઌ IPΞυϨε܈Λநग़͢
Δɽೖྗૹ৴ݩ IPΞυϨεɼૹ৴ઌ IPΞυϨεΛϑΟʔϧυͱͯͭ࣋͠ϒϧʔτϑΥʔεݕ
ϩάͰ͋Δɽೖྗ͞ΕͨϒϧʔτϑΥʔεݕϩά͔Βɼૹ৴ઌ IPΞυϨεຖʹɼ֤ૹ৴ݩ IPΞ
υϨε͔ΒϒϧʔτϑΥʔεܸ߈Λݕ͞ΕͨճΛ্͑͛Δɽ֤ૹ৴ݩ IPΞυϨε͔Βͷϒ
ϧʔτϑΥʔεܸ߈Λݕ͞Εͨճʹ͍͍ͭͯޓʹ૬͕͍ؔߴૹ৴ઌ IPΞυϨε܈Λநग़͢Δɽ
நग़͞Εͨૹ৴ઌ IPΞυϨε܈͍ͣΕɼಉ͡ૹ৴ݩ IPΞυϨε͔ΒϒϧʔτϑΥʔεܸ߈

Λݕ͞ΕͨಛΛͭ࣋ɽ͔͠͠நग़ख๏ 2Ͱɼநग़͞Εͨૹ৴ઌ IPΞυϨεݕ͕܈͞Εͨ
ϩάΠϯߦࢼճͷ૬ؔΛྀ͢ߟΔ͜ͱ͕Ͱ͖ͳ͍ɽ

நग़ख๏ 3: ૹ৴ઌ IPΞυϨεɼݕࠁ࣌ɼϩάΠϯߦࢼճͷ૬ؔΛࢉܭ

ૹ৴ઌ IPΞυϨεɼ͋Δݕʹࠁ࣌͞Εͨ୯Ґؒ࣌ͨΓͷϩάΠϯߦࢼճʹ͍͍ͭͯޓʹ
૬͕͍ؔߴૹ৴ઌ IPΞυϨε܈Λநग़͢Δɽೖྗૹ৴ઌ IPΞυϨεɼݕࠁ࣌ɼϩάΠϯߦࢼ
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ճΛϑΟʔϧυͱͯͭ࣋͠ϒϧʔτϑΥʔεݕϩάͰ͋Δɽೖྗ͞ΕͨϒϧʔτϑΥʔεݕ

ϩά͔Βɼݕࠁ࣌ʹ͓͚ΔϩάΠϯߦࢼճʹ͍͍ͭͯޓʹ૬͕͍ؔߴૹ৴ઌ IPΞυϨε܈Λ
நग़͢Δɽ

நग़͞Εͨૹ৴ઌ IPΞυϨε܈͍ͣΕɼಉ͡ݕࠁ࣌ʹಉ͡ϩάΠϯߦࢼճʹΑΔϒϧʔ
τϑΥʔεܸ߈Λݕ͞Εͨੑ࣭Λͭ࣋ɽ͔͠͠நग़ख๏ 3Ͱɼநग़͞Εͨૹ৴ઌ IPΞυϨε
ݩ͞Εͨૹ৴ݕ͕܈ IPΞυϨε͕ಉҰͰ͔͋ͬͨ൱͔Λྀ͢ߟΔ͜ͱ͕Ͱ͖ͳ͍ɽ

4.4.2 ॲཧͷྲྀΕ

நग़ख๏ͷॲཧͷྲྀΕΛࣔ͢ɽ·ͣɼೖྗ͞ΕͨϒϧʔτϑΥʔεݕϩά͔Βɼૹ৴ઌ IPΞ
υϨεΛߦͱ͢Δ ͦΕͧΕɼநग़ख๏ߦσʔλྻͷݩ࣍͢Δɽ2࡞σʔλྻΛݩ࣍2 1Ͱૹ
৴ݩ IPΞυϨεͱݕࠁ࣌ɼநग़ख๏ 2Ͱૹ৴ݩ IPΞυϨεɼநग़ख๏ 3Ͱݕࠁ࣌Ͱ͋Δɽ
σʔλྻதͷͦΕͧΕɼநग़ख๏ 1Ͱૹ৴ݩ IPΞυϨεͱݕࠁ࣌ʹ͓͚ΔϩάΠϯࢼ
ճɼநग़ख๏ߦ 2Ͱૹ৴ݩ IPΞυϨεʹ͓͚ΔϒϧʔτϑΥʔεݕϩάதͷϨίʔυ݅ɼ
நग़ख๏ 3Ͱݕࠁ࣌ʹ͓͚ΔϩάΠϯߦࢼճͰ͋Δɽ
͞Εͨ࡞ɼʹ࣍ Δ͜ͱͰɼ͢ࢉܭΛߴΛσʔλྻͱΈͳ͠ɼ૬ؔͷߦσʔλྻதͷ֤ݩ࣍2

ૹ৴ઌ͍ߴ૬͕ؔʹ͍ޓ IPΞυϨε܈Λ͢ࢉܭΔɽ͍ޓʹ૬͕͍ؔߴૹ৴ઌ IPΞυϨε܈Λૹ৴
ઌ IPΞυϨεͱͯ͠ग़ྗ͢Δɽ
֤நग़ख๏ͷॲཧʹ͓͍ͯ࡞͞ΕΔ σʔλྻͷྫΛਤݩ࣍2 4.5ʹࣔ͢ɽ

4.5 ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͷૹ৴ઌͱͳͬͨૹ৴ઌ IP
ΞυϨεநग़ख๏ͷൺֱ

લઅʹͯड़ͨܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͷඃݕૹ৴ઌ IPΞυϨεநग़ख๏Λൺֱ
͢ΔͨΊɼզʑͷॴ࣋͢ΔϒϧʔτϑΥʔεݕϩάʹରͯ͠ద༻͠ɼܕࢄϒϧʔτϑΥʔε߈

ࣄܸ 1ඃݕૹ৴ઌ IPΞυϨεͷநग़ਫ਼Λൺֱͨ͠ɽநग़ਫ਼Λ࣍ͷ 2͔ΒධՁͨ͠ɽ

• நग़ਖ਼֬ੑɿܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεΛݕޡ͋Δ͍
ಀ͠ͳ͘ਖ਼֬ʹநग़Ͱ͖Δ͜ͱɽݟ

• நग़҆ఆੑɿख๏ͷೖྗͱͳΔϒϧʔτϑΥʔεݕϩάʹґଘͤͣʹܕࢄϒϧʔτϑΥʔ
εࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεΛநग़Ͱ͖Δ͜ͱɽ

૬ؔͷ͖͍͠ΛมԽͤ͞நग़ख๏ 1ɼநग़ख๏ 2ɼநग़ख๏ 3Λద༻͠ɼܕࢄϒϧʔτ
ϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεͷநग़ਫ਼Λൺֱͨ͠ɽ

4.5.1 ൺֱखॱ

ʹ࣌༺ͷӡࡍ࣮ 1ʹ 3ճநग़ख๏Λద༻͢Δ͜ͱͰܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕ
ૹ৴ઌ IPΞυϨεͷ༗ແΛௐࠪ͢Δ͜ͱΛఆ͠ɼ͋Δ ͞ΕͨϨίʔυʢϨݕʹͷؒؒ࣌8
ίʔυू߹ʣΛ֤நग़ख๏ͷೖྗͰ͋ΔϒϧʔτϑΥʔεݕϩάͱͨ͠ɽ2011ʙ2012ͷ 8ϲ݄
ؒʹऔಘ͞ΕͨɼܕࢄϒϧʔτϑΥʔεࣄܸ߈ ͞Εͨݕ1͕ 22൪ϙʔτʹର͢Δ SSH
͚ͨϒϧʔτϑΥʔεݕܸ߈ϩάʹؚ·ΕΔϨίʔυ͔Βɼແ࡞ҝநग़ʹΑΓ 100ͷϨίʔυू
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߹Λ࡞͠ɼ֤நग़ख๏ʹద༻ͨ͠ɽ࡞͞ΕͨϨίʔυू߹ʹؚ·ΕΔϨίʔυ݅ɼ࠷খͰ

2݅ɼ࠷େͰ 3,371݅ɼฏ͕ۉ 436.37݅Ͱ͋ͬͨɽ
લઅʹड़ͨॲཧͷྲྀΕʹԊͬͯɼ૬ؔͷ͖͍͠Λ 0.1͔Β 0.9·Ͱ 0.1ͣͭ૿Ճͤ͞ͳ

͕Β 100ͷϨίʔυू߹ʹରͯ͠ 3छྨͷநग़ख๏Λద༻͠ɼૹ৴ઌ IPΞυϨεΛநग़ͨ͠ɽͳ
͓ɼϨίʔυू߹ʹ͓͚Δݕࠁ࣌ 2୯Ґͱͨ͠ɽͳ͓ɼ૬ؔͷࢉܭʹɼϐΞιϯͷ૬ؔ
Λ༻͍ͯɼσʔλྻ {xi}ɼ{yi}ͷ૬ؔΛࣜ࣍ʹΑΓͨ͠ࢉܭɽxɼyͦΕͧΕσʔλྻ {xi}ɼ
{yi}ͷฏۉΛࣔ͢ɽ

∑n
i=1(xi − x)(yi − y)√∑n

i=1(xi − x)2
√∑n

i=1(yi − y)2

·ͨɼ͍ޓʹ૬͕͍ؔߴૹ৴ઌ IPΞυϨε࠷େΫϦʔΫΛநग़͢Δख๏ʢจݙʦ94ʧʣΛ༻͍
ͯநग़ͨ͠ɽૹ৴ઌ IPΞυϨεΛϊʔυɼ૬ؔͷ͍ߴૹ৴ઌ IPΞυϨεͷϖΞΛϊʔυಉ͕࢜
ΤοδͰ݁Ε͍ͯΔͱΈͳ͠ɼ࠷େΫϦʔΫʹ֘͢Δૹ৴ઌ IPΞυϨε܈Λநग़ͨ͠ɽ
ୈ 4.3અͰ౷ܭͷܭଌͷͨΊʹநग़͞ΕͨϨίʔυʹ͖ͮجܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1

ඃݕૹ৴ઌ IPΞυϨεΛ࡞͠ɼ֤நग़ख๏ʹΑΓநग़Ͱ͖ͨૹ৴ઌ IPΞυϨεͱൺֱͨ͠ɽ
ૹ৴ઌ IPΞυϨεͷݕޡͷׂ߹ʢFalse Positive, FPʣɼݟಀ͠ͷׂ߹ʢFalse Negative, FNʣΛܭ
ࣄܸ߈ϒϧʔτϑΥʔεܕࢄɽFPͨ͠ࢉ 1ඃݕૹ৴ઌ IPΞυϨεʹ֘͠ͳ͍ͷͷɼ
ख๏ʹΑΓܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεͱஅ͞Εܸͨ߈ͷׂ߹
Λࣔ͢ɽFNܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεʹ֘͢Δͷͷɼख
๏ʹΑΓܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεͱஅ͞Εͳ͔ܸͬͨ߈ͷ
ׂ߹Λࣔ͢ɽ

4.5.2 ൺֱ݁Ռ

͖͍͠ຖͷ FPɼFNͷฏۉΛંΕઢάϥϑͱͯͦ͠ΕͧΕਤ 4.6ɼਤ 4.7ʹࣔ͢ɽFPʹ͓͍ͯ
ɼநग़ख๏ 1͖͍͠Λ 0.3͋Δ͍ 0.4ʹɼநग़ख๏ 2͖͍͠Λ 0.6ʹɼநग़ख๏ 3
͖͍͠Λ 0.4ʹͦΕͧΕઃఆͨ͠ͱ͖ɼখ͍͞ FPͰܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕ
ૹ৴ઌ IPΞυϨεΛநग़͢Δ͜ͱ͕Ͱ͖ͨɽFNʹ͓͍ͯɼͲͷநग़ख๏ʹ͓͍͖͍ͯ͠Λ
0.1ʹઃఆͨ͠ͱ͖ɼখ͍͞ FNͰܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεΛ
நग़͢Δ͜ͱ͕Ͱ͖ͨɽάϥϑͷมԽ͔Βɼநग़ख๏ 1ɾ3ͱൺֱͯ͠ɼநग़ख๏ 2Ͱ૬ؔ
ͷ͖͍͕͠େ͖͘ͳͬͯ FPɼFNʹେ͖ͳ͕ࠩ֬ೝͰ͖ͣɼͲͷ͖͍͠Λઃఆͨ͠߹ʹ͓
͍͍ͯ FPɾFNͰܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεΛநग़͢Δ͜
ͱ͕Ͱ͖ͨɽҰํͰɼݕࠁ࣌ʹ͓͚ΔϩάΠϯߦࢼճΛྀͨ͠ߟநग़ख๏ 1ɾநग़ख๏ 3Ͱ
͍ FPɾFNͰܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεΛநग़͢Δ͜ͱ͕
͔ͬͨ͠ɽ·ͨɼநग़ख๏ 1ͱநग़ख๏ 3ͷ߹ʹ͓͚Δ FPɼFNͷมԽ͕ྨ͓ͯ͠ࣅΓɼݕ࣌
Δ͜ͱͰྀ͢ߟճΛߦࢼΔϩάΠϯ͚͓ʹࠁ FPɾFNʹେ͖ͳ͕ࠩग़Δ͜ͱ͕Θ͔Δɽ
ɼ͖͍͠ຖͷʹ࣍ FPɼFNͷඪ४ภࠩΛંΕઢάϥϑͱͯͦ͠ΕͧΕਤ 4.8ɼਤ 4.9ʹࣔ͢ɽඪ

४ภ͕ࠩେ͖͍΄Ͳɼ֤Ϩίʔυू߹ʹ͓͚Δ FPɼFNͷΒ͖͕ͭେ͖͍͜ͱΛࣔ͢ɽάϥϑͷ
มԽ͔Βɼநग़ख๏ 1ɾ3ͱൺֱ͢Δͱɼநग़ख๏ 2ͰͲͷ͖͍͠Λઃఆͨ͠߹ʹ͓͍ͯɼ
ͲͷϨίʔυू߹ʹରͯ͠มΘΒͳ͍ FPɾFNͰܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴
ઌ IPΞυϨεΛநग़͢Δ͜ͱ͕Ͱ͖ͨɽҰํͰɼநग़ख๏ 1ɾ3Λద༻ͨ͠߹ɼઃఆ͢Δ͖͠
͍ͷʹΑͬͯ FPͷඪ४ภࠩͷ͕େ͖͍߹͋ΓɼFPͷͷΒ͖͕ͭେ͖͔ͬͨ͜ͱ
͕Θ͔Δɽ
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4.5.3 ߟ

Ҏ্ͷ݁Ռ͔Βɼநग़ਖ਼֬ੑɼநग़҆ఆੑͷ 2͔Β 3छྨͷநग़ख๏ΛධՁ͢Δɽ૬ؔͷ
͖͍͠ΛมԽͤͨ͞߹ʹ͓͍ͯɼ͍͔ͳΔ͖͍͠Λઃఆͨ͠߹Ͱɼখ͍͞ FPฏۉɼFN
ฏۉͰܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͷૹ৴ઌͱͳͬͨૹ৴ઌ IPΞυϨεΛݕͰ͖ͨநग़
ख๏Λʮநग़ਖ਼֬ੑΛຬͨ͢ʯͱ͠ɼ͍͔ͳΔ͖͍͠Λઃఆͨ͠߹Ͱɼখ͍͞ FPඪ४ภࠩɼ
FNඪ४ภࠩͰܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͷૹ৴ઌͱͳͬͨૹ৴ઌ IPΞυϨεΛݕͰ͖
ͨநग़ख๏Λʮநग़҆ఆੑΛຬͨ͢ʯͱ͢Δɽਤ 4.6ʙਤ 4.9ΑΓɼநग़ख๏ 2͕૬ؔͷ͖͠
͍ΛมԽͤͨ͞߹ʹ͓͍ͯநग़ਖ਼֬ੑͱநग़҆ఆੑͷ྆ํΛຬͨ͢ɽ

Δɽ3छྨͷநग़ख๏Λద༻ͨ݁͠Ռɼ͢ߟΛڹճͷநग़ख๏ͷӨߦࢼɼϩάΠϯࠁ࣌ݕ
நग़ख๏ 1ͱநग़ख๏ 3ਤ 4.6ʙਤ 4.9ͷ͍ͣΕͷάϥϑʹ͓͍ͯɼάϥϑͷมԽ͕ྨͯ͠ࣅ
͍ͨɽ͜ΕΒͷ͜ͱ͔Βɼݕࠁ࣌ͱϩάΠϯߦࢼճ͕ FPɾFNͷԼʹେ͖͘Ө͍ͨͯ͠ڹɽ
ཧ༝ͱͯ͠ɼܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ʹ֘͢ΔϒϧʔτϑΥʔεܸ߈Ͱ͋ͬͯɼݕ
͞ΕͨϩάΠϯߦࢼճݕ͕ࠁ࣌ɼIDSͷݕΞϧΰϦζϜૹ৴ઌ IPΞυϨεׂ͕Γ
ͯΒΕ͍ͯΔαʔόͷઃఆʹΑͬͯૹ৴ઌ IPΞυϨεຖʹҟͳΔݕࠁ࣌ɾϩάΠϯߦࢼճ͕
ճͷͲͪߦࢼͱϩάΠϯࠁ࣌ݕͰɼݧճͷ࣮ࠓΒΕΔɽͦͷͨΊɼ͑ߟ͞ΕͨՄੑ͕ݕ

Βྀ͠ߟͳ͔ͬͨநग़ख๏ 2͕ 3छྨͷதͰநग़ਖ਼֬ੑɼநग़҆ఆੑΛ࠷ຬͨ͢ख๏Ͱ͋Δ
ͱஅ͞Εͨɽ͠ɼܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ඃݕૹ৴ઌ IPΞυϨεΛϒϧʔτ
ϑΥʔεݕϩάΑΓநग़͢Δʹɼݕࠁ࣌ͱϩάΠϯߦࢼճʹ͍ͭͯͷΓԼ͛ɾΓ্

͛ͷॲཧΛద༻͢Δඞཁ͕͋Δɽ

4.6 ·ͱΊ

ຊষͰɼαʔϏεΛ࣮ࡍʹӡ༻͍ͯ͠Δෳͷڌ͔ΒಘΒΕͨϒϧʔτϑΥʔεݕϩάʹ

ରͯ͠ɼڌԣஅੳʹͮ͘جՄࢹԽΛద༻ͨ݁͠ՌɼطͷϒϧʔτϑΥʔεࣄܸ߈ʹՃ͑

ͯɼෳ IPΞυϨε͕ݩܸ߈ͱͳΓগϩάΠϯߦࢼճΛ͏ϒϧʔτϑΥʔεࣄܸ߈ʢࢄ
ࣄܸ߈ϒϧʔτϑΥʔεܕ 1ʣΛݕ͢Δ͜ͱ͕Ͱ͖ͨɽܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1͕
ࣄܸ߈ϒϧʔτϑΥʔεܕࢄϩάΛੳ͢Δ͜ͱͰɼݕಈΛར༻ͯ͠ϒϧʔτϑΥʔεڍͭ࣋

 ͞Εͨૹ৴ઌݕ1͕ IPΞυϨεΛϒϧʔτϑΥʔεݕϩά͔Βநग़͢Δ͜ͱ͕Ͱ͖Δɽධ
Ձ࣮ݧͷ݁Ռɼݕࠁ࣌ͱϩάΠϯߦࢼճ͕ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1Λड͚ͨૹ৴ઌ
IPΞυϨεͷநग़ਫ਼ʹେ͖͘Ө͢ڹΔ͜ͱ͕Θ͔ͬͨɽ
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ਤ 4.1: 22൪ϙʔτʹର͢ΔϒϧʔτϑΥʔεݕϩάͷՄࢹԽ݁Ռ
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ログイン試⾏回数 !"#$% !"#$% !"#$% !"#$% &

"'($% )*) +,++ )+ )+ )+ + &

)*)-+,+) )) )+ . + &

)*)-+,+/ )0 )/ )/ + &

"'($% )*) +,++ + + 1 1 &

)*/-/,+) + + + 0 &

, , , , , , &

!"#$%

234567 !"#$% !"#$% !"#$% !"#$% &

"'($% 0 0 0 + &

"'($% + + ) / &

"'($% )+ )+ )+ + &

"'($% 1 1 1 + &

"'($% + + + /+ &

, , , , , &

!"#$&
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ਤ 4.5: நग़ख๏ͷॲཧʹΑΓ࡞͞Εͨ σʔλྻͷྫݩ࣍2
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ਤ 4.8: FPඪ४ภࠩมԽ
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ୈ5ষ RDPʢWindows Remote Desktopʣ
αʔϏεʹର͢ΔϒϧʔτϑΥʔεݕ
ϩάΛ༻͍ͨܕࢄϒϧʔτϑΥʔ
εܸ߈ͷநग़

5.1 ͡Ίʹ

ཧ͢Δ͕ۀا IPΞυϨεଳͰ࣮ࡍʹRDPαʔϏεΛӡ༻͍ͯ͠Δෳͷαʔόʹରͯ͠ɼIDS
͕ϒϧʔτϑΥʔεܸ߈ͱஅͨ͠ΞϥʔτϩάΛରͱ͢Δɽ͜ͷϒϧʔτϑΥʔεݕϩά

͔Βɼૹ৴ݩ IPΞυϨεʹΑΔϒϧʔτϑΥʔεܸ߈ΞϥʔτͷΠϯλʔόϧΞϥʔτ͕ݕ
ݩଌ͠ɼૹ৴ܭΛࢄճͷܸ߈ͨ͠ IPΞυϨεΛม͑ͳ͕Βɼڞ௨ͷنଇੑΛҎͬͯϒϧʔτ
ϑΥʔεܸ߈Λ܁Γฦ͢ࣄʢܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2ʣΛநग़͢Δɽ͞Βʹɼ͜ͷن
ଇੑΛ༗͢Δૹ৴ݩ IPΞυϨεΛಛఆ͢Δ͜ͱͰɼܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2Ͱϒϧʔ
τϑΥʔεܸ߈ͷൃੜΛःஅ͢Δख๏ΛఏҊ͠ɼఏҊख๏͕ࡐͱ͢ΔϒϧʔτϑΥʔεݕϩά

ʹରͯ͠ఏҊख๏͕֘ࣄʹΑΔඃΛ͑ΒΕΔ͜ͱΛࣔ͢ɽ

5.2 ຊষͰରͱ͢ΔϒϧʔτϑΥʔεࣄܸ߈ʢܕࢄϒϧʔτ

ϑΥʔεࣄܸ߈ 2ʣ
ຊষͰɼ͕ۀاཧ͢Δ IPΞυϨεଳͰ࣮ࡍʹ RDPʢRemote Desktop ProtocolʣαʔϏεΛ

ӡ༻͍ͯ͠Δαʔό܈ʹର͠ɼIDSʢ৵ೖݕஔɼIntrusion Detecting Systemʣ͕ϒϧʔτϑΥʔ
εܸ߈ͱஅͨ͠ΞϥʔτϩάʢϒϧʔτϑΥʔεݕϩάʣ͔Βநग़Ͱ͖ͨϒϧʔτϑΥʔε߈

ʹ͍ͭͯड़Δɽࣄܸ

5.2.1 ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2ͷߏ

ຊষͰରͱ͢ΔϒϧʔτϑΥʔεࣄܸ߈ʢܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2ʣͷߏΛड़
Δɽ͜ͷࣄܸ߈Ͱɼෳͷૹ৴ݩ IPΞυϨε͕ରͱͳͬͨෳͷૹ৴ઌ IPΞυϨεʹɼ
Ұఆؒظɼಉ͡ճ͚ͩϩάΠϯߦࢼΛ࣮͢ࢪΔɽૹ৴ઌ IPΞυϨεʹண͢Δͱɼ͜ͷࣄͰ
ਤ 5.1ʹࣔ͢Α͏ʹɼෳͷૹ৴ݩ IPΞυϨε͕͋Δಛఆͷ 1ૹ৴ઌ IPΞυϨεΛܸ߈ઌͱఆ
ΊɼϒϧʔτϑΥʔεܸ߈Λ࣮͢ࢪΔ༷͕ࢠϒϧʔτϑΥʔεݕϩάΑΓಡΈऔΕΔɽ1ૹ৴ݩ
IPΞυϨε͔Βɼ1ૹ৴ઌ IPΞυϨεʹରͯ͠ϒϧʔτϑΥʔεܧ͕ܸ߈ଓͯ͠ൃੜ͍ͯ͠Δɽ
Ҏ߱Ͱɼ͋Δૹ৴ݩ IPΞυϨε͔Β͋Δૹ৴ઌ IPΞυϨεʹରͯ͠ܧଓతʹൃੜͨ͠ϒϧʔ
τϑΥʔεܸ߈Λɼܸ߈γʔέϯεͱ͢Δɽਤ 5.1Ͱɼૹ৴ݩ IPΞυϨε܈ʢૹ৴ݩ IPΞυϨ
ε srcIP1ɼૹ৴ݩ IPΞυϨε srcIP2ɼૹ৴ݩ IPΞυϨε srcIP3ɼ...ɼૹ৴ݩ IPΞυϨε srcIPnʣ
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ਤ 5.1: ୈ 5ষͰରͱ͢ΔϒϧʔτϑΥʔεࣄܸ߈ͷߏ

͕ɼૹ৴ઌ IPΞυϨε dstIP1Λܸ߈ରͱ͍ͯ͠Δɽ͜ͷਤʹɼsrcIP1͔Β dstIP1ʹର͢Δ߈

ܸγʔέϯεɼsrcIP2͔Β dstIP1ʹର͢Δܸ߈γʔέϯεɼsrcIP3͔Β dstIP1ʹର͢Δܸ߈γʔ

έϯεɼ...ɼsrcIPn ͔Β dstIP1 ʹର͢Δܸ߈γʔέϯεͱ͍ͬͨΑ͏ʹɼܭ nݸͷܸ߈γʔέϯ
εؚ͕·Ε͍ͯΔɽ͜ΕΒͷܸ߈γʔέϯεɼsrcIP1 ʹΑΔܸ߈γʔέϯε͕ऴྃͨ͠ͷͪʹ

srcIP2 ʹΑΔܸ߈γʔέϯε͕ൃੜ͢Δɼͱ͍ͬͨΑ͏ʹɼ1ૹ৴ઌ IPΞυϨεʹରͯ͠ಉ࣌ʹ
ൃੜ͢ΔͷͰͳ͘ɼ1ܸ߈γʔέϯεͣͭൃੜ͢Δɽ
ୈ 4ষͰड़ͨܕࢄϒϧʔτϑΥʔεࣄܸ߈ͱͷ૬ҧΛड़Δɽୈ 4ষͰड़ͨࣄɼ

ૹ৴ݩ IPΞυϨε͕ 1ʹෳͷૹ৴ઌ IPΞυϨε܈ʹରͯ͠ϒϧʔτϑΥʔεܸ߈Λ࣮ͯ͠ࢪ
͍ͨ͜ͱΛࣄܸ߈ͷओͳಛͱ͍ͯͨ͠ɽ͔͠ɼૹ৴ઌͱͳͬͨ IPΞυϨε܈ʹϩάΠϯ
ࣄܸ߈ϒϧʔτϑΥʔεܕࢄճʹ૬͕ؔΈΒΕͨɽҰํͰɼߦࢼ 2Ͱɼ1ૹ৴ݩ IPΞυϨ
ε͕ૹ৴ઌͱ͢Δ IPΞυϨε 1ͭͰ͋ΔɽͦͷͨΊɼૹ৴ઌ IPΞυϨεؒͷϩάΠϯߦࢼճ
ͷ૬ؔΛܭଌ͢Δ͜ͱ͕Ͱ͖ͳ͍ɽͦ͜ͰܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2ɼ1ૹ৴ݩ IPΞυ
Ϩεͱ 1ૹ৴ઌ IPΞυϨεͷؒʹଘ͢ࡏΔϒϧʔτϑΥʔεܸ߈ͷنଇੑΛओͳಛͱ͢Δɽ͜
ͷࣄͰɼૹ৴ݩ IPΞυϨε͋Δૹ৴ઌ IPΞυϨεʹରͯ͠ɼಉ͡ϩάΠϯߦࢼճΛҎͬ
ͯҰఆؒظɼϒϧʔτϑΥʔεܸ߈Λ࣮͠ߦଓ͚͍ͯͨɽ

͜ͷࣄܸ߈ɼଟͷ IPΞυϨεϦιʔεΛૢ࡞Մͳऀܸ߈ʹΑΓҾ͖͜͞ىΕͨͷͰ
͋ΔͱਪଌͰ͖Δɽ͔͠͠ɼݸʑͷܸ߈γʔέϯεʹ͍ͭͯԼهʹड़ΔΑ͏ʹɼIPΞυϨε
ϦιʔεΛૢ͢࡞Δݪ͕ऀܸ߈ҼͱͳΒͳ͍߹͕ଘ͢ࡏΔՄੑ͕͋Δɽྫ͑ɼਖ਼نϢʔβ

͕ؒҧ͑ͨύεϫʔυΛૹ৴͠ଓ͚ͨ݁ՌɼIDSʹΑΓϒϧʔτϑΥʔεܸ߈ͱஅ͞ΕΔ߹͕
ʑͷϚϧΣݸͨͬ࣋ΒΕΔɽ·ͨɼѱҙ͕͋Δ߹Ͱ͋ͬͯɼαʔόʹ৵ೖ͍ͨ͠ҙਤΛ͑ߟ

ΞਓؒʹΑͬͯҾ͖͜͞ىΕͨϒϧʔτϑΥʔεܸ߈ଘ͢ࡏΔՄੑ͕͋Δɽ
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ਤ 5.2: ௐࠪରͷϒϧʔτϑΥʔεݕϩάͷϨίʔυ݅ͷܭଌ݁Ռ

5.2.2 ௐࠪྔܭͷ౷ࣄܸ߈

ຊࣄܸ߈ͷରࡦʹ༗ӹͳಛΛಘΔͨΊɼ͕ۀاཧ͢Δ IPΞυϨεଳʹର͢Δ௨৴ʹର͠
ͯऔಘͰ͖ͨϒϧʔτϑΥʔεݕϩάΛରʹɼຊࣄܸ߈ʹؔ͢Δ౷ྔܭͷௐࠪΛ݁ͨͬߦՌ

Λड़Δɽ

ରͷϒϧʔτϑΥʔεݕϩάɼ2011͔Β 2014ͷ 28͔݄ؒʹ͓͍ͯɼIDS͕ݕ͠
ͨ RDPαʔϏεʹର͢ΔϒϧʔτϑΥʔεܸ߈Λهͨ͠ϨίʔυͰߏ͞Ε͍ͯΔɽਤ 5.2ʹɼ
1͔݄͝ͱͷϨίʔυ݅Λܭଌͨ݁͠ՌΛࣔ͢ɽ͜ͷ 28͔݄͔ؒΒ࠷ॳͷ 8͔݄ʹ֘͢Δ
117,924݅ͷϒϧʔτϑΥʔεݕϩάΛநग़͠ɼࣄܸ߈ͷ౷ྔܭௐࠪΛ࣮ͨ͠ࢪɽநग़ͨ͠ϒ
ϧʔτϑΥʔεݕϩάʹɼ3,260छྨͷૹ৴ݩ IPΞυϨεɼ53छྨͷૹ৴ઌ IPΞυϨεؚ͕
·Ε͍ͯΔɽ

ϩάΠϯߦࢼ

·ͣɼIDS͕ϒϧʔτϑΥʔεܸ߈ͱஅͨ͠Ξϥʔτʹ͓͚ΔϩάΠϯߦࢼճʹணͨ͠ɽ
ਤ 5.3ʹɼ1ૹ৴ݩ IPΞυϨε͔Β 1ૹ৴ઌ IPΞυϨεʹରͯ͠ൃੜͨ͠ϩάΠϯߦࢼճͷ߹ܭ
ʹؔ͢ΔΛࣔ͢ɽਤ 5.3தͷԣ࣠ϩάΠϯߦࢼճΛɼॎ֤࣠ϩάΠϯߦࢼճʹ֘͢
Δૹ৴ݩ IPΞυϨεͱૹ৴ઌ IPΞυϨεͷϖΞΛࣔ͢ɽਤ 5.3͔ΒɼϩάΠϯߦࢼճ͕ 600
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ਤ 5.3: 1ૹ৴ݩ IPΞυϨε͔Β 1ૹ৴ઌ IPΞυϨεʹରͯ͠ൃੜͨ͠ϩάΠϯߦࢼճͷ߹ܭʹ
ؔ͢Δ

ճҎ্ʹ֘͢Δ߹Λআ͘ͱɼ͜ͷʹɼϐʔΫ͕ 4ͭଘ͢ࡏΔɽҎ߱Ͱɼ͜ͷ 4ͭͷ
ϐʔΫΛɼখ͍͞ॱʹɼPeak1ɼPeak2ɼPeak3ɼPeak4ͱ͢Δɽ֤ϐʔΫͰɼ1ૹ৴ઌ IPΞυϨ
εʹର͢ΔϩάΠϯߦࢼճͷ߹ܭΛڞ༗͢Δૹ৴ݩ IPΞυϨε͕ूத͍ͯͨ͜͠ͱ͕Θ͔Δɽ
ݩɼ֤ϐʔΫʹ֘͢Δૹ৴ʹ࣍ IPΞυϨεʹ͍ͭͯɼ1ૹ৴ઌ IPΞυϨεʹର͢Δܸ߈γʔέ
ϯεʹ͓͚Δنଇੑʹ͍ͭͯܭଌΛͨͬߦɽਤ 5.4ʹɼ֤ϐʔΫʹ֘͢Δૹ৴ݩ IPΞυϨεͱ
ૹ৴ઌ IPΞυϨεͷϖΞຖʹɼϩάΠϯߦࢼճͷฏۉͱඪ४ภࠩʢStandard deviation, STDʣͷ
Λࣔ͢ɽਤ 5.4͔ΒɼͲͷϐʔΫʹ͓͍ͯɼଟ͘ͷϖΞ͕ಉ͡ϩάΠϯߦࢼճฏۉͱඪ४
ภࠩΛڞ༗͍ͯ͠Δ͜ͱ͕Θ͔ΔɽϩάΠϯߦࢼճͷฏۉ 5͔Β 10ͷൣғʹଘ͠ࡏɼඪ४ภ
ࠩ 0͔Β 2ͷൣғʹଘ͍ͯ͠ࡏΔɽ֤ϐʔΫʹ֘͢Δૹ৴ݩ IPΞυϨεͱૹ৴ઌ IPΞυϨε
ͷϖΞຖʹɼܧܸ߈ଓؒ࣌ͷΛܭଌͨ݁͠ՌΛਤ 5.5ʹࣔ͢ɽਤ 5.5ΑΓɼಛʹ Peak1Ͱଟ
͘ͷϖΞ͕ܧܸ߈ଓؒ࣌Λڞ༗͍ͯ͠Δ͜ͱ͕Θ͔ΔɽҰํͰɼPeak2ɼPeak3ɼPeak4ʹͳΔʹͭ
Εɼಉ͡ܧܸ߈ଓؒ࣌Λڞ༗͢ΔϖΞ͕͍͍ͯͬͯ͠ࢄΔ͜ͱΘ͔Δɽ

Ҏ্ΑΓɼࠓճੳରͱͨ͠ϒϧʔτϑΥʔεݕϩάͰɼಉ͡ϩάΠϯߦࢼͷڍಈΛڞ༗

͢Δૹ৴ݩ IPΞυϨεͱૹ৴ઌ IPΞυϨεͷϖΞ͕ଘ͢ࡏΔ͜ͱ͕Θ͔ͬͨɽૹ৴ݩ IPΞυϨ
εʹ͓͍ͯɼಉ͡ϩάΠϯߦࢼճͰϒϧʔτϑΥʔεܸ߈Λܧଓ͍ͯ͠Δ͜ͱ͕Θ͔ͬͨɽ·

ͨɼ֤ϖΞʹ͓͚ΔϩάΠϯߦࢼճͷ߹ܭͷҧ͍ɼܧܸ߈ଓؒ࣌ͷʹ༝དྷ͢Δɽਤ 5.3த
ͷ֤ϐʔΫʹ֘͢ΔϖΞɼܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2ʹ֘͢ΔͱஅͰ͖Δɽ
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ૹ৴ݩ IPΞυϨεͱૹ৴ઌ IPΞυϨε

ࣄܸ߈ϒϧʔτϑΥʔεܕࢄଌ݁Ռ͔Βɼܭྔܭճʹؔ͢Δ౷ߦࢼɼ͜ͷϩάΠϯʹ࣍ 2
ʹ֘͢ΔϨίʔυ 11,982݅Λநग़ͨ͠ɽ͜ͷநग़ͨ͠Ϩίʔυʹ͍ͭͯɼૹ৴ݩ IPΞυϨεͱ
ૹ৴ઌ IPΞυϨεͷ؍͔Βɼૹ৴ݩ IPΞυϨεɼૹ৴ઌ IPΞυϨεͱͷؔɼ͓Αͼϒϧʔ
τϑΥʔεܸ߈Ҏ֎ͷ IDSݕΞϥʔτͱͷੑىڞʹ͍ͭͯௐࠪΛͨͬߦɽ
ਤ 5.6ʹɼૹ৴ݩ IPΞυϨεɼૹ৴ઌ IPΞυϨεɼIDSʹΑΔݕࠁ࣌ͷؔΛࢄਤͱͯ͠

ද݁ͨ͠ݱՌΛࣔ͢ɽਤ 5.6ʹ͓͍ͯɼԣ࣠ݕࠁ࣌ɼॎ࣠ҟͳΔૹ৴ઌ IPΞυϨεΛɼࢄ
ਤதͷҟͳΔυοτҟͳΔૹ৴ݩ IPΞυϨεʹΑΔ͕ܸͨͬ͋͜߈ͱΛࣔ͢ɽਤ 5.6͔Βɼૹ
৴ઌ IPΞυϨεͷ͍͔ͭ͘ɼେྔͷૹ৴ݩ IPΞυϨε͔ΒΘΔΘΔϒϧʔτϑΥʔεܸ߈
Λड͚ଓ͚͍ͯͨ͜ͱ͕Θ͔Δɽ·ͨɼૹ৴ݩ IPΞυϨεͷ 93%ɼ1ͭͷܸ߈γʔέϯεʹ
͍ͭͯͷΈݩܸ߈ͱͳ͍ͬͯͨɽ

ϒϧʔτϑΥʔεܸ߈Ҏ֎ͷ IDSݕΞϥʔτͱͷੑىڞʹ͍ͭͯௐࠪΛ݁ͨͬߦՌΛࣔ͢ɽද
5.1ʹɼૹ৴ݩ IPΞυϨεͰɼϒϧʔτϑΥʔεܸ߈Ҏ֎ͷΞϥʔτΛू݁ͨ͠ܭՌΛࣔ͢ɽࢄ
ࣄܸ߈ϒϧʔτϑΥʔεܕ 2ʹಛ༗ͷࣄىڞ͔൱͔Λ͢ূݕΔͨΊʹɼϒϧʔτϑΥʔε߈
ݩ͞Εͨૹ৴ݕ͕ܸ IPΞυϨεશମʹରͯ͠ଞΞϥʔτΛू݁ͨ͠ܭՌʢallʣͱɼநग़ͨ͠Ϩ
ίʔυʹؚ·ΕΔૹ৴ݩ IPΞυϨεʹରͯ͠ू݁ͨ͠ܭՌʢܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2ʣ
Λࣔ͢ɽද 5.1͔ΒɼϒϧʔτϑΥʔεܸ߈Λݕ͞Εͨૹ৴ݩ IPΞυϨε͕ଞʹݕ͞Εͨ߈
ܸ TCP3389൪ϙʔτ͕։͍͍ͯΔϗετΛ͢ࡧݕΔߦҝʢHost sweep (3389/tcp)ʣ͕Ұ൪ଟ͔ͬ
ͨͷͷɼ֘͢Δૹ৴ݩ IPΞυϨεશମͷ 1.81%ʹա͗ͳ͔ͬͨɽΑͬͯɼϒϧʔτϑΥʔ
εܸ߈ͱൃͯ͠ىڞੜ͍ܸͯͨ͠߈ଘ͠ࡏͳ͔ͬͨͱ͍͑Δɽ

·ͨɼૹ৴ઌ IPΞυϨεʹ͍ͭͯɼಉ༷ʹϒϧʔτϑΥʔεܸ߈Ҏ֎ͷ IDSݕΞϥʔτΛू
ՌΛද݁ͨ͠ܭ 5.2ʹࣔ͢ɽूܭͷ݁Ռɼૹ৴ݩ IPΞυϨεͷ߹ͱରরతʹɼϒϧʔτϑΥʔ
εݕ͕ܸ߈͞Εͨૹ৴ઌ IPΞυϨεશମͷू݁ܭՌͱɼຊઅͰநग़ͨ͠Ϩίʔυʹؚ·ΕΔૹ
৴ઌ IPΞυϨεʹରͯ͠ू݁ͨ͠ܭՌͱେ͖ͳࠩಘΒΕͳ͔ͬͨɽ

ද 5.1: ૹ৴ݩ IPΞυϨε͕ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2ͱݕͯ͠ىڞ͞ΕͨΞϥʔτ
ʢ্Ґ 5Ґʣ

Alert srcIPs(%)
all Host sweep (3389/tcp) 1.81

Netbios scan (137/udp) 0.77
Host sweep (1433/tcp) 0.31
SMB(Netbios) service scan (445/tcp) 0.18
SMB service connect (445/tcp) 0.12

Distributed brute force attacks Netbios scan (137/tcp) 1.76
Host sweep (3389/tcp) 0.35
Malicious scanning (40235/tcp) 0.35
DNS ETC type query flooding (53/udp) 0.18
Host Sweep (1433/tcp) 0.18
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ද 5.2: ૹ৴ઌ IPΞυϨε͕ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2ͱݕͯ͠ىڞ͞ΕͨΞϥʔτ
ʢ্Ґ 5Ґʣ

Alert dstIPs(%)
Netbios Scan (137/udp) 100
MSSQL Server2000 Resolution Service DOS (1434/udp) 100
Slamer Worm (1434/udp) 100
SMB Service sweep (445/tcp) 79.25
Trace Route (0/tcp) 77.36

5.3 γεςϜͷఏҊࡦɾରݕܸ߈

ຊষͰɼܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2Λݕ͠ɼϒϧʔτϑΥʔεܸ߈ͷൃੜΛ࠷খݶ
ʹ͑Δख๏ΛఏҊ͢Δɽ

5.3.1 ఏҊख๏ͷ֓ཁ

ఏҊख๏ͷશମߏΛਤ 5.7ʹࣔ͢ɽఏҊख๏ɼෳͷαʔόʹର͢Δ௨৴Λ IDS͕͠ࢹɼ
IDSʹΑΓϒϧʔτϑΥʔεܸ߈ͱݕ͞ΕͨΞϥʔτ͔ΒͳΔϒϧʔτϑΥʔεݕϩάΛೖྗ
ͱ͢Δɽ

ఏҊख๏ͷॲཧநग़εςοϓͱःஅεςοϓ͔Βߏ͞ΕΔɽ·ͣ࠷ॳʹநग़εςοϓͰɼ

ೖྗͱͨ͠ϒϧʔτϑΥʔεݕϩά͔ΒϒϧʔτϑΥʔεࣄܸ߈ͷنଇੑʹ͖ͮجɼϒϧʔ

τϑΥʔεܸ߈Λड͚͍ͯΔૹ৴ઌ IPΞυϨεΛநग़͢Δɽ͜͜Ͱநग़Ͱ͖ͨૹ৴ઌ IPΞυϨε
ɼ࣍ͷःஅεςοϓͰ༻͢ΔɽःஅεςοϓͰɼલͷநग़εςοϓͰநग़Ͱ͖ͨૹ৴ઌ IP
ΞυϨεʹର͢Δ IDSΞϥʔτΛ͢ࢹΔɽࢹରͱͳͬͨૹ৴ઌ IPΞυϨεʹର͢Δϒϧʔ
τϑΥʔεܸ߈Λݕ͢Δ IDSʹΑΔΞϥʔτ͕ɼܸ߈γʔέϯεͷ։࢝ͱஅ͞ΕͨͳΒɼ߈
ܸγʔέϯεͷૹ৴ݩ IPΞυϨεʹΑΔ௨৴ΛҰఆؒ࣌ःஅ͢Δɽ
ఏҊख๏ͰɼϒϧʔτϑΥʔεࣄܸ߈ʹ֘͢Δܸ߈γʔέϯεΛ։ݕʹ࣌࢝͠ःஅ͢Δ

͜ͱʹΑΓɼϒϧʔτϑΥʔε͕ܸ߈ૹ৴ઌ IPΞυϨεʹ౸ୡ͢ΔͷΛ͙͜ͱ͕͕Ͱ͖Δɽ·
ͨɼܸ߈γʔέϯεͷऴྃΛࠐݟΜ͚ͩͩؒ࣌ःஅରͱ͢Δ͜ͱͰɼϒϥοΫϦετΛ࡞ͯ͠

ૹ৴ݩ IPΞυϨεΛՃ͍ͯ͘͠ͷʹൺɼϦεταΠζͷരൃΛ͑Δ͜ͱ͕Ͱ͖Δɽ

5.3.2 ఏҊख๏ͷॲཧखॱ

ఏҊख๏ɼநग़εςοϓͱःஅεςοϓͷ 2εςοϓ͔Βߏ͞ΕΔɽ
நग़εςοϓͰɼೖྗͱͳΔϒϧʔτϑΥʔεݕϩά͔ΒϒϧʔτϑΥʔεࣄܸ߈ͷର

ͱͳ͍ͬͯΔૹ৴ઌ IPΞυϨεΛநग़͢Δɽ͜ͷϒϧʔτϑΥʔεࣄܸ߈Ͱɼ֤ܸ߈γʔέ
ϯεಉ͡ϩάΠϯߦࢼͷڍಈΛڞ༗͢Δɽͦ͜ͰຊεςοϓͰɼ͜ͷܸ߈γʔέϯεΛ͚ͭݟ

ΔͨΊɼೖྗͷϒϧʔτϑΥʔεݕϩάʹؚ·ΕΔૹ৴ݩ IPΞυϨεͱૹ৴ઌ IPΞυϨεͷ
Έ߹Θͤʹ͍ͭͯ౷ྔܭΛܭଌ͠ɼ౷ྔܭΛڞ༗͢Δૹ৴ݩ IPΞυϨεͱૹ৴ઌ IPΞυϨεͷ
Έ߹ΘͤΛநग़͢Δɽ

·ͣɼૹ৴ݩ IPΞυϨεͱૹ৴ઌ IPΞυϨεͷΈ߹Θͤʹ͍ͭͯϩάΠϯߦࢼճͷ߹ܭΛ
༗͢ΔΈ߹ΘͤΛநग़͢ΔɽਤڞΛܭ߹ճͷߦࢼɼϩάΠϯ͠ࢉܭ 5.3Ͱ࣮ͨ͠ࢪΑ͏ʹɼϩ
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άΠϯߦࢼճͷ߹ܭʹؔ͢ΔΛऔΓɼ͍ޓʹଟ͘ͷϩάΠϯߦࢼճͷ߹ܭΛڞ༗͢ΔΈ

߹ΘͤΛநग़͢Δɽ

γʔέϯεʹ֘͢ΔΈ߹Θܸ߈༗͢ΔΈ߹Θ͔ͤΒɼڞΛܭ߹ճͷߦࢼɼϩάΠϯʹ࣍

ͤΛߜΓࠐΉɽϩάΠϯߦࢼճͷ߹ܭΛڞ༗͢ΔΈ߹Θ͔ͤΒɼ1ϨίʔυͨΓͷϩάΠϯ
ΛಛྔϕΫτϧͱΈͳ͠ɼΫϥελϦྔܭଌ͢Δɽ͜ΕΒͷ౷ܭɼඪ४ภࠩΛۉճͷฏߦࢼ

ϯά͢Δ͜ͱͰɼྨ͢ࣅΔ౷ྔܭΛͭ࣋Έ߹ΘͤΛಛఆ͢ΔɽલઅͰ࣮ͨ͠ࢪੳʹΑΓɼܸ߈

γʔέϯεʹ֘͢ΔΈ߹ΘͤɼϩάΠϯߦࢼճͷฏ͕ۉ 10ۙʹɼඪ४ภ͕ࠩ 1ۙʹ
ूத͢Δ͜ͱ͕Θ͔͍ͬͯΔɽܸ߈γʔέϯεʹ֘͢ΔΈ߹ΘͤΛಛఆ͢ΔʹɼϩάΠϯࢼ

͍ۙΫϥελʹॴଐ͢ΔΈ߹ΘͤΛநग़͢Δɽந࠷ʹͷهΑͼඪ४ภ্͕͓ࠩۉճͷฏߦ

ग़Ͱ͖ͨΈ߹Θ͔ͤΒɼૹ৴ઌ IPΞυϨεΛநग़͠ɼϒϧʔτϑΥʔεࣄܸ߈ͷରͱͳͬ
͍ͯΔૹ৴ઌ IPΞυϨεͱ͢Δɽ
ःஅεςοϓͰɼநग़εςοϓͰநग़Ͱ͖ͨૹ৴ઌ IPΞυϨεʹର͢Δ௨৴Λॏతʹࢹ

͢Δɽࢹରͱͳͬͨૹ৴ઌ IPΞυϨεʹରͯ͠ൃੜͨ͠ϒϧʔτϑΥʔεܸ߈ʹ͍ͭͯɼͦ
ͷϩάΠϯߦࢼϩάΠϯؒߦࢼͷִ͕ܸؒ߈γʔέϯεͷڍͭ࣋ಈͱҰகͨ͠ͳΒɼͦͷϒ

ϧʔτϑΥʔεݩܸ߈ͱͳͬͨૹ৴ݩ IPΞυϨε͔Βͷ௨৴ΛҰఆؒظःஅ͢Δɽ
͜ͷःஅεςοϓͰɼఏҊख๏ͷϢʔβ࣍ͷ 4छྨͷύϥϝλΛઃఆ͢Δɽ

1. ϩάΠϯߦࢼճͱܸ߈γʔέϯεͷ։࢝Λஅ͢Δ·Ͱͷൣғ

2. ճͷඪ४ภࠩߦࢼγʔέϯεͱஅ͢ΔͨΊͷϩάΠϯܸ߈

3. ௨৴ःஅΛ։࢝͢Δ·Ͱͷ IDSΞϥʔτ݅

4. ؒ࣌ःஅΛऴྃ͢Δ·Ͱͷܸ߈

ͷ͖͍͠ͷதͰه্ 1)ɼ2)ɼ4)ʹ͍ͭͯɼલઅͰੳͰ͖ͨ݁Ռ͔ΒύϥϝλΛܾఆ͢Δɽ

5.4 ఏҊख๏ͷධՁ

ϒϧʔτϑΥʔεݕϩάΛରͱͯ͠ɼఏҊख๏ͷःஅεςοϓʹΑΓःஅͰ͖Δϒϧʔτ

ϑΥʔεܸ߈ΛੵݟΔ͜ͱͰධՁΛ͏ߦɽຊষͰධՁରͱ͢Δ߲ͱͯ͠υϩοϓɼաः

அؒ࣌ͷ 2߲Λ༻ҙ͢Δɽ·ͣυϩοϓɼܸ߈γʔέϯεʹؚ·ΕΔϒϧʔτϑΥʔεܸ߈
ͷ͏ͪɼఏҊख๏͕ःஅͰ͖ͳ͍ϒϧʔτϑΥʔεܸ߈ͷׂ߹Λࣔ͢ɽ͜ͷυϩοϓ͕খ͍͞΄

ͲɼఏҊख๏͕ܸ߈γʔέϯεʹؚ·ΕΔϒϧʔτϑΥʔεܸ߈ΛःஅͰ͖Δ͜ͱΛࣔ͢ɽաः

அؒ࣌Ͱɼ֘ࣄΛݕ͔ͯ͠Βܸ߈Λःஅ͢Δؒ࣌ͷ͏ͪɼ֘ࣄ͕ऴྃͨ͠ʹؔΘΒ

ͣःஅΛܧଓ͍ͯ͠Δؒ࣌Λࣔ͢ɽաःஅ͕ؒ࣌খ͍͞΄ͲɼःஅରͱͳΔૹ৴ݩ IPΞυϨ
εΛख๏ͷ෦ʹอ͖͕࣋ؒ࣌͘͢ͳΔͨΊɼఏҊख๏ͷॲཧෛՙΛܰݮͰ͖Δ1ɽ

ຊධՁ࣮ݧͰɼਤ 5.2͔Β 5൪ɼ8൪ɼ17൪ɼ23൪ͷ݄ʹऩूͰ͖ͨϒϧʔτϑΥʔ
εݕϩάΛରͱ͢Δɽલऀͷ 2͔݄ʹ֘͢ΔϒϧʔτϑΥʔεݕϩάɼୈ 5.2અͰੳ
ͨ͠ϩάͷൣғʹؚ·Ε͍ͯΔ͕ɼऀޙͷ 2͔݄ʹ֘͢ΔϒϧʔτϑΥʔεݕϩάɼୈ 5.2
અͰੳͨ͠ϩάͷൣғʹؚ·Ε͍ͯͳ͍ɽͦͷͨΊɼϒϧʔτϑΥʔεࣄܸ߈ʹ֘͢ΔϨ

ίʔυΛୈ 5.2અͱಉ͡खॱͰநग़ͨ͠ɽද 5.3ʹɼධՁରͱ͢ΔϒϧʔτϑΥʔεݕϩάͷ

1ຊධՁ࣮ݧʹͯධՁ߲ͱͯ͠ઃఆͨ͠աःஅؒ࣌ఏҊख๏ͷݕޡΛܭଌ͢ΔͷͰͳ͍ɽఏҊख๏ͷݕޡ
Λܭଌ͢ΔʹɼωοτϫʔΫαʔϏεͷཧऀ͕ϒϧʔτϑΥʔεݕϩάʹରͯ͠ɼਖ਼نϢʔβʹΑΔਖ਼ͳϩάΠ
ϯૢ͔࡞ɼѱҙ͋ΔϩάΠϯߦࢼʹ༝དྷ͢Δͷ͔Λ۠ผͰ͖ΔڥͰఏҊख๏ΛධՁ͢Δඞཁ͕͋Δɽ
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Ϩίʔυ݅ɼૹ৴ݩ IPΞυϨεछྨɼૹ৴ઌ IPΞυϨεछྨΛࣔ͢ɽ͜ΕΒ 4छྨͷϒ
ϧʔτϑΥʔεݕϩάʹରͯ͠ɼःஅ։࢝·ͰͷϨίʔυʢSʣͱःஅؒ࣌ʢPʣΛม͑ͳ͕
Βɼυϩοϓ͓Αͼաःஅؒ࣌Λܭଌ͢Δɽୈ 5.2અͰͷੳ݁Ռʹै͍ɼϩάΠϯߦࢼճ
Λ 4ʙ10ɼϩάΠϯߦࢼճͷඪ४ภࠩΛ 0ʙ2ͷൣғʹઃఆ͠ɼධՁ࣮ݧΛ͏ߦɽ
SΛ 1, 2, 3͓Αͼ PΛ 20, 40, 60ʹઃఆ্ͨ͠ͰɼఏҊख๏Λରͱͨ͠ 4Χ݄ؒʹద༻ͨ݁͠

ՌΛൺֱ͢Δɽਤ 5.8ɼਤ 5.9ɼਤ 5.10ɼਤ 5.11ʹɼυϩοϓͱաःஅؒ࣌ͷฏۉΛࣔ͢ɽυ
ϩοϓʹ͍ͭͯ݁ՌΛड़ΔɽఏҊख๏͕ 1Ξϥʔτʹ૬͢ΔϒϧʔτϑΥʔεܸ߈Λःஅ
͠ͳ͔ͬͨ߹ɼฏͯ͠ۉϒϧʔτϑΥʔεࣄܸ߈ͷ 12.3%͕ૹ৴ઌ IPΞυϨε౸ୡͨ͠ɽ
υϩοϓΛఏҊख๏Λద༻ͨ͠ 4Χ݄ؒͰൺֱ͢Δͱɼ1൪ͷ݄͕࠷͍ɽ͜Εɼ1൪
ͷ݄ʹଞͷ݄ΑΓܧؒظଓͨ͠ϒϧʔτϑΥʔεࣄܸ߈͕ଟؚ͘·Ε͍͔ͯͨΒͰ͋Δɽ

աःஅؒ࣌ʹ͍ͭͯ݁ՌΛड़Δɽ1൪ͷ݄Λআ͘ͱɼP͕ 20͔Β 40ʹมԽͨ͠߹ɼա
ःஅؒ࣌ฏۉ 19.4૿Ճͨ͠ɽP͕ 40͔Β 60ʹมԽͨ͠߹ɼաःஅؒ࣌ฏۉ 19.9૿
Ճͨ͠ɽ͜ͷ݁Ռ͔Βɼःஅؒظͷ૿Ճ͕΄΅աःஅؒ࣌ͱͳͬͨ͜ͱ͕Θ͔Δɽ

͜ͷධՁ࣮ݧͰɼυϩοϓ͓Αͼաःஅؒ࣌Λ࠷খʹ͑ΒΕΔύϥϝλɼS=1ɼP=20
ʹઃఆͨ͠ͱ͖Ͱ͋Δͱ͍͑ΔɽPΛ͘ઃఆ͢Δͱɼաःஅ͕ؒ࣌͘ͳΓɼࢹରͱ͢Δ
ωοτϫʔΫαʔϏεϢʔβͷརศੑ͕Լ͢ΔɽఏҊख๏Ͱɼਖ਼نϢʔβ͕ಛఆͷճαʔϏ

εʹର͢ΔϩάΠϯʹࣦഊ͢ΔͱɼIDSͰ͜ͷڍಈΛϒϧʔτϑΥʔεܸ߈ͱͯ͠ݕ͢Δɽͦ
ͷޙʹɼఏҊख๏Ͱ͜ͷϒϧʔτϑΥʔεݕϩάΛड৴͠ܕࢄϒϧʔτϑΥʔεࣄܸ߈͕ൃ

ੜͨ͠ͱஅ͠ɼ௨৴ःஅΛ։ͯ࢝͠͠·͏ͱɼ͜ͷਖ਼نϢʔβ௨৴ःஅ͕ऴΘΔ·Ͱͦͷαʔ

ϏεʹϩάΠϯͰ͖ͳ͍ɽઃఆͨ͠ःஅؒ࣌ΑΓ͘ଓ͘ܕࢄϒϧʔτϑΥʔεࣄܸ߈͕ൃ

ੜͨ͠߹ɼ௨৴ःஅऴྃޙͰ͋ͬͯɼϒϧʔτϑΥʔεܸ߈Λݕͨ͠ΞϥʔτͷൃੜΛػܖ

ͱͯ͠ɼ࠶௨৴ःஅΛ։࢝͢Δɽ͜ͷ߹ɼ࠷ॳͷ௨৴ःஅऴ͔ྃΒ࣍ͷ௨৴ःஅ։࢝·Ͱʹൃ

ੜͨ͠ϒϧʔτϑΥʔεܸ߈ΛःஅͰ͖ͳ͍ɽ

ද 5.3: ධՁରͱ͢ΔϒϧʔτϑΥʔεݕϩάͷϨίʔυ݅ɼૹ৴ݩ IPΞυϨεछྨɼૹ
৴ઌ IPΞυϨεछྨ

Month Records unique srcIP unique dstIP
5th 21,905 709 21
8th 6,095 366 21
17th 1,068 111 21
23rd 7,591 528 19

5.5 ٞ

5.5.1 ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 1ͱͷ૬ҧ

ୈ 4ষͰใͨ͠ࠂܕࢄϒϧʔτϑΥʔεࣄܸ߈ͱɼຊষͰରͱ͢Δࣄͷ૬ҧΛड़
Δɽୈ 4ষͰใࣄͨ͠ࠂͰɼ͋Δૹ৴ݩ IPΞυϨε͕ෳͷૹ৴ઌ IPΞυϨεʹରͯ͠ಉ࣌
ʹϒϧʔτϑΥʔεܸ߈Λ͏ߦɽ͜ͷܸ߈ͷରͱͳͬͨૹ৴ઌ IPΞυϨεʹɼϩάΠϯߦࢼճ
ͷ૬ؔଘ͢ࡏΔɽ͔͠͠ɼૹ৴ݩ IPΞυϨεܸ߈Λܧଓ͢Δ߹ͱͦ͏Ͱͳ͍߹͕͋Δɽ
͞Βʹɼܸ߈Λܧଓͨ͠߹Ͱ͋ͬͯɼϩάΠϯߦࢼճಉҰͰͳ͍ɽҰํͰɼຊষͰର

ͱ͢ΔࣄͰɼ͋Δૹ৴ݩ IPΞυϨε 1ͭͷૹ৴ઌ IPΞυϨεʹ͔͠ϒϧʔτϑΥʔεܸ߈
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ΛߦΘͳ͍ɽ͔͠͠ɼ1ૹ৴ݩ IPΞυϨεͱ 1ૹ৴ઌ IPΞυϨεؒʹൃੜͨ͠ϒϧʔτϑΥʔε
Δɽ͢ࡏଇੑ͕ଘنճʹߦࢼස͓ΑͼϩάΠϯܸ߈ଓͯ͠ൃੜ͓ͯ͠Γɼܧܸ߈

ୈ 4ষͰఏҊͨ͠ϒϧʔτϑΥʔεݕܸ߈ɾःஅख๏ΛɼຊষͰରͱ͢ΔϒϧʔτϑΥʔε
Δ͜ͱ͍͠ɽ·ͨɼຊষͰड़ͨఏҊख͢ࡦΛରࣄʹରͯ͠ద༻ͨ͠ͱͯ͠ɼຊࣄܸ߈

๏ΛɼϒϧʔτϑΥʔεࣄܸ߈ 1Λద༻͢Δ߹ʹ͍ͭͯٞ͢ΔɽϒϧʔτϑΥʔεࣄܸ߈
1Ͱɼૹ৴ݩ IPΞυϨεෳͷૹ৴ઌ IPΞυϨεʹରͯ͠ɼಉࠁ࣌ʹಉ͡ϩάΠϯߦࢼճ
ͰϒϧʔτϑΥʔεܸ߈Λ࣮͢ߦΔɽ͞Βʹɼૹ৴ݩ IPΞυϨεܸ߈Λܧଓ͠ͳ͍߹͋Δɽ
͜ͷܸ߈ͷରࡦͱͯ͠ɼୈ 4ষͰݕࠁ࣌ͱϩάΠϯߦࢼճͷ૬ؔʹண͠ɼܸ߈ରͱͳ
Δૹ৴ઌ IPΞυϨεΛநग़͢Δख๏ΛఏҊͨ͠ɽҰํͰɼຊষͰରͱ͢ΔϒϧʔτϑΥʔε߈
ܸͷରࡦͰɼܧଓͯ͠ൃੜ͢ΔϒϧʔτϑΥʔεܸ߈ͷʹ͓͚ΔϩάΠϯߦࢼճͷنଇੑʹج

͖ͮɼܸ߈Λड͚ଓ͚Δૹ৴ઌ IPΞυϨεΛநग़͢ΔɽͦͷͨΊɼ͜ͷຊষͰड़ͨఏҊख๏Ͱ
ૹ৴ઌ IPΞυϨεؒͷ૬ؔؔΛੳ͠ͳ͍ͨΊɼϒϧʔτϑΥʔεܸ߈ 1Λड͚Δૹ৴ઌ IP
ΞυϨεΛநग़͢Δ͜ͱ͕Ͱ͖ͳ͍ɽ·ͨɼຊষͰड़ͨఏҊख๏ʹ͓͚Δ௨৴ःஅ࣌ͷஅɼ

ϩάΠϯߦࢼճͷنଇੑʹ͓͍ͯͮجΓɼܸ߈ઌͱͳΔૹ৴ઌ IPΞυϨε͕طͰ͋Δ͔ɼ߈
ܸ͕ෳૹ৴ઌ IPΞυϨεؒͰಉൃͯ͠ظੜ͍ͯ͠Δ͔ɼͱ͍ͬͨ݅ʹ͍͍ͯͮجͳ͍ɽͦ
ͷͨΊɼϒϧʔτϑΥʔεࣄܸ߈͕نଇਖ਼ܸ͘͠߈Λܧଓ͠ͳ͍ݶΓɼຊষͰड़ͨఏҊख๏

Ͱ͖ͳ͍ɽݕͷൃੜΛܸ߈

5.5.2 ఏҊख๏Λೝ͍ͯ͠Δ͚ͨʹऀܸ߈ରࡦ

ຊষͰड़ͨఏҊख๏Λೝ͍ͯ͠Δ͚ͨʹऀܸ߈ରࡦʹ͍ͭͯड़ΔɽఏҊख๏ʹΑΔݕ

Λճආ͢ΔͨΊɼݸ͕ऀܸ߈ʑͷϒϧʔτϑΥʔεܸ߈ͷϩάΠϯߦࢼճϒϧʔτϑΥʔε߈

ܸؒͷසΛϥϯμϜʹઃఆ͢Δखஈ͕͑ߟΒΕΔɽͦͷ߹ɼఏҊख๏Ͱ͜͏ͨ͠ϥϯμϜͳ

සͱϩάΠϯߦࢼճΛͭ࣋ϒϧʔτϑΥʔεܸ߈ΛݕͰ͖ͳ͍ͱ͍͏ݶք͕͋Δɽ

͜ͷݶքΛ؇͢ΔͨΊɼ౸ୡͨ͠ϒϧʔτϑΥʔεܸ߈ʹରͯ͠ɼจݙʦ95ʧͰड़ΒΕ͍ͯ
ΔΑ͏ͳɼϥϯμϜੑΛ͢ূݕΔॲཧΛఏҊख๏ͷநग़ॲཧʹՃ͢Δखஈ͕͛ڍΒΕΔɽ͔͠͠

͜ͷ߹ɼϒϧʔτϑΥʔεܸ߈ͷϥϯμϜੑΛஅ͢ΔͨΊɼܕࢄϒϧʔτϑΥʔεࣄܸ߈

ͷൃੜ͔Β௨৴ःஅΛ։࢝͢Δ·ͰʹΑΓଟ͘ͷֻ͔͕ؒ࣌Δͱ͍͏σϝϦοτ͕ൃੜ͢Δɽ

5.6 ݁

ຊষͰɼ͕ۀاཧ͢Δ IPΞυϨεଳͰ࣮ࡍʹ RDPαʔϏεΛӡ༻͍ͯ͠Δαʔό܈ʹର͢
ΔϒϧʔτϑΥʔεݕϩά͔Βɼૹ৴ݩ IPΞυϨεΛม͑ͳ͕Βڞ௨ͷنଇੑΛͯͬ࣋ϒϧʔ
τϑΥʔεܸ߈Λ܁Γฦ͢ࣄΛใͨ͠ࠂɽ͞Βʹɼ͜ͷنଇੑΛ༗͢Δૹ৴ݩ IPΞυϨεΛಛ
ఆ͢Δ͜ͱͰɼ͜ͷࣄʹΑΓϒϧʔτϑΥʔεܸ߈Λःஅ͢Δख๏ΛఏҊͨ͠ɽఏҊख๏Λ͜ͷ

ϒϧʔτϑΥʔεݕϩάʹద༻͠ɼυϩοϓͱաःஅؒ࣌Λ࠷খݶʹ͑ΔύϥϝλΛੵݟ

Δ͜ͱ͕Ͱ͖ͨɽ
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ਤ 5.4: ֤ϐʔΫʹ֘͢Δૹ৴ݩ IPΞυϨεͱૹ৴ઌ IPΞυϨεͷϖΞʹ͓͚ΔϩάΠϯߦࢼճ
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ਤ 5.6: ܕࢄϒϧʔτϑΥʔεࣄܸ߈ 2ʹ֘͢ΔϒϧʔτϑΥʔεݕϩάʹ͓͚Δૹ৴ݩ
IPΞυϨεɾૹ৴ઌ IPΞυϨεɾݕࠁ࣌ͷؔ

64



!"#$%&'

("&)*+"(

#,"-./#"&/"#

!"#

!"#$%$

%&'()*'+,-.

/+*'+0.!"#$%$

!"#.12-$

'34.4&'()*'+2,.$'45 '34.$36'728,.$'45

92,+'2(+,-

!"#$%$

#36''+,-.728,

$6$5+*+26$.'()::+*

"&'$%

!"#$%"&'()*++,-

ਤ 5.7: ఏҊख๏ͷશମߏ

65



!

"!

#!

$!

%!

&!

'!

!

!("

!(#

!($

!(%

!(&

!('

!()

!
"
#
$
%
&
'(
%
)
*
+
&
',
-
*
.
#
/

0
)
+
(
(
*
.
1
')
"
$
%

*+,--./01+234 5263471-4+.,7

ਤ 5.8: 5൪ͷ݄ʹ͓͚Δυϩοϓ͓Αͼաःஅؒ࣌ͷฏۉͷมԽ
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ਤ 5.9: 8൪ͷ݄ʹ͓͚Δυϩοϓ͓Αͼաःஅؒ࣌ͷฏۉͷมԽ
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ਤ 5.10: 17൪ͷ݄ʹ͓͚Δυϩοϓ͓Αͼաःஅؒ࣌ͷฏۉͷมԽ
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ਤ 5.11: 23൪ͷ݄ʹ͓͚Δυϩοϓ͓Αͼաःஅؒ࣌ͷฏۉͷมԽ
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ୈ6ষ ݁

6.1 ຊڀݚͰಘΒΕͨՌ

ຊڀݚͰɼਖ਼ن௨৴ɼෆਖ਼௨৴͓Αͼҙਤෆ໌ͳ௨৴͕ࠞ͢ࡏΔηΩϡϦςΟϩά͔ΒɼΠϯ

γσϯτͱͯ͠ରԠ͖͢ࣄܸ߈ͷநग़Λతͱͯ͠ɼੳٕज़ͷఏҊ͓ΑͼධՁΛͨͬߦɽຊ

Δαʔό͔ΒऔಘͰ͖ͨηΩϡϦςΟϩάΛରʹɼ͢ࡏʹଘڌͷΞϓϩʔνͱͯ͠ɼෳڀݚ

αʔόؒͷ͔ؔੑΒڞ௨ੑΛ͚ͭݟΔ͜ͱͰɼࣄܸ߈ͷநग़Λ͏ߦɽຊڀݚͰɼҰൠʹΑ͘

ΘΕΔαʔϏεͰ͋ΔɼWebαΠτɼSSHαʔϏεɼRDPαʔϏεͷ 3छྨͷωοτϫʔΫαʔ
ϏεΛରʹɼݕܸ߈ख๏ΛఏҊ͠ɼ࣮ڥΑΓऔಘͰ͖ͨαʔόϩάΛ༻͍ͯධՁΛͨͬߦɽ

·ͣɼෳͷWebαΠτΛࢹରͱ͠ɼ୯Ұͷૹ৴͔ݩΒෳͷWebαΠτʹ͚ͯૹ৴͞
ΕͨϦΫΤετʹண͢Δ͜ͱͰɼ੬ऑੑΛͭ࣋WebΞϓϦέʔγϣϯͷ୳ࡧɼѱҙ͋Δίʔ
υૠೖΛ͏ߦϦΫΤετͰɼ୯Ұͷૹ৴͔ݩΒૹ৴͞ΕΔࡍʹͦͷ URIʹύλʔϯ͕ଘ͢ࡏΔ߈
ܸΛݕ͢Δख๏ΛఏҊͨ͠ɽఏҊख๏Λɼԣཱࠃେֶใج൫ηϯλʔ͕ཧ͍ͯ͠Δֶ

͚WebϗεςΟϯάαʔϏεΑΓऔಘͰ͖ͨΞΫηεϩάΛ༻͍ͯධՁΛ݁ͨͬߦՌɼݩܸ߈ͱ
ͳͬͨ IPΞυϨεΛݕޡͳ͘நग़Ͱ͖Δ͖͍͕͠ଘ͢ࡏΔ͜ͱΛࣔͨ͠ɽ͞Βʹɼطଘͷ߈
ϦΫΤετΛѱ͍ߴΑΓѱੑͷՄੑ͕ʹݙπʔϧͰѱੑͱஅ͠ͳ͔ͬͨͷͷɼଞจݕܸ

ੑͱஅͰ͖Δ͜ͱΛࣔͨ͠ɽ

ճߦࢼϩά͔ΒɼϩάΠϯݕΔϒϧʔτϑΥʔε͢ࡏ͕ܸࠞ߈ͷنɼ༷ʑͳҙਤʹ࣍

ૹ৴ݩ IPΞυϨεͷग़ݱճͳͲͷूܭͰݱΕͳ͍ɼεςϧεੑͷ͍ߴܕࢄϒϧʔτϑΥʔ
εࣄܸ߈ͷநग़͓ΑͼݕΛ͏ߦख๏ΛఏҊͨ͠ɽ·ͣɼϒϧʔτϑΥʔεݕϩά͔Βɼૹ৴

ݩ IPΞυϨεͱૹ৴ઌ IPΞυϨεͷؔੑΛࢄਤࣜܗͰՄࢹԽ͢Δ͜ͱͰɼૹ৴ݩ IPΞυϨ
εΛม͑ͳ͕Βಛఆͷૹ৴ઌ IPΞυϨε܈ʹରͯ͠ϒϧʔτϑΥʔεܸ߈Λ܁Γฦ͢ࣄΛநग़
Ͱ͖ͨɽ͞Βʹɼ͜ͷࣄܸ߈Λड͚Δ IPΞυϨεΛૣݕʹظ͢Δख๏ΛఏҊͨ͠ɽ͜ͷख๏
Λɼ͕ۀاཧ͢Δ IPΞυϨεଳͰ࣮ࡍʹαʔϏεΛӡ༻͍ͯ͠Δෳͷ SSHαʔϏεʹରͯ͠
ճͷ૬ؔΛऔΔߦࢼͱϩάΠϯࠁ࣌ݕϩάʹద༻ͨ݁͠Ռɼݕ͞ΕͨϒϧʔτϑΥʔεه

߹ʹɼ࠷ਫ਼ྑ͘ૹ৴ઌ IPΞυϨεΛಛఆͰ͖Δ͜ͱΛࣔͨ͠ɽ
·ͨɼϒϧʔτϑΥʔεݕϩά͔Βɼૹ৴ݩ IPΞυϨεʹΑΔϒϧʔτϑΥʔεܸ߈Ξϥʔ

τͷΠϯλʔόϧΞϥʔτ͕ݕܸͨ͠߈ճͷࢄΛܭଌ͢Δ͜ͱͰɼૹ৴ݩ IPΞυϨεΛ
ม͑ͳ͕Βɼڞ௨ͷنଇੑΛҎͬͯϒϧʔτϑΥʔεܸ߈Λ܁Γฦ͢ࣄΛநग़Ͱ͖ͨɽ͞Βʹɼ

͜ͷنଇੑΛ༗͢Δૹ৴ݩ IPΞυϨεΛಛఆ͢Δ͜ͱͰɼ͜ͷࣄͰϒϧʔτϑΥʔεܸ߈ͷൃ
ੜΛःஅ͢Δख๏ΛఏҊͨ͠ɽ͜ͷख๏Λɼ͕ۀاཧ͢Δ IPΞυϨεଳͰ࣮ࡍʹαʔϏεΛӡ
༻͍ͯ͠Δෳͷ RDPαʔϏεʹରͯ͠ه͞ΕͨϒϧʔτϑΥʔεݕϩάʹద༻ͨ݁͠Ռɼ
υϩοϓͱաःஅؒ࣌Λ࠷খݶʹ͑ΔύϥϝλΛੵݟΔ͜ͱ͕Ͱ͖ͨɽ

Ҏ্ͷ݁Ռ͔Βɼෳͷڌؒʹ·͕ͨΔڞ௨ੑΛ͚ͭݟΔ͜ͱͰɼطଘͷπʔϧͰݕ͕

͍͠ɼ͋Δ͍ೝ͞Ε͍ͯͳ͔ͬͨࣄܸ߈Λநग़Ͱ͖ͨɽ
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6.2 ͷ՝ޙࠓ

σʔλରԠͷͨΊͷεέʔϧنͷ՝ͱͯ͠ɼҟͳΔछྨͷϩάΛରͱͨ͠ੳͱɼେޙࠓ

Ξτͷ 2͕͛ڍΒΕΔɽ
ຊڀݚͰɼΞΫηεϩάϒϧʔτϑΥʔεݕϩάͱ͍ͬͨɼ୯ҰछྨͷϩάΛख๏ͷର

ͱ͍ͯͨ͠ɽ͔͠͠ɼΞΫηεϩάͱϒϧʔτϑΥʔεݕϩάɼผͷηΩϡϦςΟϩάΛΈ

߹ΘͤͨͷΛରͱͯ͠ੳ͢Δ͜ͱͰɼࣄܸ߈ͷൃੜΛ͍ߴਫ਼ͰݕͰ͖ͨΓɼࣄܸ߈

Λଟ໘తʹѲͰ͖Δͱ͍ͬͨ͜ͱ͕Ͱ͖Δͱ͑ߟΒΕΔɽ

·ͨɼੳରͱ͢Δϩάͷن͕େ͖͘ͳΔͱɼࣄܸ߈நग़ʹ͔͔Δ͕ؒ࣌͘ͳΓɼΠϯ

γσϯτͱͯ͠ͷରԠ͕ΕΔڪΕ͋ΔɽͦͷͨΊɼੳΛεέʔϧΞτͰ͖ΔΑ͏ʹ͠ɼ

ॴੑΛஅ͢Δہͷࣄܸ߈Λॖ͢Δɼ͞Βʹؒ࣌நग़ʹ͔͔Δܸ߈ͱͰ͜͏ߦॲཧΛͯ͠ࢄ

͜ͱͰɼෆཁͳநग़ॲཧΛলུ͢Δͱ͍ͬͨػͷՃ͕͑ߟΒΕΔɽ
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ँࣙ

ຊڀݚΛਐΊΔʹ͋ͨΓɼଟେͳ͝ࢦಋͱ͝ॿݴΛ͖·ͨ͠ɼԣཱࠃେֶେֶӃڥใݚ

·ಋ͖ࢦɼʹԹ͔͘͝ʹࢲக͠·͢ɽະख़ͳँײ͘ਂʹतڭ।ࠀतɼ٢ԬڭӃɹদຊษڀ

͓͔ͨ͛͠ͰɼຊڀݚΛ·ͱΊΔ͜ͱ͕Ͱ͖·ͨ͠ɽ

ຊจΛ·ͱΊΔʹ͋ͨΓɼจ৹ࠪΛ͓Ҿ͖ड͚͖ɼوॏͳ͝ࢦಋɼ͝ॿݴΛ͖·ͨ͠ɼ

ԣཱࠃେֶେֶӃڥใڀݚӃɹୢଇڭतɼํ࢛ॱڭ࢘तɼനਅҰँײ͘ਂʹࢣߨக͠·

͢ɽಛʹڭํ࢛तʹɼIPSڀݚձͷʹͯଟେͳ͝ࢦಋͱ͝ॿݴΛ͖ɼ·ͨࢲͷֶ෦ੜ࣌
ͷίϯλΫτڭһͱͯ͠ɼ͘͝ࢦಋ͖·ͨ͠ɽ

ຊڀݚΛਐΊΔʹ͋ͨΓɼوॏͳٞ͝ɼ͝ॿݴΛ͖·ͨ͠ԣཱࠃେֶઌՊֶߴڀݚӃ

ใɾཧηΩϡϦςΟڀݚϢχοτɹ Christopher Kruegel্੮ಛผڭतɼEngin Kirda IAS࿈ܞ
तɼMichelڭ van Eeten IAS࿈ڭܞतɼWilliam Robertson IAS࿈ܞॿँײ͘ਂʹڭக͠·͢ɽઌੜ
ํͱ͕ٞ͝Ͱ͖ɼࣗͷڀݚΛվΊͯجࡍࠃ४Ͱଊ͑Δ͜ͱମݧͰ͖·ͨ͠ɽ

ຊڀݚΛਐΊΔ্ͰࠒΑΓٞʹͯ͠ྗڠ͖·ͨ͠ɼদຊࣨڀݚɼࣨڀݚํ࢛ɼ٢Ԭࣨڀݚ

ͷօ༷ʹਂ͘ँײக͠·͢ɽ·ͨɼ׆ڀݚಈʹ͠ࡍଟେͳ͝ԉॿΛ͖·ͨ͠ൿॻͷদඒԝࢯɼ

ٕज़ิࠤһͷੴؘँײ͘ਂʹࢯࢠக͠·͢ɽ

ຊจͷୈ 3ষͰɼఏҊख๏ͷධՁʹԣཱࠃେֶใج൫ηϯλʔΑΓఏڙ͖·ͨ͠Web
ϗεςΟϯάαʔϏεͷΞΫηεϩάΛར༻க͠·ͨ͠ɽΞΫηεϩάΛఏڙ͖·ͨ͠ԣཱࠃ

େֶใج൫ηϯλʔͷօ༷ʹਂ͘ँײக͠·͢ɽ

ॴηڀݚ௨࢜ձࣾࣜגձΛ༩͑ͯͩ͘͞ΓɼେֶӃ௨ֶΛԠԉ͖ͯ͠·ͨ͠ɼػͷڀݚʹࢲ

ΩϡϦςΟڀݚॴɹௗޛډಛڀݚһɼਖ਼ॴ͓Αͼڀݚһͷօ༷ɼ࢜௨ࣜגձࣾͷٕज़

ऀͷօ༷ʹਂ͘ँײக͠·͢ɽ

ಈΛԠԉ͖·ͨ͠ɼ׆ڀݚͷࢲੜͷઌഐͱͯ͠ɼۀଔظޙ՝ఔ࢜ɼՈͱͯ͠ɼ·ͨതʹޙ࠷

ͷᴡ౻ߤଠँײ͘ਂʹࢯக͠·͢ɽ
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IPs as Camouflage,ʡInternational Conference on Information and Network Security(ICINS2014),
2014.)

2. ༏लϓϨθϯςʔγϣϯɾ༏लจड (ରจ: ຊଟ૱ඒ,ւ༝࣏߂ڮؙ,ل,
ਖ਼,ௗޛډ,ʠRDPαʔϏεͷܕࢄϒϧʔτϑΥʔεܸ߈ʡ,ϚϧνϝσΟΞɼࢄɼڠ
ௐͱϞόΠϧγϯϙδϜ (DICOMO2014), 2014.)

3. Best poster award (ରจ: Satomi Honda, Yuki Unno, Koji Maruhashi, Masahiko Takenaka,
Satoru Torii,ʠ TOPASE: Detection of Brute Force Attacks used Disciplined IPs from IDS Log,ʡ
1ST IEEE/IFIP Workshop on Security for Emerging Distributed Network Technologies (DIS-
SECT), 2015.(short paper))
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A ୈ3ষʹ͓͍ͯਖ਼ղσʔλͱͯ͠நग़
Ͱ͖ͨIPΞυϨεʹؔ͢Δ౷ܭ
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ਤ A.2: (a)ͷ߹ʹਖ਼ղσʔλͱஅͨ͠ૹ৴ݩ IPΞυϨεͷ URIछྨͷ

80



0

50

100

150

200

250

300

350

400
!"

#$
%&

'(
IP
)*

+,
-

!"#2015/6/26~9/23$1%"&'(
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B ୈ3ষ͓͍ͯఏҊख๏ͷద༻݁Ռநग़
Ͱ͖ͨIPΞυϨεʹؔ͢Δ౷ܭ
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ਤ B.1: (a)ͷ߹ʹؒ͝ظͱʹఏҊख๏͕நग़ͨ͠ૹ৴ݩ IPΞυϨε
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C ୈ3ষʹ͓͍ͯධՁʹ༻͍ͨಠࣗγά
ωνϟͷҰཡ

ୈ 3ষͰ Snort͓ΑͼmodsecʹΑΓWebαΠτͷܸ߈ʹؔ͢Δਖ਼ղσʔλͷ࡞ΛࢼΈͨ
͕ɼWebαΠτͷܸ߈ଟذʹΘͨΔͨΊɼ͜ΕΒͷطଘπʔϧʹݟಀ͕͠༧͞ΕΔɽͦ͜
Ͱ͜ΕΒͷπʔϧʹՃ͑ͯɼηΩϡϦςΟαΠτͷใΛܸ߈ʹݩύλʔϯΛਖ਼نදݱͱͯ͠ख

ಈͰॻ͖Լͨ͠ಠࣗγάωνϟΛ࡞ͨ͠ɽ
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ද C.1: ಠࣗγάωνϟͷҰཡ

ΧςΰϦ ਖ਼نදݱ

CMS .*wp-login.php.*
.*wp-content.*.php
.*wp-admin.*.php
.*xmlrpc.php
.*administrator.*joomla.*
.*assetmanager.aspx
.*soapCaller.bs
.*open=1&arrs1[]=99&arrs1[]=102&arrs1[]=103&arrs1[]=95&arrs1[].*

FCKeditor .*fckeditor.*.+.html
.*fckeditor.*.+.php
.*fckeditor.*.+.aspx
.*ckeditor.*.+.php
.*editor.*.+.html
.*editor.*.+.php
.*editor.*.+.aspx
.*fckeditor.*$
.*fckeditor.*
.*editor.*$
.*editor.*

ෆਖ਼தܧϗετͷ୳ࡧ ˆCONNECT.+:25$
ˆCONNECT.+:80$
ˆCONNECT.+:443$
.+:http:.+
.+:https:.+

IoTثػͷଘ֬ࡏೝ .*:rom-0$
.*:tmUnblock.cgi$
.*:onvifsnapshot$
.*:rtpd.cgi

Struts .*login.action$
.*LoginPage.do$

MongoDB .*moadmin.php$
SQL injectionΛؚΉ .*%20union%20select%20.*

.*unionselect.*from.*
PHP-CGIܸ߈ .*:cgi-binphp
վ͟ΜαΠτͷଘ֬ࡏೝ .*:nyet.+$
ShellShock੬ऑੑ .*:Ringing.at.your.dorbell!$
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