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Superconductive Random Number Generator
Using Thermal Noises in SFQ Circuits
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Abstract—A novel high-speed physical random number
generator using the superconductive single-flux-quantum (SFQ)
circuits and thermal noises in the circuit has been proposed. The
proposed physical random number generator is similar to an SFQ
balanced comparator. Thermal noises in shunt resisters are used
to obtain random outputs. Because of the high-sensitivity of SFQ
circuits, the true random numbers can be generated without
amplification of the noises at high clock frequency. Generation of
the true random numbers at the frequency of several tens GHz
can be realized by using the proposed circuit. Moreover, the
circuit scale of the proposed circuit is very small and the
generation frequency of the random number generator can be
easily enhanced by parallelizing the circuits. We have designed
and tested the superconductive physical random number
generator using the 2.5 kA/cm? Nb standard process and
evaluated the quality of the generated random number train. We
have examined a 2%-bit random number train generated at a low
frequency and no periodicity is observed. We believe that the
superconductive physical random number generator can be
applied to cryptographic applications for more secure
information processing.

Index Terms—Josephson junction, Random number, Thermal
noise, Single flux quantum circuit

I. INTRODUCTION

EMANDS for the information security have increased with

developments of information processing technologies. For
the applications of the cryptographic security, a high-quality
random numbers with no periodicity and no correlation
between each bit are required, i.e., more secure communication
is thought to be realized by using a true random number train
for cryptographic key distribution. The physical random
number generators using the randomness of physical
phenomena such as thermal noises in resisters are used to
obtain the true random number train. Several physical random
number generators using semiconductor integrated circuits
have been developed [1], [2]. However, the generation
frequency of the random number remains less than 10 MHz
because the magnitude of the noises is too small for the
semiconductor circuit. So the amplification process is required
additionally.

In the field of superconductive digital circuits [3], high-speed
pseudo-random number generators have been developed [4]-
[7]. The pseudo-random number generator is realized by the
combination of the appropriate flip-flops. The generation
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Fig. 1. Block diagrams of (a) an existent semiconductor physical random
number generator and (b) a proposed superconductive physical random
number generator.

frequency of the random number is 50 GHz, and the
pseudo-random number generator has been experimentally
used to measure the error rate of superconductive digital
circuits [8]. However, the pseudo-random number generator
cannot be applied to cryptographic applications because the bit
can be predicted from the history of the generated random
number train.

In this study, we have proposed a superconductive physical
random number generator which can generate the true random
number trains at an extremely high frequency. A true random
number train is generated by using the superconductive
physical random number generator, and we have evaluated the
quality of the random number train.

Il. EXPERIMENTAL

The proposed physical random number generator consists of
a noise source and an SFQ comparator. This is similar to the
existent physical random number generator using
semiconductor integrated circuits. Fig. 1 shows the comparison
of an existent semiconductor physical random number
generator and the proposed superconductive physical random
number generator. In the existent semiconductor physical
random number generator, thermal carrier injection and
ejection in local traps are used as noise sources to obtain the
large thermal noises compared to the thermal currents in the
resisters [1], [2]. However, the noises have to be amplified to
generate the true random number generator because the voltage
level of the noises is much smaller than the logic level of the
semiconductor circuits even if such large noises are used. On
the contrary, thermal noises in the circuits can be directly used
in the superconductive physical random number generator
because  the  superconductive  circuits have ultra
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Fig. 2. An equivalent circuit of the SFQ balanced comparator used in the
superconductive physical random number generator. All inductances are
2.52 pH. Critical current and shunt resisters of all Josephson junctions are
216 pA and 1.73 Q, respectively.

high-sensitivity.

The proposed superconductive physical random number
generator consists of a noise source and an SFQ comparator as
shown in Fig 1 (b). Fig. 2 shows an equivalent circuit of the
SFQ comparator used in the superconductive physical random
number generator. All Josephson junction are resistively
shunted to adjust the Stewart-McCumber parameters of
junctions to be ~1. This comparator is similar to an SFQ
balanced comparator. Identically, the output is exactly
determined by the control current injected into the middle of
the two Josephson junctions composing the comparator. The
SFQ comparator has been well studied theoretically and
experimentally [9], [10]. A gray zone, which has finite output
probability 0<P(l)<1, exists for a finite range of the control
current because of thermal or quantum fluctuations. At 4.2 K,
the main sources of the fluctuation are thermal currents in shunt
resisters.

The output probability can be controlled by adjusting the
control current supplied to the SFQ comparator. In the
superconductive physical random number generator, the
control current is adjusted so that the output probability may set
to be 0.5. At this biasing point, we do not find any correlation
between each bit because the thermal currents in resisters are
white noises and thus high-quality true random numbers can be
obtained. Furthermore, the frequency of the random number
generation is expected to be several tens GHz because the time
width of SFQ pulses is very short.

The main part of the proposed superconductive physical
random number generator is composed of only a few Josephson
junctions as shown in Fig. 2. Therefore, the generation
frequency of the random number can be easily enhanced by
parallelizing the random number generators. Furthermore, an
SFQ circuit using high-temperature superconductor (HTS) [11],
which is difficult to apply to large-scale circuits, are expected to
be utilized because of the small circuit scale and the operating
principle.

We have designed the superconductive physical random
number generator using the SRL 2.5 kA/cm® Nb standard
process [12]. Fig. 3 shows the microphotograph of the

Fig. 3. Microphotograph of the superconductive physical random number
generator.
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Fig. 4. Measured output probability of the SFQ comparator.
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superconductive physical random number generator composed
of the SFQ balanced comparator, a dc/sfq converter and an
sfq/dc converter. The main part, an SFQ balanced comparator,
is fabricated on 40 um x 80 um circuit area, which is indicated
by dashed square in Fig. 3. The control current I, is supplied
via an on-chip 1 kQ resister.

First, we have measured the output probability as a function
of the control current by measuring the number of output
signals when the SFQ pulses are input to the comparator 1000
times for each bias point at 4.2 K. We obtained the output
probability of 50% by supplying the control current of 49.1 pA
as shown in Fig. 4.

We have generated and recorded 2%-bit random number
train using the superconductive physical random number
generator by applying the control current of 49.1 pA and
inputting 2%°-bit SFQ signals at 4.2 K. The measurements were
performed by a computer-controlled automated measurement
system.

I11. RESULTS AND DISCUSSION

Fig. 5 shows the histogram of measured random numbers. In
this result, random numbers are encoded from 0 to 7 by using
neighboring 3 bits for clarity. The average value of the
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Fig. 5. Histogram of measured random numbers. Random numbers are
encoded to 0-7 by using neighboring 3 bits. Maximum and minimum counts
are 16440 and 16269, respectively.
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Fig. 6. Auto-correlation function of the generated 2%-bit random number

train. The auto-correlation function is normalized so that the maximum
value, R(0), may be 1.

generated random number train is 3.504. This result means that
the probability of the signal ‘1 being output is almost 50%.

To evaluate the quality of the generated random number train,

we have calculated the auto-correlation function of the random
number train, which corresponds to the correlation between
each bit. The auto-correlation function R(n) is calculated as

N -

=L
N i=0

H

x(i)-x(i +n) (1)

where x(i) represents the generated random number, and N is
the length of the random number train. Fig. 6 shows the
normalized auto-correlation function of the generated random
number train. We cannot confirm the clear peaks of
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Fig. 7. Block diagram of current control system to keep the optimal bias
point. The frequency of the SFQ pulse train input to the SFQ balanced
comparator is f.

auto-correlation function except R(0), though Fig. 6 shows the
region from R(0) to R(10000). This result means that the
high-quality true random number train without correlation
between each bit can be the generated by using the
superconductive physical random number generator.

We have also performed a statistical test provided by NIST
[13] to evaluate the quality of the random number train. We
evaluate the randomness of the random number train by the
frequency (monobit) test, which is the most fundamental
statistical test and determines whether the number of ones and
zeros in the random number train are approximately the same as
would be expected for a true random sequence.

In the frequency test, the required probability that the output
of ‘1’ is obtained is from 48.625% to 51.375% to apply the
random number train to the cryptographic applications [13]. In
our experiments described above, the output probability is
50.11%. This value is generally better than results of
semiconductor random number generator [2]. And the
requirement is easily fulfilled by properly adjusting the
supplied control current. This means the proposed
superconductive random number generator can be sufficiently
applied to the practical applications.

When the superconductive physical random number
generator is in use practically, a precise adjustment of the
control current is necessary because we can obtain the true
random numbers at the bias point where the output probability
of the comparator is around 50%.

The optimal bias point is thought to be shifted slightly as the
input frequency changes. For the precise adjustment of the
control current, we have devised a current control scheme. Fig.
7 shows a block diagram of the current control system. This
system is composed of an SFQ clock source, a toggle flip-flop,
the SFQ balanced comparator and a computer-based current
controller, which adjusts the control current by a GPIB control.
In this system, the SFQ clock source generates the SFQ pulse
train, whose frequency is f. The current controller measures the
average voltages of the two Josephson junctions, V1 and V2,
and can apply the arbitrary value of the control current to the
SFQ comparator. When the input frequency of the SFQ pulse
train is f, V2 becomes fdy/2 because the T flip-flop divides the
frequency of the SFQ pulse train by 2. In this case, V1 is
adjusted by the control current because the V1 is proportional
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to the output probability of the SFQ balanced comparator.
When the output probability of the comparator is exactly 50 %,
V1 becomes fdy/2. Therefore, by adjusting the control current
so that V1 equals to V2, the bias point is kept to be optimal.

IVV. CONCLUSION

We have proposed a novel physical random number
generator using superconductive SFQ circuits. Random bits can
be obtained by utilizing the thermal current in the circuit.
Because of high-sensitivity and high-speed operation of
superconductive circuits, true random numbers can be
generated at a high clock frequency without amplifying thermal
noises. We have designed and measured the superconductive
physical random number generators using the Nb standard
process. We have examined the 2%°-bit random number train
generated by the superconductive physical random number
generator at 4.2 K. Measurement results indicate that we can
obtain the high-quality true random number train by using the
superconductive physical random number generator. And we
have devised a bias control scheme to keep the optimal bias
point for the practical applications.
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