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Abstract— True random number generators, which output
truly random numbers by extracting entropy from physical
phenomena such as thermal and electronic noises, are widely used
in the field of the cryptographic communication systems. We have
been developing a superconductive true random number
generator that can generate truly random number sequences,
impossible to be predicted, by utilizing the high-speed operation
and high-sensitivity of superconductive integrated circuits. In this
study, we have calculated the dependences of correlation of output
random bits on the generation rate. Statistical tests have been
performed on the basis of the NIST statistical test suite in order to
evaluate the quality of the randomness of sequences generated by
the superconductive true random number generator at high
generation rate. We have generated a random number sequence
consisting of 3.2 M-bit at the generation rate of 30 Gbit/s using the
superconductive true random number generator, fabricated by
the ISTEC-SRL 2.5 kA/cm? Nb standard process. The generated
random number sequences passed 13 kinds of the statistical tests
in the NIST statistical test suit, although the 3 tests were not
performed because of the shortage of the generated random
numbers. The result sufficiently proves that a superconductive
true random number generator can generate a high quality of
random numbers that can be used for practical cryptographic
applications, at a generation rate of up to 30 Gbit/s.

Index Terms—Random number generation, Superconducting
integrated circuits, Josephson junctions, Comparators.

I. INTRODUCTION

ANDOM numbers form the essential foundation for

simulations, such as statistic science, finance, and natural
phenomena, or cryptographic technology in secure
communication systems. Most random numbers used in
applications are pseudo-random, which are generated by using
certain mathematical algorithms. Though pseudo-random
number generators (PRNGS) have a high generation rate thanks
to advancements in computer technology, PRNGs are not
suitable for the generation of cryptographic keys, which is one
of the very important application of random number generators.
Cryptographic keys are needed to be generated by truly random
bits because pseudo-random number sequences are predictable
because they are generated using computational algorithm. For
this reason, true random number generators (TRNGs), which
generate truly random number sequences by extracting entropy
from physical random phenomena such as thermal and
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electronic noises [1], chaos in lasers [2], and radioactivity [3],
have been developed in order to enhance the security of
cryptographic communication systems [4-7]. Among these
natural sources, thermal noise in resisters is the most used as the
source of randomness. The generation rate of the random
numbers of conventional TRNGs, which employ noise in
semiconductor circuits, are limited to be much smaller than that
of PRNGs because the amplitude of thermal noises is much
smaller than the logic levels of the semiconductor circuits and
the amplification process of noise is required. The
amplification process restricts the generation rate of
conventional TRNGs to less than 10 Mbps. This generation
speed is insufficient for practical communication systems.

We have been developing a small-sized, high-speed TRNG
using superconducting integrated circuits [8]. The proposed
circuit uses the thermal noise in a single-flux-quantum (SFQ)
circuit. In the SFQ circuit, signals are expressed by small
voltage pulse of hundreds of micro-volts; therefore, there is no
need to amplify the thermal noise to obtain the randomness, and
a high-speed operation of the TRNG, tens of gigahertz, can be
expected [9]. In this paper, we have calculated the correlation
of output random number sequence to evaluate the maximum
generating rate of the superconductive TRNG. Statistical test of
the random number sequence, generated by the
superconductive TRNG at 30 Gbit/s, have been performed on
the basis of the NIST statistical test suite to evaluate the quality
of randomness of the generated random number sequences.

Il. SUPERCONDUCTIVE TRUE RANDOM NUMBER GENERATOR

A superconductive true random number generator consists
of an SFQ balanced comparator and a current source [8]. Fig. 1

Fig. 1 Equivalent circuit of the superconductive true random number
generator. Critical currents of all JJs are 216 pA, and shunt resistors are
1.73Q. Iy = 300 pA, I, = 167 pA.
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Fig. 2 Numerically simulated output characteristics of the SFQ balanced
comparator. The bias voltage is designed value, 2.5 mV. The width of gray
zone is estimated to be 11.7 pA.

shows an equivalent circuit of the superconductive TRNG. All
Josephson junctions are resistively shunted to adjust the
McCumber parameters of junctions to ~1. Either J; or J,
switches depending on the Iy value. In an ideal environment,
where noise is absent, the Josephson junction J, always
switches if the control current Iy is larger than a certain
threshold current value. However, a finite gray zone, where the
output probability is obtained in the range from 0 to 1, exists
because of the thermal noises and quantum fluctuation in the
circuits [10]. The dependence of the output probability of the
SFQ balanced comparator on the control current as obtained by
numerical simulation is shown in fig. 2. The characteristics
shown in fig. 2 was calculated by the circuit simulator JSIM_N
[11] which can take the thermal noises in circuits into account,
and the operation temperature of 4.2 K was assumed. And the
parameters of Josephson junction for the Superconductivity
Research Laboratory (SRL) 2.5-kA/lcm*> Nb standard
fabrication process [12] were used. As shown in fig. 2, the
output probability of the SFQ balanced comparator can be
controlled by adjusting the supplied control current I. We can
obtain truly random numbers by adjusting the control current at
the operating point where that the output probability becomes
to be 0.5 and inputting high frequency clock.

To evaluate the maximum generation rate of the
superconductive TRNG, we have calculated dependences of
the output probability and autocorrelation between neighboring
two bits on the generation rate of random numbers. To enhance
the generation rate of the superconductive TRNG, employment
of the high-J¢ fabrication process is very effective because the
operating frequency of the superconductive circuit is
proportional to the square root of the critical current density
(Jc) of the Josephson junction. And increasing of the bias
voltage supplied to the circuit is also effective. Therefore we
have simulated the superconductive TRNG assuming the
circuits implemented by the Superconductivity Research
Laboratory (SRL) 2.5-kA/cm? Nb standard fabrication process
(STP) [12] and 10-kA/cm? Nb advanced fabrication process
(ADP) [13], and different dc bias voltages.
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Fig .3 Dependences of output probabilities on the generation rates of
random numbers. STD and ADP represent the SRL 2.5 kA/cm? standard
process [12] and 10 kA/cm? advanced process, respectively.
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Fig. 4 Dependences of autocorrelation function R(1) on generation rates of
random numbers.

We have calculated the output probabilities using simulated
output 10-kbit random number sequences. Fig.3 shows the
simulated output probabilities of superconductive TRNG. The
control current Il value was adjusted to obtain an output
probability of 0.5 at a generation rate of 10 Gbit/s. From the
simulation results, we observed that the superconductive
TRNG operated at the speed of a maximum of 20 Gbit/s for the
standard bias voltage, 2.5 mV, of a designed circuit, 30 Gbit/s
for 3.0 mV, and 50 Gbit/s using 10-kA/cm? ADP.

We have calculated the correlation of the random output
sequences on the basis of the circuit simulation. Fig. 4 shows
the dependences of generated random number sequence’s
autocorrelation function R(1) on generation rates. The
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Fig. 5 Block diagram of on-chip high-speed testing system. A clock generator
generates 16 SFQ pulses at 30 GHz whenever the trigger signal is input. The
outputted random number sequence is stored in the 16-bit shift register, and is
read out with low-frequency read clocks. There Josephson transmission line
(JTL) stages are inserted to clock line to adjust the timing of clock inputs to
the shift registers to prevent the operation errors of shift register.
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Fig.6 Micrograph of the superconductive true random number generator in
on-chip high-speed testing system. This system includes a clock generator
and a 16-bit shift register.
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Fig.7 Block diagram of the parallelized superconductive TRNG. In dividing
clock signals using toggle flip-flop and operating two RNGs, generation rate
is obtained as twice on the whole.

autocorrelation function between neighboring bits R(1) is
calculated as

S x(i)- x(i +1), M

RO =~
N i=1
where x(i) is a generated random number sequence, where the
output bit “0” is encoded to “-1”, and N is the length of random
number sequence. In this simulation, control current I, value is
adjusted to obtain an output probability of 0.5 at each
generation rates.

Simulation results indicate that the output random number
sequences are correlated and are not regarded as true random
number sequences as the generation rate is increased. And we
can obtain higher generation rate by increasing the dc bias
voltage. If we apply the bias voltage of 3.0 mV to the
superconductive TRNG implemented by the SRL 2.5 kA/cm?
Nb standard process, the maximum generation rate of the

TABLE 1 RESULTS OF NIST STATISTICAL TEST SUITE

Statistical Test p-value Result
Frequency: Monobit 0.122325  Success
Block Frequency 0.739918  Success
Cumulative Sums-Forward ~ 0.035174  Success
Cumulative Sums-Reverse ~ 0.122325  Success
Runs 0.017912  Success
Spectral DFT 0.911413  Success
Non-Overlapping Templates ~ 0.066882  Success
Overlapping Templates 0.035174  Success
Universal - ———
Approximate Entropy 0.739918  Success
Random Excursions ---- -
Random Excursions Variant - -—--
Linear Complexity 0.213309  Success
Serial 0.739918  Success

superconductive TRNG is about 30 GHz. It can be predicted
that the generation rate of superconductive TRNG can be
increased more than twice by using 10-kA/cm? Nb advanced
process.

1. IMPLEMENTATION RESULTS AND DISCUSSION

The superconductive TRNG was designed and implemented
with on-chip high-speed testing system as shown in fig. 5 using
the 2.5 kA/cm® Nb standard process. A clock generator
generates 16 periodic SFQ pulses at 30 GHz whenever a trigger
signal is input. The outputted random number sequence is
stored in the 16-bit shift register, and is read out with
low-frequency read clocks. This test system contains 523
Josephson junctions. Fig.6 shows the micrograph of the
superconductive with a clock generator and 16-bit shift register.

We have generated 3.2 Mbit random number sequences at
the generation rate of 30 Ghit/s. Because it takes a long time to
record the 3.2 Mbit outputs using our experimental setup, we
used automated current-control system to keep the control
current I, to the optimal value during measurements [14]. The
dc bias voltage supplied to the superconductive TRNG was 3.0
mV.

The quality of randomness of the generated random number
sequence has been statistically evaluated. The standard
statistical tests, the monobit test, the porker test, the runs test,
and the long runs test of the NIST FIPS 140-2 [15] had been
performed. These tests use a single bit stream of 20,000
consecutive bits, so extracted 3.2 Mbit sequence is divided into
160 sequences and consists of 20 kbit. All the recorded 160
random number sequences passed these four statistical tests.
The maximum autocorrelation function R(1) of among every
20 kbit random number sequences was 0.0218, the minimum
was -0.0212, and the average was 0.0028. These results are in
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good agreements with the simulated autocorrelation function
shown in fig. 4.

We also evaluated random number sequences using NIST
Special Publication 800-22, a statistical test suite for random
and pseudo-random number generators for cryptographic
applications [16], which is the state-of-the-art test suite for
random number generators. The NIST test suite consists of 16
statistical tests. In each test, p-value which is the probability
that a perfect random number generator would have produced a
sequence less random than the sequence that was tested [16], is
calculated and the test is passed if the p-value is larger than
0.01.

Although three tests were not performed due to the shortage
of bits of random number sequence, the generated random
number sequence passed other 13 tests as shown in table 1. This
means that the random numbers generated at the generation rate
of 30 Ghit/s by the implemented superconductive TRNG can be
sufficiently used practical cryptographic applications.

Finally, since the circuit area is very small and simple, the

generation rate can be easily improved by parallelizing a circuit.

Fig. 7 shows a block diagram of the parallelized
superconductive TRNGs. Since a toggle flip-flop (T-FF)
divides the frequency of the clock by 2, a superconductive
TRNG operates at the rate of half input frequency. And by
using the confluence buffer (CB), the generation rate of the
random numbers can be reached to double maximum
generation rate of the superconductive TRNG. We have already
confirmed the correct operation of this system at the generation
rate of 100 Gbit/s by circuit simulations assuming the
10-kA/cm® Nb advanced process. By adopting this circuit
structure, the generation rate of random numbers above 100
Gbit/s, which is four orders of magnitude higher than that of the
conventional semiconductor TRNG, is possible.

IV. CONCLUSION

We have numerically and experimentally evaluated the
quality of random output sequence generated by the
superconductive TRNG. We have estimated the maximum
generation rate of the superconductive TRNG by calculating
correlation of output random number sequences based on
results of circuit simulation. We have designed a prototype of
the superconductive true random number generator with
on-chip high-speed measurement system. We have generated
the 3.2 Mbit random number sequence at the generation rate of
30 Ghit/s. We have statistically evaluated the random number
sequences generated by the superconductive TRNG on the
basis of the FIPS 140-2 tests and the NIST statistical test suite.
The generated random numbers passed 13 statistical tests of the
test suite defined by NIST for cryptographic applications.
These test results prove that a superconductive true random
number generator can generate high quality of random number
sequences at the frequency of 30 Ghit/s. And the generation rate
of the superconductive TRNG can be increased to 100 Gbit/s by
parallelizing a circuit fabricated using the SRL-ISTEC
10-kA/cm? advanced process.
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