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Abstract

“Time”isintimatelyrelatedtoourlives. Wegetup,eatsomething,doajob,
andgetasleepattimeofour(orsomeone’s)choice. Moreover,manyindustrial
systemshavebeenautomatedaccordingtoschedule(i.e. time),andsuch
automationhaveacceleratedprogressonthemodernindustrialsociety.Forthe
abovereason,itappearsthatcryptographictechniquesassociatedwith“time”,
whichwecallcryptographicallytimedaccesscontrol,areusefulandmeaningful.
Inthisthesis,wedealwithcryptographywithtimedaccesscontrol,wherean
entitycanspecifywhenotherentity’sfunctionalityisactivated.

Specifically,weconsidertwotypesofcryptographicallytimedaccesscon-
trolsintermsofavailableperiodsoftargetfunctionality. Oneisthetimed-
releasecryptography,whichiswellknownandhasbeeninvestigatedby many
researcherssofar. Thegoaloftimed-releasecryptographyistosendcertain
informationintothefuture. Moreprecisely,asendercancontrol whenre-
ceiver’sfunctionalityisavailable.Forexample,intimed-releaseencryption,a
sendercanencryptaplaintextbydesignatingtimewhenareceivercande-
crypttheencryptedplaintext,andeventhelegitimatereceivercannotdecrypt
theciphertextuntilthedesignatedtimecomes. Theotheristimed-revocable
cryptographyinwhichanentity(e.g,asenderorathirdparty)canrevoke(i.e.
inactivate)otherentity’sfunctionality(e.g.,decryption)inthe middleofthe
protocol.Inthegeneralsetting,suchfunctionalitycannotberealizedsince
areceiverhasbothhissecretkeyandciphertexts(i.e.,thesenderdirectly
sendsciphertextstothereceiver). Therefore,weconsidersuchfunctionality
inthecloudenvironmentsetting(i.e.,thereceiverhasonlyhissecretkey,
andciphertextsarestoredincloudstorage). Recentprogressofcloudtech-
nologieshasbeenremarkable,andthusitishighlysignificanttoconsiderthe
timed-revocablecryptography.

Weconsidertheabovecryptographicpropertiesfromtheperspectives
oftwo majorsecuritycriteria,information-theoreticsecurityandcomputa-
tionalsecurity.Information-theoreticsecurityprovidesthestrongestsecurity,
namely,information-theoreticallysecureprotocolsaresecureevenifanadver-
saryhasinfinitecomputationalpower.Inother words,realizationofquan-
tumcomputersanddevelopmentofcomputationalalgorithmsdonotaffect
securityofinformation-theoreticallysecureprotocols. Hence,cryptographic
protocolswithinformation-theoreticsecuritycanprovidelong-termsecurity.

i



Ontheotherhand,althoughwehavetoassumethatalladversariesarecom-
putationallyboundedones(i.e.,polynomialtimeTuring machines)hastobe
assumed,computationalsecuritycanrealizeusefulandpracticalprotocols
suchaspublic-key mechanisms,andefficientprotocolsintermsofsecret-
informationsizes.Infact, mostofcryptographicprotocolsusedinthereal
worldarecomputationallysecure. Ascanbeseen,theabovetwosecurity
criteriahavebothmeritsanddemerits,andthusitisimportanttoinvestigate
cryptographicprotocolsfrombothperspectives.

Specifically,contributionsofthisthesisareasfollows.

•Inthecomputationalsecuritysetting, manyresearchpapersontimed-
releasesecurityhavebeenreportedsofar. Towarddevelopingcomputa-
tionaltimed-releasecryptography,wefirstproposeatimed-releasecom-
putationalsecretsharing(TR-CSS)schemeasanewtimed-releasefun-
damentalprimitive. WealsoshowtheTR-CSSschemecanprovidenew
timed-releaseprotocols,timed-releasemultipleencryptionandthreshold
encryption.

•Wefirstintroduceinformation-theoretictimed-releasecryptography. We
showhowwerealizeinformation-theoreticallysecurefundamentalcryp-
tographicprimitiveswithtimed-releasefunctionalities. Wesucceedin
addingthefunctionalitiestothefundamentalprimitives,andpropose
timed-releasekey-agreement(TR-KA),encryption(TRE),authentica-
tioncodes(TRA-codes),andsecretsharing(TR-SS).Ifasenderwants
totransmita messagefarintothefuture,information-theoreticsecu-
ritywillbehelpfulinconstructingtimed-release mechanisms,sinceits
securitycanprovidethelong-termsecurity.

•Finally, wefirstdesignandanalyzethetimed-revocablecryptography
withinformation-theoreticsecurity. Weconsiderbroadcastencryption
(BE),whichprovidesflexibleaccesscontrolandissuitedtothecloud
environment,withtimed-revocablesecuritybyassumingthatciphertexts
arestoredincloudstorage. Therefore, weproposerevocable-storage
BE(RS-BE)withinformation-theoreticsecurity. Althoughitisknown
thattherearetrade-offsbetweensecret-keysizesandciphertextsizesin
BEschemes,theRS-BEschemeonlycapturesthecaseofthesmallest
ciphertextsizesinceciphertextsarestoredincloudstorageforalong
time. Hence,asasteptowardan RS-BEscheme with moregeneral
ciphertextsizes, wefirstpropose BEschemes withgeneralciphertext
sizes.
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Chapter1

Introduction

1.1 Two Major KindsofSecurityin Cryptology

Thehistoryof moderncryptography(orcryptology)starts withShannon’s
seminalpaper[129]in1949. Hefirstconsideredcryptographyfromthestand-
pointofinformationtheory,andcontributedgreatlytoresearchareasinmod-
erncryptography. Later,in1976, Diffieand Hellman[52]openedupnew
avenuesforthepublic-keycryptography. Thesetwocelebratedpapersform
thebasisforcurrenttwo majorsecuritycriteria,theso-calledinformation-
theoreticsecurity(a.k.a.information-theoreticsecurity)andcomputational
security(a.k.a.complexity-theoreticsecurity). Untilnow, manyresearchers
havedevelopedthetheoryofcryptography.Takingintoaccountdevelopments
in moderntechnologiessuchascloudtechnologiesandcloud-basedapplica-
tions,wecansaythisareaisstillinthedevelopingstage.

Asexplainedabove,therearetwo majorkindsofsecuritycriteriainthis
area,information-theoreticsecurityandcomputationalsecurity. Generally,
information-theoreticsecurityisformalizedintheinformation-theoreticsense
(e.g.,byShannonentropy)orintheprobability-theoreticsense(byconsidering
successprobabilityofadversary’sguessing). Ontheotherhand,computational
securityisprovedby makingareductionfromaprotocoltosomecomputa-
tionalassumptionssuchasthedifficultyoftheintegerfactoringproblemand
thatofthediscretelogarithmproblem. Namely,weguaranteethesecurityby
showingthat“ifthereexistsanalgorithmthatcanbreaktheprotocol,thenwe
cansolvetheproblembyusingthealgorithm,”(andhence,byshowingthat
“ifthecomputationalproblemishardtosolve,thentheprotocolissecure,”
bycontraposition). Hence,inthecomputationalsecuritysetting, wehave
toassumecomputationally-boundedadversaries(i.e.,polynomialtimeTuring
machines),whereaswecanguaranteethesecurityofinformation-theoretically
secureprotocolsevenifadversaries’computationalpowerisunlimited(i.e.,
infinite). This meansthatinformation-theoreticsecurityiscompletelyun-
affectedbytherealizationofquantumcomputersandprogressofcomputa-
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Chapter1.Introduction

tionalalgorithms,andhenceitcanprovidelong-termsecurity(e.g.,morethan
decades). Thus,information-theoreticsecurityhastheadvantageofsuperior
securitythancomputationalsecurity. However,information-theoreticsecurity
alsohassomedrawbacksregardingthepracticalityandefficiencyasfollows.
(1)Fromtheaspectofthepracticality,itisimpossibletorealizeanypublic-key
protocolsifthereisnoassumption. Namely,entitieshavetosharesomese-
cretinformation. Therefore,althoughinformation-theoreticsecuritydoesnot
relyonanycomputationalassumption,itrequiressomenon-computationalas-
sumptions(e.g.,theexistenceofatrustedthirdparty,ortheexistenceofquan-
tumchannels).(2)Fromtheaspectoftheefficiency,information-theoretically
secureprotocolsusuallyrequirelongsecretkeys. Therefore,itisimportantto
showthe minimalkeysize(i.e.,toanalyzerelationshipsbetweensecurityand
efficiency).

Thus,thereexistsatrade-offbetweenthesetwosecuritycriteria,and
hence,itisimportanttoinvestigatecryptographicprotocolsfrombothper-
spectives.

1.2 Background

Inthisthesis,weconsidercryptographywithtimedaccesscontrol.This“timed
accesscontrol”meansthatanentitycanspecifywhenotherentity’sfunction-
ality(e.g.,decryption)isallowedtobeactivated.“Time”isintimatelyrelated
toourlives,and manyindustrialsystemsareautomatedaccordingtosched-
ule(i.e.time). Wecanconsidersuchautomationastimedaccesscontrol,and
therefore,webelievethatitisusefulandmeaningfultoconsidercryptographic
protocolswithtimedaccesscontrol.

Actually,assuchprotocols, timed-releasecryptographicprotocolsintro-
ducedin[102]arewellknown.Informally,thegoaloftimed-releasecryptog-
raphyistosecurelysendcertaininformationintothefuture.Forinstance,in
timed-releaseencryption,asendertransmitsaciphertextsothatareceivercan
decryptitwhenthetimewhichthesenderspecifiedhascome,andthereceiver
cannotdecryptitbeforethetime. Thetimed-releasecryptographywasfirst
proposedby May[102]in1993,andafterthat,Rivestetal.[121]developed
itinasystematicandformal way. Since Rivestetal.gaveaformaldefi-
nitionoftimed-releaseencryptionin[121],variousresearchontimed-release
cryptographyhavebeendonebasedoncomputationalsecurity. However,the
fundamentalresearchoncomputationaltimed-releasesecuritydoesnotseem
enough. Namely,itisstillnotclearwhetherandhowtimed-releasefunction-
alityisaddedtoallcomputationallysecurecryptographicprimitives.Further-
more,thereisnopaperswhichreportonthestudyofinformation-theoretic
timed-releasesecurity.

Again,thetimed-releasecryptographyallowsasendertospecify when
receiver’sfunctionality(e.g.,decryption)isactivated. Ontheonehand,we
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1.3OverviewofContribution

canalsoconsideranotherconceptofcryptographicallytimedaccesscontrol
arisingfromthefollowingnaturalquestion:

Canwerealizecryptographicprotocolswhichallowasendertospecifywhen
receiver’sfunctionalityisinactivatedinthe middleoftheprotocols?

Sincewecanregard“inactivate”as“activateinactivation”,suchaprotocol
canbeconsideredasakindofcryptographicprotocolswithtimedaccesscon-
trol.Inotherwords,weconsiderprotocolssuchthatareceiverwhopossesses
theabilitytodecryptciphertextswillgetlessabletodecryptthematsome
point. Forconvenience,wecallthisproperty“timed-revocable”inthisthe-
sis. Althoughitseemsdifficulttorealizesuchfunctionalityinthetraditional
setting(i.e.,thereceiverhasbothaciphertextandasecretkey),weconsider
suchfunctionalityinthecloudenvironmentsetting(i.e.thereceivehasonlya
secretkey,andciphertextsarestoredinthecloud).Infact,Sahaietal.[125]
proposedanattribute-basedencryptionschemewithsuchfunctionalityinthe
cloudenvironmentsetting. Theschemeiscalledrevocable-storageattribute-
basedencryption(RS-ABE).InRS-ABE,ciphertextsinacloudstoragesystem
canbeperiodicallyupdatedaccordingtochanginguserswhoarepermittedto
decrypttheciphertext,andhencesomeuserslosehisabilitytodecryptcipher-
texts. However,thisschemeiscomputationallysecureanddoesnotguarantee
securityagainstfuturepowerfuladversaries.

1.3 Overviewof Contribution

Inthisthesis,weaimtodevelopcryptographywithtimedaccesscontrol.
First,wedevelopthetimed-releasecryptographyfromtheviewpointsof

twosecuritycriteria,andultimatelycompletethefundamentalresearchonthe
timed-releasecryptography.Specifically,weconsiderhowfundamentalcryp-
tographicprotocolscanachievetimed-releasesecurityinrespectivesecurity
criteria,(i)computationalsecurityand(ii)information-theoreticsecurity.

Wealsoconsider(iii)thetimed-revocablecryptographyintheinformation-
theoreticsecuritysetting. Namely,weconsiderinformation-theoreticallyse-
curetimed-revocableprotocolswhichcanrevokereceiver’sfunctionalityinthe
middleoftheprotocolsinthecloudenvironmentsetting.

Theoverviewofthecontributionsisasfollows.Thedetailedcontributions
willbegivenatthebeginningofeachchapter.

(i) Computational Timed-Release Cryptography(in Chapter3). So
far,timed-releaseencryption[51,93]andtimed-releasesignatures[64,
65](orso-calledtime-capsulesignatures[56,89])havebeenproposed.
However,thereexistnopapers whichreportoncomputationalsecret
sharing(CSS),whichisalsoknownasoneofthefundamentalcomputa-
tionalcryptographicprotocols,withtimed-releasefunctionality. Com-
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Chapter1.Introduction

paredtoinformation-theoreticallysecuresecretsharingschemes,thead-
vantageofCSSschemesisthatthesecret-informationsizecanbesignifi-
cantlyreduced.Therefore,weproposeatimed-releasecomputationalse-
cretsharing(TR-CSS)scheme,whichisaCSSschemewithtimed-release
functionality,fromtheaspectofefficiency. Specifically,weformalizea
modelandsecuritynotionsofTR-CSS,andpresenttwokindsofcon-
structions: Oneisagenericconstruction,andanotherisnotgenericbut
moreefficientonethantheformer. OurTR-CSSschemefinallyachieves
thealmostsamesecret-informationsizeasKrawczyk’sCSSscheme[86],
whichisthewell-knownconstructionofCSSschemes,whensomepre-
definedparameter(tobeprecise,athresholdvalue)issufficientlylarge.
Wealsoshowthatnotonlythisproposalistheoretically-interesting,but
alsowecanconsider manyapplicationsofourTR-CSSscheme.Specif-
ically, weshowthatour TR-CSSschemecan moreefficientlyprovide
multipleencryptionandthresholdencryptionwithtimed-releasefunc-
tionalitythantimed-releasepublic-keyencryption(TR-PKE),whichis
the majortimed-releaseprimitive.

(ii)Information-Theoretic Timed-Release Cryptography(inChapter4).
Asfundamentalcryptographicprimitiveswithinformation-theoreticse-
curity,wecanconsiderinformation-theoreticallysecurekey-agreement,
encryption,authenticationcodes,andsecretsharing.Therefore,wepro-
poseallthoseprimitiveswithtimed-releasesecurity.Ifasenderwants
totransmita messagefarintothefuture,information-theoreticsecu-
rity willbehelpfulinconstructingtimed-release mechanism,sinceits
securitycanprovidethelong-termsecurity.Specifically,weproposethe
followingfourfundamentaltimed-releaseprotocols.

1. Timed-releasekey-agreement(TR-KA),whereanytwousersina
usersetcanshareacommonkeyatcertaintimespecifiedbyone
user.

2. Timed-releaseencryption(TRE),whereareceivercannotdecrypt
aciphertextuntilcertaintimespecifiedbyasendercomes.

3. Timed-releaseauthenticationcodes(TRA-codes),whereareceiver
cannotcheckthevalidityofa messageuntilcertaintimespecified
byasendercomes.

4. Timed-releasesecretsharing(TR-SS), whereparticipantscannot
recoverthesecretinformationuntilcertaintimespecifiedbya
sender(calledadealerinthesecretsharingcontext)comes.

Specifically, wegivea modelandsecuritydefinitionofeachscheme,
derive(tight)lowerboundsonsizesofsecretinformationrequiredfor
eachscheme,andproposethemostefficientconstructionofeachscheme
inthesenseofsecret-informationsizes(i.e.,theconstructionattainsthe
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lowerbounds). Asexplainedearlier,information-theoreticallysecure
protocolsgenerallyhavethedrawbackoflongsecretkeys. Therefore,it
isimportanttoshowthe minimalkeysizebyderivingtightboundson
thekeysizes.

(iii)Information-Theoretic Timed-Revocable Cryptography(inChap-
ter5). Weconsideratimed-revocablecryptographicprotocolinthe
cloudenvironmentsetting. Consideringaffinityforcloudstorage, we
focusonbroadcastencryption(BE)schemes, whichallowasenderto
choosearbitraryreceiverswhoareeligibletodecryptaciphertext(such
receiversarecalledprivilegedusers) whengeneratingtheciphertext.
IntheBEcontext,thetimed-revocableproperty meansthatasender
(orathirdparty)canarbitrarilyrevokethedecryptionabilityofsome
privilegedusers. However,theprivilegeduserscannotbedynamically
changedwithoutdecryptingandre-encryptingtheciphertextintradi-
tionalBEschemes. Namely,it meansthatBEschemesdoesnothave
thetimed-revocableproperty,thoughtheproperty mustbedesiredin
thecloudenvironmentsincetherearepotentially manyusersandtheir
accessprivilegesforstoreddataissubjecttochange.Byassumingthat
ciphertextsarestoredincloudstorage,weproposeanewconceptofBE,
whichwecallinformation-theoreticallysecurerevocable-storagebroadcast
encryption(RS-BE).InRS-BE,asendercanchoosearbitraryprivileged
usersandencryptaplaintextasinthetraditionalBEschemes. More-
over,theprivilegeduserscanbedynamicallychangedwithoutdecrypt-
ingthecorrespondingciphertext.Sincetheabilitytodecryptciphertext
storedinthestoragecanbedynamicallyrevoked,this BEschemeis
named“revocable-storage.” Asmentionedearlier,Sahaietal.[125]pro-
posedanRS-ABEscheme,whichhasthesameconceptasourRS-BE
scheme. However,theirschemeisonlycomputationallysecure,andwe
notethattherearenopaperswhichreporthowtimed-revocableproto-
colscanberealizedintheinformation-theoreticsecuritysetting.

ItisknownthatBEschemeshavetrade-offsbetweenthesecret-keysizes
andciphertextsizes. OurRS-BEschemeonlycapturesthecaseofthe
smallestciphertextsizesince manyciphertextsarestoredinthestor-
ageforalongtime(orpermanently). However, RS-BEschemeswith
moregeneralciphertextsizes mightbesuitedtosome(cloud-based)
applications. Therefore,asabasicsteptoward RS-BEschemes with
generalciphertextsizes,weconsiderhowtraditionalBEschemeswith
anyciphertextsizescanberealized,andthus,weproposeagenericcon-
structionoftheBEschemewhenitsciphertextsizeisequaltointeger
multipleoftheplaintextsize. Actually,derivingatightboundonthe
secret-keysizerequiredfortraditionalBEschemeswithgeneralcipher-
textsizesisanopenproblem. Thisresultisalsothefirststeptosolve
theaboveopenproblem.
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Chapter2

Preliminaries

InSection2.1, wepreparethenotationusedthroughoutofthisthesis.In
Section2.2,wedescribeseveralinformation-theoretictoolssuchasShannon
entropy.InSections2.4,2.5,and2.6,wegivedefinitionsofkeyagreement,
encryption,andauthenticationschemes,respectively.InSection2.7,wealso
givethedefinitionofsecretsharingschemes,whichareoneofthefundamental
cryptographicprotocols.

2.1 Notation

Inthisthesis,weusethefollowingnotations.Ifwewrite(y1,y2,...,ym)←
A(x1,x2,...,xn)foranalgorithmAhavingninputsandm outputs,itmeans
toinputx1,x2,...,xnintoAandtogettheresultingoutputy1,y2,...,ym.If

Xisaset,wewritex
$

←X tomeantheoperationofpickinganelementxofX
uniformlyatrandom,and|X|denotesitscardinality.Ifxisastring,then|x|
denotesitsbit-length.ForanyfinitesetZandarbitrarynon-negativeintegers
z1,z2,letPS(Z,z1,z2):={Z⊂Z|z1≤|Z|≤z2}bethefamilyofallsubsets
ofZ whosecardinalityisatleastz1butno morethanz2.Inparticular,if
z1=0,thenwesimplywrite PS(Z,z2):=PS(Z,0,z2). Forsomepositive
integern,let[n]:={1,2,...,n}. Allthebaseoflogarithmisassumedtobe
2. Notethat0logb

0 =0(b≥ 0),andaloga
0 = +∞ (a> 0). Weuseκas

asecurityparameter. Whenwewritenegligibleϵinκ,it meansafunction
ϵ:N→ [0,1]whereϵ(κ)<1/g(κ)foranypolynomialgandsufficientlylarge
κ.Furthermore,inthispaper“probabilisticpolynomial-time”isabbreviated
as“PPT.”

2.2 Information-Theoretic Tools

Wedescribeseveralinformation-theoreticresults.Fordetails,see[41]forthe
excellentinstruction.

7
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Definition2.1 (ShannonEntropy[128]).Theentropy H(X)ofarandom
variableX isdefinedby

H(X):=−
∑

x∈X

Pr[X =x]logPr[X =x].

Thefollowingfactiswellknown.

Proposition2.1. ForarandomvariableX,itholdsthat

log|X|≥H(X)≥0,

wheretheleft-sideequalityholdsifandonlyifaprobabilitydistributionofX
isuniform,andtheright-sideequalityholdsifandonlyifthereexistssome
x∈X suchthatPr[X =x]=1.

Definition2.2 (JointEntropy).ThejointentropyH(X,Y)ofapairofran-
domvariables(X,Y)withajointprobabilitydistributionPXY isdefinedby

H(X,Y):=−
∑

x∈X

∑

y∈Y

Pr[X =x,Y=y]logPr[X =x,Y=y].

Definition2.3 (ConditionalEntropy).TheconditionalentropyH(X |Y)of
apairofrandomvariables(X,Y)withajointprobabilitydistributionPXY is
definedby

H(X |Y):=
∑

y∈Y

Pr[Y=y]H(X |Y=y).

Proposition2.2 (Chain Rule).ItholdsthatH(X,Y) =H(X)+H(Y |
X)=H(Y)+H(X |Y). Moregenerally,itholdsthatH(X1,X2,...,Xn)=∑n

i=1H(Xi|X1,...,Xi−1).

Proposition2.3(ConditioningReducesEntropy).Foranytworandomvari-
ablesX andY,itholdthatH(X)≥ H(X |Y),whereequalityholdsifand
onlyifX andY areindependent.

Definition2.4 (MutualInformation).FortworandomvariablesX andY
withajointprobabilitydistributionPXY andmarginalprobabilitydistributions
PX|Y andPY|X,the mutualinformationI(X;Y)isdefinedby

I(X;Y):=
∑

(x,y)∈X×Y

Pr[X =x,Y=y]log
Pr[X =x,Y=y]

Pr[X =x]Pr[Y=y]
.

Proposition 2.4(MutualInformationandEntropy).Foranytworandom
variablesX andY,itholdthat

I(X;Y)=H(X)−H(X |Y),
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I(X;Y)=H(Y)−H(Y|X),

I(X;Y)=H(X)+H(Y)−H(X,Y),

I(X;Y)=I(Y;X),

I(X;X)=H(X).

Corollary2.1 (Nonnegativityof MutualInformation).Foranytworandom
variablesX andY,itholdthatI(X;Y)≥0,whereequalityholdsifandonly
ifX andY areindependent.

2.3 Premisesand Assumptions

Weclarifywhatpremisesandassumptionsweconsiderinthisthesis.Specifi-
cally,wedescribewhatkindsofchannelswesuppose,whatkindsofphysical
andcomputationalassumptionsthereare,andwhyweconsiderinformation-
theoreticallysecureprotocolsintheone-time model.

2.3.1 Channels

Basedon[100,101],wecanclassifychanneltypesintofourtypesintermsof
confidentialityandauthenticity.

1. Asecurechannelisachannelthatprovidesbothconfidentialityand
authenticity. Namely,thesecurechannelleaksnoinformationonthe
transmittedmessage,andonlyallowsadversariestoforwardthemessage.
Weassumethatthischannelisusedwhendistributingsecretkeysbya
trustedauthorityorasender.

2. Aconfidentialchannelisachannelthatprovidesconfidentiality. Namely,
theconfidentialchannelleaksnoinformationonthetransmitted mes-
sage,howeverallowstheadversarytochange(i.e., modify,insert,etc.)
themessagebeforeareceiverreceivesit. Wedonotconsiderthischannel
inthisthesis.

3. Anauthenticatedchannelisachannelthatprovidesauthenticity. Namely,
theauthenticatedchannelleaksthetransmitted message,howeveronly
allowsadversariestoforwardthe message(i.e.,theadversarycannot
changethe message). Weassumethatthischannelisusedinallproto-
colsexceptforauthentication/signatureones(i.e.,exceptforprotocols
thataimtoprovideauthenticity).

4. Aninsecurechannelisachannelthatprovidesneitherconfidentiality
norauthenticity. Namely,theinsecurechannelleaksthetransmitted
message,andallowstheadversarytochange(i.e., modify,insert,etc.)
the messagebeforeareceiverreceivesit. Weassumethatthischannel
isusedinauthentication/signatureprotocols.

9
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Weconsider thatadversariescandoanypermittedattacksineachchannel,
however,forsimplicity weassumethatthebehaviorsofadversariesarere-
strictedasfollows: Adversariesdonotabortthechannel,anddonotperform
denial-of-service(DoS)attacks.Inaddition,adversariesalsonevertrytodelay
anddeletetransmitted messagesininsecure(andconfidential)channels.

Further, wealsoconsiderabroadcastchannel, whichisachannelused
whenasingleentitysendsinformationtomultipleentities. Weassumethatall
broadcastchannelsthatappearinthisthesisareauthenticated,andbroadcast
informationarereceivedbyallentitiessimultaneously.Ifwewrite“asender
broadcastsa messagetoreceivers,”it meansthat“asendersendsa message
toreceiversthroughauthenticatedbroadcastchannel.”

2.3.2 Physical Assumptionsvs. Computational Assumptions

Ininformation-theoreticallysecureprotocols,weoftenusephysicalassump-
tions,thoughtheprotocolsrequirenocomputationalassumptions. Major
physicalassumptionsareasfollows(fordetails,see[130],whichisacompre-
hensivesurveypaper).

Trustedinitializer(TI) model. Weassumethatthereexistsatrustedau-
thority,whichissometimescalledatrustedinitializer(TI),whoseroleis
togeneratesecretkeysbehalfofallentities,andtodistributesecretkeys
tocorrespondingentitiesthroughsecurechannels. A modelinwhicha
senderperformsasTIisalsoconsideredastheTImodel. Althoughthe
TImodelhadbeenusedinvariousresearchesimplicitly,itwasexplicitly
introducedbyRivest[120].Allinformation-theoreticallysecureprotocols
thatappearinthisthesisareconsideredinthis model.

Boundedstorage model(BSM). Weassumethereexistsaninformation
source(e.g.,asatellite)whoseroleistogenerateandbroadcastalong
randomstring,andanadversaryhasalimitedstoragecapacitysuch
thathecannotfullystoretherandomstring. However,theadversary
hasanunboundedcomputationalpowerandisallowedtohaveanun-
limitedstorageaftertherandomstringisbroadcasted. Wealsoassume
thatlegitimateentitieshavelimitedstoragecapacity. This modelwas
introducedby Maurer[98].

Noisychannel model(NCM). Weassumethatentitiestransmittheirin-
formationoverchannels withnoise,though weusuallyassumetouse
error-freechannelsin moderncryptography. Ifachannelbetweena
senderandareceiverhaslessnoisethanachannelbetweenthesender
andanadversary,thereceivercancorrectlygetthetransmittedinfor-
mationwhiletheadversarycannotgettheinformationcorrectly. This
modelwasintroducedby Wyner[147],andlater Maurer[99]improved
Wyner’sresult.Specifically,heshowedthatbyallowingthereceiverto
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sendfeedbacktothesenderthroughanoiselesschannel,theycansuc-
ceedinkeyagreementsecurelyevenifthechannelbetweenthemhas
muchnoisethanthechannelbetweenthesenderandtheadversary.

Quantumchannel model(QCM). Weassumeidealquantumchannels,
andconsidersecuritybasedonquantuminformationtheory. The most
famous(quantumkeydistribution)protocolisso-called BB84proto-
col[12],whichwasproposedbyBennetandBrassard.

Manualchannel model(MCM). Weassumethatthereexistinteractive
insecurechannelsandaone-way,narrow-band, weakly-authenticated
channel, whichiscalleda manualchannel. Usersinteracts witheach
otherthroughinsecurechannels,andfinallyasendersendssomesig-
nificantlysmall messagethroughthemanualchannel.Inthe manual
channel,theadversarycannot modifythesmall message,howeverhe
canreadit,delayit,andremoveit.Intuitively,the manualchannelis
anintermediatetypebetweentheauthenticatedchannelandinsecure
channel. This modelwasintroducedbyNaoretal.[106,107].

Inaddition,thereareotherphysicalassumptionssuchasaboundedquan-
tumstorage model[47]andahybridBSM[59,74]. Again,allinformation-
theoreticallysecureprotocolsthatappearinthisthesisareconsideredinthe
TI models.

Ontheotherhand,computationallysecureprotocolsrequirenophysi-
calassumptionsbutsomecomputationalassumptions. Thereare manycom-
putationalproblemssuchastheintegerfactoring,discretelogarithm,and
Diffie–Hellmanproblem[52]. Wedescribeacomputationalassumptionused
inthisthesis.Specifically,wedefineabilineargroupandthedecisionalDiffie–
Hellmanproblemoverthebilineargroupasfollows.

Bilinear Group. AbilineargroupgeneratorGisanalgorithmthattakesa
securityparameterκasinputandoutputsabilineargroup(p,G1,G2,GT,g1,
g2,e),wherepisaprime,G1,G2,andGT are multiplicativecyclicgroupsof
orderp,g1andg2are(random)generatorsofG1andG2,respectively,andeis
anefficientlycomputableandnon-degeneratebilinear mape:G1×G2→ GT

withthefollowingbilinearproperty: Forany u,u′∈ G1 andv,v′∈ G2,
e(uu′,v) =e(u,v)e(u′,v)ande(u,vv′) =e(u,v)e(u,v′),andforanyu∈G1

andv∈G2andanya∈Zp,e(ua,v)=e(u,va)=e(u,v)a.

Abilinear mapeiscalledsymmetricora“Type-1”pairingifG1= G2.
Otherwise,itiscalledasymmetric.Intheasymmetricsetting, eiscalleda
“Type-2”pairingifthereisanefficientlycomputableisomorphismeitherfrom
G1toG2orfromG2toG1.Ifnoefficientlycomputableisomorphismsare
known,thenitiscalleda“Type-3”pairing.Inthisthesis, weassumethe
Type-1pairing(i.e.,G:=G1=G2).

11
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Decisional Bilinear Diffie–Hellman (DBDH) Assumption.LetAbea
PPTadversaryandweconsiderA’sadvantageagainsttheDBDHproblemas
follows.

AdvDBDH
G,A (κ):=Pr












b′=b

(p,G,GT,g,e)←G(1κ),

c1,c2,c3
$

← Zp,

b
$

←{0,1},
ifb=1thenW :=̂e(g,g)c1c2c3,

elseW
$

← GT,
b′←A(κ,g,gc1,gc2,gc3,W)












−
1

2
.

Definition2.5. For∃κ0∈Nand∀κ≥κ0,theDBDHassumptionrelativeto
ageneratorGholdsifthereexistsanegligibleϵinκsuchthatAdvDBDH

G,A (κ)<ϵ
holdsforanyPPTadversaryA.

2.3.3 One-time Modelvs. Multiple-time Model

Inthisthesis,allofinformation-theoreticallysecureprotocolsareconsidered
inone-time models, whereasenderrunshisalgorithm(e.g.,anencryption
algorithm)onlyonce. Thereason whywedeal withtheone-time modelis
tosimplifytheanalysis. Generally,formalizationofmodelsandoftenbecome
complicatedin multiple-timeinformation-theoreticallysecurecryptographic
protocols. Actually,severalrecentworkssuchasobliviouspolynomialevalu-
ation[138],keydistribution[123],andauthenticationcodes[139,107]dealt
withone-timeprotocols.Ininformation-theoreticcryptography,researchers
usuallystarttoconsideraprotocolintheone-time modelsinceit makesthe
analysissimple,andthentheprotocolisextendedtothemultiple-timemodel.
Therefore,inthisthesisweconsiderprotocolsintheone-time model. Webe-
lieveourresultswillbebasesforproposalsoftheprotocolsinthemultiple-time
setting.

Notethatweconsiderallcomputationallysecureprotocolsinmultiple-time
models.

2.4 Key Agreement

Weheredescribeaninformation-theoreticallysecurenon-interactivekeyagree-
mentprotocolwithinitialsecretkeys,whichiscalledakeypredistributionsys-
tem(KPS).Atthebeginningofthe KPS,atrustedauthorityTAgenerates
secretkeysuk1,...,uknofnusersU:={U1,...,Un},anddistributesthemto
thecorrespondingusersviasecurechannels. Then,eachuserUicanchoose
anysubsetS ∈UsuchthatUi∈S andgenerateacommonkeykS forS
withoutanyinteraction.

Formally,thedefinitionof KPSisgivenasfollows. ForanysubsetJ :=
{Ui1,...,Uij}⊂U,letKJ beasetofallpossiblesessionkeysfortheprivileged
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setJ,andletK:=
∪

J⊂U KJ. LetUKibeasetofpossiblesecretkeysfor
Ui,andUK:=

∪n
i=1UKi. AKPSΠkps consistsofthefollowingtwo-tupleof

algorithms(Init,Der)withfinitetwospaces,KandUK.

–(uk1,...,ukn)← Init(n): Aprobabilisticalgorithmforinitialkeygen-
eration.Ittakesthenumberofusersnasinput,andoutputsnsecret
keys(uk1,...,ukn)∈

∏n
i=1UKi. Here,wealsodefineuk,whichiscalled

amasterkey,asarandomnessrequiredfordetermining(uk1,...,ukn).1

–kS← Der(uki,S): Adeterministicalgorithmforkeyderivation.Ittakes
asecretkeyukiofauserUi,andaprivilegedsetS ⊂Uasinput,and
outputsasessionkeykS forS.

Intheabovemodel,thereisthefollowingcorrectnessrequirement:Foralln∈
N,all(uk1,...,ukn)← Init(n),andallS:={Ui1,...,Uij}⊂U,Der(uki1,S)=
···=Der(ukij,S),orequivalentlyitholdsH(KS|UKi)=0foranyUi∈S.

Weconsiderperfectsecrecy,whichmeansthatanadversarycannotgetany
informationonthesessionkey,againstatmostωcolluders. Namely,asetW of
atmostωcolluderscannotobtainanyinformationonasessionkeyforanyset
SsuchthatS∩W=∅fromtheirsecretkeys.ForanyJ:={Ui1,...,Uij}⊂U,
letUKJ :=UKi1×···×UKij beasetofpossiblesecretkeysofJ.KJ,UK,
UKi,andUKJ denoterandomvariableswhichtakevaluesinKJ,UK,UKi,
andUKJ,respectively.Formally,securityofaKPSisdefinedasfollows.

Definition2.6 (SecurityofKPS).LetΠkps beaKPS.Πkps issaidtobean
(≤n,≤ω)-KPSifthefollowingconditionsaresatisfied:Foranyprivilegedset
S⊂U,andanysetofcolludersW⊂U suchthatS∩ W=∅and|W|≤ω,it
holdsthat

H(KS|UKW )=H(KS).

Wedescribesomeknownresultson(≤n,≤ω)-KPSs. First,wedescribe
tightlowerboundsonthesecret-keysizerequiredfor(≤n,≤ω)-KPSs.In[19],
theseboundwerefirstderivedinthecontextofzero-messageBESs,whichare
thesameasKPSs.Inthefollowingproposition,forallS,S′⊂U itisassumed
thatH(KS) =H(KS′)forsimplicity. Thiscommonentropyisdenotedby
H(K).

1Although ukisnotexplicitlydescribedinseveralpaperson KPSs[18,22,23,87,97],
weintroduceukfor measuringactualsizesofsecretkeyswhichTAhastogenerate.Itis
reasonabletoconsideruksinceBlundoandCresti[19]alsodealtwithukinanothercontext.
Wenotethat ukisactuallynotusedinthescheme(howeverweuseitinourconstruction
inSection5.5.1),andhencewedonotexplicitlydescribeitinoutput. Wecanalsoseeuk
asadeterministicfunctionforderivingsecretkeys(uk1,...,ukn).
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Proposition2.5([19]).LetΠkpsbean(≤n,≤ω)-KPS.Then,thefollowing
lowerboundshold:

(i)H(UK)≥

ω∑

j=0

(
n

j

)

H(K),

(ii)H(UKi)≥
ω∑

j=0

(
n−1

j

)

H(K)foranyi∈[n].

Next, wedescribeanoptimalconstructionofan(≤ n,≤ ω)-KPS. This
optimalmeanstheconstructionattainsthelowerboundsinProposition2.5
withequalities. Beforethat,wedefinethefollowingfamiliesofsets:

W :={W⊂U||W|≤ω},

W(i):={W⊂U\{Ui}||W|≤ω},

W(S):={W∈W | W∩S=∅∧|W|=min(ω,n−|S|)}.

Theoptimalconstructionofan(≤ n,≤ ω)-KPSisasfollows. Thiscon-
struction,whichwecalltheFiat–NaorKPS,canbeeasilyobtainedfroman
(≤n,≤ω)-one-timesecureBESproposedbyFiatandNaor[61]. Weshowthe
somewhatfine-tunedFiat–NaorKPSasfollows,sinceasessionkeyiscreated
byredundantoperationintheoriginalFiat–Naor KPS,thoughthesizesof
secretkeysintheoriginalschemeareoptimal.

1.(uk1,...,ukn)← Init(n):Letqbeaprimepowersuchthatq>n,andFq

beafinitefieldwithqelements.ForeveryW∈ W,itchoosesrW ∈Fq

uniformlyatrandom. Then,itoutputsuki:={rW | W∈W(i)}(1≤
i≤n). Also,uk:={rW | W∈W}.

2.kS ← Der(uki,S):ForanysubsetS,itcomputesandoutputsasession
keykS:=

∑
W∈W(S)rW ,

Proposition2.6. Πkpsgivenbytheaboveconstructionisan(≤n,≤ω)-KPS
andoptimal.

2.5 Encryption

Encryptionschemes(orcryptosystems)achieveconfidentiality(orprivacy).
Namely,theaimofencryptionschemesistokeepinformationsecretfrom
adversaries. Wecanclassifyencryptionschemesintotwotypes,secretkey
encryptionandpublickeyencryptionschemes. Literally,theformerrequires
thatusers mustshareandkeepsomesecretinformation,whilethelattercan
disclosesomeinformation(e.g.,keys). AsexplainedinSection1.1,thepublic
key mechanismisusefulfromthepracticalpointofview,howeveritcannot
berealizedintheinformation-theoreticsecuritysetting.
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2.5.1 Secret Key(Symmetric Key)Encryption

Secretkeyencryption(SKE),whichisalsoknownassymmetrickeyencryp-
tion,isdefinedasfollows.2 M skeisasetofplaintexts,K isasetofsecret
keys,andCisasetofciphertexts.aSKEschemeΠskeconsistsofthree-tuple
algorithms(G,E,D)definedasfollows:

–k← G(1κ): Aprobabilisticalgorithmforkeygeneration. Ittakesa
securityparameterκasinputandoutputsasecretkeyk∈K.

–c← E(k,m): Analgorithmforencryption.Ittakesasecretkeykanda
plaintextm ∈ Mskeasinputandthenoutputsaciphertextc∈C.

–m or⊥ ←D(k,c): Adeterministicalgorithmfordecryption.Ittakesa
secretkeykandaciphertextcasinputsandthenoutputsaplaintext
m ∈ Mskeor⊥ /∈ Mske.

Intheabove model, weassumethat Πske meetsthefollowing correctness
property: Forallκ∈N,allk∈ K,andallm ∈ Mske,itholdsthatm ←
D(k,E(k,m)).

WeheregivesecuritydefinitionofSKEschemesintheinformation-theoretic
securitysense. Notethatwehereassumeaone-time model,whereasender
encryptsandsendsaplaintextsonlyonce. Wedefinetheformalizationof
thesecuritynotionofthisschemewrittenwithShannonentropyasfollows.
M,K,andCdenoterandomvariableswhichtakevaluesinM ske,K,andC,
respectively.

Definition2.7. (PerfectSecrecy[129]) AnSKEschemeΠskeissaidtobe
perfectlysecureifitholdsthat

H(M |C)=H(M).

Intuitively,thisformalizationsaysthatanycomputationally-unbounded
adversarycanobtainnoinformationontheunderlyingplaintextfromthe
ciphertextwhichtheadversarycanobserve.

Intheinformation-theoreticcryptography, wecanderivealowerbound
onthesizeofsecretinformation(i.e.,alowerboundonentities’memory-sizes
forinformation-theoreticallysecurecryptographicschemes). Shannon[129]
derivedalowerboundonthesecret-keysizesrequiredforperfectlysecure
SKEschemesasfollows.

Proposition2.7(Shannon’sbound[129]).LetΠskebeaperfectlysecureSKE
scheme. Then,wehave

H(K)≥H(M).
2Insomecontexts,aSKEschemeisalsocalledadataencapsulation mechanism(DEM).

Inthisthesis,wesometimesusetheterm“aDEM”insteadofaSKEscheme.
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Inparticular,ifaprobabilitydistributionofM skeisuniform,thenwehave

|K|≥| Mske|.

Proof. Wehave

log|K|≥H(K)≥H(K |C)≥I(K;M |C)=H(M |C)−H(M |C,K)

=H(M |C) (2.1)

=H(M) (2.2)

=log| Mske|, (2.3)

whereEq.(2.1)followsfromthattheDalgorithmisdeterministic,Eq.(2.2)
followsfromperfectsecrecy(Definition2.7),andEq.(2.3)followsfromthe
aboveassumption,log| Mske|=H(M).

Theone-timepad(orthevernamcipher)[140],whichisthe mostfamous
constructionofinformation-theoreticallysecureSKEschemes,meetsthelower
boundinProposition2.7withequality.Inotherwords,theone-timepadis
optimalinthesenseofthe mostefficientconstructionintermsofsecret-key
sizes.

Wealsodefinetheperfectsecrecyinthecomputationalsecuritysense.
Namely,wetargetonlycomputationally-boundedadversaries(i.e.polynomial
timealgorithms).Insteadofsuchasecurityrestriction,computationallyse-
cureSKEschemescansignificantlyreduceitssecret-keysizeandreusethe
secretkeyforencryption(i.e.,removetherestrictionontheone-time model).
Specifically,inthispaperweconsiderthenotionoffind-then-guessindistin-
guishabilityagainstchosenplaintextattack(FTG-CPA).LetAbeaPPTad-
versary,andA’sadvantageagainsttheFTG-CPAsecurityisdefinedby

AdvFTG-CPA
Πske,A (κ):=Pr








b′=b

b
$

←{0,1},k← G(1κ),

(m∗
0,m∗1,st)←AE(·)(find,κ),

c∗← E(k,m∗
b),

b′←AE(·)(guess,c∗,st)








−
1

2
.

Here,werequire|m∗
0|= |m∗

1|,andstisstateinformation.Inaddition,E(·)
isanencryptionoraclewhichtakesaplaintextm asinput,andthenreturns
E(k,m).A isallowedtoissuearbitraryqueriestotheaboveoracleqetimes,
whereqeispolynomialinκ.

Definition2.8 (FTG-CPA[7]).For∃κ0 ∈N and∀κ≥ κ0,anSKE(or,
DEM3)Πskeissaidtobe(qe,ϵ)-FTG-CPAsecureifthereexistsanegligibleϵ
inκsuchthatAdvFTG-CPA

Πske,A
(κ)<ϵ holdsforanyPPTadversaryA,whereqe

3Acomputationally-secureSKE schemeisoftencalledadataencapsulation mechanism
(DEM)inthecontextofhybridencryption[45].
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isthenumberofqueriesthatAcanissuetotheoracleintheFTG-CPAgame.
Inparticular,ifqe=0(i.e.inthecasethatAneverqueriestotheencryption
oracle),thenwejustwriteϵ-FTG-CPA.

As mentionedin[7], FTG-CPAisnotastrongsecuritynotion. Thisis
becauseseveralsymmetricencryptionschemesbasedonfinitepseudorandom
functionsorpermutations(e.g., AESinpractice) meetanotionofleft-or-
rightindistinguishabilityagainstchosenplaintextattack(LOR-CPA),whichis
astrongernotionthanFTG-CPA(fordetails,see[3,7,136]).

2.5.2 Public KeyEncryption

Inthisthesis,weconsiderpublickeyencryption(PKE)withlabelsasin[131].
LetM pke beasetofplaintextsdeterminedbyasecurityparameterκ. A
PKEschemeΠpkeconsistsofthree-tuplealgorithms(Gen,Enc,Dec)defined
asfollows.

–(pk,sk)← Gen(1κ): Aprobabilisticalgorithmforkeygeneration. It
takesasecurityparameterκasinputandoutputsapairofapublickey
andasecretkey(pk,sk).

–c← EncL(pk,m): Analgorithmforencryption. Ittakesthepublic
keypk,alabelL,andaplaintextm ∈ Mpkeasinput,andoutputsa
ciphertextc.

–m or⊥ ← DecL(sk,c): Adeterministicalgorithmfordecryption.It
takesthesecretkeysk,alabelL,andaciphertextC,andoutputsa
plaintextm ∈ Mpkeor⊥ /∈ Mpke.

WeassumethatΠpkemeetsthefollowingcorrectnessproperty:Forallκ∈N,
alllabelsL,all(pk,sk)← Gen(1κ),andallm ∈ Mpke,itholdsthatm ←
DecL(sk,EncL(pk,m)).

Wedescribethenotionofindistinguishabilityagainstchosenplaintextat-
tack(IND-CPA).Thissecuritynotion(a.k.a.semanticsecurity)wasintroduced
byGoldwasserand Micali[70].LetAbeaPPTadversary,andA’sadvantage
againsttheIND-CPAsecurityisdefinedby

AdvIND-CPA
Πpke,A (κ):=Pr





b′=b

(pk,sk)← Gen(1κ),
(m∗

0,m∗1,L∗,st)←A(chal,pk),

b
$

←{0,1};c∗← EncL∗(pk,m∗
b),

b′←A(guess,c∗,st)





−

1

2
.

Here,werequire|m∗
0|=|m∗

1|,andstisstateinformation.

Definition2.9 (IND-CPA).For∃κ0∈Nand∀κ≥κ0,aPKEschemeΠpke

issaidtobeϵ-IND-CPAsecureifthereexistsanegligibleϵinκsuchthat
AdvIND-CPA

Πpke,A (κ)<ϵholdsforanyPPTadversaryA.
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Moreover, bytakingadecryptionoracleintoaccount wecanalsocon-
siderthenotionofindistinguishabilityagainstchosenciphertextattack(IND-
CCA).Thissecuritynotionwasfirstintroducedby RackoffadSimon[119].
Actually,itisimportanttoconsiderIND-CCAsecurePKEschemessinceBle-
ichenbacher[17]showedpracticalchosenciphertextattackagainstprotocols
followingtheencryptionstandardPKCS#1.LetAbeaPPTadversary,and
A’sadvantageagainsttheIND-CCAsecurityisdefinedby

AdvIND-CCA
Πpke,A (κ):=Pr








b′=b

(pk,sk)← Gen(1κ),

(m∗
0,m∗1,L∗,st)←ADec(·,·)(chal,pk),

b
$

←{0,1};c∗← EncL∗(pk,m∗
b),

b′←ADec(·,·)(guess,c∗,st)








−
1

2
.

Here,werequire|m∗
0|=|m∗

1|,andstisstateinformation.Inaddition,Dec(·,·)
isadecryptionoraclewhichtakesapairofaciphertextandalabelcasinput,
andthenreturnsDecL(sk,c).A isallowedtoissuearbitraryqueriestothe
aboveoracleinthechalstage,however,A cannotsubmitc∗totheoraclein
theguessstage.

Definition2.10 (IND-CCA).For∃κ0∈Nand∀κ≥κ0,aPKEschemeΠpke

issaidtobe(qc,ϵ)-IND-CCAsecureifthereexistsanegligibleϵinκsuchthat
AdvIND-CCA

Πpke,A (κ)<ϵholdsforanyPPTadversaryA,whereqcisthenumberof
queriesthatA canissuetotheoracleintheIND-CCAgame.

ThereareseveralIND-CPAsecurePKEschemessuchasGoldwasser–Micali
encryption[70],Elgamalencryption[60],andPaillierencryption[112]. Dolev
etal.[57,58]firstrealizedtheIND-CCAsecurePKEschemebasedonthe
workbyNaorandYung[108],thoughtheschemeisimpracticalsinceitrelies
onexpensivenon-interactivezero-knowledgeproofs. Later,severalpractical
IND-CCAsecure PKEschemessuchas Cramer–Shoupencryption[44]and
Hofheinz–Kiltzencryption[77].Byassumingidealhashfunctions(calledran-
domoracles[8]), Bellareand Rogaway[9],Fujisakiand Okamoto[63],and
OkamotoandPointcheval[109]alsoproposedIND-CCAsecurePKEschemes.
Inaddition, manyotherconstructionsofIND-CPAandIND-CCAsecurePKE
schemeshavebeenproposed(e.g.,[26,32,73,116]).

2.5.3 Identity-Based KeyEncapsulation Mechanism

Akeyencapsulation mechanism(KEM)isaspecialcaseofPKEschemes.
Specifically,the KEMisaPKEschemeinwhichprobabilitydistributionof
M pkeisuniform.Inotherwords,inthe KEMasenderencryptsarandom
stringsuchasasecretkeyofaSKEscheme.TheKEMismainlyusedforcon-
structingefficientPKEschemes. Ontheotherhand,identity-basedencryption
(IBE)isaclassofPKEwhichallowsuserstousearbitrarystringsastheir
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publickeys.Recently,manyapplicationsofIBEhasbeenproposed,andhence
IBEhasbeenoneoftheimportantfundamentalcryptographicprotocols.

Anidentity-basedkeyencryption mechanism(IB-KEM),whichisaKEM
intheidentity-basedsetting,wasproposedin[13,84,85].IDisasetofIDs
andKkem isasetofsessionkeysdeterminedbyasecurityparameterκ. An
IB-KEMΠkem consistsoffour-tuplealgorithms(IB.Setup,IB.Gen,IB.Encaps,
IB.Decaps)definedasfollows.

–(prm,mk)← IB.Setup(1κ): Aprobabilisticalgorithmforsetup.Ittakes
asecurityparameterκasinput,andoutputsapublicparameterprm
anda mastersecretkeymk.

–skID← IB.Gen(prm,mk,ID): Analgorithmforkeyderivation.Ittakes
themastersecretkeymk andanidentityID∈IDasinput,andoutputs
asecretkeyskIDforID.

–(k,cID)← IB.Encaps(prm,ID): Aprobabilisticalgorithmforencapsu-
lation.IttakesthepublicparameterprmandanidentityIDasin-
put,andoutputsapairofasessionkeyandacorrespondingciphertext
(k∈Kkem,cID).

–k← IB.Decaps(prm,skID,cID): Adeterministicalgorithmfordecapsu-
lation.IttakesasecretkeyskIDforIDandaciphertextcIDasinput,
andthenoutputsasessionkeyk∈Kkem.

Intheabove model, weassumethat Πkem meetsthefollowing correctness
property: Forallκ∈N,all(prm,mk)← IB.Setup(1κ),allID∈ID,and
all(k,cID)← IB.Encaps(prm,ID),itholdsIB.Decaps(prm,skID,cID)→ k,
whereskID← IB.Gen(mk,ID).

Wedescribethenotionofindistinguishabilityagainstadaptive-identity
chosenplaintextattack(IND-ID-CPA).LetA beaPPTadversary,andA’s
advantageagainsttheIND-ID-CPAsecurityisdefinedby

AdvIND-ID-CPA
Πkem,A (κ):=Pr










b′=b

(prm,mk)← IB.Setup(1κ),

(ID∗,st)←AExtract(·)(chal,prm),
(k1,c∗ID∗)← IB.Encaps(prm,ID∗),

b
$

←{0,1};k0
$

←K,

b′←AExtract(·)(guess,kb,c∗ID∗,st)










−
1

2
.

Here,stisstateinformation.Inaddition,Extract(·)isakeygenerationoracle
whichtakesanidentity ID∈ID asinput,andthenreturnsIB.Gen(prm,
mk,ID).A isallowedtoissuearbitraryqueriestotheaboveoracleinthe
chalstage,however,A cannotsubmitID∗ totheoracleafterdecidingthe
challengeidentityID∗.
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Definition2.11 (IND-ID-CPA).For∃κ0 ∈ N and∀κ≥ κ0,anIB-KEM
Πkemissaidtobe(qID,ϵ)-IND-ID-CPAsecureifthereexistsanegligibleϵinκ
suchthatAdvIND-ID-CPA

Πkem,A (κ)<ϵholdsforanyPPTadversaryA,whereqIDis
thenumberofqueriesthatAcanissuetotheoracleintheIND-ID-CPAgame.

2.6 Authentication

Authenticationprotocolsachieve integrity(orauthenticity). Namely,the
aimofauthenticationprotocolsistopreventinformationfrombeingaltered
orsubstitutedbyanadversary. Roughlyspeaking,inthesecret-keyset-
ting,information-theoreticallysecureauthenticationprotocolsaretradition-
allycalledauthenticationcodes(A-codes),andcomputationallysecureones
arecalledmessageauthenticationcodes (MAC).Ontheotherhand,authen-
ticationprotocolsinthepublic-keysettingarecalleddigitalsignature(DS)
schemes. Tobeprecise,authenticationprotocolswhichallowathirdpartyto
checkthevalidityofsignaturesarecalledDSschemes. Therefore,wecanac-
tuallyconsiderDSschemesnotonlyinthecomputationalsecuritysettingbut
alsointheinformation-theoreticsecuritysetting. WeheredescribeA-codes
andcomputationallysecureDSschemes,whicharerelativetoourcontribution
orusedinthisthesis,asfollows.

2.6.1 Authentication Codes

Thetraditional A-codesfortwocommunicatingparties wasintroducedby
Gilbertetal.[69],andlaterSimmons[132]developedthetheoryofA-codes.
Theauthenticationmodelin[132]containsasenderandareceiver,whoshare
commonsecretkeys. Byusageofauthenticationcodes,theycanprotectthe
transmissionofapieceofinformationagainstanadversary, whocaneither
impersonatethesenderandinsertamessageonthechannel,orreplaceatrans-
mitted massagewithanother.In1989,Soeteetal.[133]formalizedcartesian
(ortag-based)authenticationcodes. Here,wedescribecartesianauthentica-
tioncodes.

M a,A,andEareasetofpossiblemessages,asetofpossibleauthenticators
(ortags),andafinitesetofpossiblecommonkeys,respectively. AnA-code
Πaconsistsofthree-tuplealgorithms(KGen,Auth,Ver)definedasfollows.

–e← KGen(1κ):Ittakesasecurityparameterκandoutputsacommon
keye∈E.

–α← Auth(e,m):Ittakesthecommonkeyeanda messagem ∈ Ma

andoutputsanauthenticator(oratag)α∈A. Apairofamessageand
anauthenticator(m,α)isoftencalledanauthenticated message.

–trueorfalse← Ver(e,m,α):Ittakesthecommonkeyeandapairofa
messageandanauthenticator(m,α),andthenoutputstrueifitaccepts
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them,otherwiseitoutputsfalse.

WeassumethatΠameetsthefollowing correctnessproperty: Forallκ∈N,
alle← KG(1κ),andallm ∈ Ma,itholdsthat1← Ver(e,m,Auth(e,m)).

InA-codes,twokindsofattacksareconsidered:impersonationattacksand
substitutionattacks. WedescribethetraditionalsecuritydefinitionofA-codes
asfollows.

Definition2.12. LetΠabeanA-code.Πaissaidtobeε-secureifmax{PI,PS}
≤ϵ,wherePIandPS aredefinedasfollows.

1)Impersonationattacks: Theadversarytriestogenerateafraudulent
authenticatedmessage(m,α)thathasnotbeenlegallygeneratedbythe
senderbutwillbeacceptedbythereceiver. Thesuccessprobabilityof
thisattackdenotedbyPIisdefinedby

PI:= max
(m,α)

Pr[Ver(e,m,α)=true],

wheretheprobabilityistakenoverrandomchoiceof KGen,andthe
maximumistakenoverallpossibleauthenticated messages(m,α)∈
M a×A.

2)Substitutionattacks: Theadversarytriestogenerateafraudulentau-
thenticatedmessage(m′,α′),thathasnotbeenlegallygeneratedbythe
senderbutwillbeacceptedbythereceiver,afterobservingavalidau-
thenticated message,(m,α)suchthat(m,α)̸=(m′,α′). Thesuccess
probabilityofthisattackdenotedbyPS isdefinedby

PS:= max
(m′,α′)

max
(m,α)̸=(m′,α′)

Pr[Ver(e,m′,α′)=true|(m,α)],

wheretheprobabilityistakenoverrandomchoiceofKGen,andthemax-
imumistakenoverallpossibleauthenticatedmessages(m,α),(m′,α′)∈
M a×Asuchthat(m,α)̸=(m′,α′).

Next,weshowlowerboundsonsuccessprobabilitiesofattacks.Fordetails
ontheproofofthisproposition,pleasesee[132].

Proposition2.8 ([132]).LetΠa beanε-secureA-code. Then,wehavethe
followinginequality:

max{PI,PS}≥
1

√
|E|

.

AndwecallΠatobeperfectwhenitmeetstheequalityintheaboveinequality.

Fromtheaboveproposition,weobtainalowerboundonacommonkeyin
A-codes.
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Corollary2.2. LetΠabeanε-secureA-code.Letq:=ε−1. Then,wehave

|E|≥q2.

Proof. Sinceq−1≥max{PI,PS}≥1/
√

|E|,wehave|E|≥q2.

Severalconstructionsofϵ-secureA-codesareknown. Weheredescribethe
mostfamousconstructionasfollows.LetFqbeafinitefieldwhosecardinality
isq.KGoutputse:=(a,b)∈F2

q.Authtakeseandm ∈Fqasinputand
outputsα:=am+b.Vertakeseand(m′,α′)asinputcheckswhetherornot
itholdsα′=am′+b.Thisconstructionisϵ-secure,whereϵ=1/q,andoptimal
inthesensethattheconstructionattainsthelowerboundwithequality.

2.6.2 DigitalSignatureand One-TimeSignature

LetM ds beasetof messagesdeterminedbyasecurityparameterκ. A
DSschemeΠds consistsofthree-tuplealgorithms(KG,Sign,Vrfy)definedas
follows.

–(vk,sigk)← KG(1κ):Ittakesasecurityparameterκandoutputsapair
ofaverificationkeyandasigningkey(vk,sigk).

–σ← Sign(sigk,m):Ittakesthesigningkeysigkandamessagem ∈ Mds

andoutputsasignatureσ.

–1or0← Vrfy(vk,m,σ):Ittakestheverificationkeyvkandapairofa
messageandasignature(m,σ),andthenoutputs1ifitacceptsthem,
otherwiseitoutputs0.

WeassumethatΠdsmeetsthefollowing correctnessproperty:Forallκ∈N,
all(vk,sigk)← KG(1κ),andallm ∈ Mds,itholdsthat1← Vrfy(vk,m,
Sign(sigk,m)).

Wedescribethenotionofunforgeabilityagainstchosen messageattacks
(UF-CMA).LetAbeaPPTadversary,andA’sadvantageagainsttheUF-CMA
securityisdefinedby

AdvUF-CMA
Πds,A (κ):=Pr

[
Vrfy(vk,m∗,σ∗)→ 1 (vk,sigk)← KG(1κ),

∧m∗/∈{mi}
q
i=1 (m∗,σ∗)←ASign(·)(vk)

]

,

whereSignisasigningoraclewhichtakesa messagem ∈ Mdsasinputand
returnsSign(sigk,m),andmiisthei-thquerytoSign.Aisallowedtoissue
arbitraryqueriestotheaboveoracle.

Definition2.13 (UF-CMA).For∃κ0∈Nand∀κ≥ κ0,a DSschemeΠds

issaidtobe(qs,ϵ)-UF-CMAsecureifthereexistsanegligibleϵinκsuchthat
AdvUF-CMA

Πds,A (κ)<ϵholdsforanyPPTadversaryA,whereqsisthenumberof
queriesthatA canissuetotheoracleintheUF-CMAgame.
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Wealso defineanotionofstrongUF-CMA(sUF-CMA).Intuitively,A is
allowedtouse messagesissuedtotheSignoracleforaforgery. LetA bea
PPTadversary,andA’sadvantageagainstthesUF-CMAsecurityisdefined
by

AdvsUF-CMA
Πds,A (κ):=Pr

[
Vrfy(vk,m∗,σ∗)→ 1∧ (vk,sigk)← KG(1κ),

(m∗,σ∗)/∈{(mi,σi)}
q
i=1 (m∗,σ∗)←ASign(·)(vk)

]

,

where(mi,σi)isapairofthei-thquerytotheSignoracleanditsresponse.

Definition2.14 (sUF-CMA).For∃κ0∈Nand∀κ≥κ0,aDSschemeΠds

issaidtobe(qs,ϵ)-sUF-CMAsecureifthereexistsanegligibleϵinκsuchthat
AdvsUF-CMA

Πds,A (κ)<ϵholdsforanyPPTadversaryA,whereqsisthenumberof
queriesthatA canissuetotheoracleinthesUF-CMAgame.

Inparticular,ifqs=1(i.e., A isallowedtoaccesstheSignoracleonly
once),thensUF-CMAisalsocalledstrongunforgeabilityagainstaone-time
attack(sUF-OT). DSschemes which meetsUF-OTisoftencalledone-time
signature(OTS)schemes.Formally,theOTSschemeisdefinedasfollows.

Definition2.15 (sUF-OT).Ifa DSschemeΠds is(1,ϵ)-sUF-CMAsecure,
thenitisalsoϵ-sUF-OTsecure.

Sofar, manykindsofUF-CMAsecure DSschemes(e.g.,[27,46,71,76,
146]),andalso manykindsofsUF-CMAsecure DSschemesincluding OTS
schemeshavealsobeenproposed(e.g.,[10,25,30,67,88]).

2.7 SecretSharingandInformation Dispersal

SecretsharingschemeswereproposedindependentlybyShamir[127]andBlak-
ley[16]. Theaimofsecretsharing(SS)schemesistodispersetheriskof
exposureofcertainsecretinformationwithoutsecretkeys. Forexample,ina
(k,n)-thresholdsecretsharing((k,n)-SS,forshort)scheme(e.g.see[127]),a
dealersharesasecretamongallnparticipants,andthen,atleastkpartici-
pantscanreconstructthesecretwhileanyatmostk−1participantsobtainno
informationonthesecret.SSschemesarealsoknownasoneoftheimportant
cryptographicprimitives.SinceShamirandBlakleyproposedsecretsharing
schemes,variousresearchonthemhavebeenreported.

Ontheotherhand,theaimofinformationdispersalalgorithms(IDAs),
which wereproposedin[117],istodispersesomeinformationsothatthe
originalinformationcanbeefficientlyreconstructedfromthedispersedinfor-
mation.Ina(k,n)-thresholdIDA((k,n)-IDA,forshort),apieceofinforma-
tion(calledfragments)isdistributedamongnparticipants,andthen,atleast
k(≤n)participantscanrecovertheinformation. TheIDAcanberegarded
asanSSschemewithoutitssecurity.
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2.7.1 SecretSharingSchemes

LetP :={P1,P2,...,Pn}beasetofIDsofallparticipants. Sisasetof
possiblesecretswithaprobabilitydistributionPS,andweassume|S|=2λ

forsimplicity(i.e.thelengthofasecretisλbit),whereλisapolynomialinκ
(i.e.λ=p(κ)forsomepolynomialpinκ).ForeveryPi∈P,letUibetheset
ofpossiblePi’sshares,andletU:=

∪n
i=1Ui. Foranysubsetofparticipants

J = {Pi1,...,Pij} ⊂ P,UJ :=Ui1 ×···×Uij denotesthesetofpossible
sharesheldbyJ,anduJ :=(ui1,...,uij).Inaddition,weconsidera(k,n)-
thresholdaccessstructureΓ:=(Q,F),whereQ :={Q⊂P||Q|≥k}and
F :={F ⊂P||F|≤k−1}.4 AnSSschemewitha(k,n)-thresholdaccess
structure((k,n)-SSscheme,forshort) Πssconsistsoftwo-tuplealgorithms,
(SS.Share,SS.Recon),asfollows.

–(u1,...,un)← SS.Share(1κ,Γ,s): Aprobabilisticalgorithmforgenerat-
ingnshares.Ittakesa(k,n)-thresholdaccessstructureΓ =(Q,F)
andasecrets∈Sasinputandthenoutputsnshares(u1,...,un).

–s← SS.Recon(uQ): Adeterministicalgorithmforreconstructingase-
cret.IttakesatleastksharesuQ forQ∈ Q asinputsandoutputsa
secrets.

Wesaythat Πsshastheperfectcorrectnesspropertyifit meetsthefollow-
ingcondition: Forallκ∈ N,allΓ,alls∈S,andforall(u1,...,un)←
SS.Share(1κ,Γ,s),itholdsthats← SS.Recon(uQ)foranyQ∈Q.

Togivesecurityformalizationof(k,n)-SS,weconsiderthefollowingnotion
ofPrivacyasin[122].LetAbeaPPTadversary,andA’sadvantageagainst
Privacyisdefinedby

AdvPrivacy
Πss,A

(κ):=Pr








b′=b

W ←∅,

(s(0),s(1),st)←A(chal),b
$

←{0,1},

(u1,...,un)← SS.Share(1κ,Γ,s(b)),

b′←ACorrupt(·)(guess,st)








−
1

2
.

Here,werequire|s(0)|=|s(1)|=λ,andstisstateinformation.W isasetof
corruptedparticipants.Inaddition,Corruptisacorruptoraclewhichtakes
anIDPiasinput,andthenW ← W∪{Pi}andreturnsui.A canqueryto
Corrupt(·)until|W|=k−1.

Basedontheabovegame,wegivetwosecurityformalizationfor(k,n)-SS:
privacyinthesenseofinformation-theoreticsecurity;andprivacyinthesense
ofcomputationalsecurity.First,wedefineperfectprivacy,which meansthat
noinformationisleakedfromsubthresholdsharesintheinformation-theoretic
securitysense. Hereafter,a(k,n)-SSschemewithperfectprivacyiscalleda
(k,n)-thresholdperfectSS((k,n)-PSS,forshort)scheme.

4SSschemeswiththe(k,n)-thresholdaccessstructureistraditionallycalled(k,n)-
thresholdSSschemes.
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Definition2.16 ((k,n)-PSS[122]).Foranyκ∈N,andany(k,n)-threshold
accessstructure,a(k,n)-SSschemeΠssissaidtobea(k,n)-PSSscheme

ifithasperfectcorrectnessandAdvPrivacy
Πss,Γ,A(κ) =0foranycomputationally-

unboundedadversaryA.

Notethatthetraditional(k,n)-SSschemessuchas[16,82,127]areequiva-
lentto(k,n)-PSS,soperfectprivacycanbedefinedbyusingShannonentropy
inatraditional mannerasfollows.LetSandUJ berandomvariableswhich
takevaluesonSandUJ,respectively.

Definition2.17 (Anotherdefinitionof(k,n)-PSS).LetΠssbea(k,n)-SS
scheme.ΠssissaidtobesecureifforanyF∈PS(P,k−1),itholdsthat

H(S|UF)=H(S).

Next,wedefinecomputationalprivacy,whichmeansthatnoinformationis
leakedinthecomputationalsecuritysense. Hereafter,a(k,n)-SSschemewith
computationalprivacyiscalleda(k,n)-thresholdcomputationalSS((k,n)-
CSS,forshort)scheme.

Definition2.18 ((k,n)-CSS[86,122]).For∃κ0∈N,∀κ≥κ0,andany(k,n)-
thresholdaccessstructure,a(k,n)-SSschemeΠssissaidtobeanϵ-(k,n)-CSS
schemeifithasperfectcorrectnessandthereexistsanegligibleϵinκsuch
thatAdvPrivacy

Πss,Γ,A(κ)<ϵforanyPPTadversaryA.

Next,wedescribeanwell-knownlowerboundonsharesizefor(k,n)-PSS
schemes.

Proposition2.9 ([82]).LetΠssbeany(k,n)-PSSscheme. Then,forany
i∈[n],itholdsthat|ui|≥λ,whereλisthebit-lengthofthesecret.

Thislowerboundindicatesthateachsharesize mustbelargerthanor
equaltotheunderlyingsecretsizeon(k,n)-PSSschemes. Actually,this
lowerboundistightsincethereexistseveralconstructionsthatattainthe
lowerbound withequality. Webrieflydescribethe mostfamousconstruc-
tion,Shamir’sscheme[127]. LetFqbeafinitefield whosecardinalityisq
suchthatq >n.SS.Sharetakesasecretsasinput,andchoosesapolyno-
mial f(x):=s+

∑k−1
i=1 aix

ioverFqwithavariablexuniformlyatrandom.
Itoutputs(u1,...,un):=(f(P1),...,f(Pn)), whereeveryPiisencodedas
Pi∈ Fq\{0}.SS.Recontakesksharesui1,...,uik

asinput,andoutputs

s=
∑k

j=1(
∏

l̸=j

Pij

Pij
−Pil

)f(Pij)byLagrangeinterpolation.

Ontheotherhand, Krawczyksuccessfullyreducedthesharesizebyre-
strictingadversary’scomputationalpower. Krawczyk’sschemeisasfollows:
InthesharealgorithmCSS.Share,asecretsisencryptedbyanSKEscheme,
namelyc← E(k,s),andsharesofthesecretkeykisgeneratedbyusing
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a(k,n)-PSSscheme,namely(̂u1,...,̂un)← SS.Share(1κ,Γ,k). Further,the
resultingciphertextcissplitintonfragmentsbyusinga(k,n)-IDA,which
willappearinthenextsubsection,namely(̃u1,...,̃un)← IDA.Share(1κ,Γ,c).
CSS.Sharefinallyoutputs(u1,...,un),whereeachui:=(̂ui,̃ui)(1≤i≤n).
InthereconstructalgorithmCSS.Recon,candkarereconstructedbyus-
ingSS.ReconandIDA.Recon,respectively, withatleastkshares,andsis
recoveredfromkandc,namelys← D(k,c). Thesharesizeinanϵ-(k,n)-
CSSscheme[86](i.e., Krawczyk’sscheme)is λ

k+|K|+COHdem(κ), where
|K|andCOHdem(κ) meanthekeysizeandtheciphertext-overhead(i.e.the
ciphertext-lengthexcludingtheplaintext-length,whichdependsonasecurity
parameterκ)oftheunderlyingϵ-FTG-CPAsecureDEM,whichisusedinthe
construction,respectively.

Remark2.1. Asin[86],forsimplicity,wealsoassumethatCOHdem(κ)=0
inthefollowing,sinceitcanbeachievedbycarefullyselectingasymmetric
encryptionscheme(e.g.,whenweuseanappropriateblockcipherastheun-
derlyingsymmetricencryptionschemeandasecretsizeλ=c·|K|,wherecis
constant). Then,wecanrewritethesharesizeas|ui|= λ

k+|K|.

2.7.2 Information Dispersal Algorithm

WedescribeanIDAwitha(k,n)-thresholdaccessstructure((k,n)-IDA,for
short). Asone maythink,IDAsarequitesimilartoSSschemes. However,
IDAsdifferfromSSschemesastherearenorestrictionwhatsoeveraboutthe
sets whicharenotinQ. Formally,a(k,n)-IDA Πidaconsistsoftwo-tuple
algorithms(IDA.Share,IDA.Recon)definedasfollows:

–(u1,...,un)← IDA.Share(Γ,s): Aprobabilisticalgorithmforgenerating
nfragments.Ittakesa(k,n)-thresholdaccessstructureΓ=(Q,F)and
afiles∈Sasinputandthenoutputsnfragments(s1,...,sn).

–s← IDA.Recon(uQ): Adeterministicalgorithmforreconstructingafile.
IttakesatleastkfragmentsuQ forQ∈Q asinputsandoutputsafile
s.

Definition2.19 ((k,n)-IDA[115,117]).Πidaisa(k,n)-IDAifit meetsthe
followingperfectcorrectnessproperty:Forallpossibles∈S,andforallpos-
sible(u1,...,un)← IDA.Share(Γ,s),itholdsthats← IDA.Recon(uQ)forany
Q∈Q.

Alowerboundonfragmentsizerequiredfor(k,n)-IDAsisasfollows.

Proposition2.10 ([115,117]).LetΠidabeany(k,n)-IDA. Then,forany
i∈[n],itholdsthat|ui|≥λ

k,whereλisthebit-lengthofthefile.

Wecanconstructa(k,n)-IDAinawaysimilartoShamir’sscheme.LetFq

beafinitefieldwhosecardinalityisqsuchthatq>n.IDA.Sharetakesafiles=
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(s0,...,sk−1)∈Fk
qasinput,andconstructsapolynomialf(x):=

∑k−1
i=0 six

i

overFqwithavariablex.Itoutputs(u1,...,un):=(f(P1),...,f(Pn)),where
everyPiisencodedasPi∈Fq\{0}.IDA.Reconreconstructsthepolynomial

f(x)=
∑k

j=1(
∏

l̸=j
x−Pil

Pij
−Pil

)f(Pij)fromkfragmentsui1,...,uik
byLagrange

interpolation,andhencegetss=(s0,...,sk−1).
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Chapter3

Computational
Timed-Release Cryptography

3.1 Contributionin This Chapter

Inthischapter,weaimtodevelopcomputationaltimed-releasecryptography
bynewlyintroducingcryptographicprimitivesinadditiontoTR-PKE(e.g.,
[33,35,39]),timed-releaseandtimecapsulesignatures(e.g.,[56,64,65,89]),
andtimed-commitments[29]. Our mainpurposeinthischapteristorealize
aCSSschemewithtimed-releasefunctionalityinagenericandefficientway
intermsofthesharesize. Specifically,inSection3.3,webeginwithnewly
formalizingamodelandasecuritynotionof(k,n)-TR-CSSbasedonthoseof
(k,n)-SS(e.g.,[127,16,82])andthoseofTR-PKE.Inaddition,weproposetwo
kindsofconstructionsof(k,n)-TR-CSSschemes,startingfromanIB-KEM,
andwefinallysucceedtoaddtimed-releasefunctionalitytoatraditionalCSS
scheme—especiallyfor Krawczyk’sscheme[86]—withsmalloverhead,which
seemstobealmostoptimal.Inparticular,ourtwokindsofconstructionshave
thefollowingfeatures:

•Thefirstoneisagenericconstructionofa(k,n)-TR-CSSschemebased
on Krawczyk’s(k,n)-CSSscheme,whichisasimple,elegantconstruc-
tion. Inadditiontousingtheideaof Krawczyk’sscheme,sinceall
currently-knowngenericconstructionsofTR-PKEschemes[39,104,96]
areproposedstartingfromidentity-basedcryptographicschemessuch
asIBE[27],wealsouseanIB-KEM[13,84,85]asanbuildingblockin
ourconstruction.

•Thesecondoneisamoreefficient constructionthanthefirstone.In
thisconstruction,weuseaspecificIB-KEMasanbuildingblock. How-
ever,tothebestofourknowledge,allcurrently-knownIB-KEMsare
IND-ID-CCAsecure,andthereisnoIND-ID-CPAsecureIB-KEM,which
suitstheconstructionofour(k,n)-TR-CSSscheme.Inparticular,Kiltz
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andGalindo[84,85]proposedoneofthemostefficient(butIND-ID-CCA
secure)IB-KEMintermsoftheciphertextsize,1 however,itguaran-
teestoo muchsecurityforconstructingTR-CSSschemes. Therefore,to
reducetheciphertextsize,weconstructaIND-ID-CPAsecureIB-KEM
basedontheIND-ID-CCAsecureIB-KEM[84,85],andthen wecon-
structa(k,n)-TR-CSSschemebyusingthespecificIB-KEM.Inthis
sense,thoughthisconstructionisnotfullygeneric,weachievemoreeffi-
ciency(i.e.,shortersharesize)thanthefirstconstruction.Importantly,
thisconstructioncanrealizeefficient(k,n)-TR-CSSschemeinthesense
thatthesharesizeisclosetothatofKrawczyk’s(k,n)-CSSschemewhen
kissufficientlylarge.

Therefore,ourstudyonTR-CSScanberegardedasanaturalextensionof
CSS,inparticular, Krawczyk’sCSSintermsofbotha modelandconstruc-
tions.

Next,inSection3.4,weconsiderrealizingthresholdencryption[50]with
timed-releasefunctionality(TR-TE)fromTR-CSSinagenericandefficient
way,sinceitisnaturaltoconsiderconstructingthresholdencryptionfrom
secretsharingingeneral. By Dodisand Katz[54],itisshownthat:(i)a
thresholdencryptionschemecanbeconstructedfroma multipleencryption
schemeinagenericandsimpleway;and(ii)amultipleencryptionschemecan
beconstructedfromPKEschemes,an OTSschemeandaCSSschemeina
genericandsimpleway.

Byeffectivelyapplyingtheirparadigmeveninthecontextoftimed-release
security,weshowthat:(i’)aTR-TEschemecanbeconstructedfroma mul-
tipleencryptionschemewithtimed-releasefunctionality(TR-ME)byusing
thesamewayasin[54];(ii’)aTR-MEschemecanbeconstructedfromPKE
schemes,an OTSscheme,andaTR-CSSschemebyusingthesamewayas
in[54], whichis muchmoreefficient thantheconstructionfrom TR-PKE
schemes,anOTSscheme,andaCSSscheme. Fromtheseresultsabove,our
proposalofTR-CSSisimportantforconstructingaTR-MEschemeandaTR-
TEschemeinagenericandefficientway. Moreover, multipleencryptionhas
manyotherapplications,andhence,itisexpectedthatTR-CSScanprovide
theseapplicationswithtimed-releasefunctionality,e.g.,broadcastencryption
withtimed-releasefunctionality.

Relatedworkon(computational)timed-releasecryptography. Since
Rivestetal.gaveaformaldefinitionoftimed-releaseencryptionin[121],vari-
ousresearchontimed-releasecryptographyincludingsignatures(e.g.,[64,65]),
commitments(e.g.,[29]),andencryption(e.g.,[51,93])havebeendonebased
oncomputationalsecurity.Inparticular,TR-PKEhasbeenparticularlyin-
vestigated. DiCrescenzoetal.[51]proposedthefirstTR-PKEscheme. How-

1Theciphertextsize intheunderlyingIB-KEMleadsdirectlytothesharesizeofthe
resultingTR-CSSscheme.
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ever,intheirschemethereceiverneedstointeractwithatime-server,which
broadcastsinformationrelatedtotime(calledtime-signalsinthisthesis)for
decryptingciphertexts. Itisdesirablethatthetime-serveronlybroadcast
time-signals(withoutanyinteraction withreceivers)sincethereare many
receiversintherealsystems. ChanandBlake[36]proposedthefirstnon-
interactiveTR-PKEscheme,butdidnotpresentaformalsecuritydefinition.
Cathaloetal.[33]andChalkiasetal.[35]proposeddirectconstructionsof
TR-PKEschemesbasedonnumber-theoreticassumptionsintherandomor-
acle model.Independently,Cheonetal.[39]proposedagenericconstruction
ofTR-PKEwhichisprovablysecureinthestandardmodel. Nakaietal.[104]
and Matsudaetal.[96]proposed moreefficientgenericconstructionsofTR-
PKEschemes. Also,Fujiokaetal.[62]andKikuchietal.[83]proposedgeneric
constructionsofTR-PKEschemesthatguaranteestrongsecurityintheran-
domoracle model.Inthestrongsecuritysetting,itisassumedthatthereare
multiplereceivers,sinceallreceivers’public-keysarecloselyrelatedtoeach
otherinTR-PKE.Specifically,anadversarycanquerynotonlythespecified
timeandaciphertextbutalsoapublic-keytothedecryptionoracle,andit
cangetaresultdecryptedbyasecret-keycorrespondingtothepublic-key.
Recently,time-specificencryption(TSEforshort)wasproposedbyPaterson
andQuagila[113]asanextensionofTR-PKE.InTSE,asendercanencrypt
aplaintextandspecifyanytimeintervalsuchthatareceivercanonlyde-
crypttheciphertextwithinthistimeinterval.ItisalsoknownthatTR-PKE
hascloserelationstoothercryptographicprotocols. Actually, Choenetal.
[38]recentlyshowsrelationshipsbetweenTR-PKEandkey-insulatedpublic-
keyencryption[55],andChowetal.[40]alsoshowsrelationshipsbetween
TR-PKEandcertificatelessencryption[2].

Related workonsecretsharing withsimilarfunctionalities. There
aremanyrelatedworks,e.g.,fullydynamicsecretsharingschemes[20],on-line
secretsharingschemes[31],andsecretsharingschemeswithdisenrollmentca-
pability[15].Inanutshell,insuchschemes,adealergeneratesanddistributes
sharessecurely,andlateron,thedealercangenerateandpubliclybroadcast
informationforchangingthesharedsecretorqualifiedsets. Ourschemediffers
fromsuchschemesinthatbroadcastedinformationisgeneratedindependently
ofasharedsecret(i.e.thebroadcastedinformationcanbegeneratedbyathird
party).

Theothertypeofrelatedworksdealingwiththeconceptoftimeisaproac-
tivesecretsharingscheme[75].InourTR-CSSscheme(andTR-SSschemes
whichwillappearinChapter4),broadcastchannelsamongallparticipantsare
assumed.Eachparticipantgeneratesandbroadcastsupdatinginformationto
otherparticipants,andthen,theyrefreshtheirsharesbyusingtheupdating
information. Hence,sharesleakedbeforethattimebecomeirrelevant. Namely,
proactivesecretsharingschemesrealizeshare-updatingfunctionality.Inour
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scheme,suchbroadcastchannelsarenotassumedandtheconceptofboth
schemesiscompletelydifferent,thoughbothschemesdealwiththeconceptof
time.

3.2 Timed-ReleasePublic-KeyEncryption

3.2.1 ModelandSecurity Definition

Intimed-releasecryptographyincludingTR-PKE,weconsiderthatthereex-
istsatime-server whoseroleistoperiodicallygenerateandbroadcastin-
formationregardingeachtime(or,time-period).Inthisthesis,wecallthis
informationtime-signals. Thetime-serverdonothaveanyinteractionwith
anyotherentities,namely,itindependentlygeneratestime-signalsandonly
broadcaststhem.

InTR-PKE,atime-serverTSgeneratesapublicparameterandhismaster
secretkey. Then,areceivergenerateshispublic/secretkeys,anddiscloseshis
publickey. AsenderSspecifiesfuturetimewhenhewantsthereceiverR
todecrypttheciphertext,andencryptsaplaintextwiththepublickey.R
cannotdecrypttheciphertextuntilthespecifiedtimecomes.TSperiodically
generatesandbroadcastsatime-signalateverytime-period. Afterreceiving
thetime-signalatthespecifiedtime,thenR finallygetstheplaintextby
decryptingtheciphertext.

T isasetoftimeandM treisasetofplaintextsdeterminedbyasecu-
rityparameterκ. ATR-PKEschemeΠtpkeconsistsoffive-tuplealgorithms
(TR.Init,TRKeyGen,TR.Release,TR.Enc,TR.Dec)definedasfollows:

–(params,tsk)← TR.Init(1κ): Aprobabilisticalgorithmforsetup. It
takesasecurityparameterκasinputandoutputsapublicparameter
paramsandtime-server’s mastersecretkeytsk.

–(upk,usk)← TR.KeyGen(params): Analgorithmforkeygeneration.It
takesthepublicparameterparamsasinputandoutputsapairofpublic
keyupkandasecretkeyusk.

–st← TR.Release(tsk,t): Analgorithmfortime-signalgeneration. It
takesthe mastersecretkeytskandtimet∈T asinputandoutputsa
time-signalstattimet.

–ctt← TR.Enc(params,upk,m,t): Aprobabilisticalgorithmforencryp-
tion.Ittakesthepublicparameterparams,apublickeyupk,timet,
andaplaintextm ∈ Mtreasinputandthenoutputsaciphertextctt.

–m or⊥ ←TR.Dec(params,usk,st,ctt,t): Adeterministicalgorithmfor
decryption.Ittakesthepublicparameterparams,asecretkeyusk,a
time-signalstatthespecifiedtimet,aciphertextctt,andthespecified
timetasinput,andthenoutputsaplaintextm ∈ Mtreor⊥ /∈ Mtre.
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Intheabove model, weassumethat Πtpke meetsthefollowing correctness
property: Forallκ∈N,all(params,tsk)← TR.Init(1κ),all(upk,usk)←
TR.KeyGen(params),allt∈T,andallm ∈ Mtre,itholdsthatm ←
TR.Dec(params,usk,TR.Release(tsk,t),TR.Enc(params,upk,m,t),t).

Wedescribetwosecuritynotions:Indistinguishabilityagainstchosenplain-
textattack(IND-CPA)andindistinguishabilityagainstchosentimeandplain-
textattack(IND-CTPA). Theformerisasecuritynotionagainstacurious
time-server.2 Infact,formalizationofthisnotionisalmostthesameasthe
IND-CPAsecurityofPKE.Inthelatter, weconsider maliciousreceiversat-
temptingtoobtaininformationontheplaintextbeforeitsspecifiedtime.Let
A beaPPTadversary,andA’sadvantageagainsttheIND-CPAsecurityis
definedby

AdvIND-CPA
Πtpke,A (κ):=

Pr









b′=b

(params,tsk)← TR.Init(1κ),
(upk,usk)← TR.KeyGen(params),
(m∗

0,m∗1,t∗,st)←A(chal,params,tsk,upk),

b
$

←{0,1},ct∗t∗ ← TR.Enc(params,upk,mb,t∗),
b′←A(guess,c∗t∗,st)









−
1

2
.

Here,werequire|m∗
0|=|m∗

1|,andstisstateinformation.

Definition3.1 (IND-CPA).For∃κ0∈Nand∀κ≥κ0,aTR-PKEscheme
Πtreissaidtobeϵ-IND-CPAsecureifthereexistsanegligibleϵinκsuchthat
AdvIND-CPA

Πtre,A
(κ)<ϵholdsforanyPPTadversaryA.

Next,wedefinetheIND-CTPAsecurity. LetA beaPPTadversary,and
A’sadvantageagainsttheIND-CTPAsecurityisdefinedby

AdvIND-CTPA
Πtpke,A (κ):=

Pr










b′=b

(params,tsk)← TR.Init(1κ),
(upk,usk)← TR.KeyGen(params),

(m∗
0,m∗1,t∗,st)←AR(·)(chal,params,upk,usk),

b
$

←{0,1},ct∗t∗ ← TR.Enc(params,upk,mb,t∗),

b′←AR(·)(guess,c∗t∗,st)










−
1

2
.

Here,werequire|m∗
0|=|m∗

1|,andstisstateinformation.Inaddition,R(·)is
atime-signalgenerationoraclewhichtakestimetasinput,andthenreturns
TR.Release(tsk,t).Aisallowedtoissuearbitraryqueriestotheaboveoracle
inthechalstage,however,Acannotsubmitt∗totheoracleafterdecidingt∗.

2Intimed-releasecryptography,itisusuallyassumedthatthetime-serveralwaysgen-
eratesandbroadcaststime-signalscorrectly,howevertriestogetsomeinformationonthe
underlyingplaintextsfromtransmittedciphertexts. Suchanadversaryisoftencalledthe
curiousone.
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Definition3.2 (IND-CTPA).For∃κ0∈Nand∀κ≥κ0,aTR-PKEscheme
Πtpkeissaidtobe(qts,ϵ)-IND-CTPAsecureifthereexistsanegligibleϵinκ
suchthatAdvIND-CTPA

Πtpke,A (κ)<ϵ holdsforanyPPTadversaryA,whereqtsis
thenumberofqueriesthatA canissuetotheoracleintheIND-CTPAgame.

3.3 Timed-Release ComputationalSecretSharing

Weconsiderthe modelofTR-CSSsoastobecomeanextensionofCSS,and
thebasicideacomesfrombasedon modelsof(C)SSand TR-PKE. Asin
TR-PKE,weconsiderthepresenceofatime-server,whoseroleistoperiod-
icallygenerateandbroadcasttime-signals. Thetime-serverexecutesasetup
algorithmandatime-signalgenerationalgorithminTR-PKE,hence,itisnat-
uralandreasonablethatweassumethesealgorithmsinTR-CSS.Notethat
weassumethatthetime-serveriscurious. Namely,thecurioustime-server
alwaysgeneratestime-signalscorrectly,however,it mayattempttocollude
someparticipantsandguessthesecret.

InTR-CSS,notonlysharesofanyqualifiedsetbutalsoatime-signalat
timespecifiedbyadealerarerequiredforreconstructingasecret. Namely,
evenallparticipantscannotobtainanyinformationonthesecretfromtheir
shareswithoutthetime-signalatthespecifiedtime.

3.3.1 The Modelof(k,n)-TR-CSS

Weconsidera TR-CSSscheme witha(k,n)-thresholdaccessstructure(a
(k,n)-TR-CSSschemeforshort).Informally,(k,n)-TR-CSSisexecutedas
follows. First,atime-serverTSgeneratesa masterpublickeyanda master
secretkey. Next,adealerD specifiesfuturetime,asD wants,whenasecret
canbereconstructedbyatleastkparticipants(wecallthetimethespecified
time),andhegeneratesnsharesfromthesecretbyusingthe masterpublic
key. And,D sendssharestocorrespondingparticipants,respectively,via
securechannels. Thetime-serverTSperiodicallybroadcastsatime-signal
whichisgeneratedbyusinghissecretkey. Whenthespecifiedtimehascome,
atleastkparticipantscancomputethesecretbyusingboththeirsharesand
thetime-signalofthespecifiedtime.LetTbeasetoftime.Foranysubsetof

participantsJ ={Pi1,...,Pij}⊂P,u
(t)
J :=(u

(t)
i1

,...,u
(t)
ij

),whereu
(t)
i isPi’s

shareatthespecifiedtimet.

A(k,n)-TR-CSSscheme Πtcss consistsoffour-tuplealgorithms(Setup,
Release,Share,Recon)definedasfollows:

–(mpk,msk)← Setup(1κ): Aprobabilisticalgorithmforkeygeneration.
Ittakesasecurityparameterκasinputandoutputsamasterpublickey
mpk anda mastersecretkeymsk.

–ts(t)← Ext(msk,t): Analgorithmforgeneratingtime-signals.Ittakes
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the mastersecretkeymsk andtimet∈T asinputandoutputsatime-
signalts(t)attimet.

–(u
(t)
1 ,...,u

(t)
n )← Share(Γ,mpk,s,t): Aprobabilisticalgorithmforgen-

eratingnshares.Ittakesa(k,n)-thresholdaccessstructureΓ=(Q,F),
a masterpublickeympk,asecrets∈Sandaspecifiedtimetasinput,

andthenoutputsnshares(u
(t)
1 ,...,u

(t)
n )attimet.

–s← Recon(u
(t)
Q ,ts(t)): Adeterministicalgorithmforreconstructinga

secret.Ittakesatleastksharesu
(t)
Q forQ∈ Q andatime-signalts(t)

atspecifiedtimetasinputs,andoutputsasecrets.

WesaythatΠtcsshastheperfectcorrectnesspropertyifitmeetsthefollowing
condition: Forallκ∈N,alls∈S,(mpk,msk)← Setup(1κ),allt∈T,all

ts(t)← Ext(msk,t),andall(u
(t)
1 ,...,u

(t)
n )← Share(Γ,mpk,s,t),itholdsthat

s← Recon(u
(t)
Q ,ts(t))foranyQ∈Q.

Remark3.1. Inthecasethatatime-serverdoesnotexist(i.e.,T=∅,mpk
isasecurityparameterκ,andmsk isanemptystring),the modelof(k,n)-
TR-CSScanberegardedasthatoftraditional(k,n)-SS. Namely,our model
ofTR-CSSincludesthe modeloftraditionalsecretsharingschemes.

3.3.2 Security Definitionof(k,n)-TR-CSS

Todiscusssecurity,weconvertsecuritynotionsofTR-PKEintothoseofCSS:
Evenacurioustime-serverwhocolludeswithat mostk−1participantscan
obtainnoinformationonthesecret;andallparticipantscanobtainnoin-
formationonthesecretwithoutatime-signalatthespecifiedtime. Hence,
weconsiderthefollowingtwonotions:privacyagainstacurioustime-server
(Type-IPrivacy)andprivacyagainstparticipants(Type-IIPrivacy). Notethatif
atime-serverdoesnotexist,Type-IPrivacyisthesameasPrivacyof(k,n)-CSS
(Definition2.18).

First, weformalizeType-IPrivacy. LetA beaPPTadversary,andA’s
advantageagainstType-IPrivacyisdefinedby

AdvType-I
Πtcss,Γ,A(κ):=

Pr










b′=b

W ←∅,(mpk,msk)← Setup(1κ),

(s(0),s(1),t∗,st)←A(chal,mpk,msk),

b
$

←{0,1},

(u
(t∗)
1 ,...,u

(t∗)
n )← Share(Γ,mpk,s(b),t∗),

b′←ACorrupt(·)(guess,st)










−
1

2
.

Here,werequire|s(0)|=|s(1)|=λ,andstisstateinformationincludings(0),
s(1)andt∗.W isasetofcorruptedparticipantsandCorrupt(·)isacorrupt
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oraclewhichtakesanIDPiasinput,andthenW ← W∪{Pi}andreturns

u
(t∗)
i .A canquerytoCorrupt(·)until|W|= k−1. Notethat wedonot

considertheshareoraclesuchthatittakesanys,t,andΓasinputand
outputsShare(Γ,mpk,s,t),sinceA computesthisbyhimself. Therefore,A
canevengetsharesofthechallengesecretss(0)ands(1)atanyt.

Definition3.3 (Type-IPrivacy).For∃κ0 ∈N,∀κ≥ κ0,andany(k,n)-
thresholdaccessstructure,a(k,n)-TR-CSSschemeΠtcssmeets ϵ-Type-IPri-

vacyifthereexistsanegligibleϵinκsuchthatAdvType-I
Πtcss,Γ,A(κ)<ϵ forany

PPTadversaryA.

Wenextformalize Type-IIPrivacy. LetA beaPPTadversary,andA’s
advantageagainstType-IIPrivacyisdefinedby

AdvType-II
Πtcss,Γ,A(κ):=

Pr










b′=b

W =P,(mpk,msk)← Setup(1κ),

(s(0),s(1),t∗,st)←ARelease(msk,·)(chal,mpk),

b
$

←{0,1},

(u
(t∗)
1 ,...,u

(t∗)
n )← Share(Γ,mpk,s(b),t∗),

b′←ARelease(msk,·)(guess,u
(t∗)
1 ,...,u

(t∗)
n ,st)










−
1

2
.

Here,werequire|s(0)|=|s(1)|=λ,andstisstateinformationincludings(0),
s(1)andt∗.W isthesetofall(corrupted)participants.3 Release(msk,·)
isatime-signalsgenerationoraclewhichtakestimetasinput,andreturns
Ext(msk,t).A isallowedtoaccesstheaboveoracleat mostqttimesatany
time,whereqtispolynomialinκ. However,Acannotsubmitthetargettime
t∗toRelease(msk,·)afterthechalstage. Wedonotconsidertheshareoracle
bythesamereasonasinType-IPrivacygame.

Definition3.4 (Type-IIPrivacy).For∃κ0 ∈N,∀κ≥ κ0,andany(k,n)-
thresholdaccessstructure,a(k,n)-TR-CSSschemeΠtcssmeets(qt,ϵ)-Type-II

PrivacyifthereexistsanegligibleϵinκsuchthatAdvType-II
Πtcss,Γ,A(κ)<ϵforany

PPTadversaryA,whereqtisthenumberofqueriesthatA canissuetothe
oracleintheType-IIPrivacygame.

Definition3.5 (Securityof(k,n)-TR-CSS).A(k,n)-TR-CSSschemeΠtcss

issaidtobea(qt,ϵ1,ϵ2)-(k,n)-TR-CSSschemeifithasperfectcorrectness,
ϵ1-Type-IPrivacyand(qt,ϵ2)-Type-IIPrivacy.

3.3.3 Generic Constructionofa(k,n)-TR-CSSscheme

Weproposeagenericconstructionofa(k,n)-TR-CSSscheme. Ourgeneric
constructioncanberegardedasextensionof Krawczyk’s CSSscheme[86].

3Inthisgame,weconsiderW =P(notapropersubsetofP),sincewewanttofocuson
thestrongestsecurity.
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Theideaofourconstructionistocombine Krawczyk’sCSSschemeandan
IB-KEM.ItisnaturalandreasonabletouseanIB-KEMasanbuildingblock
inourconstructions,sinceallcurrently-knownTR-PKEschemes[39,104,96]
arealsoconstructedfromanIBEschemeoranIB-KEM(andaPKEscheme).

Let Πss=(SS.Share,SS.Recon)bea(k,n)-SSscheme, Πida=(IDA.Share,
IDA.Recon)bea(k,n)-IDA, Πkem=(IB.Setup,IB.Gen,IB.Encaps,IB.Decaps)
beanIB-KEM,andletΠdem=(E,D)beaDEM.SupposethatT ⊂IDkem.
Then,a(k,n)-TR-CSSschemeΠtcss=(Setup,Ext,Share,Recon)isconstructed
asfollows.

–(mpk,msk)← Setup(1κ):

1. Output(mpk,msk):=(prm,mk)← IB.Setup(1κ).

–ts(t)← Ext(msk,t):

1. Outputts(t):=skt← IB.Gen(prm,mk,t).

–(u
(t)
1 ,...,u

(t)
n )← Share(Γ,mpk,s,t):

1.(K,ct)← IB.Encaps(prm,t).

2.C← E(K,s).

3.(̃u1,...,̃un)← IDA.Share(1κ,Γ,C).

4.(̂u1,...,̂un)← SS.Share(1κ,Γ,ct).

5. Outputu
(t)
i :=(̃ui,̂ui)(1≤i≤n).

–s← Recon(̂uQ,ts(t)):

1.ct← SS.Recon(1κ,̂uQ).

2.C← IDA.Recon(1κ,̃uQ).

3.K ← IB.Decaps(prm,skt,ct).

4. Outputs← D(K,C).

Wecanshowthattheresulting(k,n)-TR-CSSschemeintheaboveconstruc-
tionissecure,ifagiven(k,n)-SSschemeisa(k,n)-PSSscheme,agiven
IB-KEM meetsIND-ID-CPA,andagivenDEM meetsFTG-CPA,asfollows.

Theorem3.1. IfΠdem isϵ1-FTG-CPAsecure,Πssisa(k,n)-PSSscheme,
andΠkem is(qID,ϵ2)-IND-ID-CPAsecure,thentheresulting(k,n)-TR-CSS
schemeΠtcssintheaboveconstructionisa(qt,δ1,δ2)-(k,n)-TR-CSSscheme,
whereqt=qID,δ1≤ϵ1andδ2≤ϵ1+2ϵ2.

Proof. Itisstraightforwardthattheaboveconstructionmeetsperfectcorrect-
ness. Therestoftheprooffollowsfromthefollowinglemmas.
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Lemma3.1. IfΠdem isϵ1-FTG-CPAsecureandΠssisa(k,n)-PSSscheme,
thentheresulting(k,n)-TR-CSSschemeΠtcssintheaboveconstructionmeets
δ-Type-IPrivacy,whereδ≤ϵ1.

Proof. LetA beaType-IPrivacyadversaryagainsttheproposed(k,n)-TR-
CSSschemeΠtcss. Wedefinethefollowingtwogames:

Game0:ThisistheoriginalType-IPrivacygameforAasfollows.

Step1.W ←∅,(prm,mk)← IB.Setup(1κ).

Step2.(s(0),s(1),t∗,st)←A(chal,prm,mk).

Step3.b
$

←{0,1},(K,ct∗)← IB.Encaps(prm,t∗),

C← E(K,s(b)),

(̃u1,...,̃un)← IDA.Share(1κ,Γ,C),

(̂u1,...,̂un)← SS.Share(1κ,Γ,ct∗),

u
(t∗)
i :=(̃ui,̂ui)(1≤i≤n).

Step4.b′←ACorrupt(·)(guess,st).

Corrupt(·)takesPiasinput,andcomputesW ← W∪{Pi}andoutputs

u
(t∗)
i =(̃ui,̂ui).

Game1:ThisisthesameasGame0exceptforthefollowingmodification:The
underlyingsessionkeyK̃ ofc̃t∗ isindependentfromK,whichisused
forencryptingthechallengesecrets(b). Namely,Game1 isdefinedby
modifyingStep3in Game0asfollows.

b
$

←{0,1},(K,ct∗)← IB.Encaps(prm,t∗),

C← E(K,s(b)),

(̃K,c̃t∗)← IB.Encaps(prm,t∗),

(̃u1,...,̃un)← IDA.Share(1κ,Γ,C),

(̂u1,...,̂un)← SS.Share(1κ,Γ,̃ct∗),

u
(t∗)
i :=(̃ui,̂ui)(1≤i≤n).

LetX0andX1beeventsthatb′=binGame0andGame1,respectively. Then,
wehaveAdvType-I

Πtcss,Γ,A(κ)=|Pr[X0]−1
2|≤|Pr[X0]−Pr[X1]|+|Pr[X1]−1

2|.

Weconstruct aPPTadversaryBagainstPrivacyofΠssbyusinganad-
versaryAagainstType-IPrivacyasfollows.

Bcomputes(mpk,msk):=(prm,mk)← IB.Setup(1κ),andBsends(mpk,
msk)toA. A thenoutputs(s(0),s(1),t∗). B pickstherandombitδ. B
computes(K,ct∗)← IB.Encaps(prm,t∗),C← E(K,s(δ)),and(̃u1,...,̃un)←
IDA.Share(1κ,Γ,C). Then,B runs(̃K,c̃t∗)← IB.Encaps(prm,t∗),andsends
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(c
(0)
t∗ ,c

(1)
t∗ )tothechallengerofPrivacy. WhenAmakesacorruptquery Pi,B

issuesthequeryPitothecorruptoracle,andobtainsûiwhichisgeneratedas

follows:(̂u1,...,̂un)← SS.Share(1κ,Γ,c
(b)
t∗ ),wherebistherandombitinthe

Privacygame.Bthenreturns(̃ui,̂ui)toA.Finally,Aoutputsaguessingbit
δ′,andBoutputsb′=0ifδ=δ′,orb′=1otherwise.

Inthecaseofb=0, BcanperfectlysimulateGame0. Otherwise,Bcan
perfectlysimulateGame1. Hence,wecanevaluatethedifferencebetweenX0

andX1byusingB. Thus,wehave|Pr[X0]−Pr[X1]|=2·AdvPrivacy
Πss,Γ,B(κ)=0.

Finally,weconstructaPPTadversaryBagainstFTG-CPAofΠdembyusing
anadversaryAagainstType-IPrivacyasfollows.Bcomputes(mpk,msk):=
(prm,mk)← IB.Setup(1κ),andBsends(mpk,msk)toA. AfterA outputs
(s(0),s(1),t∗),Boutputs(s(0),s(1))aswell.Inreturn,Bisgivenachallengeci-
phertextC∗← E(K,s(b)),thenBcomputes(̃u1,...,̃un)← IDA.Share(1κ,Γ,C∗).
Bruns(̃K,c̃t∗)← IB.Encaps(prm,t∗),andcomputes(̂u1,...,̂un)← SS.Share(1κ,
Γ,̃ct∗). WhenA makesacorruptquery Pi,B′returns(̃ui,̂ui)toA. Finally,
Aoutputsaguessingbitb′,andBoutputsthesamebit.

Therefore, B providesperfectsimulationforA. Itiseasyseetothat
|Pr[X1]−1

2|≤ϵ1.

Fromtheabovediscussion,theproofiscompleted.

Lemma3.2. IfΠdem isϵ1-FTG-CPAsecureandΠkem meets (qID,ϵ2)-IND-
ID-CPAsecure,thentheresulting(k,n)-TR-CSSschemeΠtcss intheabove
constructionis(qt,δ)-Type-IIPrivacy,whereqt=qIDandδ≤ϵ1+2ϵ2.

Proof. LetA beaType-IIPrivacyadversaryagainsttheproposed(k,n)-TR-
CSSschemeΠtcss. Wedefinethefollowingtwogames:

Game0:ThisistheoriginalType-IIPrivacygameforAasfollows.

Step1.W =P,(prm,mk)← IB.Setup(1κ).

Step2.(s(0),s(1),t∗,st)←ARelease(mk,·)(chal,prm).

Step3.b
$

←{0,1},(K,ct∗)← IB.Encaps(prm,t∗),

C← E(K,s(b)),

(̃u1,...,̃un)← IDA.Share(1κ,Γ,C),

(̂u1,...,̂un)← SS.Share(1κ,Γ,ct∗),

u
(t∗)
i :=(̃ui,̂ui)(1≤i≤n).

Step4.b′←ARelease(mk,·)(guess,u
(t∗)
1 ,...,u(t

∗)
n ,st).

Release(mk,·)takestasinput,andoutputsIB.Gen(prm,mk,t). Note
thatAcannotissuethetargettimet∗afterthechalstage.
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Game1:ThisisthesameasGame0exceptforthefollowing modificationof
Step3asfollows.

b
$

←{0,1},(K,ct∗)← IB.Encaps(prm,t∗),

C← E(K,s(b)),

(̃K,c̃t∗)← IB.Encaps(prm,t∗),

(̃u1,...,̃un)← IDA.Share(1κ,Γ,C),

(̂u1,...,̂un)← SS.Share(1κ,Γ,̃ct∗),

u
(t∗)
i :=(̃ui,̂ui)(1≤i≤n).

LetX0andX1beeventsthatb′=binGame0andGame1,respectively. Then,
wehaveAdvType-II

Πtcss,Γ,A(κ)=|Pr[X0]−1
2|≤|Pr[X0]−Pr[X1]|+|Pr[X1]−1

2|.

Weconstruct aPPTadversaryBagainsttheIND-ID-CPAsecurityofΠkem

byusinganadversaryAagainstType-IIPrivacyasfollows.
Bisgivenmpk :=prm,where(prm,mk)← IB.Setup(1κ),andBtransfers

mpk toA. WhenA makesareleasequery t,Bissuesthequeryttothe
extractoracle,andobtainssktandreturnsittoA. Atsomepoint,Aoutputs
(s(0),s(1),t∗).B pickstherandombitδ. Then,Boutputst∗.Inreturn,B
isgivenapairofasessionkeyandachallengeciphertext(Kb,ct∗), where

bisarandombitintheIND-ID-CPAgame,K0
$

← Kkem,and(K1,ct∗)←
IB.Encaps(prm,ID).BthencomputesC ← E(Kb,s(δ)),and(̃u1,...,̃un)←
IDA.Share(1κ,Γ,C).Bcomputes(̂u1,...,̂un)← SS.Share(1κ,Γ,ct∗).Bfinally

returns(u
(t∗)
1 ,...,u

(t∗)
n ),whereu

(t∗)
i :=(̃ui,̂ui),toA.Amaycontinuetomake

releasequeries,andtheseareansweredbyBasbefore. Finally,A outputsa
guessingbitδ′,andBoutputsb′=0ifδ=δ′,orb′=1otherwise.

Inthecaseofb=1, BcanperfectlysimulateGame0. Otherwise,Bcan
perfectlysimulateGame1. Hence,wecanevaluatethedifferencebetweenX0

andX1byusingB. Thus,wehave|Pr[X0]−Pr[X1]|≤2·AdvIND-ID-CPA
Πkem,B (κ).

Finally,wecanconstructaPPTadversaryBagainsttheFTG-CPAsecurity
ofΠdem byusinganadversaryA againstType-IIPrivacyinasimilarwayto
theproofofLemma3.1. Hence,wehave|Pr[X1]−1

2|≤ϵ1.
Fromtheabovediscussion,theproofiscompleted.

ProofofTheorem3.1.Now,theproofiscompleted.

Weevaluatethesizesofsharesandtime-signalsintheabove(k,n)-TR-CSS
scheme.

Proposition3.1. Thesizesofsharesandtime-signalsrequiredinour(k,n)-
TR-CSSschemearegivenby

|u
(t)
i |=

λ

k
+|K|+COHkem(κ)+COHdem(κ),
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and|ts(t)|=|skt|,

whereCOHkem(κ)andCOHdem(κ)areciphertext-overheadinΠkemandΠdem,
respectively. Here,ciphertext-overheadmeansciphertext-lengthminusplaintext-
length, whichdependsonasecurityparameterκingeneral. Inparticular,

undertheassumptionofRemark2.1,|u
(t)
i |= λ

k+|K|+COHkem(κ).

NotethatthesharesizeinourconstructionisonlyCOHkem(κ)-bitslonger
thanthatin Krawczyk’sCSSscheme.It meansthatwesuccessfullyadded
thetimed-releasefunctionalitytoaCSSschemewithonlytheunderlyingIB-
KEM’sciphertext-overhead.Inaddition,inourconstruction,thisciphertext-
overheaddependsononlythesecurityparameterκ,andnotdependentonthe
secretsize,whichisadvantageinourconstruction. Moreover,thesizeoftime-
signalsisthesameasthatofsecretkeys,andnotdependentonotherones
suchassizeofsecretsλ,n,ork. Namely,theresultingTR-CSSisscalable.

AlthoughwehaveassumedthatCOHdem(κ)=0asin[86](seeRemark2.1),
wecannotassumeCOHkem(κ)=0sincewedonotknowanIB-KEM(andan
IBEscheme)withthisproperty. Therefore,itisplausibleandnaturaltoas-
sumeCOHkem(κ)>0andimprovetheaboveconstruction,whichisthetopic
inthenextsection,byfocusingonaconcreteIND-ID-CPAsecureIB-KEM
basedoncurrentlyknownefficient(butIND-ID-CCAsecure)IB-KEM[84,85].

3.3.4 MoreEfficient Constructionof(k,n)-TR-CSS

Ourgenericconstructionshownintheprevioussectionisverysimpleandcan
beregardedasanaturalextensionofKrawczyk’sCSSscheme.Inthissection,
wegiveamoreefficientconstructionofa(k,n)-TR-CSSschemebasedonour
genericconstruction. Toreducethesharesize,wegiveaspecificconstruction
totheunderlyingIB-KEMinthisconstruction,thoughthisconstructionis
notfullygenericconstruction. Namely,wewanttogeneratenotsharesofan
entireciphertextoftheIB-KEM,butsharesofpartoftheciphertext. Todo
so,wehavetogiveaspecificIB-KEM,particularly,asefficientaspossiblein
termsoftheciphertextsize.

Aroadmapofthisconstructionisasfollows. Wefirstdescribeaspe-
cificIND-ID-CPAsecureIB-KEMbasedon[84,85]sincetherearenoexplicit
constructionsofIND-ID-CPAsecureIB-KEMs. Consequently, werealizean
IB-KEMinwhichtheciphertextconsistsofonlytwocomponents. Then,we
applythisconstructiontotheunderlyingIB-KEMinourgenericconstruction
shownintheprevioussection,andwegeneratesharesofonlyonecomponent
oftheciphertextbyusinga(k,n)-PSSschemesinceitisenoughtoproveits
security. Anothercomponentissplitbyusinga(k,n)-IDAtoreducetheshare
size.

Weconstructanefficient IND-ID-CPAsecureIB-KEMΠkemintermsofthe
ciphertextsizeasfollows. WeassumethateachidentityID:=(id1,id2,...,
idℓ)∈{0,1}ℓisanℓbitstring,whereidi(1≤i≤ℓ)isi-thbitofID.
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–(prm,mk)← IB.Setup(1κ):

1. Choosearandomgeneratorg∈Gandα,u,h0,h1,...,hℓ
$

← G.

2. Computez:=e(g,α).

3. Outputprm:=(g,u,h0,h1,...,hℓ,z)andmk :=α.

–skID← IB.Gen(prm,mk,ID):ForID:=(id1,id2,...,idℓ)∈{0,1}ℓ,

1. Chooseγ
$

← Zp.

2. OutputskID:=(sk
(1)
ID,sk

(2)
ID)=(α(h0

ℓ∏

i=1

hidi
i )γ,gγ).

–(K,cID)← IB.Encaps(prm,ID):ForID:=(id1,id2,...,idℓ)∈{0,1}ℓ,

1. Chooser
$

← Zp.

2. Computec
(1)
ID:=grandc

(2)
ID:=(h0

ℓ∏

i=1

hidi
i )r.

3. OutputK :=zrandcID:=(c
(1)
ID,c

(2)
ID).

–K ← IB.Decaps(prm,skID,cID): ForskID=(sk
(1)
ID,sk

(2)
ID)andcID=

(c
(1)
ID,c

(2)
ID),

1. OutputK =e(sk
(2)
ID,c

(2)
ID)/e(sk

(1)
ID,c

(1)
ID).

Itiseasytoseetheaboveconstructionsatisfiesthecorrectnessproperty:

e(sk
(1)
ID,c

(1)
ID)

e(sk
(2)
ID,c

(2)
ID)

=
e(α(h0

∏ℓ
i=1hidi

i )γ,gr)

e(gγ,(h0
∏ℓ

i=1hidi
i )r)

=
e(α,gr)e((h0

∏ℓ
i=1hidi

i )γ,gr)

e(gγ,(h0
∏ℓ

i=1hidi
i )r)

=
e(α,g)re((h0

∏ℓ
i=1hidi

i ),g)rγ

e(g,(h0
∏ℓ

i=1hidi
i ))rγ

=e(α,g)r=K.

WecanprovesecurityoftheaboveIB-KEMundertheDBDHassumption
inasimilarwaytotheproofof[85,Thm.1].

Theorem3.2. Letδbeanupperboundoftheadvantageofanadversaryin
theDBDHproblem,andletqID(< p

2(n+1))beanupperboundonthenumber
ofkey-derivationqueries madebyanadversaryintheIND-ID-CPAgameof
theaboveIB-KEMΠkem.Ifthe DBDHassumptionholds,thentheresulting
IB-KEMΠkemintheaboveconstructionis(qID,ϵ)-IND-ID-CPAsecure,where
ϵ≤8(ℓ+1)qIDδ.
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Next,weproposeanefficientconstructionofa(k,n)-TR-CSSschemeby
usingtheaboveIB-KEM Πkem. WeconsiderasetofidentitiesIDinthe
underlyingIB-KEMasasetoftimeTasinourgenericconstructiondescribed
intheprevioussection. Namely,eachtimet:=(t1,t2,...,tℓ)∈{0,1}ℓisan
ℓbitstring, whereti(1≤ i≤ ℓ)isi-thbitoft. Πss, Πidaand Πdem are
thesameasthoseinourgenericconstructionshownintheprevioussection.
AlthoughwewriteoutputofeveryalgorithmintheunderlyingIB-KEMina
generic manner,eachalgorithmisexecutedasabove.

–(mpk,msk)← Setup(1κ):

1. Output(mpk,msk):=(prm,mk)← IB.Setup(1κ).

–ts(t)← Ext(msk,t):

1.ts(t):=(sk
(1)
t ,sk

(2)
t )← IB.Gen(prm,msk,t).

–(u
(t)
1 ,...,u

(t)
n )← Share(Γ,mpk,s,t):

1.(K,(c
(1)
t ,c

(2)
t ))← IB.Encaps(prm,t).

2.C← E(K,s).

3.(̂u
(1)
1 ,...,̂u

(1)
n )← IDA.Share(1κ,Γ,c

(1)
t )

4.(̂u
(2)
1 ,...,̂u

(2)
n )← SS.Share(1κ,Γ,c

(2)
t ).

5.(̃u1,...,̃un)← IDA.Share(1κ,Γ,C).

6. Outputu
(t)
i :=(̃ui,̂u

(1)
i ,̂u

(2)
i )(1≤i≤n).

–s← Recon(uQ,ts(t)):]

1.C← IDA.Recon(1κ,̃uQ).

2.c
(1)
t ← IDA.Recon(1κ,̂u

(1)
Q ).

3.c
(2)
t ← SS.Recon(1κ,̂u

(2)
Q ).

4. Afterreceivingatime-signalts(t)=(sk
(1)
t ,sk

(2)
t )atthespecified

timet,K ← IB.Decaps(prm,ts(t),ct).

5.s=D(K,C).

Weobtainthefollowingtheoremandgivetheproofsketchofitsincewe
canproveitinasimilarwaytotheproofofTheorem3.1.

Theorem3.3. Letqbethenumberofqueriesandϵbeanupperboundofthe
advantageofanadversaryinIND-ID-CPAgameoftheIB-KEMΠkem.IfΠdem

isϵ′-FTG-CPAsecureandΠssisa(k,n)-PSSscheme,thentheresulting(k,n)-
TR-CSSschemeΠtcssintheaboveconstructionisa(qt,δ1,δ2)-(k,n)-TR-CSS
scheme,whereqt=q,δ1≤ϵ′andδ2≤ϵ′+2ϵ.
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ProofSketch.TheIB-KEMΠkemmeets IND-ID-CPAsecurity. Hence,thedif-
ferencebetweenthegenericconstructionshownintheprevioussectionandthe
aboveconstructionisthatwegeneratesharesoftheentireciphertextofK or
partoftheciphertextofK byusinga(k,n)-PSSscheme. Therefore,wedo
nothavetoreconsiderType-IIPrivacyofthisconstruction,sinceitisthesame
situationasourgenericconstructionintheType-IIPrivacygamesetting(i.e.,
theadversarycanreconstructtheciphertextofK inbothcases). Therefore,
wecanobtainδ2≤ ϵ′+2ϵasintheproofofLemma3.2. Moreover,inthe

Type-IPrivacygamesetting,eveniftheadversaryobtainsc
(1)
t ,theadversary

cannotgetanyinformationonK sincetheadversarycannotdistinguishc
(1)
t

andarandomelementinG. Actually,aformofc
(1)
t isgr. Therefore,wecan

obtainδ1≤ϵ′asintheproofofLemma3.1.

Weevaluatethesizesofsharesandtime-signalsintheabove(k,n)-TR-CSS
scheme.

Proposition3.2. Thesizesofsharesandtime-signalsrequiredintheabove
(k,n)-TR-CSSschemearegivenby

|u
(t)
i |=

λ

k
+|G|+

|G|

k
+COHdem(κ),and|ts(t)|=2|G|,

where|G|denotesthelengthoftheelementofG.Inparticular,underthe

assumptionofRemark2.1,wehave|u
(t)
i |= λ

k+|G|+|G|/k.

Since|G|= |GT|= |K|intheaboveconstruction,thispropositionsays
thatwecanachievethesharesizewhichisclosetothatof Krawczyk’sCSS
schemewhenkissufficientlylarge. Moreover,tothebestofourknowledge,
thereisnoIB-KEM(andIBEscheme)withnon-redundantciphertextssofar.
Hence,inthesenseoftheshare-overheadcompared with Krawczyk’s CSS
scheme,wecansaythatthisconstructionisalmostoptimal.

3.3.5 Discussion

WediscussseveralpointsofTR-CSStoclarifyourcontributionsofthischap-
ter.Specifically,wediscussadequacy,needsandextensionsofTR-CSS.

Ourschemeisanaturalextensionof Krawczyk’s CSSscheme. In
thecasethatT = ∅,mpk isasecurityparameterκ,andmsk isanempty
string(i.e.,ifweremovetheconceptoftimefromTR-CSS),the modeland
securitydefinitionof(k,n)-TR-CSSarethesameasthoseoftraditional(k,n)-
SS(seeRemark3.1). Namely,our modelofTR-CSSincludesthe modelof
traditionalsecretsharingschemes.

Intermsofagenericconstruction,Krawczyk’sCSSschemeisthespecial
caseofourTR-CSSscheme.Thisisbecauseourconstructioncanberegarded
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asKrawczyk’sCSSschemeintheabovesituation:Sincethereisnoconceptof
time(i.e.T=ID=∅),itneednotexecuteanencapsulationalgorithmand
adecapsulationalgorithmoftheunderlyingIB-KEM,anditisnaturaland
reasonabletoregardctasK. Namely,ourconstructioncanbeconsideredas
theextensionofKrawczyk’sCSSscheme.

Alternativeconstructionanditslimitation. One mayconsideracon-
structionstartingfromaTR-PKEscheme. However,aTR-PKEschemeis
insufficientforefficientlyconstructingaTR-CSSschemeinthesenseofthe
achievablesharesize. Specifically,weconstructa(k,n)-TR-CSSschemeby
usingaTR-PKEschemeasfollows.LetΠss=(SS.Share,SS.Recon)bea(k,n)-
SSscheme, Πida=(IDA.Share,IDA.Recon)bea(k,n)-IDA, Πtpke=(TR.Init,
TRKeyGen,TR.Release,TR.Enc,TR.Dec)beaTR-PKEscheme,andletΠdem=(E,
D)beaDEM.SupposethatT ⊂T̂.Then,a(k,n)-TR-CSSschemeΠtcss=(Setup,
Ext,Share,Recon)isconstructedasfollows.

–(mpk,msk)← Setup(1κ):

1. Output(mpk,msk):=(params,tsk)← TR.Init(1κ).

–ts(t)← Ext(msk,t):

1. Outputts(t)← TR.Release(tsk,t).

–(u
(t)
1 ,...,u

(t)
n )← Share(Γ,mpk,s,t):

1. ChooseK
$

←KDEM.

2.C← E(K,s).

3.(upk,usk)← TRKeyGen(params).

4.ctt← TR.Enc(params,upk,K,t).

5.(̃u1,...,̃un)← IDA.Share(1κ,Γ,C).

6.(̂u1,...,̂un)← SS.Share(1κ,Γ,ctt).

7.(́u1,...,́un)← SS.Share(1κ,Γ,usk).

8. Outputu
(t)
i :=(̃ui,̂ui,́ui)(1≤i≤n).

–s← Recon(̂uQ,ts(t)):

1.ctt← SS.Recon(1κ,̂uQ).

2.usk← SS.Recon(1κ,́uQ).

3.C← IDA.Recon(1κ,̃uQ).

4.K ← TR.Dec(params,usk,ts(t),ctt,t).

5. Outputs← D(K,C).
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Theresulting(k,n)-TR-CSSschemeintheaboveconstructionissecure,ifa
given(k,n)-SSschemeisa(k,n)-PSSscheme,agivenTR-PKEschememeets
IND-CTPA,andagivenDEM meetsFTG-CPA,asfollows.

Proposition3.3. IfΠdemisϵ1-FTG-CPAsecure,Πssis(k,n)-PSS,andΠtpke

is(qts,ϵ2)-IND-CTPAsecure,thentheresulting(k,n)-TR-CSSschemeΠtcssin
theaboveconstructionisa(qt,δ1,δ2)-(k,n)-TR-CSSscheme,whereqt=qts,
δ1≤ϵ1andδ2≤ϵ1+2ϵ2.

WeomittheproofofProposition3.3sincewecanproveitinasimilarway
totheproofofTheorem3.1.

Weshowthatthesharesizeofthealternativeconstructionasfollows.

Proposition3.4. Thesharesizerequiredina(k,n)-TR-CSSschemeis

|u
(t)
i |=

λ

k
+|K|+COHtre(κ)+COHdem(κ)+|usk|,

whereCOHtre(κ)andCOHdem(κ)areciphertext-overheadusedintheunder-
lyingTR-PKEschemeandtheunderlyingDEM,respectively,and|usk|isthe
lengthofsecretkeysoftheTR-PKEscheme. Evenundertheassumptionof

Remark2.1,|u
(t)
i |= λ

k+|K|+COHtre(κ)+|usk|.

Asseenabove,asecretkeyoftheTR-PKEschememustbesentasapart
oftheshareinthisconstruction,sinceadealergeneratesapairofpublicand
secretkeys. NotethatouraimistorealizeaTR-CSSschemewiththesmallest
possiblesharesize.Incidentally, KEMsinthetimed-releasesecuritysetting
havenotbeenproposedsofar.

Moreover,one mayconsideranotherapproachfromaTR-PKEscheme:
eachparticipantsgeneratesapairofpublicandsecretkeys,andadealer
encryptseachsharebythecorrespondingpublickeyoftheTR-PKEscheme.
Thisapproachcanavoidsendingasecretkeyofthe TR-PKEschemeasa
partoftheshare,however,thisisastrongersituationthanthetraditional
secretsharingschemessetting. Thatis,eachparticipantmustgenerateapair
ofpublicandsecretkeysintheapproach(inaddition,allpublickeysmustbe
certifiedbyapublickeyinfrastructure).

Robust TR-CSSschemes. (k,n)-TR-CSSschemescaneasilyachievethe
robustness,which meansthepropertythatparticipantscandefinitelyrecon-
structthecorrectsecretfromanysubmittedsharesincludingatleastkcorrect
shares,otherwisethereconstructalgorithmalwaysoutputs⊥(i.e.,itdoesnot
outputanyvaluewhichisdifferentfromtheoriginalsecret).Thereisasimple
methodtotransformanyCSSschemeintoarobustCSSschemebyusingDS
schemes(withouttakingintoaccountefficiency).Specifically,thedealergen-
eratesasignatureforeachsharebyusinghissecretkey,andthenparticipants
reconstructthesecretfromshareswhosesignaturesarecorrect(see[54,122]
forsimilardiscussions). Hence,wecanachievetherobustTR-CSSschemein
thesameway.
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TR-CSSschemes withageneralaccessstructure Γ. Aconceptof
ageneralaccessstructureΓ:=(Q,F)isconsideredtogeneralize(k,n)-
thresholdschemes[11,78]. AqualifiedsetQ∈ Q isthesetofparticipants
thatcanreconstructthesecret,whereasanyparticipantsofaforbiddenset
F∈F cannotgetanyinformationonthesecret,whereQ ⊂2P andF ⊂2P

arefamiliesofqualifiedsetsandforbiddensets,respectively. Andweassume
thatQ∪F =2P andQ∩F =∅.

In[6],B́eguinandCrestiproposedanIDAwithageneralaccessstructure
Γ(calledageneralIDA)andthenconstructedaCSSschemewithageneral
accessstructureΓ(calledageneralCSSscheme)byusingthegeneralIDA.
Byapplyingtheiridea, wecaneasilyrealizeageneral TR-CSSschemeby
replacinga(k,n)-PSSschemeanda(k,n)-IDAwiththegeneralPSSscheme
andthegeneralIDA,respectively,inourconstructions.

3.4 MultipleEncryptionandThresholdEncryption
with Timed-ReleaseFunctionality

Inthissection,weshowthataTR-CSSschemecanprovideathresholden-
cryptionscheme[50]withthetimed-releasefunctionality. DodisandKatz[54]
showedthata multipleencryptionschemecanbetransformedtoathresh-
oldencryptionscheme. Therefore,wefirstconsider multipleencryptionwith
timed-releasefunctionality,sincemultipleencryptionhasmanyotherapplica-
tions.

3.4.1 The Modelof MultipleEncryption

In multipleencryption(ME),aplaintextisencryptedbyusingindependent
secretkeysordistinctPKEschemesbasedondifferentcomputationalassump-
tions. An MEschemeprovidesbettersecuritythanaPKEscheme,sinceeven
ifunderlyingassumptionsofsomecomponentPKEschemesarebrokenor
someofsecretkeysareleaked,theconfidentialitycanstillbe maintainedby
theremainingPKEschemes(fordetails,see[54,149,103]).

WeadaptthemodelofmultipleencryptionshownbyDodisandKatz[54].
An MEscheme Πme consistsoffive-tuplealgorithms(M.Gen, M.Enc,Split,
M.Dec, M.Combine)definedasfollows,whereM me isasetofplaintextsde-
terminedbyasecurityparameterκ.

–(EK,DK)← M.Gen(1κ): Aprobabilisticalgorithmforkeygeneration.
Ittakesasecurityparameterκasinput,andoutputsapublickeyEK
andsecretkeysDK :=(DK1,...,DKn).

–C← M.EncL(EK,M):Aprobabilisticalgorithmforencryption.Ittakes
apublickeyEK,alabelL,andaplaintextM ∈ Mme asinput,and
thenoutputsaciphertextC.
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–C ← SplitL(EK,C):Adeterministicalgorithmforsplittingaciphertext.
IttakesapublickeyEK,alabelL,andaciphertextC asinput,and
outputsnciphertextsharesC :=(C1,...,Cn).

–Mior⊥ ←M.Dec(DKi,Ci): Adeterministicalgorithmfordecryption.
IttakesasecretkeyDKiandaciphertextshareCiasinputs,and
outputsaplaintextshareMior⊥.

–M or⊥ ← M.Combine(M ): Adeterministicalgorithmforcombining
plaintextshares.IttakesallplaintextsharesM :=(M1,...,Mn)as
input,andoutputstheplaintextM ∈ Mme or⊥ /∈ Mme.

Intheabove model, weassumethat Πme meetsthefollowing correctness
property: Forallκ∈N,alllabelsL,all(EK,DK)← M.Gen(1κ)andall
M ∈ Mme,itholdsthat

M ← M.Combine(DEC(SplitL(EK,M.EncL(EK,M)))),

whereDEC(C):=(M.Dec(DK1,C1),...,M.Dec(DKn,Cn))for(C1,...,Cn)←
SplitL(EK,M.EncL(EK,M)).

Wedescribenotionsofindistinguishabilityagainstthefollowingfourat-
tacks[54]: multiplechosenplaintextattack(IND-MCPA),weak multiplecho-
senciphertextattack(IND-wMCCA), multiplechosenciphertextattack(IND-
MCCA),andstrong multiplechosenciphertextattack(IND-sMCCA).LetA
beaPPTadversary,andletX∈{MCPA,wMCCA,MCCA,sMCCA}.LetAbea
PPTadversary,andA’sadvantageagainsttheIND-Xsecurityisdefinedby

AdvIND-X
Πme,A(κ):=

Pr








b′=b

W ←∅,(EK,DK)← M.Gen(1κ),

(M∗
0,M∗

1,L∗,st)←ACorrupt(·),O(chal,EK),

b
$

←{0,1}, C∗← M.EncL∗(EK,Mb),

b′←ACorrupt(·),O(guess,C∗,st)








−
1

2
.

Here, we require|M∗
0|= |M∗

1|,andstisstateinformation.Corrupt(·)isa
corruptoraclewhichtakesanIDiasinput,andthenW ← W∪{Pi}and
returnsDKi.A canquerytoCorrupt(·)until|W|= d.Inaddition,O is
anoraclecorrespondingtoattacks(seeTable3.1).Aisallowedtoaccessthe
aboveoracleatmostqctimesatanytime,howeveritcannotsubmitthetarget
ciphertextC∗toO.Inadditiontothis,weneedtoaddtworestrictionsin
theIND-sMCCAgame. First,A cannotsubmit(i,C∗

i),whereC∗
i ∈C∗ and

(C∗,aux)← SplitL∗(EK,C∗).Second,weneedtheweaklycollision-resistant
property,which meansthatanyPPTadversaryA cannotfindC′suchthat

Split
(i)
L (EK,C)=Split

(i)
L (EK,C′)andC′̸=C,whereSplit

(i)
L (EK,C)denotes

thei-thoutputofSplitL(EK,C)(see[54]fortheformaldefinition).
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X MCPA wMCCA MCCA sMCCA

O empty M.Combine(DEC(Split(·)(·))) DEC(Split(·)(·)) Dec(DK(·),·)

Table3.1: OraclesintheIND-Xgame.

Definition3.6 (Securityof ME[54]).For∃κ0∈Nand∀κ≥κ0,a multiple
encryptionschemeΠme issaidtobe(d,qc,ϵ)-IND-Xsecureifthereexistsa
negligibleϵinκsuchthatAdvIND-X

Πme,A(κ)<ϵ holdsforanyPPTadversaryA,
wheredisthemaximumnumberofsecretkeysthatAcanobtainandqcisthe
numberofqueriesthatA canissuetotheoracleO intheIND-Xgame.

3.4.2 Advantagesoftimed-releasefunctionalityfromTR-CSS
ratherthan TR-PKE

DodisandKatz[54]proposedagenericconstructionofanIND-MCCAsecure
MEschemebyusing nIND-CCAsecurePKEschemes,an OTSschemeand
a(k,n)-CSSscheme,whichissimpleandelegant. Wewanttoextendtheir
constructionsothattheresulting MEschemehasthetimed-releasefunction-
ality.Toaddthetimed-releasefunctionalityto MEbasedontheconstruction,
wecannaturallyconsiderthefollowingtwoapproaches: Eitherreplacingthe
underlyingIND-CCAsecurePKEschemewithanIND-CCAsecureTR-PKE
scheme,orreplacingtheunderlying(k,n)-CSSschemewitha(k,n)-TR-CSS
scheme.4 Theformerseemstobeanaturalsolution,however,thisapproach
hastwodisadvantagesasfollows.

•Theformerneedstoreplaceatleastn−k+1PKEschemeswithTR-
PKEschemestoguaranteeitssecurity. Actually,themostefficientIND-
CCAsecure TR-PKEschemeisconstructedfromanIND-CCAsecure
PKEscheme5andanIND-ID-CPAsecureIB-KEM[96]. Therefore,the
formerleadstocombiningtheDodis–Katzconstructionwithn−k+1
IB-KEMs. Onetheotherhand,thelatteronlyneedstoreplacea(k,n)-
CSSschemewitha(k,n)-TR-CSSscheme. Namely,byusingour(k,n)-
TR-CSSschemeinSection3.3.3,thelatteronlyneedstocombinethe
Dodis–KatzconstructionwithonlyoneIB-KEM.

•As mentionedin[54], multipleencryption mightbeusedindifferent
scenarios: AllsecretkeysDK mightbeco-locatedinasingleplace(i.e.
alocalserverofareceiver);oreachsecretkeyDKimightbestored
indifferentlocations(i.e. ondifferentservers). Torespondtoboth
scenarios,wearguethatthelatterisbetterthantheformer.Specifically,

4Ourgoalis tokeepconfidentialityuntilthespecifiedtimecomes. Therefore,wedonot
considerreplacingOTSschemes.

5Tobeprecise,anIND-CCAsecuretag-KEM[1]andaDEM.However,weroughlydescribe
herefortheeasy-to-understandexplanationsinceanIND-CCAsecurePKEschemecanbe
constructedfromtheseprimitives.
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theformerapproachcanrealizeonlyapartialdecryptionalgorithmwith
thetimed-releasefunctionality. Namely,whenthespecifiedtimecomes,
areceivergetsplaintextshares,andthenobtainsaplaintext.It means
thatareceiver mustaccesseachserverandgetplaintextsharesafter
thespecifiedtime. Ontheotherhand,thelatterapproachcanrealize
acombiningalgorithmwiththetimed-releasefunctionality. Namely,a
receivercangetplaintextsharesbeforespecifiedtimecomes,andthen,
heobtainsaplaintextwhenthespecifiedtimecomes.It meansthata
receivercanaccesseachserverandgetplaintextsharesinadvance. Of
course,noinformationontheplaintextisleakedfromplaintextshares
beforethespecifiedtime. Whenthespecifiedtimecomes,thereceiver
cangetaplaintextwithoutcommunicatingwithservers(i.e.,thereceiver
cangetaplaintextwithonlylocalcomputationatthattime).

3.4.3 Timed-Release MultipleEncryption

Basedondiscussionintheprevioussection,weconsider multipleencryption
withthesuitabletimed-releasefunctionality,whichwecalltimed-release mul-
tipleencryption(TR-ME).

The model

ATR-MEschemeΠtrme=(TM.Setup,TM.KeyGen,TM.Ext,TM.Enc,TM.Split,
TM.Dec,TM.Combine)definedasfollows,whereM tme isasetofplaintexts
determinedbyasecurityparameterκ.

–(Par,MK)← TM.Setup(1κ): Aprobabilisticalgorithmforsetup.It
takesasecurityparameterκasinputandoutputsapublicparameter
Paranda mastersecretkeyMK.

–(MEK,MDK )← TM.KeyGen(Par): Aprobabilisticalgorithmforkey
generation. IttakesapublicparameterParasinputandoutputsa
publickeyMEK andsecretkeysMDK :=(MDK1,...,MDKn).

–ts(t)← TM.Ext(MK,t): Aprobabilisticalgorithmforgeneratingtime-
signals.IttakesthemastersecretkeyMK andtimet∈T asinputand
outputsatime-signalts(t)attimet.

–C(t)← TM.EncL(Par,MEK,M,t): Aprobabilisticalgorithmforen-
cryption.IttakesthepublicparameterPar,thepublickeyMEK,a
labelL,aplaintextM ∈ Mtme,andaspecifiedtimetasinput,and
thenoutputsaciphertextC(t)attimet.

–C(t)or⊥ ←TM.SplitL(Par,MEK,C(t)): Adeterministicalgorithmfor
splittingaciphertext.IttakesthepublicparameterPar,thepublickey
MEK,alabelL,andaciphertextC(t)asinput,andthenoutputsn

ciphertextsharesC(t):=(C
(t)
1 ,...,C

(t)
n )attimetor⊥.
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–M
(t)
i or⊥ ← TM.Dec(MDKi,C

(t)
i ): Adeterministicalgorithmforde-

cryption.IttakesasecretkeyMDKiandaciphertextshareC
(t)
i as

inputsandthenoutputsaplaintextshareM
(t)
i or⊥.

–M or⊥ ← TM.Combine(M (t),ts(t)): Adeterministicalgorithmfor

combiningplaintextshares.IttakesallplaintextsharesM (t):=(M
(t)
1 ,

...,M
(t)
n )andthetime-signalts(t)atthespecifiedtimetasinput,and

thenoutputstheplaintextM or⊥.

Intheabove model, weassumethat Πtrme meetsthefollowing correctness
property: Forallκ∈N,alllabelsL,all(Par,MK)← TM.Setup(1κ),all
(MEK,MDK )← TM.KeyGen(Par,Γ),allt,allts(t) ← TM.Ext(MK,t),
andallM ∈ Mtme,itholds

M ← TM.Combine(DEC(TM.SplitL(Par,MEK,

TM.EncL(Par,MEK,M,t))),ts(t)),

whereDEC(C(t)):=(TM.Dec(MDK1,C
(t)
1 ),...,TM.Dec(MDKn,C

(t)
n ))for

(C
(t)
1 ,...,C

(t)
n )← TM.SplitL(Par,MEK,TM.EncL(Par,MEK,M,t))),ts(t))).

Security

AsinTR-PKE[33],weneedtoconsidersecurityagainstacurioustime-server
(time-serversecurity)andsecurityagainstareceiver(insidersecurity).There-
fore,wedefinethenotionofindistinguishabilityagainstmultiplechosencipher-
textattack(IND-MCCA)fortime-serversecurityandthenotionofindistin-
guishabilityagainst multiplechosentimeandplaintextattack(IND-MCTPA)
forinsidersecurity6. Theformernotionmeansthatevenatime-servercannot
obtainanyinformationontheunderlyingplaintextfromthetargetciphertext,
andthelatternotion meansevenalegitimatereceivercannotobtainanyin-
formationontheunderlyingplaintextwithoutthetime-signalatthespecified
time.

Weformalizetheformernotion, IND-MCCAsecurity. LetA beaPPT
adversary,andA’sadvantageagainsttheIND-MCCAsecurityisdefinedby

AdvIND-MCCA
Πtrme,A (κ):=

Pr












b′=b

W ←∅,(Par,MS)← TM.Setup(1κ),
(MEK,MDK )← TM.KeyGen(Par),
(M∗

0,M∗
1,L∗,t∗,st)

←ACorrupt(·),O(chal,MEK,Par,MK),

b
$

←{0,1}, C(t∗)← TM.EncL∗(Par,MEK,Mb,t∗),

b′←ACorrupt(·),O(guess,C(t∗),st)












−
1

2
.

6As mentioned in[49],itisonlynecessarytoconsideranotionof“CPA”forinsider
security,sinceanadversaryhasallsecretkeysandhencehecandecryptciphertextsby
accesstoatime-signalsgenerationoracle.
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Here, we require|M∗
0|= |M∗

1|,andstisstateinformation. Corrupt(·)is
acorruptoraclewhichtakesanID iasinput,andthenW ← W∪{i}
andreturnsMDKi. A canquerytoCorrupt(·)until|W|= d. Inaddi-
tion,O isadecryptionoracle whichtakes(C(t),L)asinputandoutputs
DEC(TM.Split(·)(Par,MEK,·)).A isallowedtoaccessthedecryptionora-
cleatmostqctimesatanytime,howeveritcannotsubmitthetargetciphertext
andlabel(C(t∗),L∗)totheoracle.

Definition3.7 (IND-MCCA).For∃κ0∈Nand∀κ≥κ0,aTR-MEscheme
Πtrmeissaidtobe(d,qc,ϵ)-IND-MCCAsecureifthereexistsanegligibleϵin
κsuchthatAdvIND-MCCA

Πtrme,A (κ)<ϵ holdsforanyPPTadversaryA,wheredis
the maximumnumberofsecretkeysthatA canobtainandqcisthenumber
ofqueriesthatA canissuetothedecryptionoracleintheIND-MCCAgame.

Next,weformalizethelatternotion.LetAbeaPPTadversary,andA’s
advantageagainsttheIND-MCTPAsecurityisdefinedby

AdvIND-MCTPA
Πtrme,A (κ):=

Pr












b′=b

(Par,MK)← TM.Setup(1κ),
(MEK,MDK )← TM.KeyGen(Par),
(M∗

0,M∗
1,L∗,t∗,st)

←ARelease(MK,·)(chal,MEK,MDK ,Par),

b
$

←{0,1}, C(t∗)← TM.EncL∗(Par,MEK,Mb,t∗),

b′←ARelease(MK,·)(guess,C(t∗),st)












−
1

2
.

Here, we require|M∗
0|= |M∗

1|,andstisstateinformation.Release(MK,·)
isatime-signalsgenerationoraclewhichtakestimetasinput,andreturns
TM.Ext(MK,t).AcanquerytoRelease(MK,·)at mostqttimes,however,it
cannotsubmitthetargettimet∗toRelease(MK,·)afterthechalstage.

Definition3.8 (IND-MCTPA).For∃κ0∈Nand∀κ≥κ0,aTR-MEscheme
Πtrme issaidtobe(qt,ϵ)-IND-MCTPAsecureifthereexistsanegligibleϵin
κsuchthatAdvIND-MCTPA

Πtrme,A (κ)<ϵholdsforanyPPTadversaryA,whereqtis
thenumberofqueriesthatAcanissuetothetime-signalgenerationoraclein
theIND-MCTPAgame.

Construction

As mentionedinSection3.4.2,wecanrealizeasecureTR-MEschemeinthe
abovesensebyreplacinga(k,n)-CSSschemeintheDodis–Katzconstruction
witha(k,n)-TR-CSSscheme.LetΠpke=(Gen,Enc,Dec)beaPKEscheme,
Πots =(KG,Sign,Vrfy)bean OTSscheme,and Πtcss =(Setup,Ext,Share,
Recon)bea(k,n)-TR-CSSscheme. ATR-MEschemeΠtrmeisconstructed
fromΠpke,ΠotsandΠtcssasfollows.
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–(Par,MK)← TM.Setup(1κ):

1. Output(Par,MK):=(mpk,msk)← Setup(1κ).

–(MEK,MDK )← TM.KeyGen(Par,Γ):

1. Compute(pki,ski)← Gen(1κ)foreveryi∈[n].

2. OutputMEK :=(pk1,...,pkn,Γ)andMDK :=(dk1,...,dkn)
whereMDKi:=dki(1≤i≤n).

–ts(t)← TM.Ext(MK,t):

1. Outputts(t):=̃ts
(t)

← Ext(msk,t).

–C(t)← TM.EncL(Par,MEK,M,t):

1. Compute(VK,SK)← KG(1κ)and(u
(t)
1 ,...,u

(t)
n )← Share(Γ,mpk,

M,t).

2.SetCi← EncVK(pki,u
(t)
i )(i∈[n]).

3. Computeσ← Sign(SK,(C1,...,Cn,L)).

4. OutputC(t):=(C1,...,Cn,VK,σ).

–C(t)or⊥ ←TM.SplitL(Par,MEK,C(t)):

1.If0← Vrfy(VK,(C1,...,Cn,L),σ),thenoutput⊥.

2. Otherwise,outputC(t):=(C
(t)
1 ,...,C

(t)
n ,VK), whereC

(t)
i :=Ci

(i∈[n]).

–M
(t)
i or⊥ ←TM.Dec(MDKi,C

(t)
i ):

1. OutputM
(t)
i :=̃u

(t)
i ← DecVK(ski,Ci).

–M or⊥ ←TM.Combine(M (t),ts(t)):

1. OutputM ← Recon((̃u
(t)
1 ,...,̃u

(t)
n ),̃ts

(t)
).

Theorem3.4. IfΠpkeis(q,ϵ1)-IND-CCAsecure,Πots isϵ2-sUF-OTsecure
andΠtcss meets ϵ3-Type-IPrivacy,thentheresultingTR-MEschemeΠtrme

intheaboveconstructionis(d,qc,δ)-IND-MCCAsecure, whered= k−1,
qc=(n−k+1)qandδ≤2nϵ1+ϵ2+ϵ3.

Proof. Wecanprovethistheoreminasimilarwaytotheproofof[54,Theorem
1]. LetA beanIND-MCCAadversaryagainsttheproposedTR-MEscheme
Πtrme. WesupposeGameRealistheoriginalIND-MCCAgameforAasfollows.

Step1.W ←∅,(mpk,msk)← Setup(1κ),

(pki,ski)← Gen(1κ)(i∈[n]),
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Step2.(M0,M1,L∗,t∗,st)←ACorrupt(·),O(chal,mpk,msk,pk1,...,pkn).

Step3.b
$

←{0,1},(VK∗,SK∗)← KG(1κ),

(u
(t∗)
1 ,...,u(t

∗)
n )← Share(Γ,mpk,Mb,t∗),

C∗
i← EncVK∗(pki,u

(t∗)
i )(i∈{1,...,n}),

σ∗← Sign(SK∗,(C∗
1,...,C∗n,L∗)),

Step4.b′←ACorrupt(·),O(guess,VK∗,C∗
1,...,C∗n,σ∗,st).

Corrupt(·)takesPiasinput,andcomputesW ← W∪{Pi}andoutputs
DKi=ski.O takes(C,L)=((C1,...,Cn,VK,σ),L)asinput,andoutputs
(DecVK(sk1,C1),...,DecVK(skn,Cn))if1← Vrfy(VK,(C1,...,Cn, L),σ).
NotethatAisnotallowedtoissue(C,L)suchthat(C,L)̸=(C∗,L∗).

Wesaythatapairofaciphertextandalabel(C=(C0,···,C4,VK,σ),L)
isvalidifVrfy(vk,(C1,···,Cn,L),σ)→ 1. Supposethat(VK∗,SK∗)←
KG(1κ)isgeneratedinStep1(notinStep3). This modificationdoesnot
affectadversary’sview. Wedefinethefollowingevent:

Forge:A issuesaquery(C =(C1,...,Cn,VK∗,σ),L)suchthat(C,L)is
validtoO.

Wealsodefinethefollowinggames:

Game0:ThisisthesameasGameReal exceptthatForgeneveroccurs.

Gamek(1≤k≤n−k+1):ThisisthesameasGamek−1exceptforthefol-

lowing modification: Thek-thshareu
(t)
i ofthechallengeplaintextMb

is0|u
(t)
i |.

Gamek(1≤k≤n−k+1):ThisisthesameasGamekexceptforthefollow-
ing modification:AneverissuesaqueryktoCorrupt.

LetXReal,Xk (0≤ k≤ n−k+1), X̃k (0≤ k≤ n−k+1),and XFinal be

eventsthatb′=binGameReal,Gamek,Gamek,andGameFinal,respectively.
Therestoftheprooffollowsfromthefollowinglemmas.

Lemma3.3. Pr[Forge]≤ϵ2.

Proof. WeconstructaPPTadversary F againstthesUF-OTsecuritybyus-
ingaPPTadversaryA againsttheIND-MCCAsecurity.F keepsVK∗re-
ceivedfromthechallengerofthesUF-OTgame.F generates(mpk,msk)←
Setup(1κ)and(pki,ski)← Gen(1κ)foreveryi∈[n],andsends(mpk,msk,
pk1,...,pkn)toA.F canansweranyqueriesforalloracles. Afterreceiving
(M∗

0,M∗
1,L∗,t∗)fromA,F createsC∗

1,...,C∗n,issues(C∗
1,...,C∗

n,L∗)tothe
Signoracle,andgetsσ∗.Fsends(C∗

1,...,C∗n,VK∗,σ∗)asachallengecipher-
text. Atsomepoint,F receivesaquery((C1,...,Cn,VK∗,σ),L). Then,F
simplyoutputs((C1,...,Cn,L),σ)asaforgerysince((C1,...,Cn,L),σ)̸=
((C∗

1,...,C∗n,L∗),σ∗).
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Lemma3.4. n−k+1
n Pr[Xj]=Pr[̃Xj]foreveryj∈[n−k+1].

Proof. SinceeachsecretkeyMDKj=skjisgeneratedwiththesameproce-
dure,wecanconsiderthattheprobabilitythatAchoosesanidentityjforthe
corruptqueryisuniform. Then,theprobabilitythatjisnotincludedasetof
thek−1identitieschosenbyAis

(
n−1
k−1

)

(
n

k−1

)=
n−k+1

n
.

Therefore,wehaven−k+1
n Pr[Xj]=Pr[̃Xj]foreveryj∈[n−k+1].

Lemma3.5. |Pr[X̃j]−Pr[X̃j−1]|≤2ϵ1foreveryj∈[n−k+1].

Proof. Weconstructa PPTadversary B againsttheIND-CCAsecurityby
usingaPPTadversaryA againsttheIND-MCCAsecurity. First,Breceives
pk∗fromthechallengeroftheIND-CCAgameandsetspkj:=pk∗.Bgener-
ates(pki,ski)← Gen(1κ)foreveryi∈[n]\{j},(mpk,msk)← Setup(1κ),
and(VK∗,SK∗)← KG(1κ). Then,B sends(mpk, msk,pk1,...,pkn)to
A. WhenA issuesacorruptqueryi,thenB returnsski. NotethatA
neverissuesj. Whenreceiving(C(t),L) =(C1,...,Cn,VK,σ,L),B runs
Vrfy(VK,(C1,...,Cn),σ).Ifitoutputs0,thenBreturns⊥ toA. Other-

wise, B computesũ
(t)
i ← DecVK(ski,Ci)foreveryi∈ [n]\{j}andgets

ũ
(t)
j byissuingaquery(Cj,VK)tothedecryptionoracleoftheIND-CCA

game. Then,B returns(̃u
(t)
1 ,...,̃u

(t)
n )toA. Inthechallengephase,sup-

posethatBreceives(M∗
0,M∗

1,L∗,t∗)fromA. Then,Bchoosesβ
$

←{0,1},

andcomputes(u
(t)
1 ,...,u

(t)
n )← Share(Γ,mpk,M∗

β,t∗). Then,B computes

C∗
i ← EncVK∗(pki,0

|u
(t)
i |)foreveryi∈[j−1],andC∗

i ← EncVK∗(pki,u
(t)
i )

foreveryi∈{j+1,...,n}.Bissues(m∗
0,m∗1,L∗):=(u

(t)
j ,0|u

(t)
j |,VK∗)to

thechallengeroftheIND-CCAgame. AfterreceivingC∗
j← EncVK∗(pkj,m∗b),

where b
$

←{0,1},Bcomputesσ∗ ← Sign(SK∗,(C∗
1,...,C∗n)),andreturns

Ct∗
=(C∗

1,...,C∗n,VK∗,σ∗)toA. Finally, whenreceivingβ′fromA,B
sendsb′:=0ifβ′= βtothechallenger. Otherwise,Bsendsb′:=1tothe
challenger.

Lemma3.6. |Pr[X̃n−k+1]−1
2|=ϵ3.

Proof. WeconstructaPPTadversaryB againsttheType-IPrivacy byus-
ingaPPTadversaryA againsttheIND-MCCAsecurity. First,B receives
(mpk,msk,Γ)fromthechallengeroftheType-IPrivacygame,andsetsPar:=
mpk andMK :=msk.Bgenerates(pki,ski)← Gen(1κ)foreveryi∈[n]
and(VK∗,SK∗)← KG(1κ),andsetsMEK :=(pk1,...,pkn,Γ). WhenA
issuesacorruptqueryi,thenB returnsski. Whenreceiving(C(t),L) =
(C1,...,Cn,VK,σ,L),BrunsVrfy(VK,(C1,...,Cn),σ).Ifitoutputs0,then
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Breturns⊥ toA. Otherwise,Bcomputesũ
(t)
i ← DecVK(ski,Ci)forevery

i∈[n],andreturns(̃u
(t)
1 ,...,̃u

(t)
n )toA.Inthechallengephase,supposethat

Breceives(M∗
0,M∗

1,L∗,t∗)fromA.Then,Bsendsto(M∗
0,M∗

1,t∗)tothechal-

lengeroftheType-IPrivacy,andgets(u
(t)
1 ,...,u

(t)
n )← Share(Γ,mpk,M∗

b,t∗),

whereb
$

←{0,1}. Then,BcomputesC∗
i← EncVK∗(pki,0

|u
(t)
i |)foreveryi∈

[n−k+1],andC∗
i← EncVK∗(pki,u

(t)
i )foreveryi∈{n−k+2,...,n}.Bcom-

putesσ∗← Sign(SK∗,(C∗
1,...,C∗n)),andreturnsCt∗

=(C∗
1,...,C∗n,VK∗,σ∗)

toA.Finally,afterreceivingb′fromA,Btransfersb′tothechallenger.

FromLemmas3.3–3.6,wehave

AdvIND-MCCA
Πtrme,A

= Pr[XReal]−
1

2

≤Pr[XReal∧Forge]+Pr[XReal∧Forge]−
1

2

≤Pr[Forge]+ Pr[X0]−
1

2

≤Pr[Forge]+

n−k+1∑

i=1

|Pr[Xi]−Pr[Xi−1]|+ Pr[Xn−k+1]−
1

2

=Pr[Forge]+
n

n−k+1

n−k+1∑

i=1

Pr[X̃i]−Pr[X̃i−1]+ Pr[Xn−k+1]−
1

2

≤ϵ2+2nϵ1+ϵ3.

Thus,theproofiscompleted.

Theorem3.5. IfΠtcssmeets(q,ϵ)-Type-IIPrivacy,thentheresultingTR-ME
schemeΠtrme intheaboveconstructionis(qt,δ)-IND-MCTPAsecure,where
qt=qandδ≤ϵ.

Theproofisomittedsinceitisstraightforward.

Remark3.2. Wehavenotfocusedondecryptionrobustnessdiscussedin[54],
sincethispropertycanbeeasilyachievediftheunderlyingSSscheme meets
robustness(see[54]forthesimilardiscussion). AsmentionedinSection3.3.5,
TR-CSSschemescanbemodifiedtomeetrobustnessbyusingDSs. Therefore,
a TR-MEschemewithdecryptionrobustnesscanbeachievedbyusingour
robust(k,n)-TR-CSSscheme.

3.4.4 Timed-Release ThresholdEncryption

Inthissection, weconsiderthresholdencryption(TE)inthetimed-release
securitysetting. Dodisand Katz[54]showedanoutlineofatransformation
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fromaMEschemetoaTEscheme,whichwecallaDodis–Katztransformation.
Actually,theDodis–KatztransformationcanprovideonlyTEschemeswith
restrictedthresholdaccessstructures,namely,(n,n)-TEschemes. Nonethe-
less,wecanalsorealizea(n,n)-TEschemewithtimed-releasefunctionality
(aTR-TEscheme)fromaTR-MEscheme,sincetimed-releasefunctionality
havelittleornoeffectontraditionalsecurityof MEandTE.

The model

Wecanalsoconsider suitableTR-TEforthesimilarreasonas TR-ME. A
TR-TEschemeΠtrteconsistsofsix-tuplealgorithms(TT.Setup,TT.KeyGen,
TT.Ext,TT.Enc,TT.ShareDec,TT.Combine)definedasfollows,whereM tte

isasetofplaintextsdeterminedbyasecurityparameterκ.

–(PP,MSK)← TT.Setup(1κ): Aprobabilisticalgorithmforsetup.It
takesasecurityparameterasinputandoutputsapublicparameterPP
anda mastersecretkeyMSK.

–(TEK,TDK)← TT.KeyGen(PP,Γ): Aprobabilisticalgorithmforkey
generation. IttakesthepublicparameterPP anda(k,n)-threshold
accessstructureΓ=(Q,F)asinputandoutputsapublicencryption
keyTEKandsecretkeysTDK:=(TDK1,...,TDKn).

–ts(t)← TT.Ext(MSK,t): Aprobabilisticalgorithmforgeneratingtime-
signals.IttakesthemastersecretkeyMK andtimet∈T asinputand
outputsatime-signalts(t)attimet.

–C(t)← TT.Enc(PP,TEK,M,t): Aprobabilisticalgorithmforencryp-
tion.IttakesthepublicparameterPP,thepublicencryptionkeyTEK,
aplaintextM ∈ Mtteandaspecifiedtimetasinput,andthenoutputs
aciphertextC(t)attimet.

–M
(t)
i or⊥ ←TT.ShareDec(TDKi,C(t)): Adeterministicalgorithmfor

decryption.IttakesthesecretkeyTDKiandaciphertextC(t)asinputs

andthenoutputsadecryptionshareM
(t)
i or⊥.

–M or⊥ ←TT.Combine(C(t),M (t),ts(t)): Adeterministicalgorithmfor
combiningplaintextshares.IttakesaciphertextC(t),atleastkdecryp-

tionsharesM (t):=(M
(t)
i1

,...,M
(t)
ij

)(k≤j)ofC(t),andthetime-signal

ts(t)atthespecifiedtimetasinput,andthenoutputstheplaintextM
or⊥.

Intheabove model, weassumethat Πtrte meetsthefollowing correctness
property: Forallκ∈N,all(PP,MSK)← TT.Setup(1κ),allΓ⊂2P where
|P|=n=poly(κ),all(TEK,TDK)← TT.KeyGen(PP,Γ),allt,allts(t)←
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TT.Ext(MSK,t),allM ∈ Mtte,andallC(t)← TT.Enc(PP,TEK,M,t),it
holdsand

M ← TT.Combine(C(t),DEC(C(t)),ts(t))

where DEC(C(t)):=(TT.ShareDec(TDKi1,C(t)),...,TT.ShareDec(TDKij,

C(t)))(k≤j≤n).

Security

WeconsidersimilarsecuritynotionsasthoseofTR-ME.Therefore,wedefine
thenotionofindistinguishabilityagainstthresholdchosenciphertextattack
(IND-TCCA)fortime-serversecurityandthenotionofIndistinguishability
againstthresholdchosentimeandplaintextattack(IND-TCTPA)forinsider
security.

Toformalizetheformernotion,weconsiderthefollowingIND-TCCAgame:

AdvIND-TCCA
Πtrte,A (κ):=

Pr












b′=b

W ←∅,(PP,MSK)← TT.Setup(1κ),
(TEK,TDK)← TT.KeyGen(PP,Γ),
(M∗

0,M∗
1,t∗,st)

←ACorrupt(·),O(chal,TEK,PP,MSK),

b
$

←{0,1}, C(t∗)← TT.Enc(PP,TEK,Mb,t∗),

b′←ACorrupt(·),O(guess,C(t∗),st)












−
1

2
.

Here, we require|M∗
0|= |M∗

1|,andstisstateinformation.Corrupt(·)isa
corruptoraclewhichtakesanID iasinput,andthenW ← W∪{i}and
returnsTDKi. A canquerytoCorrupt(·)until|W|= d(<k). Inad-
dition,O isadecryptionoracle whichtakes(C(t),i)asinputandoutputs
TT.ShareDec(TDK(·),·).Aisallowedtoaccessthedecryptionoracleat most

qctimesatanytime,howeveritcannotsubmitthetargetciphertextC(t∗)to
theoracle.

Definition3.9 (IND-TCCA).For∃κ0∈N,∀κ≥κ0,andany(k,n)-threshold
accessstructure,a TR-TEschemeΠtrte issaidtobe(d,qc,ϵ)-IND-TCCA
secureifthereexistsanegligibleϵinκsuchthatAdvIND-TCCA

Πtrte,Γ,A (κ)<ϵholdsfor
anyPPTadversaryA,wheredisthe maximumnumberofsecretkeysthatA
canobtainandqcisthenumberofqueriesthatA canissuetothedecryption
oracleintheIND-TCCAgame.

Next,weformalizethelatternotion.

AdvIND-TCTPA
Πtrte,A (κ):=
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Pr












b′=b

W =P,(PP,MSK)← TT.Setup(1κ),
(TEK,TDK)← TT.KeyGen(PP,Γ),
(M∗

0,M∗
1,t∗,st)

←ARelease(MSK,·)(chal,TEK,TDK,PP),

b
$

←{0,1}, C(t∗)← TT.Enc(PP,TEK,Mb,t∗),

b′←ARelease(MSK,·)(guess,C(t∗),st)












−
1

2
.

Here,werequire|M∗
0|=|M∗

1|,andstisstateinformation.Release(MSK,·)
isatime-signalsgenerationoraclewhichtakestimetasinput,andreturns
TT.Ext(MSK,t).AcanquerytoRelease(MSK,·)atmostqttimes,however,
itcannotsubmitthetargettimet∗toRelease(MSK,·)afterthechalstage.

Definition3.10 (IND-TCTPA).For ∃κ0 ∈ N,∀κ≥ κ0,andany(k,n)-
thresholdaccessstructure,a TR-TEschemeΠtrte issaidtobe(qt,ϵ)-IND-
TCTPAsecureifthereexistsanegligibleϵinκsuchthatAdvIND-TCTPA

Πtrte,Γ,A (κ)<ϵ
holdsforanyPPTadversaryA,whereqtisthenumberofqueriesthatAcan
issuetothetime-signalgenerationoracleintheIND-TCTPAgame.

Construction

Tobeginwith,wenotethatwecanobtainonly(n,n)-thresholdencryption
schemesfrommultipleencryptionschemesbytheDodis–Katztransformation,
thoughthisfactwasnot mentionedin[54]. ThereasonwhytheDodis–Katz
transformationcanprovideonly(n,n)-thresholdencryptionschemesisthat
acombinealgorithmin multipleencryptionschemesrequiresalldecryption
shares(i.e.,ndecryptionshares),whereasacombinealgorithminthreshold
encryptionschemesrequiresatleastkdecryptionshares. Namely,thecom-
binealgorithminathresholdencryptionschemecannotexecutethecombine
algorithminamultipleencryptionschemewithlessthanndecryptionshares.
Therefore, wecanconstructonlyaTR-TEschemewithan(n,n)-threshold
accessstructurefromaTR-MEschemebythe Dodis–Katztransformation,
andfurther,wecanalsoconstructaTR-TEschemewitha(k,n)-threshold
accessstructureinasimilarwaytoaconstructionofaTR-MEscheme. Note
thatforthesimilarreasonasTR-ME,wecaneffectivelyconstructaTR-TE
schemebyusingaTR-CSSscheme. Here,weshowhowtoapplytheDodis–
KatztransformationtoaTR-MEscheme,namely,aconstructionofaTR-TE
schemewithan(n,n)-thresholdaccessstructure.

ATR-TEscheme Πtrte isconstructedfromaTR-MEscheme Πtrme as
follows.

–(PP,MSK)← TT.Setup(1κ):

1. Output(PP,MSK):=(Par,MK)← TM.Setup(1κ).

–(TEK,TDK)← TT.KeyGen(PP,Γ):
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1. Compute(MEK,MDK )← TM.KeyGen(Par,Γ) whereΓisan
(n,n)-thresholdaccessstructure.

2. OutputTEK:=MEK andTDK :=MDK where TDKi:=
MDKi(1≤i≤n).

–ts(t)← TT.Ext(MSK,t):

1. Outputts(t):=̃ts
(t)

← TM.Ext(MK,t).

–C(t)← TT.Enc(PP,TEK,M,t):

1. ComputeC(t)← TM.Encε(Par,MEK,M,t),whereεisanempty
string(or,anystringLcanbealsoused).

2. OutputC(t):=C(t)=(C
(t)
1 ,...,C

(t)
n )← TM.Splitε(Par,MEK,C(t)).

–M
(t)
i or⊥ ←TT.ShareDec(TDKi,C(t)):

1. OutputM
(t)
i :=M

(t)
i ← TM.Dec(MDKi,C

(t)
i ).

–M or⊥ ←TT.Combine(VK,C(t),M (t),ts(t)):

1. OutputM ← TM.Combine(M
(t)
1 ,...,M

(t)
n ,ts(t)).

Wehavethefollowingtheorems. Weomittheproofssinceitisstraight-
forward.

Theorem3.6. IfgivenΠtrmeis(d′,q,ϵ)-IND-MCCAsecure,thentheresulting
(n,n)-TR-TEschemeΠtrte intheaboveconstructionis(d,qc,δ)-IND-TCCA
secure,whered=d′,qc=qandδ≤ϵ.

Theorem3.7. IfgivenΠtrmeis(q,ϵ)-IND-MCTPAsecure,thentheresulting
(n,n)-TR-TEschemeΠtrme intheaboveconstructionis(qt,δ)-IND-TCTPA
secure,whereqt=qandδ≤ϵ.

Moreover,iftheunderlying TR-MEschemehasdecryptionrobustness,
thentheresulting(n,n)-TR-TEschemehasdecryptionrobustness.
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Chapter4

Information-Theoretic
Timed-Release Cryptography

4.1 Contributionin This Chapter

Inthischapter,westudytimed-releasecryptographywithinformation-theoretic
security. Asfundamentalcryptographicprimitiveswithinformation-theoretic
security,wecanconsiderinformation-theoreticallysecurekey-agreement,en-
cryption,authenticationcodes,andsecretsharing. Therefore,inthischapter,
wedealwithandfirstrealizeinformation-theoretictimed-releasesecurityfor
allthoseprimitives.Specifically,thecontributionsofthischapterareasfol-
lows.

•TR-KA(inSection4.2). Weproposeamodelandformalizationofsecu-
rityfortimed-releasekey-agreement(TR-KA)ininformation-theoretic
securitysetting. Wealsoderivetightlowerboundsonsizeofsecretsfor
entitiesrequiredforTR-KA.Inaddition,weproposeanoptimaldirect
constructionofTR-KAbasedonpolynomialsoverfinitefields.

•TRE(inSection4.3). Weproposea modelandformalizationofsecu-
rityfortimed-releaseencryption(TRE)ininformation-theoreticsecu-
ritysetting.Inaddition,wederivetightlowerboundsonsizeofsecrets
forentitiesrequiredforTRE.Furthermore,wepresentasimplegeneric
constructionof TRE: TREcanbeconstructedfrom TR-KAandthe
one-timepad.Inparticular,theapplicationofouroptimaldirectcon-
structionofTR-KAinthegenericconstructionleadstoanoptimaldirect
constructionofTRE.

•TRA-code(inSection4.4). Weproposeamodelandformalizationofse-
curityfortimed-releaseauthenticationcodes(TRA-codes)ininformation-
theoreticsecuritysetting. Wealsoderivetightlowerboundsonsizeof
secretsforentitiesrequiredforTRA-codes.Inaddition,wepresenttwo
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kindsofconstructions,genericanddirectones. Ourgenericconstruction
ofTRA-codesissimple: TRA-codescanbeconstructedfromTR-KA
andtraditional A-codes. Sincethegenericconstructiondoesnotlead
toanoptimalconstructionofTRA-codes,wealsoproposeanoptimal
directconstructionbyusingpolynomialsoverfinitefields.

•TR-SS(inSection4.5). Weaddtimed-releasefunctionalitytoSSschemes.
Specifically, weconceivethefollowingtwotypesofschemes. Wepro-
pose modelsandformalizationofsecurityfortimed-releasesecretshar-
ing(TR-SS)schemesininformation-theoreticsecuritysetting. Wealso
derivetightlowerboundsonsizeofsecretsforentitiesrequiredforeach
TR-SSscheme,respectively.Inaddition,foreachtypeofTR-SSscheme,
weproposeanoptimaldirectconstructionbasedonpolynomialsoverfi-
nitefields.

4.2 Timed-Release Key-Agreement

4.2.1 ModelandSecurity Definition

WeshowamodelandasecuritydefinitionofTR-KAwithinformation-theoretic
security. Thisisdonebasedonthoseoftimed-releaseschemes withcom-
putationalsecurityandthoseoftraditionalkey-agreementwithinformation-
theoreticsecurity.

InTR-KA,therearen+2entities, nusersU1,U2,...,Un withn≥2,a
time-serverTSforbroadcastingtime-signalsandatrustedauthorityTA. We
assumethattheidentityofeachuserUiisalsodenotedbyUi.Inaddition,
whenanytwouserscommunicateeachotherinatimed-releasescheme(i.e.,
notonlyTR-KAbutalsoTREandTRA-codesinthefollowingsections)under
considerationinthischapter,wecallauserwhospecifiesthetimeasender
andtheotherareceiverforconvenience.

Informally,TR-KAisexecutedasfollows.Intheinitialphase,TAgener-
atessecretkeysonbehalfofUi(1≤ i≤ n)andthetime-serverTS. After
distributingthesekeysviasecurechannels,TAdeletestheminhis memory.
AnyuserUi1 canspecifyfuturetimewhenUi1 wantstoshareacommonkey
withauserUi2,andhecomputesacommonkeyinadvancebyusingUi1’s
secretkeyandtheidentityUi2. AndUi1 tellsUi2 thefuturetimewhichUi1

specified. Thetime-serverTSperiodicallybroadcastsatime-signalateach
timewhichisgeneratedbyusingTS’s masterkey. Whenthespecifiedtime
hascome,Ui2 cancomputeacommonkeysharedwithUi1 byusingUi2’ssecret
key,theidentityUi1 andatime-signalofthespecifiedtime. Notethateach
userhastwokindsofsecretkeys:oneisusedforgeneratingacommonkey
whenheisasender;andtheotherisusedforderivingacommonkeywhenhe
isareceiver.InTR-KA,weconsideranon-interactive modelwhereanytwo
userscanshareacommonkeywithoutinteractivecommunications.
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Formally,wegivethedefinitionofTR-KAasfollows.1

Definition4.1 (TR-KA).ATR-KAΠkainvolvesn+2entities,TA,U1,U2,
...,UnandTS,andconsistsofafour-tupleofalgorithms(Setup,Ext,KeyGen,
KeyDer)withfivespaces,TCK,TUK,T MK,T,andTI,wherealloftheabove
algorithmsexceptSetuparedeterministicandalloftheabovespacesarefinite.
Inaddition,Πka isexecutedwithfourphasesasfollows.

–Notation:

- Entities:TAisatrustedinitializer,Ui(1≤ i≤ n)isauser
andTSisatime-serverwhichbroadcaststime-signals. LetU:=
{U1,U2,...,Un}bethesetofallusers.

-Spaces:TCKisasetofpossiblecommonkeys,andT MKisasetof
possible masterkeyswithassociatedprobabilitydistributionPT MK.
T:=[τ]isasetoftime.TI(t)isasetofpossibletime-signalsat

timet∈T.LetTI:=
∪τ

t=1TI(t). Also,TUK
(S)
i isasetofpossible

Ui’ssecretkeysforcommonkeygeneration. Andalso,TUK
(R)
i is

asetofpossibleUi’ssecretkeysforcommonkeyderivation. Then,

TUKi:=TUK
(S)
i ×TUK

(R)
i isthesetofpossiblesecretkeysfor

Ui. LetTUK(S):=
∪n

i=1TUK
(S)
i ,TUK(R):=

∪n
i=1TUK

(R)
i ,and

TUK:=
∪n

i=1TUKi.

- Algorithms:Setupisakeygenerationalgorithmwhichoninputa
securityparameter1κ,outputsusers’secretkeysandatime-server’s
masterkey, Ext:T MK×T →TIisatime-signalgeneration
algorithmforTS,KeyGen:TUK(S)×T ×U →TCKisacommon
keygenerationalgorithmandKeyDer:TUK(R)×TI×U →TCK
isacommonkeyderivationalgorithm.

1.Key Generationand Distribution. Intheinitialphase,TAgen-
eratesthefollowingkeysbyusingSetup:a masterkeytmk∗∈T MK

forTS;andasecretkeytuki=(tuk
(S)
i ,tuk

(R)
i )∈TUKiforUi(i=

1,2,...,n). Thesekeysaredistributedtocorrespondingentitiesviase-
curechannels. Afterdistributingthesekeys,TAdeletesthemfromhis
memory. And, TSandUikeeptheirkeyssecret,respectively.

2.Time-signal Generation. Forbroadcastingatime-signalateachtime,
TSgeneratesatime-signaltmk(t)= Ext(tmk∗,t)∈TI(t)byusinga
masterkey tmk∗andtimet∈T. Then,TSbroadcastsittoallusers
viaabroadcastchannel.

1Notethatour modelsofinformation-theoreticallysecuretimed-releaseschemes(i.e.,
Definitions4.1,4.4and4.7)arealmostthesameasthoseofcomputationallysecuretimed-
releaseschemes(e.g.,[36,33,39,62,38])exceptforconsideringthetrustedinitializerinour
models.
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3.Commonkey Generation.IfUi1 wantstoshareacommonkeywith
Ui2 atfuturetimet,Ui1 computesacommonkeytobesharedwithUi2

inadvance,tck
(t)
i1,i2

=KeyGen(tuk
(S)
i1

,t,Ui2)∈TCK,byusinghissecret

keytuk
(S)
i1

,timet,andthereceiver’sidentityUi2. And,Ui1 tellsUi2 the
specifiedtimetviaanauthenticatedchannel.

4.Commonkey Derivation. Onreceivingthespecifiedtime tfrom

Ui1,andifthetimethascome,Ui2 computesacommonkeytck
(t)
i1,i2

=

KeyDer(tuk
(R)
i2

,tmk(t),Ui1)byusinghissecretkeytuk
(R)
i2

,atime-signal

tmk(t)attimet,andthesender’sidentityUi1.

Inthe modelof TR-KA, werequirethefollowingequationholds: For

allpossiblet∈T,i1,i2∈[n],tuk
(S)
i1

∈TUK
(S)
i1

,tuk
(R)
i2

∈TUK
(R)
i2

,tmk(t)∈

TI(t),wehaveKeyGen(tuk
(S)
i1

,t,Ui2)=KeyDer(tuk
(R)
i2

,tmk(t),Ui1).Theabove
requirementimpliesthatanytwouserscanshareacommonkeyatthespecified
timewithoutanyerroriftheycorrectlyfollowthespecificationofTR-KA.In

addition,tck
(t)
i1,i2

meansasharedkeybetween Ui1 andUi2 attimetwhenUi1

isthesenderandUi2 isthereceiver,andwenotethattck
(t)
i1,i2

≠ tck
(t)
i2,i1

in
general.

WenowdefineseveralnotationtoformalizesecurityofTR-KAasfollows.
Letω(<n)bethe maximumnumberofpossiblecolluders. Forasetof

colludersW ={Ul1,Ul2,...,Ulj}∈PS(U,ω),TUK
(S)
W :=TUK

(S)
l1

×TUK
(S)
l2

×

···×TUK
(S)
lj

denotesthesetofpossibleW’ssecretkeysforcommonkey

generation,andTUK
(R)
W :=TUK

(R)
l1

×TUK
(R)
l2

×···×TUK
(R)
lj

denotestheset

ofpossibleW’ssecretkeysforcommonkeyderivation. And,letTCK
(t)
i1,i2

be
thesetofpossiblecommonkeyssharedbetweenUi1 andUi2 atthetimet∈T.

Furthermore,letTCK
(t)
i1,i2

,TMK,TUK
(S)
W ,TUK

(R)
W ,andTI(1),...,TI(τ)be

randomvariableswhichtakevaluesinTCK
(t)
i1,i2

,T MK,TUK
(S)
W ,TUK

(R)
W ,and

TI(1),...,TI(τ),respectively.
Next, weformalizeasecuritydefinitionof TR-KAbasedontheidea

ofcomputationaltimed-releasesecurityandtraditionalkey-agreement with
information-theoreticsecurity.InTR-KA,weconsiderthefollowingsecurity
goalandattacking model. First,thesecuritygoalwhichweconsiderisba-
sicallythesameasthatofthetraditionalkey-agreement:anadversary(or
adishonestentity)cannotobtainanyinformationonacommonkeyshared
betweentwohonestusers.Inadditiontothis,wewanttorequirethateven
alegitimatereceivercannotobtainanyinformationonacommonkeytobe
sharedbeforethespecifiedtimecomes(i.e.,beforeatime-signalatthespec-
ifiedtimeisreceived),sinceweconsidertimed-releasesecurityinthispaper.
Secondly,asanattacking modelweconsiderthefollowingthreetypesofat-
tacks:(1)anattackbyadishonesttime-server;(2)anattackbycolluders
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(i.e.,dishonestusers)notincludingareceiver;and(3)anattackbycolluders
includingareceiver. Bycombiningthesecuritygoalandattacks mentioned
above,weformallydefinesecurityofTR-KAasfollows.

Definition4.2. LetΠka beTR-KA.Πka issaidtobe(n,ω,τ)-secureifthe
followingconditionsaresatisfied.

(1) ForanyUi1,Ui2 ∈Uandt∈T,itholdsthat

H(TCK
(t)
i1,i2

|TMK)=H(TCK
(t)
i1,i2

).

(2) ForanyW∈PS(U,ω),Ui1,Ui2 ∈U suchthatUi1,Ui2 /∈ W,andfor
anyt∈T,itholdsthat

H(TCK
(t)
i1,i2

|TUK
(S)
W ,TUK

(R)
W ,TI(1),...,TI(τ))=H(TCK

(t)
i1,i2

).

(3) ForanyW∈PS(U,ω),Ui1,Ui2 ∈U suchthatUi1 /∈ WandUi2 ∈ W,
foranyt∈T,itholdsthat

H(TCK
(t)
i1,i2

|TUK
(S)
W ,TUK

(R)
W ,TI(1),...,TI(t−1),TI(t+1),...,TI(τ))

=H(TCK
(t)
i1,i2

).

Intuitively,the meaningofformalizations(1)–(3)in Definition4.2isex-
plainedasfollows:(1)adishonesttime-servercannotobtainanyinformation
onacommonkeysharedbetweentwohonestusers. However, weassume
thatthetime-servercorrectlybroadcastsatime-signalateachtime;(2)No
informationonacommonkeysharedbetweentwohonestusersisobtainedby
anycolludinggroupW notincludingalegitimatereceiver,evenifW obtains
time-signalsatallthetime;(3)Noinformationonacommonkeybetweentwo
usersatthespecifiedtimeisobtainedbyanycolludinggroupW includinga
legitimate(butdishonest)receiver,evenifW obtainstime-signalsatallthe
timeexceptthespecifiedtime.2

4.2.2 Lower Bounds

Wederivelowerboundsonsizeofsecretsforentitiesandsizeoftime-signals
requiredforsecureTR-KAasfollows.

Theorem4.1. LetΠka be(n,ω,τ)-secureTR-KA,andweassumethatall

entropiesoncommonkeysareequal,namelyH(TCK) =H(TCK
(t)
i1,i2

)for
anyi1,i2∈[n]andt∈T. Then,foranyi∈[n]andt∈T,wehave

(i)H(TUK
(R)
i )≥(ω+1)H(TCK), (ii)H(TUK

(S)
i )≥(τ+ω)H(TCK),

(iii)H(TI(t))≥(ω+1)H(TCK), (iv)H(TMK)≥τ(ω+1)H(TCK).

2Inthissense,wehaveformalizedthesecuritynotionstrongerthanthesecuritythata
dishonestreceivercannotobtainanyinformationonacommonkeytobesharedbeforethe
specifiedtimecomes.
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Proof. Theprooffollowsfromthefollowinglemmas.

Lemma4.1. H(TUK
(R)
i )≥(ω+1)H(TCK)foranyi∈[n].

Proof. Forarbitraryi∈[n],wetakeasubsetB:={l1,l2,...,lω+1}⊂[n]of
indicesofuserssuchthati/∈B. LetDk:=(lk,i)andWk:={l1,l2,...,lk}
foreachkwith1≤k≤ω+1. Then,wehave

H(TUK
(R)
i )≥H(TUK

(R)
i |TI(t))

≥I(TCK
(t)
D1

,TCK
(t)
D2

,...,TCK
(t)
Dω+1

;TUK
(R)
i |TI(t))

=H(TCK
(t)
D1

,TCK
(t)
D2

,...,TCK
(t)
Dω+1

|TI(t))

−H(TCK
(t)
D1

,TCK
(t)
D2

,...,TCK
(t)
Dω+1

|TI(t),TUK
(R)
i )

=H(TCK
(t)
D1

,TCK
(t)
D2

,...,TCK
(t)
Dω+1

|TI(t))

=
ω+1∑

k=1

H(TCK
(t)
Dk

|TI(t),TCK
(t)
D1

,TCK
(t)
D2

,...,TCK
(t)
Dk−1

)

≥

ω+1∑

k=1

H(TCK
(t)
Dk

|TUK
(S)
Wk−1

,TI(t))

=

ω+1∑

k=1

H(TCK
(t)
Dk

) (4.1)

=(ω+1)H(TCK),

whereEq.(4.1)followsfromthecondition(2)inDefinition4.2.

Lemma4.2. H(TUK
(S)
i )≥(τ+ω)H(TCK)foranyi∈[n].

Proof. Forarbitraryi∈[n],wetakeasubsetB:={l1,l2,...,lω+1}⊂[n]of
indicesofuserssuchthati/∈B. LetDk:=(i,lk)andWk:={l1,l2,...,lk}

foreachkwith1≤k≤ω+1. Also,letF
(t)
k :=(TCK

(1)
Dk

,TCK
(2)
Dk

,

...,TCK
(t)
Dk

)andG
(t)
k :=(TCK

(t)
D1

,TCK
(t)
D2

,...,TCK
(t)
Dk

)for1≤k≤ω+1
and1≤t≤τ. Then,wehave

H(TUK
(S)
i ) (4.2)

≥H(F
(τ)
1 ,G

(t)
ω+1)

=H(F
(τ)
1 )+H(G

(t)
ω+1 |F

(τ)
1 )

=

τ∑

t=1

H(TCK
(t)
D1

|F
(t−1)
1 )+

ω+1∑

k=2

H(TCK
(t)
Dk

|F
(τ)
1 ,TCK

(t)
D2

,...,TCK
(t)
Dk−1

)
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≥

τ∑

t=1

H(TCK
(t)
D1

|TUK
(R)
D1

,TI(1),...,TI(t−1))

+

ω+1∑

k=2

H(TCK
(t)
Dk

|TUK
(R)
Wk−1

,TI(1),...,TI(τ))

=
τ∑

t=1

H(TCK
(t)
D1

)+
ω+1∑

k=2

H(TCK
(t)
Dk

) (4.3)

=(τ+ω)H(TCK),

whereEq.(4.3)followsfromtheconditions(2)and(3)inDefinition4.2.

Lemma4.3.H(TI(t)|TI(1),...,TI(t−1))≥(ω+1)H(TCK)foranyt∈T.
Inparticular,H(TI(t))≥(ω+1)H(TCK)foranyt∈T.

Proof. Forarbitraryi∈[n],wetakeasubsetB :={l1,l2,...,lω+1}⊂[n]of
indicesofuserssuchthati=l1. LetDk:=(lk,i)andWk:={l1,l2,...,lk}
foreachkwith1≤k≤ω+1. Then,wehave

H(TI(t)|TI(1),...,TI(t−1)) (4.4)

≥H(TI(t)|TUK
(R)
i ,TI(1),...,TI(t−1))

≥I(TCK
(t)
D1

,TCK
(t)
D2

,...,TCK
(t)
Dω+1

;TI(t)|TUK
(R)
i ,TI(1),...,TI(t−1))

=H(TCK
(t)
D1

,TCK
(t)
D2

,...,TCK
(t)
Dω+1

|TUK
(R)
i ,TI(1),...,TI(t−1))

−H(TCK
(t)
D1

,...,TCK
(t)
Dω+1

|TUK
(R)
i ,TI(1),...,TI(t))

=H(TCK
(t)
D1

,TCK
(t)
D2

,...,TCK
(t)
Dω+1

|TUK
(R)
i ,TI(1),...,TI(t−1))

=
ω+1∑

k=1

H(TCK
(t)
Dk

|TUK
(R)
i ,TI(1),...,TI(t−1),TCK

(t)
D1

,...,TCK
(t)
Dk−1

)

≥
ω+1∑

k=1

H(TCK
(t)
Dk

|TUK
(S)
Wk−1

,TUK
(R)
i ,TI(1),...,TI(t−1))

=

ω+1∑

k=1

H(TCK
(t)
Dk

) (4.5)

=(ω+1)H(TCK),

whereEq.(4.5)followsfromthecondition(3)inDefinition4.2.

Lemma4.4. H(TMK)≥τ(ω+1)H(TCK).
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Proof. Wehave

H(TMK)≥I(TI(1),...,TI(τ);TMK)

=H(TI(1),...,TI(τ))−H(TI(1),...,TI(τ)|TMK)

=H(TI(1),...,TI(τ))

=
τ∑

t=1

H(TI(t)|TI(1),...,TI(t−1))

=τ(ω+1)H(TCK),

wherethelastequalityfollowsfromLemma4.3.

Proofof Theorem4.1. FromLemmas4.1–4.4,theproofof Theorem4.1is
completed.

AswewillseeinSection4.2.3,theabovelowerboundsaretightsinceour
construction will meetalltheabovebounds withequalities. Therefore, we
defineoptimalityofconstructionsofTR-KAasfollows.

Definition4.3. Aconstructionof(n,ω,τ)-secureTR-KAissaidtobeopti-
malifit meetsequalityineverylowerboundof(i)–(iv)inTheorem4.1.

4.2.3 Construction

Wepresentaconstruction, whichisprovablysecure TR-KAinour model,
byusing multivariatepolynomialsoverfinitefields.Inaddition,itisshown
thattheconstructionisoptimal. ThedetailofourconstructionofTR-KA
Πka=(Setup,Ext,KeyGen,KeyDer)isgivenasfollows.

1.(tmk∗.tuk1,...,tukn)← Setup(1κ): Forasecurityparameter1κ,Setup
outputs matchingsecretkeystukiandtmk∗ forUi(1≤ i≤ n)and
T,respectively,asfollows. Setuppicksak-bitprimepowerq, where
q >maxn,τ,andconstructsthefinitefieldFq with qelements. We
assumethattheidentityofeachuserUiisencodedasUi∈ Fq\{0}.
Also, weassume T =[τ]⊂ Fq\{0}byusingappropriateencoding.
And,Setupchoosesuniformlyatrandomf(x,y):=

∑ω
i=0

∑ω
j=0aijx

iyj,

tmk∗(x,z):=
∑ω

i=0

∑τ−1
k=0bikx

izkoverFqwiththreevariablesx,yand
zinwhicheachdegreeofxandyisatmostω,andthedegreeofzisat

most τ−1.Setupalsocomputestuk
(S)
i (y,z):=f(Ui,y)+tmk∗(Ui,z)

andtuk
(R)
i (x):=f(x,Ui)(1≤i≤n). Then,Setupoutputssecretkeys

tuki:=(tuk
(S)
i (y,z),tuk

(R)
i (x))(1≤i≤n)andtmk∗:=tmk∗(x,z)for

Ui(1≤i≤n)andTS,respectively.

2.tmk(t)← Ext(tmk∗,t): Fortmk∗ = tmk∗(x,z)andtimet∈T,Ext
outputsatime-signalattimet,tmk(t)(x):=tmk∗(x,t).
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3.tck
(t)
i1,i2

← KeyGen(tuk
(S)
i1

,t,Ui2):Forasecretkeytuk
(S)
i1

,thespecified
timetandanidentityUi2,KeyGen generatesacommonkeyshared

betweenUi1 andUi2,tck
(t)
i1,i2

:=tuk
(S)
i1

(Ui2,t),andoutputsit.

4.tck
(t)
i1,i2

← KeyDer(tuk
(R)
i2

,tmk(t),Ui1): Forasecretkeytuk
(R)
i2

,atime-

signaltmk(t)atthespecifiedtimetandanidentityUi1,KeyDeroutputs

acommonkeysharedbetweenUi1 andUi2,tck
(t)
i1,i2

:=tuk
(R)
i2

(Ui1)+

tmk(t)(Ui1).

Thesecurityandoptimalityoftheaboveconstructionisstatedasfollows.

Theorem4.2. TheresultingTR-KAΠkabytheaboveconstructionis(n,ω,τ)-
secureandoptimal.

Proof. Inthisproof,wecanwritef(x,y)andtmk∗(x,z)intheformof

f(x,y):=(1,x,...,xω)A








1
y
...

yω








andtmk∗(x,z):=(1,x,...,xω)B








1
z
...

zτ−1








,

respectively,whereAisan(ω+1)×(ω+1) matrixandB isan(ω+1)×τ
matrix,respectively. Tocompletetheproofof Theorem4.2, weshowthe
followinglemmas.

Lemma4.5. LetX beanh×imatrix, Abeani×jmatrix, Y beaj×k
matrix, W beanh×jmatrix,and Zbeani×kmatrix,respectively,where
allentriesofthe matricesareelementsinFq. WhenX,Y,W andZ are
given,thereareatleastqsolutionsofAforthesimultaneouslinearequations,
W =XA andZ=AY,ifi>handj>k.

Proof. First,letX,A,andYbe

X =








x1,1 x1,2 ··· x1,i

x2,1 x2,2 ··· x2,i
...

...
...

...
xh,1 xh,2 ··· xh,i








, A=








a1,1 a1,2 ··· a1,j

a2,1 a2,2 ··· a2,j
...

...
...

...
ai,1 ai,2 ··· ai,j








,and

Y=








y1,1 y1,2 ··· y1,k

y2,1 y2,2 ··· y2,k
...

...
...

...
yj,1 yj,2 ··· yj,k








,
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respectively. Then,wecanwrite

W =








w1,1 w1,2 ··· w1,j

w2,1 w2,2 ··· w2,j
...

...
...

...
wh,1 wh,2 ··· wh,j








andZ=








z1,1 z1,2 ··· z1,k

z2,1 z2,2 ··· z2,k
...

...
...

...
zi,1 zi,2 ··· zi,k








,

suchthat

wℓ,m= xℓ,1a1,m+xℓ,2a2,m+···+xℓ,iai,m for 1≤ℓ≤h,1≤m ≤j,

zℓ,m= aℓ,1y1,m+aℓ,2y2,m+···+aℓ,jyj,m for 1≤ℓ≤i,1≤m ≤k.

Since wehavetheequationWY = XZ,itholdsthat,foranyα,β with
1≤α≤hand1≤β≤k,

wα,1y1,β+wα,2y2,β+···+wα,jyj,β=xα,1z1,β+xα,2z2,β+···+xα,izi,β.

Thus, withrespecttounknowns as,t (1≤ s≤ i,1≤ t≤ j), wehaveat
most hj+ik−hklinearlyindependentequations. Therefore,thenumberof
unknownsnotuniquelydeterminedisatleast

ij−(hj+ik−hk)=(i−h)(j−k),

anditispositiveifi>handj>k.Fromthis,itfollowsthatAhasatleast
qsolutions.

Lemma4.6. Leti>h andj >k,andsupposethatX,A,Y,W,andZ
arethesameasthoseinLemma4.5. Letx:=(x1,x2,...,xi)∈(Fq)

iand
y:=t(y1,y2,...,yj)∈(Fq)

jbevectorssuchthat:xisnotcontainedinthe
Fq-vectorspacegeneratedbyrowvectorsofX;andyisnotcontainedinthe
Fq-vectorspacegeneratedbycolumnvectorsofY. SupposethatsuchX,Y,
W,Z,x,andyarearbitrarilygiven,andeachentryofAischosenfromFq

uniformlyatrandomsuchthatW = XA andZ = AY. Then,anelement
xAy∈Fqcannotbeguessedwithprobabilitylargerthan1/q.

Proof. Letχ:={A|XA=W,AY =Z}bethesetofsolutionsofAforthe
simultaneouslinearequations,W = XA andZ = AY. First, weshowthe
followingclaims.

Claim4.1. Defineχ0:={A|XA =O,AY =O},andletA1beasolution
inχ. Then,χ0isalinearspaceoverFqwithdimχ0≥1,andχ={A0+A1|
A0∈χ0}.
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Proof. Itisstraightforwardtoseethatχ0 isalinearspaceoverFq,and
dimχ0 ≥ 1followsfromthespecialcaseofW = Z = O in Proposition
4.5.

ForgenerallygivenW andZ,letA1beanelementinχ.ForanyA∈χ,it
holdsthatXA=W andAY =Z,andhenceX(A−A1)=Oand(A−A1)Y=
O,whichimpliesA−A1∈χ0. Thus,wehaveχ={A0+A1|A0∈χ0}.

Claim4.2. LetX andYbeanh×imatrixanda j×kmatrix,respectively,
withi>handj >k. Then,theFq-linear mappingf:χ0→ Fqdefinedby
f(A):=xAyissurjective.

Proof. First,weassumethatX andY are(i−1)×imatrixand j×(j−1)
matrix,respectively,suchthatrank X = i−1andrankY = j−1.Itis
obviousthatthemappingfisFq-linear.Inaddition,sincefisFq-linear,Imf
isalinearsubspaceofFq. Therefore,byClaim4.1,dim(Imf)is0or1. We
willshowthatdim(Imf)=1(i.e.,Imf=Fq). Toprovethis,itissufficient
toshowthat,forA,A′∈χ0withA≠A′,wehavexAy≠xA′y.Supposeon

thecontrarythatxAy=xA′y.LetX̂ :=

(
X
x

)

andŶ:=(Y,y). Then,since

XA=XA′=OandAY =A′Y=O,weobtainX̂AŶ=X̂A′̂Y.SinceX̂ and
Ŷ areinvertible,wehaveA=A′,whichimpliescontradiction. Therefore,f
issurjective.

Next,weconsiderageneralcasethatX andYareh×imatrixand j×k
matrix,respectively,with i>handj >k. LetX̃ bean(i−1)×imatrix
suchthat:rankX̃ =i−1;xisnotcontainedintheFq-vectorspacegenerated
byrowvectorsofX̃;andtheFq-vectorspacegeneratedbyrowvectorsofX̃
containsthevectorspacegeneratedbyrowvectorsofX.Similarly,let̃Ybean
j×(j−1)matrixsuchthat:rankỸ=j−1;yisnotcontainedintheFq-vector
spacegeneratedbycolumnvectorsof̃Y;andtheFq-vectorspacegeneratedby
columnvectorsofỸcontainsthevectorspacegeneratedbycolumnvectorsof
Y.Lettingχ̃0:={A|X̃A=O, AỸ=O},andwehaveχ̃0⊂χ0. Therefore,
itholdsthatf:χ0→ Fqdefinedbyf(A):=xAyissurjective,sincef|̃χ0is
surjectiveasshownbytheaboveparagraph.

ProofofLemma4.6. Weshowthat,if A ischosenfromχuniformlyat
random,avalueofxAycannotbeguessedwithprobabilitylargerthan1/q.
Forprovingit,itissufficienttoshowthat,foreveryt∈Fq,Pr[t=xAy]=1/q

ifAischosenfromχuniformlyatrandom. Definef̂:χ→ Fqbyf̂(A):=xAy,
andfixsomeA1∈χ. Then,arbitraryA∈χisexpressedbyA= A0+A1

(A0∈χ0)byClaim4.1,andthen,f̂(A)=xA0y+xA1y=f(A0)+xA1y.
NotethatAbeingchosenfromχuniformlyatrandomisequivalenttothatA0

beingchosenfromχ0uniformlyatrandom.IfA0ischosenfromχ0uniformly
atrandom,wehavePr[t=f(A0)]=1/qforeveryt∈FqsincefisFq-linear

71



Chapter4.Information-TheoreticTimed-ReleaseCryptography

andsurjectivebyClaim4.2. Therefore,sincef(A0)takeseveryvalueofFq

withequalprobabilityandxA1yisfixed,f̂(A)=f(A0)+xA1ytakesevery
valueofFqwithequalprobability.

Lemma4.7.TheaboveconstructionmeetsH(TCK
(t)
i1,i2

|TMK)=H(TCK
(t)
i1,i2

)
foranyUi1,Ui2 ∈Uandt∈T.

Proof. ConsiderthecasethatTSwillguesstck
(t)
i1,i2

=f(Ui1,Ui2)+tmk∗(Ui1,t)
byusinghis masterkey.SinceTSknowstmk∗,hecancomputetmk∗(Ui1,t).
Therefore,hehastoguessf(Ui1,Ui2). However,byapplyingX :=O,A:=A
andY :=O inLemma4.5,thereareatleastqcandidatesofA. Then,by
applyingx:=(1,Ui1,U2

i1
,...,Uω

i1
),A:=Aandy:=t(1,Ui2,U2

i2
,...,Uω

i2
)in

Lemma4.6,TScannotguessf(Ui1,Ui2)=xAywithprobabilitylargerthan

1/q. Ontheotherhand,itisclearthatH(TCK
(t)
i1,i2

)=log2q. Hence,forany

Ui1,Ui2 ∈Uandt∈T,H(TCK
(t)
i1,i2

|TMK)=H(TCK
(t)
i1,i2

)=log2q.

Lemma4.8. Theaboveconstruction meetsH(TCK
(t)
i1,i2

|TUK
(S)
W ,TUK

(R)
W ,

TI(1),...,TI(τ)) =H(TCK
(t)
i1,i2

)foranyUi1,Ui2 ∈U andW ∈ PS(U,ω)
suchthatUi1,Ui2 /∈ W,andforanyt∈T.

Proof. Withoutlossofgenerality, weconsiderthat W :={U1,...,Uω}isa
setofcolluderssuchthatUi1,Ui2 /∈ W,andwewritexi:=(1,Ui,U2

i,...,Uω
i)

(1≤i≤n). ConsiderthecasethatagroupofcolludersW notincludinga

targetedreceiverwillguesstck
(t)
i1,i2

=f(Ui1,Ui2)+tmk∗(Ui1,t)byusingtheir
secretkeysandalltime-signals. SinceW cancomputetmk∗ byalltime-
signals,W cancorrectlyobtaintmk∗(Ui1,t). Therefore,thepurposeofW is
toguessf(Ui1,Ui2).SinceW cancalculatetmk∗(Ul,z)(1≤l≤ω)andhence

tuk
(S)
l (y,z)−tmk∗(Ul,z)=f(Ul,y)(1≤l≤ω),W gets

f(Ul,y)=xlA








1
y
...

yω








,

for1≤l≤ω. Thus,W canknowthefollowing matrix:

XUA:=








x1

x2
...

xω








A.
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Inaddition,W knows

f(x,Ul)=(1,x,...,xω)Atxl,

for1≤ l≤ ωbytheirsecretkeystuk
(R)
W . Thus,W canknowthefollowing

matrix:

AtXU =A(tx1,tx2,...,txω).

ByapplyingX :=XU,A:=AandY:=tXU inLemma4.5,thereareatleast
qcandidatesofA. Inaddition,{xi1,x1,...,xω}and{xi2,x1,...,xω}are
linearlyindependent,respectively,sinceUi1,Ui2 /∈ W. Therefore,W cannot
guessf(Ui1,Ui2)=xi1Atxi2 withprobabilitylargerthan1/qbyLemma4.6.

Thus, wehave H(TCK
(t)
i1,i2

|TUK
(S)
W ,TUK

(R)
W ,TI(1),...,TI(τ)) =log2q.

Hence,forany Ui1,Ui2 ∈U suchthatUi1,Ui2 /∈ W,andforanyt∈T,

H(TCK
(t)
i1,i2

|TUK
(S)
W ,TUK

(R)
W ,TI(1),...,TI(τ)) =H(TCK

(t)
i1,i2

) =log2q.

Lemma4.9. Theaboveconstruction meetsH(TCK
(t)
i1,i2

|TUK
(S)
W ,TUK

(R)
W ,

TI(1),...,TI(t−1),TI(t+1),...,TI(τ))=H(TCK
(t)
i1,i2

)foranyUi1,Ui2 ∈Uand
W∈PS(U,ω)suchthatUi1 /∈ WandUi2 ∈ W,andforanyt∈T.

Proof. Withoutlossofgenerality, wesupposethat W :={U1,...,Uω}is
asetofcolluderssuchthatUi1 /∈ W,Ui1 isatargetedsender,Uω isa
targetedreceiver,andτisaspecifiedtime. Inaddition, we writexi :=
(1,Ui,U2

i,...,Uω
i)(1≤i≤n)andyi:=t(1,i,i2,...,iτ−1)(1≤i≤τ). Con-

siderthecasethatagroupofcolludersW willguesstck
(τ)
i1,ω= f(Ui1,Uω)+

tmk∗(Ui1,τ)byusingtheirsecretkeysandtime-signalsatallthetimeex-
ceptthespecifiedtime. NotethatW cangetf(Ui1,Uω)sinceUω ∈ W.
Thus, W triestoobtaintmk∗(x,z)toknowtmk∗(Ui1,τ).W cancompute

tuk
(S)
l (y,z)−f(Ul,z)=tmk∗(Ul,z)(1≤l≤ω),andhenceW gets

tmk∗(Ul,z)=xlB








1
z
...

zτ−1








,

for1≤l≤ω. Thus,W canknowthefollowing matrix:

XUB:=








x1

x2
...

xω








B.
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Inaddition,W obtainstmk∗(x,t) =(1,x,...,xω)Bytfor1≤ t≤ τ−1by
time-signalsatallexceptthetimeτ.Thus,W canknowthefollowingmatrix:

BYT :=B(y1,y2,...,yτ−1).

ByapplyingX :=XU,A:=BandY:=YT inLemma4.5,thereareatleast
qcandidatesofB.Inaddition,{xi1,x1,x2,...,xω}and{y1,y2,...,yτ}are
linearlyindependent,respectively,sinceUi1 /∈ W. Therefore,W cannotguess
tmk∗(Ui1,τ) =xi1Byτ withprobabilitylargerthan1/qfromLemma4.6.

Thus, wehave H(TCK
(τ)
i1,ω|TUK

(S)
W ,TUK

(R)
W ,TI(1),TI(2),...,TI(τ−1)) =

log2q. Hence,ingeneral,foranyUi1,Ui2 ∈UsuchthatUi1 /∈ WandUi2 ∈ W,
andforanyt∈T,itholdsthat

H(TCK
(t)
i1,i2

|TUK
(S)
W ,TUK

(R)
W ,TI(1),...,TI(t−1),TI(t+1),...,TI(τ))

=H(TCK
(t)
i1,i2

)=log2q.

ProofofTheorem4.2.Itfollowsthatourconstructionsatisfiesthecondi-
tions(1)–(3)inDefinition4.2fromtheabovelemmas. Finally,itisstraight-
forwardtoseethattheconstructionsatisfiesallthelowerboundsinTheorem
4.1withequalities. Therefore,theaboveconstructionisoptimal.

4.3 Timed-ReleaseEncryption

Inthissection, weshowa modelandasecurityformalizationofTREwith
information-theoreticsecurity. WealsoshowthatTREcanbeconstructed
fromTR-KAandtheone-timepadinagenericandsimpleway.Inaddition,
wederivetightlowerboundsonsizeofsecretsforentitiesandsizeoftime-
signalsrequiredforTRE.

4.3.1 ModelandSecurity Definition

Weproposea modelandasecuritydefinitionofTRE,basedonthatofTR-
PKEwithcomputationalsecurityandthatofSKEwithinformation-theoretic
security.Formally,wegiveadefinitionofTREintheTImodelasinthecase
ofTR-KA.

Definition4.4(TRE).ATREΠtreinvolvesn+2entities,TA,U1,U2,...,Un
andTS,andconsistsofafour-tupleofalgorithms(EGen,EExt,Enc,Dec)with
sixspaces,C,M e,USK,E MK,T,andETI,wherealloftheabovealgorithms
exceptEGenaredeterministicandalloftheabovespacesarefinite.Inaddi-
tion,Πtreisexecutedwithfourphasesasfollows.

–Notation:
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- Entities:TA,Ui(1≤i≤n),TS,andUarethesameasthosein
Definition4.1.

-Spaces:TisthesameasthatinDefinition4.1.Cisasetofpossible
ciphertexts,M e isasetofpossibleplaintexts withaprobability
distributionPM ,E MKisasetofpossiblemasterkeys.ETI(t)isa
setofpossibletime-signalsattimet∈T.LetETI:=

∪τ
t=1ETI(t).

Also,EKiisasetofpossibleencryptionkeysforUi,DKiisasetof
possibledecryptionkeysforUi,andUSKi:=EKi×DKiisasetof
possiblesecretkeysforUi.LetEK:=

∪n
i=1EKi,DK:=

∪n
i=1DKi

andUSK:=
∪n

i=1USKi.

- Algorithms:EGenisakeygenerationalgorithmwhichoninputa
securityparameter1κ,outputseachuser’ssecretkeyandaserver’s
masterkey, EExt:E MK×T →ETIisatime-signalgeneration
algorithmforTS,Enc:M e×EK×T ×U →C isanencryption
algorithm,andDec:C×DK×ETI×U → Me isadecryption
algorithm.

1.Key Generationand Distribution. Intheinitialphase,TAgener-
atesthefollowingkeysbyusingEGen:a masterkeyemk∗∈E MKfor
TS;asecretkeyuski=(eki,dki)∈USKiforUi(i=1,2,...,n). These
keysaredistributedtocorrespondingentitiesviasecurechannels. After
distributingthesekeys,TAdeletesthemfromhismemory. And,TSand
Uikeeptheirkeyssecret,respectively.

2.Time-signal Generation. Forbroadcastingatime-signalateachtime,
TSgeneratesatime-signalemk(t)← EExt(emk∗,t)∈ETI(t)byusing
a masterkeyemk∗∈E MKandtimet∈T. Then,TSbroadcastsitto
allusersviaabroadcastchannel.

3.Encryption. Ui1 specifiestimetwhenUi2 candecryptaciphertext,

andthenUi1 computesaciphertext,c
(t)
i1,i2

← Enc(m,eki1,t,Ui2)∈C,by
aplaintextm ∈ Me,anencryptionkeyeki1 ∈EKi,thespecifiedtime
tandtheidentityUi2. And,Ui1 sendsapairoftheciphertextandthe

specifiedtime,(c
(t)
i1,i2

,t),toUi2 viaanauthenticatedchannel.

4.Decryption. SupposethatUi2 hasreceived(c
(t)
i1,i2

,t)fromUi1. Af-

terreceivingatime-signalemk(t)atthespecifiedtimet,Ui2 recovers

m ←Dec(c
(t)
i1,i2

,dki2,emk(t),Ui1)byaciphertextc
(t)
i1,i2

,adecryptionkey

dki2 ∈DKi,atime-signalemk(t),andtheidentityUi1.

InthemodelofTRE,werequirethefollowingequationholds:Forallpossi-
bleκ∈N,((ek1,dk1),...,(ekn,dkn),emk∗)← Setup(1κ)∈

∏n
i=1(EKi×DKi)×

E MK,andt∈T,i1,i2∈[n],wehave

m ← Dec(Enc(m,eki1,t,Ui2),dki2,EExt(emk∗,t),Ui1).
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Theaboverequirement meanscorrectnessofTRE.

Next,weprovideasecuritydefinitionofTREbasedontheideaoftimed-
releasesecurityandthetraditionalencryptionwithinformation-theoreticse-
curity. ThechoiceofpossiblecolludersW∈PS(U,ω)isthesameasthatin
TR-KA.ForasetofcolludersW ={Ul1,Ul2,...,Ulj}∈PS(U,ω),EKW :=
EKl1 ×EKl2 ×···×EKlj isasetofW’sencryptionkeys,andDKW :=

DKl1 ×DKl2 ×···×DKlj isasetofW’sdecryptionkeys. Also,letC
(t)
i1,i2

beafinitesetofpossibleciphertextssentfromUi1 toUi2 suchthatitcan

bedecryptedatthetimet.Furthermore,letM,C
(t)
i1,i2

,EMK,EKW ,DKW ,

andETI(1),...,ETI(τ)berandomvariableswhichtakevaluesinM e,C
(t)
i1,i2

,

E MK,EKW ,DKW ,andETI(1),...,ETI(τ),respectively.

SimilarlyasinDefinition4.2weconsiderthefollowingthreetypesofsecu-
ritynotionsforTRE:(1)Adishonesttime-servercannotobtainanyinforma-
tiononanunderlyingplaintextfromatargetciphertexttransmittedonthe
channel;(2)Noinformationonanunderlyingplaintextfromatargetcipher-
textisobtainedbyanycolludinggroupW notincludingalegitimatereceiver,
evenifW obtainstime-signalsatallthetime;(3)Noinformationonanunder-
lyingplaintextfromatargetciphertextisobtainedbyanycolludinggroupW
includingalegitimate(butdishonest)receiver,evenifW obtainstime-signals
atallthetimeexceptthespecifiedtime.

Theformalizationsoftheabovesecuritynotionsfor TREaregivenas
follows.

Definition4.5. LetΠtre beTRE.Πtre issaidtobe(n,ω,τ)-secureifthe
followingconditionsaresatisfied:

(1) ForanyUi1,Ui2 ∈Uandanyt∈T,itholdsthat

H(M |C
(t)
i1,i2

,EMK)=H(M).

(2) ForanyW∈PS(U,ω),Ui1,Ui2 ∈U suchthatUi1,Ui2 /∈ W,andfor
anyt∈T,itholdsthat

H(M |C
(t)
i1,i2

,EKW ,DKW ,ETI(1),...,ETI(τ))=H(M).

(3) ForanyW∈PS(U,ω),Ui1,Ui2 ∈U suchthatUi1 /∈ WandUi2 ∈ W,
foranyt∈T,itholdsthat

H(M |C
(t)
i1,i2

,EKW ,DKW ,ETI(1),...,ETI(t−1),ETI(t+1),...,ETI(τ))

=H(M).
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4.3.2 Lower Bounds

Wederivelowerboundsonsizeofsecretsforentitiesandsizeoftime-signals
requiredforsecureTREasfollows.

Theorem4.3. LetΠtre bean(n,ω,τ)-secureTRE.Then,foranyi∈[n]
andt∈T,wehave

(i)H(DKi)≥(ω+1)H(M), (ii)H(EKi)≥(τ+ω)H(M),

(iii)H(ETI(t))≥(ω+1)H(M), (iv)H(EMK)≥τ(ω+1)H(M).

Proof. AlthoughtheproofissimilartothatofTheorem4.1,thereareseveral
pointsintheproofwhicharemoretechnicallycomplicatedthanthatofTheo-
rem4.1.TheproofofTheorem4.3followsfollowinglemmas.Inthisproof,for

anyi,j∈[n]andanyt∈[τ],M
(t)
i,j denotestherandomvariablewhichtakes

plaintextstobesentfromUitoUjattimet,andM
(t)
i,j isi.i.d.accordingto

PM .

Lemma4.10. H(DKi)≥(ω+1)H(M)foranyi∈[n].

Proof. Forarbitraryi∈[n],wetakeasubsetB :={l1,l2,...,lω+1}⊂[n]of
indicesofuserssuchthati/∈B.LetDk:=(lk,i)with1≤k≤ω+1. Then,
wehave

H(DKi)≥H(DKi|ETI(t),C
(t)
D1

,C
(t)
D2

,...,C
(t)
Dω+1

)

≥I(M
(t)
D1

,M
(t)
D2

,...,M
(t)
Dω+1

;DKi|ETI(t),C
(t)
D1

,C
(t)
D2

,...,C
(t)
Dω+1

)

=H(M
(t)
D1

,M
(t)
D2

,...,M
(t)
Dω+1

|ETI(t),C
(t)
D1

,C
(t)
D2

,...,C
(t)
Dω+1

)

−H(M
(t)
D1

,M
(t)
D2

,...,M
(t)
Dω+1

|ETI(t),DKi,C
(t)
D1

,C
(t)
D2

,...,C
(t)
Dω+1

)

=H(M
(t)
D1

,M
(t)
D2

,...,M
(t)
Dω+1

|ETI(t),C
(t)
D1

,C
(t)
D2

,...,C
(t)
Dω+1

)

=
ω+1∑

k=1

H(M
(t)
Dk

|ETI(t),M
(t)
D1

,M
(t)
D2

,...,M
(t)
Dk−1

,C
(t)
D1

,C
(t)
D2

,...,C
(t)
Dω+1

)

=

ω+1∑

k=1

H(M
(t)
Dk

) (4.6)

=(ω+1)H(M),

whereEq.(4.6)isshownbyfollowing:LetWk:={l1,l2,...,lk−1,lk+1,...,lω+1}
foreachkwith1≤k≤ω+1. Then,wehave

H(M
(t)
Dk

|C
(t)
Dk

,EKWk
,ETI(t)) (4.7)

=H(M
(t)
Dk

|C
(t)
Dk

,EKWk
,ETI(t),M

(t)
D1

,...,M
(t)
Dk−1

,M
(t)
Dk+1

,...,M
(t)
Dω+1

)
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≤H(M
(t)
Dk

|M
(t)
D1

,...,M
(t)
Dk−1

,C
(t)
D1

,...,C
(t)
Dω+1

,ETI(t))

≤H(M
(t)
Dk

).

And,wehaveH(M
(t)
Dk

|C
(t)
Dk

,EKWk
,ETI(t)) =H(M

(t)
Dk

)fromthecondition

(2)inDefinition4.5. Therefore,wehaveH(M
(t)
Dk

|M
(t)
D1

,...,M
(t)
Dk−1

,C
(t)
D1

,...,

C
(t)
Dω+1

,ETI(t))=H(M
(t)
Dk

).

Lemma4.11. H(EKi)≥(τ+ω)H(M)foranyi∈[n].

Proof. Forarbitraryi∈[n],wetakeasubsetB:={l1,l2,...,lω+1}⊂[n]of
indicesofuserssuchthati/∈B.LetDk:=(i,lk)with1≤k≤ω+1. Also,

letF
(t)
k :=(M

(1)
Dk

,M
(2)
Dk

,...,M
(t)
Dk

),G
(t)
k :=(M

(t)
D1

,M
(t)
D2

,...,M
(t)
Dk

),FC
(t)
k :=

(C
(1)
Dk

,C
(2)
Dk

,...,C
(t)
Dk

),andGC
(t)
k :=(C

(t)
D1

,C
(t)
D2

,...,C
(t)
Dk

)for1≤ k≤ ω+1
and1≤t≤τ. Then,wehave

H(EKi)

=H(EKi|F
(τ−1)
1 ,G

(τ)
ω+1)

≥I(EKi;FC
(τ−1)
1 ,GC

(τ)
ω+1 |F

(τ−1)
1 ,G

(τ)
ω+1)

=H(FC
(τ−1)
1 ,GC

(τ)
ω+1 |F

(τ−1)
1 ,G

(τ)
ω+1)

−H(FC
(τ−1)
1 ,GC

(τ)
ω+1 |F

(τ−1)
1 ,G

(τ)
ω+1,EKi)

=H(FC
(τ−1)
1 ,GC

(τ)
ω+1 |F

(τ−1)
1 ,G

(τ)
ω+1) (4.8)

=H(FC
(τ−1)
1 |F

(τ−1)
1 ,G

(τ)
ω+1)+H(GC

(τ)
ω+1 |F

(τ−1)
1 ,G

(τ)
ω+1,FC

(τ−1)
1 )

=

τ−1∑

t=1

H(C
(t)
D1

|F
(τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1

,...,C
(t−1)
D1

)

+

ω+1∑

j=1

H(C
(τ)
Dj

|F
(τ−1)
1 ,G

(τ)
ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)

≥(τ+ω)H(M), (4.9)

whereEq.(4.8)followsfromEncalgorithm(i.e.,H(FC
(τ−1)
1 ,GC

(τ)
ω+1 |F

(τ−1)
1 ,

G
(τ)
ω+1,EKi)=0),andEq.(4.9)followsfromthefollowingclaims:

Claim4.3. H(C
(t)
D1

|F
(τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1

,...,C
(t−1)
D1

)≥H(M
(τ)
D1

)for1≤t≤
τ−1.

Proof. LetF̃
(t,τ−1)
1 :=(M

(1)
D1

,M
(2)
D1

,...,M
(t−1)
D1

,M
(t+1)
D1

,...,M
(τ−1)
D1

).
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First,sinceM
(t)
D1
isindependentof(̃F

(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
)and

C
(t)
D1
(seeDefinition4.5),wehave

H(C
(t)
D1
|F
(τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
)

=H(C
(t)
D1
|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
). (4.10)

Next,wehave

H(C
(t)
D1
,M

(t)
D1
,EKi,DKl1,ETI

(t)|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
)

=H(M
(t)
D1
,EKi,DKl1,ETI

(t)|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
)

+H(C
(t)
D1
|F
(τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
,EKi,DKl1,ETI

(t))

=H(M
(t)
D1
,EKi,DKl1,ETI

(t)|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
), (4.11)

whereEq.(4.11)followsfromEncalgorithminDefinition4.4(i.e.,H(C
(t)
i,l1
|

M
(t)
i,l1
,EKi)=0).
Ontheotherhand,wehave

H(C
(t)
D1
,M

(t)
D1
,EKi,DKl1,ETI

(t)|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
)

=H(C
(t)
D1
,EKi,DKl1,ETI

(t)|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
)

+H(M
(t)
D1
|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t)
D1
,EKi,DKl1,ETI

(t))

=H(C
(t)
D1
,EKi,DKl1,ETI

(t)|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
), (4.12)

whereEq.(4.12)followsfromDecalgorithminDefinition4.4(i.e.,H(M
(t)
i,l1
|

C
(t)
i,l1
,DKl1,ETI

(t))=0).
Therefore,wehave

H(C
(t)
D1
|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
)

+H(EKi,DKl1,ETI
(t)|̃F

(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
)

≥H(C
(t)
D1
,EKi,DKl1,ETI

(t)|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
)

=H(M
(t)
D1
,EKi,DKl1,ETI

(t)|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
) (4.13)

=H(M
(t)
D1
)+H(EKi,DKl1,ETI

(t)|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
),(4.14)

whereEq.(4.13)followsfromEqs.(4.11)and(4.12),andEq.(4.14)follows

fromthatM
(t)
D1
isindependentof(EKi,DKl1,ETI

(t),̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
).

Hence,wehave

H(C
(t)
D1
|̃F
(t,τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,C

(t−1)
D1
)≥H(M

(t)
D1
). (4.15)

Finally,fromEqs.(4.10)and(4.15),wehaveH(C
(t)
D1
|F
(τ−1)
1 ,G

(τ)
ω+1,C

(1)
D1
,...,

C
(t−1)
D1
)≥H(M

(t)
D1
)for1≤t≤τ−1.
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Claim4.4. H(C
(τ)
Dj

|F
(τ−1)
1 ,G

(τ)
ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)≥H(M
(τ)
Dj

)for
1≤j≤ω+1.

Proof. WecanprovethislemmainasimilarwaytotheproofofClaim4.3.

LetG̃
(τ)
j,ω+1 :=(M

(τ)
D1

,M
(τ)
D2

,...,M
(τ)
Dj−1

,M
(τ)
Dj+1

,...,M
(τ)
Dω+1

).

First,sinceM
(τ)
Dj

isindependentof(F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)

andC
(τ)
Dj

(seeDefinition4.5),wehave

H(C
(τ)
Dj

|F
(τ−1)
1 ,G

(τ)
ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)

=H(C
(τ)
Dj

|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

). (4.16)

Next,wehave

H(C
(τ)
Dj

,M
(τ)
Dj

,EKi,DKlj,ETI(τ)|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)

=H(M
(τ)
Dj

,EKi,DKlj,ETI(τ)|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)

+H(C
(τ)
Dj

|F
(τ−1)
1 ,G

(τ)
ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

,M
(t)
Dj

,EKi,DKlj,ETI(τ))

=H(M
(τ)
Dj

,EKi,DKlj,ETI(τ)|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

),

(4.17)

whereEq.(4.17)followsfromEncalgorithminDefinition4.4(i.e.,H(C
(τ)
i,lj

|

M
(τ)
i,lj

,EKi)=0).

Ontheotherhand,wehave

H(C
(τ)
Dj

,M
(τ)
Dj

,EKi,DKlj,ETI(τ)|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)

=H(C
(τ)
Dj

,EKi,DKlj,ETI(τ)|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)

+H(M
(τ)
Dj

|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj

,EKi,DKlj,ETI(τ))

=H(C
(τ)
Dj

,EKi,DKlj,ETI(τ)|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

),

(4.18)

whereEq.(4.18)followsfromDecalgorithminDefinition4.4(i.e.,H(M
(τ)
i,lj

|

C
(τ)
i,lj

,DKlj,ETI(τ))=0).

Therefore,wehave

H(C
(τ)
Dj

|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)

+H(EKi,DKlj,ETI(τ)|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)

≥H(C
(τ)
Dj

,EKi,DKlj,ETI(τ)|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)
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=H(M
(τ)
Dj

,EKi,DKlj,ETI(τ)|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)

(4.19)

=H(M
(τ)
Dj

)+H(EKi,DKlj,ETI(τ)|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

),

(4.20)

whereEq.(4.19)followsfromEqs.(4.18)and(4.17),andEq.(4.20)follows

fromthatM
(τ)
Dj

isindependentof(EKi,DKlj,ETI(τ),F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,

...,C
(τ)
Di−1

).

Hence,wehave

H(C
(τ)
Dj

|F
(τ−1)
1 ,̃G

(τ)
j,ω+1,FC

(τ−1)
1 ,C

(τ)
D1

,...,C
(τ)
Dj−1

)≥H(M
(τ)
Dj

). (4.21)

Finally,fromEqs.(4.16)and(4.21),wehaveH(C
(τ)
Dj

|F
(τ−1)
1 ,G

(τ)
ω+1,FC

(τ−1)
1 ,

C
(τ)
D1

,...,C
(τ)
Dj−1

)≥H(M
(τ)
Dj

)for1≤j≤ω+1.

ProofofLemma4.11: Now,theproofofLemma4.11iscompleted.

Lemma4.12. H(ETI(t)|ETI(1),...,ETI(t−1))≥ (ω+1)H(M)forany
t∈T.Inparticular,H(ETI(t))≥(ω+1)H(M)foranyt∈T.

Proof. Forarbitraryi∈[n],wetakeasubsetB :={l1,l2,...,lω+1}⊂[n]of
indicesofuserssuchthati=l1.LetDk:=(lk,i)with1≤k≤ω+1. Then,
wehave

H(ETI(t)|ETI(1),...,ETI(t−1))

≥H(ETI(t)|C
(t)
D1

,...,C
(t)
Dω+1

,DKi,ETI(1),...,ETI(t−1))

≥I(M
(t)
D1

,...,M
(t)
Dω+1

;ETI(t)|C
(t)
D1

,...,C
(t)
Dω+1

,DKi,ETI(1),...,ETI(t−1))

=H(M
(t)
D1

,...,M
(t)
Dω+1

|C
(t)
D1

,...,C
(t)
Dω+1

,DKi,ETI(1),...,ETI(t−1))

−H(M
(t)
D1

,...,M
(t)
Dω+1

|C
(t)
D1

,...,C
(t)
Dω+1

,DKi,ETI(1),...,ETI(t))

=H(M
(t)
D1

,...,M
(t)
Dω+1

|C
(t)
D1

,...,C
(t)
Dω+1

,DKi,ETI(1),...,ETI(t−1))

=

ω+1∑

k=1

H(M
(t)
Dk

|C
(t)
D1

,...,C
(t)
Dω+1

,DKi,ETI(1),...,ETI(t−1),M
(t)
D1

,...,M
(t)
Dk−1

)

=

ω+1∑

k=1

H(M
(t)
Dk

) (4.22)

=(ω+1)H(M),
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whereEq.(4.22)isshownbyfollowing.LetWk:={l1,l2,...,lk−1,lk+1,...,lω+1}
foreachkwith1≤k≤ω+1. Then,wehave

H(M
(t)
Dk

|C
(t)
Dk

,EKWk
,DKi,ETI(1),...,ETI(t−1))

=H(M
(t)
Dk

|C
(t)
Dk

,EKWk
,DKi,ETI(1),...,ETI(t−1),

M
(t)
D1

,...,M
(t)
Dk−1

,M
(t)
Dk+1

,...,M
(t)
Dω+1

)

≤H(M
(t)
Dk

|C
(t)
D1

,C
(t)
D2

,...,C
(t)
Dω+1

,DKi,ETI(1),...,ETI(t−1),M
(t)
D1

,...,M
(t)
Dk−1

)

≤H(M
(t)
Dk

).

And,wehaveH(M
(t)
Dk

|C
(t)
Dk

,EKWk
,DKi,ETI(1),...,ETI(t−1))=H(M

(t)
Dk

)

fromthecondition(3)inDefinition4.5. Hence,H(M
(t)
Dk

|C
(t)
D1

,C
(t)
D2

,...,C
(t)
Dω+1

,

DKi,ETI(1),...,ETI(t−1),M
(t)
D1

,...,M
(t)
Dk−1

)=H(M
(t)
Dk

).

Lemma4.13. H(EMK)≥τ(ω+1)H(M).

Proof. TheproofcanbeshownbythesamewayasintheproofofLemma4.4.

ProofofTheorem4.3:FromLemmas4.10–4.13,theproofofTheorem4.3
iscompleted.

AswewillseeinSection4.3.3,theabovelowerboundsaretightsincean
instantiationofourgenericconstructionwill meetalltheaboveboundswith
equalities. Therefore,wedefineoptimalityofconstructionsofTREasfollows.

Definition4.6. Aconstructionof(n,ω,τ)-secureTREissaidtobeoptimal,
ifit meetsequalityineverylowerboundof(i)–(iv)inTheorem4.3.

4.3.3 Constructionof TREfrom TR-KAand One-timePad

Wepresentagenericconstructionof TRE Πtre=(EGen, EExt, Enc, Dec)
startingfrom TR-KA Πka=(Setup,Ext, KeyGen, KeyDer)andtheone-time
pad. Inourconstruction, Πka and Πtre satisfythefollowingconditions:
E MK=T MK;ETI=TI;EK=TUK(S);andDK=TUK(R).

1.(usk1,...,uskn,emk∗)← EGen:Forasecurityparameter1κ,EGenout-
puts matchingsecretkeysuski=(eki,dki)andemk∗forUi(1≤ i≤
n)andTS,respectively,asfollows.EGencallsSetupwithinput1κ.

Suppose((tuk
(S)
1 ,tuk

(R)
1 ),(tuk

(S)
2 ,tuk

(R)
2 ),...,(tuk

(S)
n ,tuk

(R)
n ),tmk∗)←

Setup(1κ). Then,EGenoutputssecretkeyseki:=tuk
(S)
i ,dki:=tuk

(R)
i ,

andemk∗:=tmk∗forUi(1≤i≤n)andTS,respectively.
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2.emk(t)← EExt(emk∗,t): Fora masterkeyemk∗ = tmk∗andtimet,
EExtcallsExt,andlettmk(t)← Ext(tmk∗,t). Then,EExtoutputsa
time-signalatthetimet,emk(t):=tmk(t).

3.c
(t)
i1,i2

← Enc(m,eki1,t,Ui2):Foraplaintextm,anencryptionkeyeki1 =

tuk
(S)
i1

,thespecifiedtimetandanidentityUi2,EnccallsKeyGen,and

supposetck
(t)
i1,i2

← KeyGen(tuk
(S)
i1

,t,Ui2). Then,Encoutputsacipher-

textc
(t)
i1,i2

:=m⊕tck
(t)
i1,i2

.

4.m ← Dec(dki2,emk(t),Ui1): Foraciphertextc
(t)
i1,i2

,adecryptionkey

dki2 =tuk
(R)
i2

,atime-signalemk(t)=tmk(t)atthespecifiedtimetand

anidentityUi1,DeccallsKeyDer,andsupposetck
(t)
i1,i2

← KeyDer(tuk
(R)
i2

,

tmk(t),Ui1). Then,Decoutputsaplaintextm :=c
(t)
i1,i2

⊕tck
(t)
i1,i2

.

Thesecurityoftheaboveconstructionisshownasfollows.

Theorem4.4. Given(n,ω,τ)-secureTR-KAΠkainwhichcommonkeysare

uniformlydistributedoverTCK(i.e.,H(TCK
(t)
i,j)=log2|TCK|foranyi,j,

andt),thentheTREΠtreformedbytheaboveconstructionbasedonΠka is
(n,ω,τ)-secure.

Proof. LetZ bearandomvariablesuchthat:(1)Z = EMK;or(2)Z =
(EKW ,DKW ,ETI(1),...,ETI(τ))withUi1,Ui2 /∈ W;or(3)Z=(EKW ,DKW ,
ETI(1),...,ETI(t−1),ETI(t+1),...,ETI(τ))withUi1 /∈ WandUi2 ∈ W.

Then,foranyrandomvariableZof(1)–(3) mentionedabove,wehave

H(M |C,Z)=H(M), (4.23)

where(4.23)followsfromDefinition4.2andperfectsecrecyofone-timepad

c=m⊕tck
(t)
i1,i2

(i.e.,eachpairofM,TCK,Z isindependent). Therefore,the
aboveconstructionsatisfiestheconditions(1)–(3).

Remark4.1. For(n,ω,τ)-secure TR-KAΠka inwhichcommonkeysare
uniformlydistributedoverTCK,wecanproveTheorem4.1byusingTheorem
4.3(i.e.,thelowerboundsin TRE)andtheabovegenericconstructionin
whichuniformlydistributedplaintextsaretaken.

Remark4.2. Intheabovegenericconstruction,wesupposePM tobeuniform
(i.e.,uniformlydistributedplaintexts)andapplythedirect(andoptimal)con-
structionofTR-KAinSection4.2.3. Then,theresultingdirectconstruction
ofTRE meetsequalityineveryboundof(i)–(iv)inTheorem4.3. Therefore,
theresultingdirectconstructionisoptimalandthelowerboundsinTheorem
4.3aretight.
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4.4 Timed-Release Authentication Code

Inthissection, weshowa modelandasecuritydefinitionoftimed-release
authenticationcodes(TRA-codesforshort). Wealsoderivetightlowerbounds
onsizeofsecretsforentitiesandsizeoftime-signalsrequiredforTRA-codes.
Inaddition,wepresenttwokindsofconstructionsofTRA-codes,genericand
directones. Ourgenericconstructionissimple,whileourdirectconstruction
isoptimal.

4.4.1 ModelandSecurity Definition

Wenewlyproposea modelandasecuritydefinitionof TRA-codes,based
onthatoftimed-releasesignatureswithcomputationalsecurityandthatof
A-codes.

Formally,wegiveadefinitionofTRA-codesintheTImodelasinthecase
ofTR-KA.

Definition4.7 (TRA-code).ATRA-codeΠtrainvolvesn+2entities,TA,
U1,U2,...,Un andTS,andconsistsofafour-tupleofalgorithms(TAGen,
AExt,TAuth,TVer)withsixspaces,M a,A,E,A MK,T andATI,where
alloftheabovealgorithmsexceptTAGenaredeterministicandalloftheabove
spacesarefinite.Inaddition,Πtraisexecutedwithfourphasesasfollows.

–Notation:

- Entities:TA,Ui(1≤i≤n),TS,andUarethesameasthosein
Definition4.1.

-Spaces:T isthesameasthatin Definition4.1. A isasetof
possibleauthenticators(ortags),M aisasetofpossible messages,
A MK isasetofpossible masterkeys.ATI(t)isasetofpossible

time-signalsattimet∈T. LetATI :=
∪τ

t=1ATI(t). Also,E
(S)
i

isasetofpossibleUi’sauthenticationkeys,E
(R)
i isasetofpossible

Ui’sverificationkeys,andEi:=E
(S)
i ×E

(R)
i isasetofpossible

secretkeysforUi. LetE(S):=
∪n

i=1E
(S)
i ,E(R):=

∪n
i=1E

(R)
i ,and

E:=
∪n

i=1Ei.

- Algorithms:TAGenisakeygenerationalgorithmwhichoninputa
securityparameter1κ,outputseachuser’ssecretkeyandatime-
server’s masterkey,AExt:A MK×T → ATI isatime-signal
generationalgorithmforTS,TAuth:M a×E(S)×T ×U →Aisan
authenticationalgorithm,andTVer:M a×A×T×E(R)×ATI×U →
{true,false}isaverificationalgorithm.

1.Key Generationand Distribution. Intheinitialphase,TAgener-
atesthefollowingkeysbyusingTAGen:amasterkeyamk∗∈A MKfor
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TS;asecretkeyei=(e
(S)
i ,e

(R)
i )∈EiforUi(i=1,2,...,n). These

keysaredistributedtocorrespondingentitiesviasecurechannels. After
distributingthesekeys,TAdeletesthemfromhismemory. And,TSand
Uikeeptheirkeyssecret,respectively.

2.Time-signal Generation. Forbroadcastingatime-signalateachtime,
TSgeneratesatime-signalamk(t)← AExt(amk∗,t)∈ATI(t)byusing
a masterkeyamk∗∈A MKandtimet∈T. Then,TSbroadcastsitto
allusersviaabroadcastchannel.

3.Authentication. Ui1 specifiestimetwhenUi2 canverifyvalidityofa

messagem,andthenUi1 computesanauthenticator,α
(t)
i1,i2

← TAuth(m,e
(S)
i1

,t,

Ui2)∈A,bythemessagem ∈ Ma,anauthenticationkeye
(S)
i1

,thespec-

ifiedtimetandtheidentityUi2. And,Ui1 sends(m,α
(t)
i1,i2

,t)toUi2 via
aninsecurechannel.

4.Verification. SupposethatUi2 hasreceived(m,α
(t)
i1,i2

,t)fromUi1. Af-

terreceivingatime-signalamk(t)atthespecifiedtimet,Ui2 checksthe

validityofα
(t)
i1,i2

byaverificationkeye
(R)
i2

,atime-signalamk(t)andthe

identityUi1:IfTVer(m,α
(t)
i1,i2

,t,e
(R)
i2

,amk(t),Ui1)→ true,thenUi2 ac-

cepts(m,α
(t)
i1,i2

,t)asvalid,andrejectsitotherwise.

Inthe modelofTRA-codes,werequirethefollowingequationholds:for
allpossibleκ∈N,(e1,...,en,amk∗)← TAGen(1κ),t∈T,andi1,i2∈[n],we
have

TVer(m,TAuth(m,e
(S)
i1

,t,Ui2),t,e
(R)
i2

,AExt(amk∗,t),Ui1)→ true.

Theaboverequirement meanscorrectnessofTRA-codes.

Next, weprovideasecuritynotionanditsformalizationforTRA-codes
basedontheideaoftimed-releasesecurityandthetraditionalauthentica-
tioncodewithinformation-theoreticsecurity. Thechoiceofpossiblecollud-
ersW ∈ PS(U,ω)isthesameasthatin TR-KA.Forasetofcolluders

W :={Ul1,Ul2,...,Ulj}∈PS(U,ω),E
(S)
W :=E

(S)
l1

×E
(S)
l2

×···×E
(S)
lj

isaset

ofW’sauthenticationkeys,andE
(R)
W :=E

(R)
l1

×E
(R)
l2

×···×E
(R)
lj

isasetof
W’sverificationkeys.InTRA-codes,weconsiderimpersonationattacksand
substitutionattacksasfollows.(a)Impersonationattacks:anadversary(ora
dishonestentity)triestogenerateafraudulentauthenticatedmessageattime

t,(m,α
(t)
i1,i2

,t),thathasnotbeenlegallygeneratedbyasenderUi1 butwill
beacceptedbyareceiverUi2.(b)Substitutionattacks: anadversary(ora
dishonestentity)triestogenerateafraudulentauthenticatedmessageattime

t2,(m′,α
(t2)
i1,i2

,t2),thathasnotbeenlegallygeneratedbyasenderUi1 butwill
beacceptedbyareceiverUi2,afterobservingavalidauthenticated message
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attimet1,(m,α
(t1)
i1,i2
,t1)with(m,α

(t1)
i1,i2
,t1)̸=(m

′,α
(t2)
i1,i2
,t2).Similarlyasin

Definition4.2weconsiderthefollowingthreetypesofsecuritynotionsfor
TRA-codes:(1)Theprobabilitythatadishonesttime-serversucceedsineach
oftheimpersonationattackandsubstitutionattackissmall;(2)Theproba-
bilitythatanycolludinggroupW notincludingalegitimatereceiversucceeds
ineachoftheimpersonationattackandsubstitutionattackissmall,evenif
W obtainstime-signalsatallthetime;(3)AnycolludinggroupW includ-
ingalegitimate(butdishonest)receivercannotcheckthevalidityofatarget
authenticatedmessagewithoutatime-signalatthespecifiedtime,evenifW
obtainstime-signalsatallthetimeexceptthespecifiedtime. Toformalize
thissecuritynotion,weconsiderittobeakindofsecurityagainstimperson-
ationattacksatthefuturespecifiedtime:Theprobabilitythatanycolluding
groupW includingareceiversucceedsinimpersonationattacksatthefuture
specifiedtimeissmall,evenifW obtainstime-signalsatallthetimeexcept
thespecifiedtime.
TheformalizationsoftheabovethreetypesofsecuritynotionsforTRA-

codesaregivenasfollows.

Definition4.8.LetΠtrabeaTRA-code.Πtraissaidtobe(n,ω,τ;ϵ)-secure,
ifmax{PServer,P1,P2}≤ϵ,wherePServer,P1andP2aredefinedasfollows.

(1)Successprobabilityofattacksbyadishonesttime-server.LetPServer:=
max{PIS,PSS},wherePIS andPSS aregivenasfollows.

1-1)Successprobabilityofimpersonationattacks.ForanyUi1,Ui2∈U
andanyt∈T,wedefinePIS(Ui1,Ui2,t)by

PIS(Ui1,Ui2,t):= max
(m,α

(t)
i1,i2

,t)

max
amk∗

max
amk(t)

Pr[TVer(m,α
(t)
i1,i2
,t,e

(R)
i2
,amk(t),Ui1)=true|amk

∗].

TheprobabilityPIS isdefinedasPIS:= max
Ui1,Ui2,t

PIS(Ui1,Ui2,t).

1-2)Successprobabilityofsubstitutionattacks.ForanyUi1,Ui2∈Uand
anyt1,t2∈T,wedefinePSS(Ui1,Ui2,t1,t2)by

PSS(Ui1,Ui2,t1,t2):=

max
(m′,α

(t2)
i1,i2

,t2)

max
(m,α

(t1)
i1,i2

,t1)̸=(m′,α
(t2)
i1,i2

,t2)

max
amk∗

max
amk(t2)

Pr[TVer(m′,α
(t2)
i1,i2
,t2,e

(R)
i2
,amk(t2),Ui1)=true|(m,α

(t1)
i1,i2
,t1),amk

∗].

TheprobabilityPSSisdefinedasPSS:= max
Ui1,Ui2,t1,t2

PSS(Ui1,Ui2,t1,t2).

(2)Successprobabilityofattacksbycolludersnotincludingalegitimatere-
ceiver.LetP1:=max{PI1,PS1},wherePI1andPS1aregivenasfollows.
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2-1)Successprobabilityofimpersonationattacks.Foranysetofcollud-
ersW∈PS(U,ω),anyUi1,Ui2∈UsuchthatUi1,Ui2/∈Wandfor
anyt∈T,wedefinePI1(Ui1,Ui2,W,t)by

PI1(Ui1,Ui2,W,t):=

max
(m,α

(t)
i1,i2

,t)

max
e
(S)
W

max
e
(R)
W

max
amk(1),...,amk(τ)

Pr[TVer(m,α
(t)
i1,i2
,t,e

(R)
i2
,amk(t),Ui1)=true

|e
(S)
W ,e

(R)
W ,amk

(1),...,amk(τ)].

TheprobabilityPI1isdefinedasPI1:= max
Ui1,Ui2,W,t

PI1(Ui1,Ui2,W,t).

2-2)Successprobabilityofsubstitutionattacks.Foranysetofcolluders
W∈PS(U,ω),anyUi1,Ui2∈UsuchthatUi1,Ui2 /∈ Wandfor
anyt1,t2∈T,wedefinePS1(Ui1,Ui2,W,t1,t2)by

PS1(Ui1,Ui2,W,t1,t2):=

max
(m′,α

(t2)
i1,i2

,t2)

max
(m,α

(t1)
i1,i2

,t1)̸=(m′,α
(t2)
i1,i2

,t2)

max
e
(S)
W

max
e
(R)
W

max
amk(1),...,amk(τ)

Pr[TVer(m′,α
(t2)
i1,i2
,t2,e

(R)
i2
,amk(t2),Ui1)=true

|(m,α
(t1)
i1,i2
,t1),e

(S)
W ,e

(R)
W ,amk

(1),...,amk(τ)].

And,PS1isdefinedasPS1:= max
Ui1,Ui2,W,t1,t2

PS1(Ui1,Ui2,W,t1,t2).

(3)Successprobabilityofattacksbycolludersincludingalegitimate(butdis-
honest)receiver.ForanysetofcolludersW∈PS(U,ω),anyUi1,Ui2∈
UsuchthatUi1 /∈ WandUi2 ∈ W,andforanyt∈T,wedefine
P2(Ui1,Ui2,W,t)by

P2(Ui1,Ui2,W,t):=

max
(m,α

(t)
i1,i2

,t)

max
e
(S)
W

max
e
(R)
W

max
amk(1),...,amk(t−1),amk(t+1),...,amk(τ)

Pr[TVer(m,α
(t)
i1,i2
,t,e

(R)
i2
,amk(t),Ui1)=true

|e
(S)
W ,e

(R)
W amk

(1),...,amk(t−1),amk(t+1),...,amk(τ)].

TheprobabilityP2isdefinedasP2:= max
Ui1,Ui2,W,t

P2(Ui1,Ui2,W,t).

4.4.2 LowerBounds

Wederivelowerboundsonsuccessprobabilitiesofattacksandsizeofse-

cretsrequiredfor(n,ω,τ;ϵ)-secureTRA-codes.LetMA
(t)
i1,i2
:={(m,α

(t)
i1,i2
)∈

Ma×A|TAuth(m,e
(S)
i1
,t,Ui2)=α

(t)
i1,i2
forsomee

(S)
i1
∈E

(S)
i1
}beasetof
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possiblepairsof messagesandauthenticatorssuchthateachelementofthe
setcanbegeneratedbythesenderUi1 tosendittoUi2 atspecifiedfuture

timet. Furthermore,letMA
(t)
i1,i2

,AMK,E
(S)
W ,E

(R)
W ,ATI(1),...,ATI(τ)be

randomvariableswhichtakevaluesinMA
(t)
i1,i2

,A MK,E
(S)
W ,E

(R)
W ,ATI(1),

...,ATI(τ),respectively.

Weassumethatthereexistthefollowing mappingsinthe modelofTRA-
codes:foreveryi,j∈[n]andeveryt∈[τ],

λi:E
(S)
i →E

(S)
i,1 ×···×E

(S)
i,n,

πj:E
(R)
j →E

(R)
1,j×···×E

(R)
n,j,

f(t):ATI(t)→ATI
(t)
1 ×···×ATI(t)

n ,

g:A MK →A MK1×···×A MKn,

gi:A MKi→ATI
(1)
i ×···×ATI

(τ)
i ,

ρi,j:E
(S)
i,j →E

(R)
i,j ×A MKi,

whereE
(S)
i,j isasetofpossibleUi’sauthenticationkeyswhichareactuallyused

tocommunicatewithareceiverUj;E
(R)
i,j isasetofpossibleUj’sverification

keys whichareactuallyusedtocommunicate withasenderUi;ATI
(t)
i is

asetofpossibleinformationontime-signalsattimetwhen Uibecomesa
sender;A MKiisasetofpossiblepartialinformationaboutmasterkeyswhen
Uibecomesasender.3 Notethateachuserhasthepotentialtobecomean
adversary,buteachuserishonest whenheisasender. Hence,ifasender

Uiisfixedandamk
(t)
i ∈ ATI

(t)
i isgiven, TRA-codeslooklike MRA-codes

[124]. Fromthis,itwouldbenaturaltoassumea mappingE
(S)
i,j →E

(R)
i,j,if

amk
(t)
i ∈ATI

(t)
i isgiven,inTRA-codesasinthe modelof MRA-codes(see

Definition3.1in[124]).Inaddition,fromthefootnoteofthispage,wehave

assumedtheabovemappingρi,j:E
(S)
i,j →E

(R)
i,j×A MKi.Fromtheexplanation,

weconsiderthattheassumptionofexistenceoftheabove mappingsisnotso
strange,rathernatural,andwewillshowthatthese mappingsactuallyexist
inoursimpledirectconstructioninSection4.4.4.

Then, wecanderivelowerboundsonsuccessprobabilitiesofattacksas
follows.

Theorem4.5. Foranyi1,i2∈[n],anytimet∈T,anycolludinggroupW
withUi1,Ui2 /∈ W,andW̃ withUi1 /∈W̃ andUi2 ∈W̃,itholdsthat

1.logPIS
(Ui1,Ui2,t)≥−I(MA

(t)
i1,i2

;E
(R)
i1,i2

|AMK).

3Weassume thateachuserUipotentiallyhaspartialinformationona masterkey,since
asenderUicanspecifyanytimet(i.e.,thesenderUicangenerateamk

(t)
i ∈ ATI

(t)
i for

1≤∀t≤τ)buthecannotgenerateatime-signalamk(t)∈ATI(t).

88



4.4Timed-ReleaseAuthenticationCode

2.logPSS
(Ui1,Ui2,t1,t2)≥−I(̃MA

(t2)
i1,i2

;E
(R)
i1,i2

|AMK,MA
(t1)
i1,i2

).

3.logPI1(Ui1,Ui2,W,t)≥−I(MA
(t)
i1,i2

;E
(R)
i1,i2

|E
(S)
W ,E

(R)
W ,ATI(1),...,ATI(τ)).

4.logPS1(Ui1,Ui2,W,t1,t2)

≥−I(̃MA
(t2)
i1,i2

;E
(R)
i1,i2

|E
(S)
W ,E

(R)
W ,ATI(1),...,ATI(τ),MA

(t1)
i1,i2

).

5.logP2(Ui1,Ui2,̃W,t)

≥−I(MA
(t)
i1,i2

;ATI
(t)
i1

|E
(S)

W̃
,E

(R)

W̃
,ATI(1),...,ATI(t−1),ATI(t+1),...,ATI(τ)).

Theproofcanbeshowninawaysimilarto[124,Theorem3.2],andwe
omitit.

Wenextshowlowerboundsonsizesofsecretkeysandtime-signalsrequired
forsecureTRA-codes.

Theorem4.6. LetΠtra bean(n,ω,τ;ϵ)-secure TRA-code. Letq:=ϵ−1.
Then,foranyi1,i2∈[n]andt∈[τ],wehave

(i)|E
(R)
i2

|≥q2(ω+1), (ii)|E
(S)
i1

|≥q2ω+τ+1,

(iii)|ATI(t)|≥qω+1, (iv)|A MK|≥qτ(ω+1), (v)|A
(t)
i1,i2

|≥q.

Proof. Inordertocompletetheproof,weshowthefollowinglemmas.

Lemma4.14.|E
(R)
i2

|≥q2(ω+1) foranyi2∈[n].

Proof. Forarbitraryi1,i2∈[n],letWi1 :={U1,...,Ui1−1,Ui1+1,...,Uω+1}
suchthatUi2 /∈ Wi1. Then,foranyt1,t2∈T,wehave

(
1

q

)2(ω+1)

≥
ω+1∏

i1=1

PI1(Ui1,Ui2,Wi1,t1)PS1(Ui1,Ui2,Wi1,t1,t2)

≥2
−

∑ω+1
i1=1 H(E

(R)
i1,i2

|E
(S)
W i1

)
(4.24)

≥2
−

∑ω+1
i1=1 H(E

(R)
i1,i2

|E
(S)
1 ,...,E

(S)
i1−1)

≥2
−

∑ω+1
i1=1 H(E

(R)
i1,i2

|E
(S)
1,i2

,...,E
(S)
i1−1,i2

)
(4.25)

≥2
−

∑ω+1
i1=1 H(E

(R)
i1,i2

|E
(R)
1,i2

,...,E
(R)
i1−1,i2

)
(4.26)

=2
−H(E

(R)
1,i2

,...,E
(R)
ω+1,i2

)

≥2
−H(E

(R)
i2

)
(4.27)

≥2
−log|E

(R)
i2

|
=

1

|E
(R)
i2

|
,
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whereEq.(4.24)followsfromTheorem4.5,andEqs.(4.25),(4.26),and(4.27)
followfromthe mappings,λi1 for1≤i1≤ω,ρi1,i2 for1≤i1≤ω,andπi2,

respectively. Therefore,wehave|E
(R)
i2

|≥q2(ω+1).

Lemma4.15. |ATI(t)|≥qω+1 foranyt∈T.

Proof. Forarbitraryi1,i2∈[n],letW̃i1 :={U1,...,Ui1−1,Ui1+1,...,Uω+1}
suchthatUi2 ∈W̃i1. Then,foranyt∈T,wehave

(
1

q

)ω+1

≥

ω+1∏

i1=1

P2(Ui1,Ui2,̃Wi1,t)

≥2
−

∑ω+1
i1=1 H(ATI

(t)
i1

|E
(S)

W̃ i1

)
(4.28)

≥2
−

∑ω+1
i1=1 H(ATI

(t)
i1

|E
(S)
1 ,...,E

(S)
i1−1)

≥2
−

∑ω+1
i1=1 H(ATI

(t)
i1

|AMK1,...,AMKi1−1)
(4.29)

≥2
−

∑ω+1
i1=1 H(ATI

(t)
i1

|ATI
(t)
1 ,...,ATI

(t)
i1−1)

(4.30)

=2−H(ATI
(t)
1 ,...,ATI

(t)
ω+1)

≥2−H(ATI(t)) (4.31)

≥2−log|ATI(t)|=
1

|ATI(t)|
,

whereEq.(4.28)followsfromTheorem4.5;Eq.(4.29)followfromthe map-
pingsλi1 andρi1,i2 for1≤ i1 ≤ ω; Eqs.(4.30)and(4.31)followfromthe
mappings gi1 for1≤ i1 ≤ ω,andf(t),respectively. Therefore, wehave
|ATI(t)|≥qω+1.

Lemma4.16. |A MK|≥qτ(ω+1).

Proof. Forarbitraryi1,i2∈[n],letW̃i1 :={U1,...,Ui1−1,Ui1+1,...,Uω+1}
suchthatUi2 ∈W̃i1. Then,foranyt∈T,wehave

(
1

q

)τ(ω+1)

≥
τ∏

t=1

ω+1∏

i1=1

P2(Ui1,Ui2,̃Wi1,t)

≥2
−

∑τ
t=1

∑ω+1
i1=1 H(ATI

(t)
i1

|E
(S)

W̃ i1

,ATI(1),...,ATI(t−1))
(4.32)

≥2
−

∑τ
t=1

∑ω+1
i1=1 H(ATI

(t)
i1

|E
(S)
1 ,...,E

(S)
i1−1,ATI(1),...,ATI(t−1))

≥2
−

∑τ
t=1

∑ω+1
i1=1 H(ATI

(t)
i1

|AMK1,...,AMKi1−1,ATI(1),...,ATI(t−1))
(4.33)

≥2
−

∑τ
t=1

∑ω+1
i1=1 H(ATI

(t)
i1

|ATI
(t)
1 ,...,ATI

(t)
i1−1,ATI(1),...,ATI(t−1))

(4.34)
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=2−
∑τ
t=1H(ATI

(t)
1 ,...,ATI

(t)
ω+1|ATI

(1),...,ATI(t−1))

≥2−
∑τ
t=1H(ATI

(t)|ATI(1),...,ATI(t−1)) (4.35)

=2−H(ATI
(1),...,ATI(τ))

≥2−H(AMK) (4.36)

≥2−log|AMK|=
1

|AMK|
,

whereEq.(4.32)followsfromTheorem4.5;Eq.(4.33)followfromthemap-
pingsλi1 andρi1,i2 for1≤i1≤ω;Eqs.(4.34)and(4.35)followfromthe
mappingsgi1for1≤i1≤ωandf

(t),respectively;Eq.(4.36)followsfromthe
deterministicalgorithm(i.e.,mapping)AExt:AMK×T →ATI.Therefore,
wehave|AMK|≥qτ(ω+1).

Lemma4.17.|E
(S)
i1
|≥q2ω+τ+1foranyi1∈[n].

Proof.Forarbitraryi1,i2∈[n],letWi2:={U1,...,Ui2−1,Ui2+1,...,Uω+1}
suchthatUi1 /∈ Wi2,andW̃∈PS(U,ω)suchthatUi1 /∈W̃ andUi2∈W̃.
Then,foranyt,t1,t2∈T,wehave

log

(
1

q

)2ω+τ+1
(4.37)

≥log

(
τ∏

t=2

P2(Ui1,Ui2,̃W,t)

ω+1∏

i2=1

PI1(Ui1,Ui2,Wi2,t1)PS1(Ui1,Ui2,Wi2,t1,t2)

)

≥−

τ∑

t=2

H(ATI
(t)
i1
|E
(S)

W̃
,E
(R)

W̃
,ATI(1),...,ATI(t−1),ATI(t+1),...,ATI(τ))

−

ω+1∑

i2=1

H(E
(t)
i1,i2
|E
(S)
Wi2
,E
(R)
Wi2
,ATI(1),...,ATI(τ)) (4.38)

≥−

τ∑

t=2

H(ATI
(t)
i1
|ATI(1),ATI(2),...,ATI(t−1))

−
ω+1∑

i2=1

H(E
(t)
i1,i2
|E
(R)
Wi2
,ATI(1),...,ATI(τ))

≥−
τ∑

t=2

H(ATI
(t)
i1
|ATI(2),ATI(3),...,ATI(t−1))

−

ω+1∑

i2=1

H(E
(t)
i1,i2
|E
(R)
1 ,...,E

(R)
i2−1
ATI(2),...,ATI(τ))

≥−

τ∑

t=2

H(ATI
(t)
i1
|ATI

(2)
i1
,ATI

(3)
i1
,...,ATI

(t−1)
i1

)
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−

ω+1∑

i2=1

H(E
(t)
i1,i2
|E
(R)
i1,1
,...,E

(R)
i1,i2−1

,ATI
(2)
i1
,...,ATI

(τ)
i1
) (4.39)

=−H(ATI
(2)
i1
,ATI

(3)
i1
,...,ATI

(τ)
i1
,E
(R)
i1,1
,...,E

(R)
i1,ω+1

)

≥−H(AMKi1,E
(R)
i1,1
,...,E

(R)
i1,ω+1

) (4.40)

≥−H(E
(S)
i1,1
,...,E

(S)
i1,ω+1

) (4.41)

≥−H(E
(S)
i1
) (4.42)

≥−log|E
(S)
i1
|,

whereEq.(4.38)followsfromTheorem4.5;Eq.(4.39)followsfromthemap-
pingsπi2for1≤i2≤ωandf

(t)for2≤t≤τ;Eqs.(4.40),(4.41),and(4.42)
followfromthemappings,gi1,ρi1,i2for1≤i2≤ω+1,andλi1,respectively.

Therefore,|E
(S)
i1
|≥q2ω+τ+1.

Lemma4.18.|A
(t)
i1,i2
|≥qforanyi1,i2∈[n]andt∈T.

Proof.LetW =∅.Then,wehave

1

q
≥PI1(Ui1,Ui2,W,t)

≥2
−I(MA

(t)
i1,i2

;E
(R)
i1,i2

|ATI(1),...,ATI(τ))
(4.43)

=2
−I(M;E

(R)
i1,i2

|ATI(1),...,ATI(τ))−I(A
(t)
i1,i2

;E
(R)
i1,i2

|ATI(1),...,ATI(τ),M)

=2
−I(A

(t)
i1,i2

;E
(R)
i1,i2

|ATI(1),...,ATI(τ),M)

≥2
−H(A

(t)
i1,i2

)
≥

1

|A
(t)
i1,i2
|
,

whereEq.(4.43)followsfromTheorem4.5. Therefore,wehave|A
(t)
i1,i2
|≥

q.

ProofofTheorem4.6:FromLemmas4.14–4.18,theproofofTheorem4.6
iscompleted.

AswewillseeinSection4.4.4,theabovelowerboundsarealltightsinceour
directconstructionwillmeetalltheaboveboundswithequalities.Therefore,
wedefineoptimalityofconstructionsofTRA-codesasfollows.

Definition4.9. Aconstructionof(n,ω,τ;ϵ)-secureTRA-codesissaidtobe
optimalifitmeetsequalityineverylowerboundof(i)–(v)inTheorem4.6.
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4.4.3 Generic Constructionof TRA-codesfrom TR-KAand
A-codes

Weproposeagenericconstructionof(n,ω,τ;ϵ)-secureTRA-codesfromTR-
KAandthetraditionalA-codes.

ThedetailofourgenericconstructionofTRA-codesΠtra=(TAGen,AExt,
TAuth,TVer)byusingTR-KAΠka=(Setup,Ext,KeyGen,KeyDer)andA-codes
Πa=(KGen,Auth,Ver)isgivenasfollows.

1.(e1,...,en,amk∗)← TAGen(1κ): Forasecurityparameter1κ,TAGen

outputs matchingsecretkeysei=(e
(S)
i ,e

(R)
i )andamk∗ forUi(1≤

i≤ n)andTS,respectively,asfollows.TAGencallsSetupwithinput

1κ,andsuppose(tuk
(S)
1 ,tuk

(R)
1 ,...,tuk

(S)
n ,tuk

(R)
n ,tmk∗)←Setup(1κ).

Then, TAGen outputssecretkeyse
(S)
i :=tuk

(S)
i ,e

(R)
i :=tuk

(R)
i and

amk∗:=tmk∗forUi(1≤i≤n)andTS,respectively.

2.amk(t)← AExt(amk∗,t): Fora masterkeyamk∗= tmk∗andtimet,
AExtcallsExt,andsupposetmk(t)←Ext(tmk∗,t). Then,AExtoutputs
atime-signalattimet,amk(t):=tmk(t).

3.α
(t)
i1,i2

← TAuth(m,e
(S)
i1

,t,Ui2): Fora messagem,anauthenticationkey

e
(S)
i1

=tuk
(S)
i1

,thespecifiedtimetandanidentityUi2,TAuthcallsKey-

Gen,andsupposetck
(t)
i1,i2

← KeyGen(tuk
(S)
i1

,t,Ui2). Then,TAuthcalls

Auth,anditcomputesanauthenticatorα←Auth(tck
(t)
i1,i2

,(m,t)). Fi-

nally,TAuthoutputsanauthenticatorattimet,α
(t)
i1,i2

:=α.

4.true/false← TVer(m,α
(t)
i1,i2

,t,e
(R)
i2

,amk(t),Ui1): Fora messagem,the

specifiedtimet,anauthenticatorα
(t)
i1,i2

,averificationkeye
(R)
i2

=tuk
(R)
i2

,

atime-signalamk(t)=tmk(t)atthespecifiedtimetandanidentityUi1,

TVer callsKeyDer,andsupposetck
(t)
i1,i2

←KeyDer(tuk
(R)
i2

,tmk(t),Ui1).

Then,TVeroutputstrueifVer(tck
(t)
i1,i2

,(m,t),α
(t)
i1,i2

)→true,andoutputs
falseotherwise.

Thesecurityoftheaboveconstructionisshownasfollows.

Theorem4.7. Givenanϵ-secureA-codeΠaand(n,ω,τ)-secureTR-KAΠka

inwhichcommonkeysareuniformlydistributedoverTCK,thentheTRA-code
Πtra formedbytheaboveconstructionbasedonΠa andΠka is(n,ω,τ;ϵ)-
secure.

Proof. First,weshowtheproofofPSS
≤ϵtoprovePServer≤ϵ(i.e.,condition

(1)). AssumethatTStriestogenerateafraudulentauthenticatedmessageat
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timet2,(m
′,α′,t2),thatwillbeacceptedbyareceiverUi2,afterobservinga

validauthenticatedmessageattimet1,(m,α,t1).Then,wehave

max
(m′,α

(t2)
i1,i2

,t2)

max
(m,α

(t1)
i1,i2

,t1)̸=(m′,α
(t2)
i1,i2

,t2)

max
amk∗

max
amk(t2)

Pr[TVer(m′,α
(t2)
i1,i2
,t2,e

(R)
i2
,amk(t2),Ui1)=true|(m,α

(t1)
i1,i2
,t1),amk

∗]

= max
(m′,α′,t2)

max
(m,α,t1)̸=(m′,α′,t2)

max
tmk(t2)

max
tmk∗

Pr[KeyDer(tuk
(R)
i2
,tmk(t2),Ui1)=tck

(t2)
i1,i2

∧Ver((m′,t2),α
′,tck

(t2)
i1,i2
)=true|(m,α,t1),tmk

∗]

= max
(m′,α′,t2)

max
(m,α,t1)̸=(m′,α′,t2)

max
tmk∗

Pr[Ver((m′,t2),α
′,tck

(t2)
i1,i2
)=true|(m,α,t1),tmk

∗] (4.44)

= max
(m′,α′,t2)

max
(m,α,t1)̸=(m′,α′,t2)

Pr[Ver((m′,t2),α
′,C)=true|(m,α,t1)]

≤PS≤ϵ, (4.45)

whereEq.(4.44)followsfromthecorrectnessofTR-KA,Eq.(4.45)follows

fromDefinition4.2(i.e.,tmk∗isunhelpfultoguesstck
(t2)
i1,i2
),andPSisthe

successprobabilityofsubstitutionattacksinϵ-secureA-codes.Thus,wehave
PSS ≤ϵ.Inamannersimilartothis,wecanprovePIS ≤ϵ. Therefore,we
havePServer=max{PIS,PSS}≤ϵ.

Next,weshowtheproofofPS1≤ϵtoproveP1≤ϵ(i.e.,condition(2)).
AssumethatanycolludinggroupW notincludingatargetedreceivertries
togenerateafraudulentauthenticatedmessageattimet2,(m

′,α′,t2),that
willbeacceptedbyareceiverUi2,afterobservingavalidauthenticatedmes-

sageattimet1,(m,α,t1).LetInfo(W):=(e
(S)
W ,e

(R)
W ,amk

(1),...,amk(τ))=

(tuk
(S)
W ,tuk

(R)
W ,tmk

(1),...,tmk(τ)).Then,wehave

max
(m′,α

(t2)
i1,i2

,t2)

max
(m,α

(t1)
i1,i2

,t1)̸=(m′,α
(t2)
i1,i2

,t2)

max
Info(W)

Pr[TVer(m′,α
(t2)
i1,i2
,t2,e

(R)
i2
,amk(t2),Ui1)=true|(m,α

(t1)
i1,i2
,t1),Info(W)]

= max
(m′,α′,t2)

max
(m,α,t1)̸=(m′,α′,t2)

max
Info(W)

Pr[KeyDer(tuk
(R)
i2
,tmk(t2),Ui1)=tck

(t2)
i1,i2

∧Ver((m′,t2),α
′,tck

(t2)
i1,i2
)=true|(m,α,t1),Info(W)]

= max
((m′,t2),α′,t2)

max
((m,t1),α,t1)̸=((m′,t2),α′,t2)

max
Info(W)

Pr[Ver((m′,t2),α
′,tck

(t2)
i1,i2
)=true|((m,t1),α,t1),Info(W)] (4.46)

= max
((m′,t2),α′,t2)

max
((m,t1),α,t1)̸=((m′,t2),α′,t2)
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Pr[Ver((m′,t2),α
′,tck

(t2)
i1,i2
)=true|((m,t1),α,t1)] (4.47)

≤PS≤ϵ.

whereEq.(4.46)followsfromthecorrectnessofTR-KA,Eq.(4.47)follows

fromDefinition4.2(i.e.,Info(W)isunhelpfultoguesstck
(t2)
i1,i2
),andPSisthe

successprobabilityofsubstitutionattacksinϵ-secureA-codes.Thus,wehave
PS1≤ϵ.Inamannersimilartothis,wecanprovePI1≤ϵ. Therefore,we
haveP1=max{PI1,PS1}≤ϵ.
Finally,weshowtheproofofP2≤ϵ(i.e.,condition(3)). Assumethat

anycolludinggroupW includingalegitimate(butdishonest)receivertriesto
checkthevalidityofatargetauthenticatedmessagewithoutatime-signalat
thespecifiedtime,evenifW obtainstime-signalsatallthetimeexceptthe
specifiedtime.Let

Info(W):=(e
(S)
W ,e

(R)
W ,amk

(1),...,amk(t−1),amk(t+1),...,amk(τ))

=(tuk
(S)
W ,tuk

(R)
W ,tmk

(1),...,tmk(t−1),tmk(t+1),...,tmk(τ)).

Then,wehave

max
(m,α

(t)
i1,i2

,t)

max
Info(W)

Pr[TVer(m,α
(t)
i1,i2
,t,e

(R)
i2
,amk(t),Ui1)=true|Info(W)]

= max
(m,α

(t)
i1,i2

,t)

max
Info(W)

Pr[KeyDer(tuk
(R)
i2
,tmk(t),Ui1)=tck

(t)
i1,i2

∧Ver((m,t),α,tck
(t)
i1,i2
)=true|Info(W)]

≤ max
(m,α

(t)
i1,i2

,t)

max
Info(W)

Pr[Ver((m,t),α,tck
(t)
i1,i2
)=true|Info(W)]

= max
(m,α

(t)
i1,i2

,t)

Pr[Ver((m,t),α,tck
(t)
i1,i2
)=true] (4.48)

≤PI≤ϵ.

whereEq.(4.48)followsfromDefinition4.2(i.e.,Info(W)isunhelpfultoguess

tck
(t2)
i1,i2
)andPIisthesuccessprobabilityofimpersonationattacksinϵ-secure

A-codes.Thus,wehaveP2≤ϵ.

Remark4.3.EvenifweapplyoptimalconstructionsofTR-KAandA-codes
intheabovegenericconstruction,wecannotobtainanoptimalconstructionof
TRA-codes.Actually,considertheoptimalconstructionofTR-KAinSection
4.2.3andthewell-knownoptimalconstructionofA-codes(seeSection2.6.1).
Wecanquitesmoothlycombinetheseconstructionsinourgenericconstruction
sincebothonesaregivenbasedonpolynomialsoverFq.However,theresulting
constructionofTRA-codesisnotoptimal.Therefore,inSection4.4.4wewill
showthatthereexistsadirectconstruction(i.e.,aconstructionfromscratch)
whichsatisfiesDefinition4.9.
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4.4.4 Direct Constructionof TRA-codesbyPolynomialsover
FiniteFields

Weproposeadirectconstructionof(n,ω,τ;ϵ)-secureTRA-codes.Inaddition,
itisshownthattheconstructionisoptimal. Thedetailofourconstructionof
TRA-codesΠtra=(AGen,AExt,TAuth,TVer)isgivenasfollows.

1.(e1,...,en,amk∗)← TAGen(1κ): Forasecurityparameter1κ,Setup
outputs matchingsecretkeystukiandtmk∗ forUi(1≤ i≤ n)and
TS,respectively,asfollows.AGenpicksak-bitprimepowerq,where
q >max{n,τ},andconstructsthefinitefieldFqwithqelements. We
assumethattheidentityofeachuserUiisencodedasUi∈Fq\{0}. Also,
weassumeT=[τ]⊂Fq\{0}byusingappropriateencoding. And,AGen
choosesuniformlyatrandomf(x,y):=

∑ω
i=0

∑ω
j=0aijx

iyj,g(x,y):=
∑ω

i=0

∑ω
j=0bijx

iyj,amk∗(x,z):=
∑ω

i=0

∑τ−1
k=0 cikx

izkoverFqwiththree
variablesx,yandzinwhicheachdegreeofxandyisat mostω,and

thedegreeofzisatmostτ−1.AGenalsocomputese
(S)
i :=(g

(S)
i (y):=

g(Ui,y),F
(S)
i (y,z):=f(Ui,y)+amk∗(Ui,z))ande

(R)
i :=(g

(R)
i (x):=

g(x,Ui),f
(R)
i (x):=f(x,Ui))(1≤ i≤ n). Then,AGenoutputssecret

keysei:=(e
(S)
i ,e

(R)
i )(1≤ i≤ n)andamk∗ :=amk∗(x,z)forUi

(1≤i≤n)andTS,respectively.

2.amk(t)← AExt(amk∗,t):Foramk∗=amk∗(x,z)andtimet∈T,AExt
outputsatime-signalattimet,amk(t)(x):=amk∗(x,t).

3.α
(t)
i1,i2

← TAuth(m,e
(S)
i1

,t,Ui2): Fora messagem,asecretkeye
(S)
i1

,the
specifiedtimetandanidentityUi2,TAuthgeneratesanauthenticator,

α
(t)
i1,i2

:=g
(S)
i1

(Ui2)m+F
(S)
i1

(Ui2,t),andoutputsit.

4.true/false← TVer(m,α
(t)
i1,i2

,t,e
(R)
i2

,amk(t),Ui1): Forthe messagem,

theauthenticatorα
(t)
i1,i2

,thespecifiedtimet,asecretkeye
(R)
i2

,atime-

signalamk(t)atthespecifiedtimetandanidentityUi1,TVeroutputs

trueifα
(t)
i1,i2

=g
(R)
i2

(Ui1)m+f
(R)
i2

(Ui1)+amk(t)(Ui1)holds,andotherwise
outputsfalse.

Thesecurityandoptimalityoftheaboveconstructionisstatedasfollows.

Theorem4.8. Theresulting TRA-code Πtra bytheaboveconstructionis
(n,ω,τ;1/q)-secureandoptimal.

Proof. Inthisproof,wecanwritef(x,y),g(x,y)andtmk∗(x,z)intheform
of

f(x,y):=(1,x,...,xω)A








1
y
...

yω








,g(x,y):=(1,x,...,xω)B








1
y
...

yω








,and
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amk∗(x,z):=(1,x,...,xω)C








1
z
...

zτ−1








,

respectively, whereA andB are(ω+1)×(ω+1) matricesand C isan
(ω+1)×τmatrix,respectively. TocompletetheproofofTheorem4.8,we
showthefollowinglemmas.

Lemma4.19. TheaboveconstructionsatisfiesPServer≤ 1
q.

Proof. First,weshowtheproofofPSS
≤1/q. AssumethatTSwillgeneratea

fraudulentauthenticatedmessageattimet2(m′,α
(t2)
i1,i2

,t2),underthefollowing

conditions:TScanobtainavalidauthenticated message(m,α
(t1)
i1,i2

,t1)where
m ≠m′andknowshismasterkeyamk∗.Tobeginwith,sinceTSknowsamk∗,
hecancomputeamk∗(Ui1,t2). Therefore,hetriestogenerateg(Ui1,Ui2)m′+
f(Ui1,Ui2). Moreover,TScanobtaing(Ui1,Ui2)m+f(Ui1,Ui2)bycalculating

α
(t1)
i1,i2

−amk∗(Ui1,t1). However,byapplyingX :=O,A :=A andY :=O
inLemma4.5,thereareatleastqcandidatesofA. Then,byapplyingx:=
(1,Ui1,U2

i1
,...,Uω

i1
),A:=Aandy:=t(1,Ui2,U2

i2
,...,Uω

i2
)inLemma4.6,TS

cannotguessf(Ui1,Ui2)=xAywithprobabilitylargerthan1/q.Inasimilar
way, wecanprovethatTScannotguessg(Ui1,Ui2)withprobabilitylarger
than1/q. Hence,PSS

≤1/q. WecanalsoprovePIS
≤1/q. Thus,wehave

PServer=max(PIS
,PSS

)≤1/q.

Lemma4.20. TheaboveconstructionsatisfiesP1≤ 1
q.

Proof. First,weshowtheproofofPS1 ≤1/q. Withoutlossofgenerality,we
considerthatW :={U1,...,Uω}isasetofcolluderssuchthatUi1,Ui2 /∈ W,
and we writexi:=(1,Ui,U2

i,...,Uω
i)(1≤ i≤ n). AssumethatW will

generateafraudulentauthenticated messageattimet2(m′,α
(t2)
i1,i2

,t2),under
thefollowingconditions:W canobtainωuser’ssecretkeys,alltime-signals,

andavalidauthenticated message(m,α
(t1)
i1,i2

,t1)wherem ≠ m′. Notethat
W cancomputeamk∗ byalltime-signalsandcalculateamk∗(Ui1,t1)and
amk∗(Ui1,t2). Therefore,W triestogenerateg(Ui1,Ui2)(m −m′)tosuc-

ceedinthissubstitutionattack,sinceα
(t2)
i1,i2

=α
(t1)
i1,i2

−g(Ui1,Ui2)(m−m′)−
amk∗(Ui1,t1)+amk∗(Ui1,t2).W cancomputeg(Ul,y)(1≤l≤ω)byusing

e
(S)
l (y,z)andamk∗(Ul,z). Hence,W gets

g(Ul,y)=xlB








1
y
...

yω








,
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for1≤l≤ω. Thus,W canknowthefollowing matrix:

XUB:=








x1

x2
...

xω








B.

Inaddition,W knows

g(x,Ul)=(1,x,...,xω)B txl,

for1≤ l≤ ωbytheirverificationkeysf(x,Ul)(1≤ l≤ ω). Thus,W can
knowthefollowing matrix:

B tXU :=B(tx1,tx2,···,txω).

ByapplyingX :=XU,A:=BandY:=tXU inLemma4.5,thereareatleast
qcandidatesofB.Inaddition,{xi1,x1,x2,...,xω}and{xi2,x1,x2,...,xω}
arelinearlyindependent,respectively,sinceUi1,Ui2 /∈ W. Therefore,W
cannotguessg(Ui1,Ui2) =xi1B txi2 withprobabilitylargerthan1/qby
Lemma4.6. Hence,PS1 ≤ 1/q. WecanalsoprovePI1 ≤ 1/q. Thus, we
haveP1=max(PI1,PS1)≤1/q.

Lemma4.21. TheaboveconstructionsatisfiesP2≤ 1
q.

Proof. Without lossofgenerality, wesupposethatW :={U1,...,Uω}is
asetofcolluderssuchthatUi1 /∈ W,Ui1 isatargetedsender,Uω isa
targetedreceiver,andτisaspecifiedtime. Inaddition, we writexi :=
(1,Ui,U2

i,...,Uω
i)(1≤ i≤ n)andyi:=t(1,i,i2,...,iτ−1)(1≤ i≤ τ).

TosucceedinthesubstitutionattackbyagroupofcolludersW,W willtry
tocheckthevalidityofatargetauthenticated messagewithoutatime-signal
atthespecifiedtimeunderthefollowingconditions:W canobtainωuser’s
secretkeys,time-signalsatallthetimeexceptthespecifiedtimeτ,anda

validauthenticated message(m,α
(t1)
i1,ω,t). NotethatW cangetf(Ui1,Uω)

andg(Ui1,Uω)sinceUω ∈ W. Thus,W triestoobtainamk∗(x,z)toknow
f(Ui1,Uω)+amk∗(Ui1,τ).W cancomputeamk∗(Ul,z)(1≤l≤ω)byusing

e
(S)
l (y,z)andf(Ul,z). Hence,W gets

amk∗(Ul,z)=xlC








1
z
...

zτ−1








,
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for1≤l≤ω. Thus,W canknowthefollowing matrix:

XUC:=








x1

x2
...

xω








C.

Inaddition,W obtainsamk∗(x,t) =(1,x,...,xω)Cytfor1≤ t≤ τ−1by
time-signalsatallexceptthetimeτ.Thus,W canknowthefollowingmatrix:

CYT :=C(y1,y2,···,yτ−1).

ByapplyingX :=XU,A:=CandY:=YT inLemma4.5,thereareatleast
qcandidatesofC.Inaddition,{xi1,x1,x2,...,xω}and{y1,y2,...,yτ}are
linearlyindependent,respectively,sinceUi1 /∈ W. Therefore,W cannotguess
amk∗(Ui1,z)=xi1Cyτwithprobabilitylargerthan1/qbyLemma4.6.Thus,
wehaveP2≤1/q.

Proofof Theorem4.8. Itfollowsthat max{PServer,P1,P2} ≤1/qfrom
theabovelemmas. Finally,itisstraightforwardtoseethattheconstruction
satisfiesallthelowerboundsinTheorem4.6withequalities. Therefore,the
aboveconstructionisoptimal.

4.5 Timed-ReleaseSecretSharing

AsexplainedinSection4.1,weconceivethefollowingtwotypesofschemes.
OneisaSSschemesuchthatinformationassociated withtime(called

time-signals)isrequiredwheneverasecretisreconstructed,whichmeansaSS
schemewithasimplecombinationoftraditionalsecretsharingfunctionality
andtimed-releasefunctionality. Forrealizingit,wepropose(k,n)-TR-SS.In
(k,n)-TR-SS,adealercanspecifypositiveintegersk,nwith k≤ n, where
nisthenumberofparticipantsandkisathresholdvalue,andfuturetime
whenasecretcanberecovered;andthesecretcanbereconstructedfromat
leastksharesandatime-signalatthespecifiedtime. Ontheotherhand,
participantscannotreconstructthesecretwithoutthetime-signalevenifthey
canobtainallshares.Specifically,wedefinea modelandsecuritynotionsof
(k,n)-TR-SS,andwederivelowerboundsonthesizesofshares,time-signals,
andentities’secretkeysrequiredfor(k,n)-TR-SS. Moreover, weprovidea
directconstructionof(k,n)-TR-SS,whichisconstructedbyusingpolynomials
overfinitefieldsandprovablysecureinoursecuritydefinition.Inaddition,
weshowthatthedirectconstruction meetsthelowerboundsonthesizesof
shares,time-signals,andentities’secretkeys withequalities. Therefore,it
turnsoutthatourlowerboundsaretight,andthatthedirectconstructionis
optimal.
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AnotheroneisahybridTR-SS,which meansaSSschemeinwhichtradi-
tionalsecretsharingfunctionalityandtimed-releasefunctionalityaresimulta-
neouslyrealized.InourhybridTR-SS,asecretcanbereconstructed,ifone
ofthefollowingconditionissatisfied:asecretcanbereconstructedfromk1

sharesandatime-signalataspecifiedtimeasinthe(k1,n)-TR-SS;orasecret
canbereconstructedfromk2sharesasinthetraditional(k2,n)-SS. Hence,
weconsidertwothresholdvaluesk1,k2todefinea modelofthehybridTR-
SS,andwepropose(k1,k2,n)-TR-SSassucha model,wherek1≤ k2≤ n.
Specifically,in(k1,k2,n)-TR-SS,adealercanspecifyfuturetime,andarbi-
trarilychoosesk1,k2andn. Atleastk1(andlessthank2)participantscan
reconstructasecretwithatime-signalatthespecifiedtime,andatleastk2

participantscanreconstructasecretwithout anytime-signal(i.e.theycan
reconstructfromonlytheirshares).Specifically,wedefinea modelandsecu-
ritynotionsof(k1,k2,n)-TR-SS,andwederivetightlowerboundsonthesizes
ofshares,time-signals,andentities’secretkeysrequiredfor(k1,k2,n)-TR-SS.
Moreover,weprovideadirectconstructionsof(k1,k2,n)-TR-SS,whichisan
optimalconstruction,whichmeetstheabovelowerboundswithequalities. To
achieveitsoptimality,weuseapublicparameter,whichisneededtorecon-
structasecret,inourconstruction. Thistechniqueisreasonablesincepublic
parametersaresometimesusedinthecontextofSSschemessuchas[80].

Inparticular,atheoretically-interestingpointinourresultsincludesthat
thetimed-releasesecuritycanberealizedwithoutanyadditionalredundancy
onthesharesizeinbothschemes.

4.5.1 The ModelandSecurity Definitionof(k,n)-TR-SS

Inthissection,weproposea modelandasecuritydefinitionof(k,n)-TR-SS.
In(k,n)-TR-SS,atime-signalatthespecifiedtimeisalwaysrequiredwhen
asecretisreconstructed.Inotherwords,asecretcannotbereconstructed
withoutatime-signalatthespecifiedtimeevenifthereareallshares.

First,weintroducethemodelof(k,n)-TR-SS.UnliketraditionalSSschemes,
weassumethatthereisatrustedinitializer.In(k,n)-TR-SS,therearen+3
entities,adealerD,nparticipantsP1,P2,...,Pn,atime-serverTSforbroad-
castingtime-signalsat mostτtimesandatrustedinitializerTA,wherek,n
andτarepositiveintegers. WeassumethattheidentityofeachuserPiisalso
denotedbyPi.

Informally,(k,n)-TR-SSisexecutedasfollows.First,TAgeneratessecret
keysonbehalfofDandTS. Afterdistributingthesekeysviasecurechannels,
TAdeletesitinhismemory. Next,D specifiesfuturetime,asD wants,when
asecretisreconstructedbyparticipants,andhegeneratesnsharesfromthe
secretbyusinghissecretkey. And,D sendseachsharetoeachparticipant
respectivelyviasecurechannels. Thetime-serverTSperiodicallybroadcasts
atime-signalwhichisgeneratedbyusinghissecretkey. Notethatthereisno
interactionbetweenTSandD,henceTSmaynotknowwhenthespecified
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timeis. Whenthespecifiedtimehascome,atleastkparticipantscancompute
thesecretbyusingtheirsharesandthetime-signalofthespecifiedtime.

Formally,wegivethedefinitionof(k,n)-TR-SSasfollows.Inthis model,
letP:={P1,P2,...,Pn}beasetofallparticipants. Andalso,Sisasetof
possiblesecretswithaprobabilitydistributionPS,andSKisasetofpossible

secretkeys.T:=[τ]isasetoftime.LetU
(t)
i bethesetofpossiblePi’sshares

atthetimet∈T. Also,Ui:=
∪τ

t=1U
(t)
i isasetofpossiblePi’ssharesforevery

i∈[n],andletU:=
∪n

i=1Ui.Inaddition,TI(t)isasetoftime-signalsat
timet,andletTI:=

∪τ
t=1TI(t).Furthermore,foranysubsetofparticipants

J ={Pi1,...,Pij}⊂P,U
(t)
J :=U

(t)
i1

×···×U
(t)
ij

denotesthesetofpossible
sharesheldbyJ.

Definition4.10 ((k,n)-TR-SS).A(k,n)-TR-SSschemeΠtssinvolvesn+3
entities,TA,D,P1,...,Pn,andTS,andconsistsoffourphases,Initialize,
Extract,ShareandReconstruct,andfivefinitespaces,S,SK,U,T,andTI.
Πtssisexecutedbasedontheabovephasesasfollows.

1.Initialize. TAgeneratesasecretkeysk∈SKforTSandD. This
keyisdistributedtocorrespondingentitiesviasecurechannels. After
distributingthesecretkey,TAdeletesitfromhis memory. And,D and
TSkeeptheirkeyssecret,respectively.4

2.Share. Adealer D randomlyselectsasecrets∈S accordingtoPS,
andchooseskandn. IfD wantsthesecretstobereconstructedby
participantsatfuturetimet∈T,oninputthesecrets∈S,specified

timet∈T andasecretkeysk,D computesashareu
(t)
i ∈U

(t)
i forevery

Pi(i=1,2,...,n). Andthen,D sendsapairoftheshareandspecified

time,(u
(t)
i ,t),toPi(i=1,2,...,n)viaasecurechannel.5

3.Extract. Forbroadcastingatime-signalateachtimet,TSgenerates
atime-signalts(t)∈TI(t)byusinghissecretkeyskandtimet∈T,
whereforsimplicityweassumethatts(t)isdeterministicallycomputed
bytandsk.

4.Reconstruct. Atthespecifiedtimet,anysetofatleastkparticipants
A = {Pi1,...,Pij}∈PS(P,k,n)canreconstructthesecretsbyusing

theirsharesu
(t)
i1

,...,u
(t)
ij

(k≤ j≤ n)andatime-signalts(t)atthe
specifiedtime.

4IfweconsiderasituationinwhichTSistrustedandhasfunctionalityofgeneratingkeys
anddistributingthemtoparticipantsbysecureprivatechannels,wecanidentifyTAwith
TSinthesituation. However,there maybeasituationinwhichtherolesofTAandTSare
quitedifferent(e.g.,TAisaproviderofsecuredatastorageserviceandTSisatime-signal
broadcastingserver). Therefore,weassumetwoentitiesTAandTSinour modeltocapture
varioussituations.

5Moreprecisely,thereisnoneedtokeepthespecifiedtimeconfidential(D onlyhasto
sendsharesviasecurechannels).
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Intheabove model,weassumethatΠtssmeetsthefollowing correctness
property:IfDcorrectlycompletesthephaseShareandTScorrectlycompletes

thephaseExtract,then,forallpossiblei∈[n],t∈T,s∈S,u
(t)
i ∈Ui,and

ts(t)∈TI(t),itholdthatanyA∈PS(P,k,n)willcorrectlyreconstructthe

secretsattheendofphaseReconstruct,namely,H(S|U
(t)
A ,TI(t))=0,where

S,U
(t)
A ,andTI(t)arerandomvariableswhichtakevaluesinS,U

(t)
A ,andTI(t),

respectively.

Next,weformalizeasecuritydefinitionof(k,n)-TR-SSbasedontheidea
ofthetimed-releasesecurityandSSschemes. AlthoughtheconceptofTR-
SSissimilartothatof TR-CSS, wetraditionallyformalizethesecurityof
TR-SSbyShannonentropy.In(k,n)-TR-SS,weconsiderthefollowingtwo
kindsofsecurity. Thefirstsecuritywhichweconsiderisbasicallythesame
asthatofthetraditional(k,n)-SS:lessthankparticipantscannotobtainany
informationonasecret.Inadditiontothis,asthesecondsecuritywewantto
requirethatevenatleastkparticipantscannotobtainanyinformationona
secretbeforethespecifiedtimecomes(i.e.,beforeatime-signalatthespecified

timeisreceived).LetS,U
(t)
J (J ⊂P),andTI(t)arerandomvariableswhich

takevaluesinS,U
(t)
J (J ⊂P),andTI(t),respectively.Therefore,weformally

definesecure(k,n)-TR-SSasfollows.

Definition4.11(Securityof(k,n)-TR-SS).LetΠtssbea(k,n)-TR-SSscheme.
Πtssissaidtobesecureifthefollowingconditionsaresatisfied:

(i) ForanyF∈PS(P,1,k−1)andanyt∈T,itholdsthat

H(S|U
(t)
F ,TI(1),...,TI(τ))=H(S).

(ii) ForanyA∈PS(P,k,n)andanyt∈T,itholdsthat

H(S|U
(t)
A ,TI(1),...,TI(t−1),TI(t+1),...,TI(τ))=H(S).

Intuitively,the meaningoftwoconditions(i)and(ii)inDefinition4.11is
explainedasfollows.(i)Noinformationonasecretisobtainedbyanysetof
lessthankparticipants,eveniftheyobtaintime-signalsatallthetime;(ii)No
informationonasecretisobtainedbyanysetofmorethank−1participants,
eveniftheyobtaintime-signalsatallthetimeexceptthespecifiedtime.

Remark4.4. Wecanalsoconsiderthefollowingsecuritydefinition(thecon-
dition(iii))insteadof(i): Noinformationonasecretisobtainedbycollusion
ofTSandanysetoflessthankparticipants,namely,thisisdefinedasfollows.

(iii) ForanyF ∈PS(P,1,k−1)andforanyt∈T,itholdsthatH(S|

U
(t)
F ,SK)=H(S).
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Notethatthecondition(iii)isstrongerthan(i). However,wedonotconsider
(iii)inthispaperbecauseofthefollowingtworeasons:first,thecondition(i)is
morenaturalthan(iii),sinceitdoesnotseemnaturaltoconsiderthesituation
thatanysetoflessthankparticipantscolludeswithTSintherealworld;
andsecondly,ourlowerboundsinTheorem4.9arestillvalidevenunderthe
conditions(ii)and(iii),inotherwords,evenifweconsidertheconditions(ii)
and(iii),wecanderivethesamelowerboundsinTheorem4.9sinceDefinition
4.11isweaker. Interestingly,ourdirectconstructioninSection4.5.3also
satisfies(iii),andtightnessofourlowerboundsandoptimalityofourdirect
constructionwillbevalidnotdependingonthechoiceofthecondition(i)or
(iii).Furthermore,wedonothavetoconsideranattackbydishonestTSonly,
sinceTS’s masterkeyisgeneratedindependentlyofasecret.

4.5.2 Lower Bounds Requiredfor(k,n)-TR-SS

Inthissection, weshowlowerboundsonsizesofshares,time-signals,and
secretkeysrequiredforsecure(k,n)-TR-SSasfollows.

Theorem4.9. LetΠtss beanysecure(k,n)-TR-SSscheme. Then,forany
i∈[n]andforanyt∈T,wehave

(I)H(U
(t)
i )≥H(S), (II)H(TI(t))≥H(S),

(III)H(SK)≥τH(S).

Proof. TheproofofTheorem4.9followsfromthefollowinglemmas.

Lemma4.22. H(U
(t)
i )≥H(S)foranyi∈[n]andanyt∈T.

Proof. Theproofcanbeprovedinawaysimilartotheproofin[82,Theorem
1]. Forarbitraryi∈[n],wetakeasubsetBi∈PS(P\{Pi},k−1,k−1)of
participants. Then,foranyt∈T,wehave

H(U
(t)
i )≥H(U

(t)
i |U

(t)
Bi

,TI(t))≥I(S;U
(t)
i |U

(t)
Bi

,TI(t))

=H(S|U
(t)
Bi

,TI(t)) (4.49)

=H(S), (4.50)

whereEq.(4.49)followsfromthecorrectnessof(k,n)-TR-SSandEq.(4.50)
followsfromthecondition(i)inDefinition4.11.

Lemma4.23. H(TI(t) |TI(1),...,TI(t−1))≥ H(S)foranyt∈T. In
particular,H(TI(t))≥H(S)foranyt∈T.

Proof. ForanyA∈PS(P,k,n)andanyt∈T,wehave

H(TI(t))≥H(TI(t)|TI(1),...,TI(t−1))

≥H(TI(t)|U
(t)
A ,TI(1),...,TI(t−1))
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≥I(S;TI(t)|U
(t)
A ,TI(1),...,TI(t−1))

=H(S|U
(t)
A ,TI(1),...,TI(t−1)) (4.51)

=H(S), (4.52)

whereEq.(4.51)followsfromthecorrectnessof(k,n)-TR-SSandEq.(4.52)
followsfromthecondition(ii)inDefinition4.11.

Lemma4.24. H(SK)≥τH(S).

Proof. Wehave

H(SK)≥I(TI(1),...,TI(τ);SK)

=H(TI(1),...,TI(τ))−H(TI(1),...,TI(τ)|SK)

=H(TI(1),...,TI(τ))

=
τ∑

t=1

H(TI(t)|TI(1),...,TI(t−1))≥τH(S),

wherethelastinequalityfollowsfromLemma4.23.

ProofofTheorem4.9:FromLemmas4.22–4.24,theproofofTheorem4.9is
completed.

AswewillseeinSection4.5.3,theabovelowerboundsaretightsinceour
constructionwill meetalltheabovelowerboundswithequalities. Therefore,
wedefineoptimalityofconstructionsof(k,n)-TR-SSasfollows.

Definition4.12. Aconstructionofsecure(k,n)-TR-SSissaidtobeoptimal
ifit meetsequalityineveryboundof(i)–(iii)inTheorem4.9.

Remark4.5. Thesecretsharingschemesuchthatthesizeofeachpartici-
pant’sshareisequaltothatofthesecretisoftencalledanidealsecretsharing
scheme. Theconstructionof(k,n)-TR-SSinSection4.5.3isoptimal,hence,
inthissenseweachieveideal(k,n)-TR-SS.Intermsofthesharesize,an
interestingpointisthatthetimed-releasepropertycanberealizedwithoutany
additionalredundancyonthesharesize. Thereforeinthesenseofthebound
onthesharesize,ourresultsarealsoregardedastheextensionoftraditional
secretsharingschemes.

4.5.3 Direct Constructionof(k,n)-TR-SS

Weproposeadirectconstructionof(k,n)-TR-SS.Inaddition,itisshownthat
ourconstructionisoptimal. Thedetailofourconstructionofa(k,n)-TR-SS
schemeΠtssisgivenasfollows.
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1.Initialize.Letqbeaprimepower, whereq >max{n,τ},andletFq

bethefinitefield withqelements. Weassumethattheidentityof
eachparticipantPiisencodedasPi∈Fq\{0}. Also,weassumeT =
{1,2,...,τ}⊂Fq\{0}byusingappropriateencoding.First,TAchooses
uniformlyatrandomτnumbersr(j)(j=1,...,τ)fromFq.TAsends
asecretkeysk:=(r(1),...,r(τ))toTSandD viasecurechannels,
respectively.

2.Share.First,D randomlychoosesasecrets∈Fqaccordingtoadistri-
butionPS overFq. Also,D specifiesthetimetatwhichparticipants
canreconstructthesecret. Next,D randomlychoosesapolynomial
f(x):=c(t)+

∑k−1
i=1 aix

ioverFq,wherec(t)iscomputedbyc(t):=s+r(t)

andeachcoefficientaiisrandomlyanduniformlychosenfromFq. Fi-

nally,D computesu
(t)
i :=f(Pi)(i=1,2,...,n)andsends(u

(t)
i ,t)to

Pi(i=1,2,...,n)viaasecurechannel.

3.Extract. Forskandtimet∈T,TSbroadcastst-thkeyr(t)asatime-
signalattimettoallparticipantsviaa(authenticated)broadcastchan-
nel.

4.Reconstruct.First,asetofatleastkparticipantsA={Pi1,Pi2,...,Pik
}∈

PS(P,k,k)computesc(t)byLagrangeinterpolationfromtheirkshares:

c(t)=
k∑

j=1

(
∏

l̸=j

Pij

Pij−Pil

)f(Pij).

Afterreceivingts(t)=r(t),theycancomputeandgets=c(t)−r(t).

Thesecurityandoptimalityoftheaboveconstructionisstatedasfollows.

Theorem4.10. Theresulting(k,n)-TR-SSΠtssbytheaboveconstructionis
secureandoptimal.

Proof. First, weshowtheproofof(i)in Definition4.11. Assumethatany
k−1participantsF={Pi1,...,Pik−1

}∈PS(P,k−1,k−1)trytoguessc(t)

byusingtheirshares. Notethattheyknowr(t)=c(t)−sand

f(Pij)=(1,Pij,...,Pk−1
ij

)








c(t)

a1
...

ak−1








,

forj=1,...,k−1. Thus,theycanknowthefollowing matrix:







1 Pi1 ··· Pk−1
i1

1 Pi2 ··· Pk−1
i2

...
...

...
...

1 Pik−1
··· Pk−1

ik−1















c(t)

a1
...

ak−1








. (4.53)
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However,fromEq.(4.53),theycannotguessatleastoneelementof(c(t),a1,...,

ak−1) withprobabilitylargerthan1/q. Therefore,H(S |U
(t)
F ,TI(1),...,

TI(τ))=H(S)foranyF∈PS(P,1,k−1)andanyt∈T.

Next, weshowtheproofof(ii)in Definition4.11. Withoutlossofgen-
erality, wesupposethatτisaspecifiedtime,andthatallparticipantstry
toguessr(τ)byusingc(τ)andtime-signalsatallthetimeexceptthetime
τ,sincetheyobtainc(τ)= s+r(τ)fromtheirshares. Theygetτ−1time-
signalsr(1),...,r(τ−1). However,sinceeachtime-signalischosenuniformly
atrandomfromFq,theycanguessr(τ)only withprobability1/q. Bythe

securityofone-timepad,wehaveH(S|U
(τ)
1 ,...,U

(τ)
n ,TI(1),...,TI(τ−1))=

H(S). Hence,foranyA∈PS(P,k,n)andforanyt∈T, wehaveH(S|

U
(t)
A ,TI(1),...,TI(t−1),TI(t+1),...,TI(τ))=H(S).

Finally,itisstraightforwardtoseethattheconstructionsatisfiesallthe
equalitiesoflowerboundsinTheorem4.9. Therefore,theaboveconstruction
isoptimal.

4.5.4 ModelandSecurity Definitionof(k1,k2,n)-TR-SS

Inthissection,weconsiderthefollowingproblem,

“Canwerealizetraditionalsecretsharingfunctionalityandtimed-release
secretsharingfunctionalitysimultaneously?”

Therefore,wepropose(k1,k2,n)-TR-SS,wherek1andk2arethresholdvalues
with1≤k1≤k2≤n.(k1,k2,n)-TR-SScanrealizetimed-releasefunctionality
—asecretcanbereconstructedfromatleast k1sharesandatime-signalat
thespecifiedtime—andtraditionalsecretsharingfunctionality —asecretcan
bealsoreconstructedfromonlyatleastk2shares—simultaneously.Inthe
casethatk= k1= k2,(k,k,n)-TR-SScanbeconsideredasthetraditional
(k,n)-SS(fordetails,seeRemark4.6).

Weproposea modelandasecuritydefinitionof(k1,k2,n)-TR-SS.First,
weintroduceamodelof(k1,k2,n)-TR-SS.In(k1,k2,n)-TR-SS,therearesame
entitiesandsetsasthoseof(k,n)-TR-SS.Themaindifferencefrom(k,n)-TR-
SSisthatadealerDcanspecifytwokindsofthresholdvalues,k1andk2with
k1 ≤ k2 ≤ n:k1indicatesthenumberofparticipantswhocanreconstruct
asecretswiththetime-signalatthetimespecifiedbythedealer;and k2

indicatesthenumberofparticipantswhocanreconstructswithoutanytime-
signals. Wegivethedefinitionof(k1,k2,n)-TR-SSasfollows.

Definition4.13 ((k1,k2,n)-TR-SS).A (k1,k2,n)-TR-SSschemeΠhtss in-
volvesn+3 entities,TA,D,P1,...,Pn,andTS,andconsistsoffivephases,
Initialize,Extract,Share,Reconstructwithtime-signalsandReconstructwith-
outtime-signals,andfivefinitespaces,S,SK,U,T,andTI.Πhtssisexecuted
basedonthefollowingphasesasfollows.
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1.Initialize.Thisphasefollowsthesameprocedureasthatof(k,n)-TR-
SS(seeDefinition4.10).

2.Share. Adealer D randomlyselectsasecrets∈S accordingtoPS.
Then,D choosesk1,k2andn,andspecifiesfuturetimet∈T whenat
leastk1participantscanreconstructs. Then,oninputthesecrets,the

specifiedtimetandasecretkeysk∈SK,Dcomputesashareu
(t)
i ∈U

(t)
i

foreveryPi(i=1,2,...,n)andapublicparameterpp∈PP.6 And
then,D disclosesppandsendsapairoftheshareandspecifiedtime,

(u
(t)
i ,t),toPi(i=1,2,...,n)viaasecurechannel,respectively.

3.Extract. Thisphasefollowsthesameprocedureasthatof(k,n)-TR-SS
(seeDefinition4.10).

4.Reconstruct withtime-signals. Atthespecifiedtime t,anysetof
participantsA={Pi1,...,Pij}∈PS(P,k1,k2−1)canreconstructthe

secretsbyusingtheirshares(u
(t)
i1

,...,u
(t)
ij

)(k1≤j <k2)andatime-

signalofthespecifiedtimets(t).

5.Reconstruct withouttime-signals. Atanytime(evenbeforethe
specifiedtime),anysetofparticipantsÂ={Pi1,...,Pij}∈PS(P,k2,n)

canreconstructthesecretsbyusingonlytheirshares(u
(t)
i1

,...,u
(t)
ij

)

(k2≤j≤n).

Intheabove model,weassumethatΠhtssmeetsthefollowing correctness
properties:

a)IfD correctlycompletesthephaseShareandTScorrectlycompletes

thephaseExtract,then,forallpossiblei∈[n],t∈T,s∈S,u
(t)
i ∈U

(t)
i ,

andts(t)∈TI(t),itholdsthatanyA∈PS(P,k1,k2−1)willcorrectly
reconstructthesecretsattheendofphaseReconstructwithtime-signals,

namely,H(S|U
(t)
A ,TI(t))=0.

b)IfD correctlycompletesthephaseShare,then,forallpossiblei∈

{1,2,...,n},t∈T,s∈S,andu
(t)
i ∈U

(t)
i ,itholdsthatanyÂ ∈

PS(P,k2,n)willcorrectlyreconstructthesecretsattheendofphase

Reconstructwithouttime-signals,namely,H(S|U
(t)

Â
)=0.

Next,weformalizeasecuritydefinitionof(k1,k2,n)-TR-SSinasimilarway
tothatof(k,n)-TR-SSasfollows. Notethatthedescriptionof(therandom
variableof)thepublicparametersisomittedbelowsinceexistingworksusing
publicparameterssuchas[80]donotexplicitlydescribethepublicparameter
inthesecuritydefinition.

6AlthoughnotusedinthepreviousTR-SSscheme,wehereintroduceapublicparameter
ppsincewewillneeditinourconstructioninSection4.5.6.
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Definition4.14 (Securityof(k1,k2,n)-TR-SS).LetΠhtssbea(k1,k2,n)-TR-
SSscheme.Πhtssissaidtobesecureifthefollowingconditionsaresatisfied:

(i) ForanyF∈PS(P,1,k1−1)andanyt∈T,itholdsthat

H(S|U
(t)
F ,TI(1),...,TI(τ))=H(S).

(ii) ForanyF̂∈PS(P,k1,k2−1)andanyt∈T,itholdsthat

H(S|U
(t)

F̂
,TI(1),...,TI(t−1),TI(t+1),...,TI(τ))=H(S).

In Definition4.14,intuitively,the meaningof(i)isthesameasthatof
(k,n)-TR-SS(Definition4.11),andthe meaningofthecondition(ii)implies
thatnoinformationonasecretisobtainedbyanysetofatleastk1butno
morethan k2 participants,eveniftheyobtaintime-signalsatallthetime
exceptthespecifiedtime. Wecanalsoconsidera morestrongsecuritynotion
asdiscussedin(k,n)-TR-SS,however,wedonotconsidersuchastrongnotion
bythesamereasonasinthecaseof(k,n)-TR-SS.

Remark4.6. Inthecaseofk=k1=k2,the modelandsecuritydefinition
ofsecure(k,k,n)-TR-SS(Definitions4.10and4.11)arethesameasthoseof
traditional(k,n)-SS.Therefore,themodelandsecuritydefinitionof(k1,k2,n)-
TR-SScanberegardedasthenaturalextensionofthoseoftraditionalsecret
sharingschemes.

4.5.5 Lower Bounds Requiredfor(k1,k2,n)-TR-SS

Inthissection, weshowlowerboundsonsizesofshares,time-signals,and
secretkeysrequiredforsecure(k1,k2,n)-TR-SSasfollows. Notethatinthe
proof,thereareseveraltechnicalpointswhicharemorecomplicatedthanthat
ofTheorem4.9.

Theorem4.11. LetΠhtssbeanysecure(k1,k2,n)-TR-SSscheme. Then,for
anyi∈[n]andforanyt∈T,wehave

(I)H(U
(t)
i )≥H(S).

Moreover,iftheabovelowerboundholdswithequality(i.e. H(U
(t)
i )=H(S)

foranyiandt),wehave

(II)H(TI(t))≥(k2−k1)H(S), (III)H(SK)≥τ(k2−k1)H(S).

Proof. TheproofofTheorem4.11followsfromthefollowinglemmas.

Lemma4.25. H(U
(t)
i )≥H(S)foranyi∈[n]andanyt∈T.
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Proof. Theproofofthislemmacanbeprovedinawaysimilartotheproofof
Lemma4.22. Forarbitraryi∈[n],wetakeasubsetBi∈PS(P\{Pi},k2−
1,k2−1)ofparticipants. Then,foranyt∈T,wehave

H(U
(t)
i )≥H(U

(t)
i |U

(t)
Bi

,TI(1),...,TI(t−1)) (4.54)

≥I(S;U
(t)
i |U

(t)
Bi

,TI(1),...,TI(t−1))

=H(S|U
(t)
Bi

,TI(1),...,TI(t−1)) (4.55)

=H(S), (4.56)

whereEq.(4.55)followsfromthecorrectnessof(k1,k2,n)-TR-SSandEq.(4.56)
followsfromthecondition(ii)inDefinition4.14.

Lemma4.26. IfH(U
(t)
i ) =H(S)foranyi∈[n]andt∈T,H(TI(t))≥

H(TI(t)|TI(1),...,TI(t−1))≥(k2−k1)H(S)foranyt∈T.

Proof. Thestatementistrueinthecasethatk1=k2,sinceShannonentropy
isnon-negative. Therefore,inthefollowing,weassumek1<k2.Forarbitrary
i∈[n],wetakeasubsetBi∈PS(P\{Pi},k2−1,k2−1)ofparticipants.For
anyt∈T,wehave

H(TI(t)) (4.57)

≥H(TI(t)|TI(1),...,TI(t−1))

≥I(TI(t);U
(t)
1 ,U

(t)
2 ,...,U(t)

n |TI(1),...,TI(t−1))

=H(U
(t)
1 ,U

(t)
2 ,...,U(t)

n |TI(1),...,TI(t−1))

−H(U
(t)
1 ,U

(t)
2 ,...,U(t)

n |TI(1),...,TI(t))

=H(U
(t)
1 ,...,U

(t)
k1

|TI(1),...,TI(t−1))

+H(U
(t)
k1+1,...,U

(t)
k2

|TI(1),...,TI(t−1),U
(t)
1 ,...,U

(t)
k1

)

+H(U
(t)
k2+1,...,U(t)

n |TI(1),...,TI(t−1),U
(t)
1 ,...,U

(t)
k2

)

−H(U
(t)
1 ,...,U

(t)
k1

|TI(1),...,TI(t))

−H(U
(t)
k1+1,...,U

(t)
k2

|TI(1),...,TI(t),U
(t)
1 ,...,U

(t)
k1

)

−H(U
(t)
k2+1,...,U(t)

n |TI(1),...,TI(t),U
(t)
1 ,...,U

(t)
k2

)

≥H(U
(t)
1 ,...,U

(t)
k1

|TI(1),...,TI(t))

+H(U
(t)
k1+1,...,U

(t)
k2

|TI(1),...,TI(t−1),U
(t)
1 ,...,U

(t)
k1

)

+H(U
(t)
k2+1,...,U(t)

n |TI(1),...,TI(t),U
(t)
1 ,...,U

(t)
k2

)

−H(U
(t)
1 ,...,U

(t)
k1

|TI(1),...,TI(t))

−H(U
(t)
k1+1,...,U

(t)
k2

|TI(1),...,TI(t),U
(t)
1 ,...,U

(t)
k1

)
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−H(U
(t)
k2+1
,...,U(t)n |TI

(1),...,TI(t),U
(t)
1 ,...,U

(t)
k2
)

=H(U
(t)
k1+1
,...,U

(t)
k2
|TI(1),...,TI(t−1),U

(t)
1 ,...,U

(t)
k1
)

−H(U
(t)
k1+1
,...,U

(t)
k2
|TI(1),...,TI(t),U

(t)
1 ,...,U

(t)
k1
)

≥

k2∑

i=k1+1

H(U
(t)
i |TI

(1),...,TI(t−1),U
(t)
Bi
)

−

k2∑

i=k1+1

H(U
(t)
i |TI

(1),...,TI(t),U
(t)
1 ,...,U

(t)
i−1)

=(k2−k1)H(S), (4.58)

whereEq.(4.58)followsfromEq.(4.54)intheproofofLemma4.25,the

assumptionofH(U
(t)
i )=H(S),andthefollowingclaim.

Claim4.5. Ifk1<k2andH(U
(t)
i )=H(S)foranyi∈[n]andt∈T,

H(U
(t)
i |UAi,TI

(t))=0foranyi∈[n],anyAi∈PS(P\{Pi},k1,k2−1),
andanyt∈T.

Proof.First,forarbitraryi∈{1,2,...,n},wetakesubsetsBi:=PS(P\
{Pi},k1−1,k1−1)andAi:=PS(P\{Pi},k1,k2−1)ofparticipantssuch
thatBi⊂Ai.Then,foranyt∈T,wehave

H(U
(t)
i )≥H(U

(t)
i |U

(t)
Bi
,TI(t))

≥H(U
(t)
i |U

(t)
Bi
,TI(t))−H(U

(t)
i |U

(t)
Bi
,TI(t),S) (4.59)

=I(U
(t)
i ;S|U

(t)
Bi
,TI(t))

=H(S|U
(t)
Bi
,TI(t))−H(S|U

(t)
Bi
,U
(t)
i ,TI

(t))

=H(S|U
(t)
Bi
,TI(t)) (4.60)

=H(S), (4.61)

whereEq.(4.60)followsformthecorrectnessof(k1,k2,n)-TR-SSandEq.(4.61)
followsfromthecondition(i)inDefinition4.14.

FromEq.(4.59)andtheassumptionofH(U
(t)
i )=H(S),wehave

H(U
(t)
i |U

(t)
Bi
,TI(t))

=H(U
(t)
i |U

(t)
Bi
,TI(t))−H(U

(t)
i |U

(t)
Bi
,TI(t),S).

Therefore,wehave

H(U
(t)
i |U

(t)
Bi
,TI(t),S)=0.
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Hence,wehave

H(U
(t)
i |U

(t)
Ai

,TI(t))=H(U
(t)
i |U

(t)
Ai

,TI(t),S)

≤H(U
(t)
i |U

(t)
Bi

,TI(t),S)=0.

SinceH(U
(t)
i |U

(t)
Ai

,TI(t))≥0,wehaveH(U
(t)
i |U

(t)
Ai

,TI(t))=0.

Lemma4.27. IfH(U
(t)
i ) =H(S)foranyi∈[n]andt∈T,H(SK)≥

τ(k2−k1)H(S).

Proof. Wehave

H(SK)≥I(TI(1),...,TI(τ);SK)

=H(TI(1),...,TI(τ))−H(TI(1),...,TI(τ)|SK)

=H(TI(1),...,TI(τ))

=

τ∑

t=1

H(TI(t)|TI(1),...,TI(t−1))

≥τ(k2−k1)H(S),

wherethelastinequalityfollowsfromLemma4.26.

ProofofTheorem4.11:FromLemmas4.25–4.27,theproofofTheorem4.11
iscompleted.

AswewillseeinSection4.5.6,thelowerboundsinTheorem4.11aretight
sinceourconstructionwill meetalltheabovelowerboundswithequalities.
Therefore,wedefineoptimalityofconstructionsof(k1,k2,n)-TR-SSasfollows.

Definition4.15. Aconstructionofsecure(k1,k2,n)-TR-SSissaidtobeop-
timalifit meetsequalityineveryboundof(i)–(iii)inTheorem4.11.

4.5.6 Optimal(but Restricted) Constructionof(k1,k2,n)-TR-
SS

Wecanconsideranaiveconstructionbasedon(k1,n)-TR-SSand(k2,n)-SS,
however,thisnaiveconstructionisnotoptimalsincethesharesizeistwice
aslargeastheunderlyingsecretsize. Beforedescribingourconstruction,we
showsuchanaiveconstructionasfollows.

1.Initialize.Letqbeaprimepower, whereq >max{n,τ},andletFq

bethefinitefieldwithqelements. Weassumethattheidentityofeach
participantPiisencodedasPi∈Fq\{0}. Also,weassumeT =[τ]⊂
Fq\{0}byusingappropriateencoding. First,TAchoosesuniformlyat
randomτnumbersr(j)(1≤ j≤ τ)fromFq.TAsendsasecretkey
sk:=(r(1),...,r(τ))toTSandD viasecurechannels,respectively.
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2.Share. First,D randomlychoosesasecrets∈Fqaccordingtoadis-
tributionPS overFq. Also,D specifiesthetimetwhenatleast k1

participantscanreconstructthesecretandchoosest-thkeyr(t). Next,
Drandomlychoosestwopolynomialsf1(x):=s+r(t)+

∑k1−1
i=1 a1ix

iand

f2(x):=s+
∑k2−1

i=1 a2ix
ioverFq,whereeachcoefficientisrandomlyand

uniformlychosenfromFq. Then,D computesu
(t)
i :=(f1(Pi),f2(Pi)).

Finally,D sends(u
(t)
i ,t)toPi(i=1,2,...,n)viaasecurechannel.

3.Extract. Forskandtimet∈T,TSbroadcastst-thkeyr(t)asatime-
signalattimettoallparticipantsviaa(authenticated)broadcastchan-
nel.

4.Reconstructwithtime-signals. First,A ={Pi1,Pi2,...,Pik1
}∈PS(P,

k1,k1)computess+r(t)byLagrangeinterpolation:

s+r(t)=

k1∑

j=1




∏

l̸=j

Pij

Pij−Pil



f1(Pij),

from(f1(Pi1),...,f1(Pik1
)). Afterreceivingts(t)=r(t),theycancom-

puteandgets=s+r(t)−ts(t).

5.Reconstructwithouttime-signals. anyÂ={Pi1,Pi2,...,Pik2
}∈PS(P,

k2,k2)computes

s=

k2∑

j=1




∏

l̸=j

Pij

Pij−Pil



f2(Pij),

byLagrangeinterpolationfrom(f2(Pi1),...,f2(Pik2
)).

Itiseasytoseethattheaboveconstructionissecure,sincethisconstruc-
tionisasimplecombinationof(k1,n)-TR-SSandShamir’s(k2,n)-SS.Also,
theaboveconstructionissimple,howevernotoptimalsincetheresultingshare
sizeistwiceaslargeasthatofsecrets.

Toachieveanoptimalconstruction,weusethetechniquein[80]:Inthe
phaseShare,thedealercomputespublicparameters,andthepublicparam-
etersarebroadcastedtoparticipantsorelsestoredonapubliclyaccessible
authenticatedbulletinboard. Althoughwehavetodisclosek2−k1elements
inafinitefieldasapublicparameter,eachsharecanconsistofonlyoneel-
ement.In[80],JhanwarandSafavi-Nainiusedthistechniqueforreducing
sharesizes,andconsequentlytheysucceededinconstructingoptimalshare
sizes. Wenotethatalthoughsimilartechniquesthatthedealerbroadcasts
severalcoefficientsofthepolynomialsuchas[20,21,94,95]areknown,the
aimoftheirtechniquesdiffersfromouraim. Specifically,itistorealizethe
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functionality,whereasouraimistoreducethesharesizes,andconsequently,
toachieveanoptimalconstruction. However,inthisoptimalconstructiona
dealerisonlyallowedtochoosek1andk2suchthatk2−k1≤ℓ,whereℓis
determinedbyTAinthephaseInitialize.Inthissense,thisconstructionis
restricted. Thedetailofourconstructionisgivenasfollows.

1.Initialize.Letqbeaprimepower, whereq >max{n,τ},andletFq

bethefinitefieldwithqelements. Weassumethattheidentityofeach
participantPiisencodedasPi∈Fq\{0}. Also,weassumeT =[τ]⊂
Fq\{0}byusingappropriateencoding. First,TAchoosesℓ, whichis
the maximumdifferencebetweenk2andk1. Notethatk1andk2will
bedeterminedbyadealerD inthephaseShare. Then,TAchoosesτℓ

numbersr
(t)
i (1≤i≤ℓ,and1≤t≤τ)fromFquniformlyatrandom.

TAsendsasecretkeysk:={(r
(t)
1 ,r

(t)
2 ,...,r

(t)
ℓ )}1≤t≤τtoTSandD via

securechannels,respectively.

2.Share.First,Drandomlyselectsasecrets∈Fqaccordingtoadistribu-
tionPS overFq,andchoosesk1,k2andnsuchthatk2−k1≤ℓ. Also,
D specifiesthetimetwhenatleastk1participantscanreconstructthe
secret. Next,D randomlychoosesapolynomialf(x):=s+

∑k2−1
i=1 aix

i

overFq, whereeachcoefficientaiisrandomlyanduniformlychosen

fromFq. Then,D computesashareu
(t)
i :=f(Pi)andapublicpa-

rameterp
(t)
i :=ak1−1+i+r

(t)
i (i=1,2,...,k2−k1). Finally,D sends

(u
(t)
i ,t)toPi(i=1,2,...,n)viaasecurechannelanddisclosespp:=

(p
(t)
1 ,...,p

(t)
k2−k1

).

3.Extract. Forskandtimet∈T,TSbroadcastsatime-signalattime

t,ts(t) :=(r
(t)
1 ,r

(t)
2 ,...,r

(t)
ℓ )toallparticipantsviaa(authenticated)

broadcastchannel.

4.Reconstruct withtime-signals. Supposethatallparticipantsreceive

ts(t)=(r
(t)
1 ,r

(t)
2 ,...,r

(t)
ℓ ). LetA ={Pi1,Pi2,...,Pik1

}∈PS(P,k1,k1)
beasetofanyk1participants.First,eachPij ∈Acomputesak1−1+i=

p
(t)
i −r

(t)
i (i=1,2,...,k2−k1)andconstructsg(x):=

∑k2−1
k1

aix
i.Then,

eachPij computesh(Pij):=f(Pij)−g(Pij)(j=1,...,k1)suchthat

h(x):=s+
∑k1−1

i=1 aix
i. Then,theycompute

s=

k1∑

j=1




∏

l̸=j

Pij

Pij−Pil



h(Pij),

byLagrangeinterpolationfrom(h(Pi1),...,h(Pik1
)).
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5.Reconstructwithouttime-signals.anyÂ={Pi1,Pi2,...,Pik2
}∈PS(P,

k2,k2)computes

s=

k2∑

j=1




∏

l̸=j

Pij

Pij−Pil



f(Pij),

byLagrangeinterpolationfromtheirk2shares.

Thesecurityandoptimalityoftheaboveconstructionisstatedasfollows.

Theorem4.12. Theresulting(k1,k2,n)-TR-SSΠhtssbytheaboveconstruc-
tionissecure. Moreover,itisoptimalifk2−k1=ℓ.

Proof. First,weshowtheproofof(i)inDefinition4.14. Assumethatk1−1
participantsF ={Pi1,...,Pik1−1

}∈PS(P,k1−1,k1−1)trytoguesssby
usingtheirshares,publicparameters,andalltime-signals. F cancompute
g(x)frompublicparametersandthetime-signalatthespecifiedtime,hence
theycangeth(Pil

)=f(Pil
)−g(Pil

)(l=1,...,k1−1). Thus,theycanknow
thefollowing matrix:









1 Pi1 ··· Pk1−1
i1

1 Pi2 ··· Pk1−1
i2

...
...

...
...

1 Pik1−1
··· Pk1−1

ik1−1
















s
a1
...

ak1−1








. (4.62)

However,fromEq.(4.62),theycannotguessatleastoneelementof(a1,...,
ak1−1)withprobabilitylargerthan1/q. Therefore,fromthepropertyofthe

one-timepad, wehaveH(S |U
(t)
F ,TI(1),...,TI(τ)) =H(S)foranyF ∈

PS(P,1,k1−1)andanyt∈T.
Next,weshowtheproofof(ii)inDefinition4.14. Withoutlossofgener-

ality,wesupposethatτisaspecifiedtime,andk2−k1= ℓ. Supposethat
k2−1participantstrytoguesssbyusingtheirshares,publicparameters,
andtime-signalsatallthetimeexceptthetimeτ. First,theycannotguess
atleastonecoefficientoff(x)withprobabilitylargerthan1/qsincethede-
greeoff(x)isat mostk2−1asinShamir’ssecretsharingscheme[127].
Therefore,theyattempttoguessoneofak1,...,ak2−1byusingtheirk2−1
shares,publicparametersandτ−1time-signals,sinceiftheyobtainanyone
ofthesecoefficient,theycangetf∗(Pil

)(l=1,...,k2−1)suchthatthedegree
off∗(x)isk2−2andreconstructsbyLagrangeinterpolation. Theyknow

τ−1time-signals,however,thesetime-signals{(r
(j)
1 ,...,r

(j)
ℓ )}1≤j≤τ−1arein-

dependentofthetime-signal(r
(τ)
1 ,...,r

(τ)
ℓ )atτ. Hence,bythesecurityof

one-timepad,theycannotguesseachak1−1+i(=p
(τ)
i −r

(τ)
i )(1≤i≤k2−k1)

withprobabilitylargerthan1/qsinceeachr
(τ)
i ischosenfromFquniformly
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atrandom. Therefore,wehaveH(S|U
(τ)
l1

,...,U
(τ)
lk2−1

,TI(1),...,TI(τ−1))=

H(S). Hence,foranyA ∈ PS(P,k1,k2−1)andanyt∈ T, wehave

H(S|U
(t)
A ,TI(1),...,TI(t−1),TI(t+1),...,TI(τ))=H(S).

Finally,ifk2−k1= ℓ,itisstraightforwardtoseethattheconstruction
satisfiesalltheequalitiesoflowerboundsinTheorem4.11. Therefore,the
aboveconstructionisoptimalifk2−k1=ℓ.

4.5.7 ExtensionsofTR-SS

Inthissection,wediscussthefollowingextensionsofourresultsintheprevious
sections.

Timed-releasesecretsharing withgeneralaccessstructures. In[78,
79],agenericconstructionofsecretsharingschemesforanygeneralaccess
structurebyusingthresholdsecretsharingschemeswasproposed,andlater
suchatechniquewasimprovedintermsofefficiencyonsharesizesin[11,137].
Wecanrealizeatimed-releasesecretsharingschemeforanygeneralaccess
structuresfrom(k,n)-TR-SSschemesbasedonthetechniques[11,137].

Robusttimed-releasesecretsharingschemes. Robustsecretsharing
schemes[118,42,34,80]aresecretsharingschemessecureagainst malicious
modificationofshares. Technically,supposethatat most ω(<n/2)partici-
pantsareallowedtomodifytheirownsharessothatareconstructorrecoversa
secrets′,whichisdifferentfromtheoriginalsecrets,fromallnshares. Then,
thesecretsharingschemeissaidtobe(ω,δ)-robustifthesuccessprobability
oftheattackisatmostδ. Wecanconstructa(ω,δ)-robustTR-SSschemeby
using(ω+1,n)-TR-SSschemesviatwoexistingapproaches:(1)theRabin–
Ben-Or(RB)approach[118,34];and(2)theCramer–Damg̊ard–Fehr(CDF)
approach[42,80].Sinceeachschemecanbeeasilyconstructedandsecurity
ofeachschemecanbeprovedbyaslight modificationtotheoriginalproof,
weherebrieflyexplainthetwoapproachesbelow.

(1)TheRBapproach: Wecanconstructa(ω,δ)-robustTR-SSschemefroma
(ω+1,n)-TR-SSschemeandaninformation-theoreticallysecureauthentica-
tioncode(A-codeforshort)[132].First,adealerspecifiestimet,andgenerates

nsharesu
(t)
1 ,...,u

(t)
n ofasecretsbyusingthe(ω+1,n)-TR-SSscheme. Next,

hegeneratesn2keysoftheA-code,k
(j)
i (1≤i,j≤n),andgeneratestagstag

(j)
i

byusingu
(t)
j andk

(j)
i .Then,Pi’sshareis(u

(t)
i ,k

(1)
i ,...,k

(n)
i ,tag

(i)
1 ,...,tag

(i)
n ).

Inthereconstructionphase,areconstructorchecksthevalidityofu
(t)
i byusing

k
(i)
j andtag

(i)
j .Ifthevalidityofu

(t)
i isguaranteedbyatleastω+1pairsof

k
(i)
j andtag

(i)
j ,thentheshareisconsideredasthevalidshare. Afterreceiving

atime-signalatt,thenthesecretscanberecoveredfromatleastω+1valid
sharesandthetime-signal.

(2)TheCDFapproach: Wecanalsoconstructa(ω,δ)-robustTR-SSscheme
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froma(ω+1,n)-TR-SSschemeandatraditional(ω+1,n)-SSscheme. For
simplicity,letS:=Fq. First,asintheRBapproach,adealerspecifiestime

t,andgeneratesnsharesu
(t)
1 ,...,u

(t)
n ofasecretsbyusingthe(ω+1,n)-

TR-SSscheme. Then,hechoosesr∈Fquniformlyatrandom,andcomputes
tag:=s·r. Hegeneratesnsharesofrandtagbyusingthe(ω+1,n)-SSscheme,

respectively.Let̃u
(t)
1 ,...,̃u

(t)
n besharesofr,and̂u

(t)
1 ,...,̂u

(t)
n besharesoftag,

respectively. Then,Pi’sshareis(u
(t)
i ,̃u

(t)
i ,̂u

(t)
i ).Inthereconstructionphase,

areconstructorchoosesasubsetofω+1participants,andreconstructss′,r′,
andtag′fromtheirsharesandatime-signalatt. Then,hecheckswhetherit
holdss′·r′=tag′ornot.Ifso,heacceptss′astheoriginalsecret. Otherwise,
hechoosesdifferentω+1participantsandperformstheaboveoperationagain.
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Chapter5

Information-Theoretic
Timed-Revocable
Cryptography

5.1 Contributionin This Chapter

Therearepotentially manyusersinthecloud,andtheiraccessprivilegesfor
storeddataissubjecttochange. BEschemescanhandlesuchaccessprivi-
legesbydesignatingprivilegedusersandencryptingaplaintextsothatonly
theprivilegeduserscandecrypttheencryptedplaintext. Thus,BEschemes
seemswell-suitedtothecloudenvironment.Inthischapter,weaimtoadd
timed-revocablefunctionalityto BEschemesinthecloudenvironmentset-
ting. Namely,werealizeaBEschemewhichallowstoremovearbitraryusers
fromasetofprivilegedusers(i.e.,revoketheusers’decryptionability)with-
outdecryptingthecorrespondingciphertext.(Tobeprecise,theBEschemes
alsoallowstoarbitrarilyadduserstothesetofprivilegeduserswithoutde-
cryption.) Wenamesuchaschemearevocable-storagebroadcastencryption
(RS-BE)scheme,andproposethenotionofinformation-theoreticallysecure
RS-BE.InaRS-BEscheme,similarlytotraditionalBE,thesenderchooses
asetof(initial)privilegedusersandencryptsaplaintextsothatonlythese
userscandecrypttheciphertext. Moreover,thestorage managercanup-
datetheciphertexttoreflectchangesinthesetofprivilegedusers. Here,
theupdateprocedureiscarriedoutwithoutrevealingtheplaintext,andthus,
thestorage managercannotlearnanythingabouttheencryptedplaintext.
Weshowtightlowerboundsonthesizesofciphertextsandsecretkeysin
thesmallestciphertextsetting. Notethatthisisanimportantanddesired
propertysinceciphertextsarestoredinthecloudpermanentlyorforalong
time,andtherefore,compactnessofciphertextsisoneofthe mostimportant
aspectstoconsiderinthedesignofa RS-BEscheme. Wethenpresentan
optimalconstructionwhichachievesthesebounds. Wefurthermoreproposea
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collusion-resistantconstructionwhichissecureagainstcollusionofastorage
managerandillegitimateusersandarobustconstructionwhichisresilientto
a maliciouslybehavingstorage manager.

As mentionedabove,theproposedRS-BEschemeonlycapturesthecase
ofthesmallestciphertextsize. Generally,BEschemeshavetrade-offsbetween
thesecretkeysizesandciphertextsizes,andRS-BEschemes mustalsohave
suchtrade-offs. ConsideringpotentialapplicationsofRS-BEschemes,RS-BE
schemesshouldbeconsideredinthecaseofmoregeneralcipertextsizes. Asa
steptowardRS-BEschemeswith moregeneralciphertextsizes,weproposea
genericconstructionofatraditionalBEschemewithgeneralciphertextsizes.

Detailsofthefirstcontribution(i.e.,aproposalofRS-BE)inSections5.3
and5.4areasfollows. Firstly,inSections5.3,wegiveaformal modeland
securitydefinitionsofinformation-theoreticallysecureRS-BE.Then,weclar-
ifythatitispossibletoconstructaninformation-theoreticallysecureRS-BE
schemeinwhichtheciphertextlengthisthesameastheplaintextlength. We
theninvestigatelowerboundsonthesizesofdecryptionkeys,encryptionkeys,
andthestoragemanager’skeysundertheconditionthattheciphertextsizeis
thesameastheplaintextsize. Theseboundscanalsobeseenasageneraliza-
tionoftheboundsfor(traditional)BE,andfurthermoreimplyatightbound
onthesizeofencryptionkeysinBEwhich,tothebestofourknowledge,has
notbeenclarifiedbeforeourwork.Forinstance,Kurosawaetal.[87]showed
tightlowerboundsonthesizeofdecryptionkeysfor BEschemesthrough
equivalencebetween BEschemesand KPS,however,theydidnot mention
lowerboundsonencryptionkeysintheirpaper.Incontrast,wederivetight
lowerboundsonbothofthesizesofencryptionkeysanddecryptionkeysfor
BEschemeswithoutusingsuchequivalence,anditturnsoutthatthetight
lowerboundonthesizeofdecryptionkeysin[87]isaspecialcaseofourresults
(Theorem5.2). Weshowaninformation-theoreticallysecureRS-BEscheme
whichmeetsalloftheseboundswithequalities.Thismeansthatthesebounds
aretightandtheproposedconstructionisoptimal.InSection5.4,weconsider
twoextensionsofRS-BE.First,weconsiderastrongersecuritynotionofRS-
BE.Specifically,weformalizethesecuritynotionagainstcollusionofastorage
managerandreceiverswhoarenotincludedinasetofprivilegedusers,and
showaconstructionwhich meetsthestrongersecurity. Next,wefurthermore
considerascenarioinwhicha maliciouslybehavingstorage managercantry
to modifytheencryptedplaintext. Thisisrelatedtonon-malleabilityinthe
contextofordinaryencryption.InaRS-BEscheme,malleabilitymaycausea
seriousproblemsincetheciphertextisperiodicallyupdated,butanimproper
updatecarriedoutbya maliciousstorage manager maynotbeimmediately
detectablebytheusers. Then, wepresentaconcreterobustconstruction,
whichisprovablysecureagainstthistypeofattacks,fromanordinaryRS-BE
schemeandalgebraic manipulationdetectioncodes(AMD-code)[43].

Detailsofthesecondcontribution(i.e.,aproposalof BEschemes with
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generalciphertextsizes)inSection5.5areasfollows. Therearetwotypesof
BEschemes: A(t,≤ω)-one-timesecureBEschemeandan(≤n,≤ω)-one-
timesecureBEscheme,wherenisthenumberofusersandωisthemaximum
numberofcolluders(twillbeexplainedinthenextsentence).Intheformer
BEscheme,asenderencryptsaplaintextforsomeprivilegedsetSsuchthat
thecardinalityofthesubsetSisexactlyt(i.e.|S|=t). Ontheotherhand,
inthelatterBEschemeasendercanencryptaplaintextforanyprivileged
set. Namely,thelatterschemeprovides moreflexiblefunctionalitythanthe
formerscheme. However,onlytwoconstructionsofan(≤ n,≤ ω)-one-time
secureBEschemeareknownsofar: OneistheFiat–Naorconstruction[61]
whentheciphertextsizeisequaltotheplaintextsize;andanotherisatriv-
ialconstructionfromtheone-timepadwhenthe maximumciphertextsizeis
ntimeslargerthantheplaintextsize. Thesetwoconstructionscanbecon-
structedKPSs(theone-timepadcanberegardedasthespecialcaseofKPSs).
Therefore,weproposeagenericconstructionofan(≤n,≤ω)-one-timesecure
BEschemefrom KPSswith moregeneralciphertextsizes. Ourgenericcon-
structionincludesthetwoaboveconstructions,namely,itcanberegarded
asanaturalextensionofthem. Specifically,weshowthat,ifthe maximum
ciphertextsizeisδtimeslargerthantheplaintextsize,an(≤ n,≤ ω)-one-
timesecureBEschemecanbeconstructedfromδKPSs. Ourconstruction
issimple,however,forfixedn,ω,andδ,thereare manypossiblecombina-
tionsoftheKPSstorealizethe(≤n,≤ω)-one-timesecureBEschemeinour
construction methodology. Thus,weanalyzeparametersofallpossiblecom-
binationsinourconstructionmethodology,andweshowwhichcombinationis
thebestoneinthesensethatsecret-keysizecanbe minimized.Specifically,
theanalysis, whichisour maincontribution,isasfollows. Eachparameter
consistsofδsub-parameterswhicheachsub-parameterisinputtoeachKPS.
Again,weshowwhichparametergivessuchanoptimalconstruction. Todo
so,wecapturetheanalysisasacertaintypeofoptimizationproblems,and
weshowtheoptimalparameterbysolvingtheproblembyusingfinitecom-
binatorics. Consequently,weshowthattheparameterthatconsistsofeven
sub-parameters makestheconstructionoptimal. Atfirstglance,theoptimal
parameter mightbeintuitively-plausible. However,itisimportanttoshow
theoptimalparameterforanyn,ω,andδina mathematicalway.

Asexplainedabove,derivingatightboundonthesecret-keysizerequired
for(≤n,≤ω)-one-timesecureBEschemesforanyciphertextsizeisanopen
problem.Solvingtheopenproblemisimportantfromnotonlytheacademic
aspectbutalsothepracticalaspectsinceit meansthatwecanconstructthe
mostefficientBEschemeintermsofitssecret-keysizes(i.e.aconstruction
thatattainseveryboundwithequality)foranyδ,andthereforewecanadjust
thesecret-keysizesbyarbitrarilychoosingδbasedonrestrictionsonchannels
suchaschannelcapacityandchannelbandwidth.Inthissense,althoughour
construction maynotbe mostefficient,ourresultis meaningfulsincesuch
flexibleparametersetupisfirstrealizedbyourconstruction(andparameter
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optimization).

Generally,tightboundsonthesecret-keysizerequiredforinformation-
theoreticallysecureprotocolsareshowninthefollowingmanner:(i)wederive
bothlowerbounds(byoftenusingnon-constructiveproofs)andupperbounds
(byoftenusingconstructiveproofs);and(ii)weshowtheoptimalitybymatch-
ingbothofthem. Hence,itisimportanttoshownotonlylowerboundsbut
alsoupperbounds,andthisresult(i.e.derivingandreducingupperbounds)
isthefirststeptosolvetheopenproblem.

Related workonsecurecloudstorageandtimed-revocablecryptog-
raphy. Recently,manyresearchershaveinvestigatedhowwecansecurelyuse
clouddatastorageforvariouspurposes[4,72,81,90,91,125,126,134,148].
Sahai,Seyalioglu,and Waters[125]firstdealtwiththeconceptofarevoca-
blestorage,andproposedrevocable-storageattribute-basedencryption(RS-
ABE).Theyassumeciphertextsarestoredinanexternalstorage,suchascloud
storage,andconsideredrevocableattribute-basedencryption[5,24]withci-
phertextupdatablefunctionality(tobeprecise,[24]inthecontextofidentity-
basedencryption). However, RS-ABEisonlycomputationallysecure,and
hencecannotguaranteelong-termsecurity.

Related workonbroadcastencryption. Berkovits[14]firstconsidered
theconceptofbroadcastencryption,andFiatandNaor[61]developedaformal
andsystematicapproachtotheconstructionofbroadcastencryptionschemes.
Sincethen,broadcastencryptionschemeshavebeenimprovedbothinthe
computationallysecuresetting[28,53,68,105,114]andintheinformation-
theoreticallysecuresetting[14,19,22,37,48,61,66,87,92,110,111,135],
andusedinvarioussituationssuchascopyrightprotectionintherealworld.

Asexplainedearlier,roughlyspeakingintheinformation-theoreticsecurity
setting,therearetwotypesof BEschemes,a(t,≤ ω)-one-timesecure BE
scheme[19,22,87,92,110]andan(≤ n,≤ ω)-one-timesecureBEscheme
[19,61].IntheformerBEscheme,asendercanencryptaplaintextfora
privilegedsetSsuchthat|S|=t,whereasinthelatterBEschemeasender
canencryptaplaintextforanyprivilegedsetS. Thelattercanbeappliedto
moreflexibleapplicationsthantheformer,however,BlundoandCresti[19]
showedthesecret-keysizeofthelatterBEschemeissignificantlylargerthan
thatoftheformerBEschemebyderivingtightlowerboundsonthesizesof
secretkeysofbothBEschemesinthecontextofzero-messageBEschemes,
whicharethesameaskeypredistributionsystems(KPSs)[18,97].Inother
words,theirlowerboundholdsonlywhentheciphertextsizeisequaltothe
plaintextsize,andtherefore,derivingatightlowerboundonthesecret-key
sizeforanyciphertextsizestillremainsanopenproblem.1 Furthermore,in

1Information-theoreticallysecureprotocolsusuallyrequirelongsecretkeys,andtherefore
itisimportanttoshowtheminimalkeysize(i.e.deriveatightlowerboundonthesecret-key
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thesamesetting(i.e.thecasethattheciphertextsizeisequaltotheplaintext
size),Kurosawaetal.[87]showedtightlowerboundsonthesizeofdecryption
keysforBEschemesthroughequivalencebetweenBEschemesandKPSs.

Blundoetal.[22]showedthatthereisatrade-offbetweenthesecret-key
sizeandtheciphertextsizein(t,≤ω)-one-timesecureBEschemes. Namely,
theyderivedlowerboundsonthesecret-keysizeof(t,≤ ω)-one-timesecure
BEschemeswhentheciphertextsizeisequaltoaninteger multipleofthe
plaintextsize.Later,atrade-offbetweensizesofciphertextsandsecretkeys
in(t,≤ ω)-one-timesecureBEschemeswasimprovedbyPadŕoetal.[110].
Thereisnodoubtthatsuchatrade-offin(≤ n,≤ ω)-one-timesecure BE
schemesexists,howeverthereisnoconcreteanalysisofthetrade-off.

5.2 One-timeSecureBroadcastEncryptionScheme

Asexplainedintheintroduction,wedealwithaBEschemewhereanysubset
ofU,whereU:={U1,...,Un}isauserset,canbechosenasaprivilegedset,
andwecallsuchaBEschemesimply“BEscheme”.InBEschemes,asender
E generatesanencryptionkeyekandndecryptionkeysdk1,...,dkn,and
sendsdkitoauserUiviaasecurechannel(1≤i≤n),respectively. Then,
EchoosesasubsetS∈U(calledaprivilegedset)andencryptsaplaintextm
withhisencryptionkeyek. AfterbroadcastingaciphertextcS,auserUi∈S
candecryptitwithhisdecryptionkeydki,whileUj/∈Scannotdecryptit.

Formally,thedefinitionofaBEschemeisasfollows. LetM beasetof
possibleplaintexts. ForanysubsetJ :={Ui1,...,Uij}⊂U,letCJ beaset
ofallpossibleciphertextsfortheprivilegedsetJ,andletC:=

∪
J⊂UCJ.

LetEKbeasetofpossibleencryptionkeys,andletDKibeasetofpossible
decryptionkeysforUi.LetDK:=

∪n
i=1DKi.

Definition5.1(BE).ABEschemeΠbeinvolvesn+1entities,asenderEand
nusersU,andconsistsofthefollowingthree-tupleofalgorithms(Setup,Enc,
Dec)withfourspaces,M ,C,EK,andDK,wherealloftheabovealgorithms
exceptSetuparedeterministicandalloftheabovespacesarefinite.

1.(ek,dk1,...,dkn)← Setup(n):Ittakesthenumberofusersnasin-
put,andoutputsanencryptionkeyek∈EK,andndecryptionkeys
(dk1,...,dkn)∈

∏n
i=1DKi.

2.cS ← Enc(ek,m,S):Ittakesanencryptionkeyek,aplaintextm ∈ M,
andaprivilegedsetS⊂Uasinput,andoutputsaciphertextcS.

3.m or⊥ ←Dec(dki,cS,S,Ui):IttakesadecryptionkeydkiofauserUi,
theciphertextcS,theprivilegedsetS,andtheidentityUiasinput,and
outputsm ifUi∈Sor⊥ifUi/∈S.

size).
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Intheabove model,thereisthefollowingcorrectnessrequirement: For
alln∈N,all(ek,dk1,...,dkn)← Setup(n),allm ∈ M,allS ⊂U,andall
Ui∈S,m ← Dec(dki,Enc(ek,m,S),S,Ui),orequivalentlyitholdsH(M |
DKi,CS)=0foranyUi∈S.

Weconsiderperfectsecrecyagainstatmost ωcolluders. Namely,atmostω
colluderswhoarenotincludedintheprivilegedsetcannotgetanyinformation
ontheunderlyingplaintextfromtheciphertext.ForanyJ:={Ui1,...,Uij}⊂
U,letDKJ :=DKi1 ×···×DKij beasetofpossiblesecretkeysofJ. Let
M,CS,DKi(1≤ i≤ n),andDKJ (J ⊂U)berandomvariableswhich
takesvaluesonM ,CS,DKi(1≤ i≤ n),andDKJ (J ⊂U),respectively.
Formally,securityofaBEschemeisdefinedasfollows.

Definition5.2 (SecurityofBE).LetΠbe beaBEscheme.Πbe issaidto
be(≤ n,≤ ω)-one-timesecureifthefollowingconditionsaresatisfied: For
anyprivilegedsetS ⊂U,andanysetofcolludersW∈PS(U,ω)suchthat
S∩ W=∅,itholdsthatH(M |CS,DKW )=H(M).

5.3 (≤ n,≤ ω)-one-time Secure Revocable-Storage
BroadcastEncryption

5.3.1 ModelandSecurity Definition

In RS-BE,therearen+2entities,asender E,nusersU1,...,Un,anda
storagemanagerSM. AsinBEschemes,letU:={U1,...,Un}beasetofall
users.First,Egeneratesownencryptionkeyek,alsogeneratesndecryption
keysdk1,...,dkn anda maintenancekeymk behalfofU1,...,Un,SM,and
distributesthemsecurely. E canspecifyaprivilegedsetSofU suchthat
S̸= ∅,andencryptaplaintextbyusinghisencryptionkeyeksothatonly
usersintheprivilegedsetcandecrypttheresultingciphertext.Theciphertext
isstoredanddisclosedinanexternalstoragesuchascloudstorage. AuserUi

intheprivilegedsetStakestheciphertextfromthestoragehimself,thenhe
decryptstheciphertextbyusinghisdecryptionkeydki. Thestoragemanager
SMcanchangeanyprivilegedsetSoftheciphertextintoanyprivilegedset
S′(evenifnotS′⊂S)byusinghis maintenancekeymk withoutdecryption
(i.e.,withoutrevealingtheunderlyingplaintext). Atsender’srequestorby
somekindofrule,thestorage managerSMchangestheprivilegedsetofthe
ciphertext,andthenSMreplacestheoldonewiththenewone.

Formally,weconsiderBEwiththeupdatingalgorithmUpdasRS-BE.M ,
CJ,C,EK,DKi,andDK arethesameasthoseofBE.Inaddition,letMK
beasetof maintenancekeys.

Definition5.3 (RS-BE).AnRS-BEschemeΠrsbeinvolvesn+2entities,E,
U1,U2,...,Un andSM,andconsistsofthefollowingfour-tupleofalgorithms
(Setup,Enc,Dec,Upd)withfivespaces,M ,C,EK,DK,andMK ,whereallof

122
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theabovealgorithmsexceptSetuparedeterministicandalloftheabovespaces
arefinite.

1.(ek,mk,dk1,...,dkn)← Setup(n):Ittakesthenumberofusersnasin-
put,andoutputsanencryptionkeyek∈EK,ndecryptionkeys(dk1,...,dkn)∈∏n

i=1DKi,anda maintenancekeymk ∈ MK.

2.cS ← Enc(ek,m,S):Ittakesanencryptionkeyek,aplaintextm ∈ M,
andaninitialprivilegedsetS⊂Uasinput,andoutputsaciphertextcS.

3.m or⊥ ←Dec(dki,cS,S,Ui):IttakesadecryptionkeydkiofauserUi,
theciphertextcS,theprivilegedsetS,andtheidentityUiasinput,and
outputsm or⊥.

4.cS′ or⊥ ← Upd(mk,cS,S,S′):Ittakesa maintenancekeymk,the
ciphertextcS,itsprivilegedsetS,andanewprivilegedsetS′asinput,
andoutputsaciphertextcS′forS′or⊥.

In RS-BE Πrsbe, werequirethefollowingcorrectnessholds:(a)Forall
n ∈ N,all(ek,mk,dk1,...,dkn)← Setup(n),allm ∈ M,allS ⊂ U,
andallUi∈S,m ← Dec(dki,Enc(ek,m,S),S,Ui).(b)Foralln∈N,all
(ek,mk,dk1,...,dkn)← Setup(n),allm ∈ M,allS,S′⊂U,Upd(mk,Enc(ek,
m,S),S′) =Enc(ek,m,S′). (a) meansthedecryptioncorrectnessand(b)
meansthe updatingcorrectness.

InRS-BE,itisunrestrictedforthestorage managertoexecutethealgo-
rithmUpd(i.e.theciphertextcanbeupdatedunboundedly).

Weconsiderperfectsecrecyagainstat most ωcolludersandthestorage
manager. Here,wenotethatinprinciple,itisimpossibletoguaranteesecurity
againstcollusionofthemsincethestoragemanagercanchangeanyprivileged
setofaciphertextintoanyprivilegedset. Therefore, weconsidersecurity
inthecasethatat mostωcolludersandthestorage managertrytoattack
separately.2 Namely,weconsiderthefollowingtwokindsofsecuritynotions:
(1)At mostωcolluderswhoarenotincludedintheprivilegedsetcannotget
anyinformationontheunderlyingplaintextfromtheciphertext(atraditional
securitynotionforBE).(2)Thestorage managercannotgetanyinformation
ontheunderlyingplaintextfromtheciphertext. Thereason why wecon-
siderthesecondoneisthatifthestorage managercanobtaintheunderlying
plaintextorsomeinformationonit,itisonlynecessarytoencryptthesame
plaintext withanewprivilegedsetandreplaceanoldciphertext withthe
newonebyasendertochangeprivilegedsets. Hence,werequirethestorage
managercanupdatetheciphertextwithoutdecryption(withoutleakingany
informationontheunderlyingplaintext). ForanyJ :={Ui1,...,Uij}⊂U,

2Wealso discussa RS-BEschemesecureagainstcollusionofat mostωcolludersand
thestorage managerunderarestrictedtransformationruleofthestorage manager’skeyin
Section5.4.1.

123



Chapter5.Information-TheoreticTimed-RevocableCryptography

letDKJ :=DKi1×···×DKij beasetofpossiblesecretkeysofJ.LetM,
CS,EK,DKi(1≤ i≤ n),DKJ (J ⊂U),andMK berandomvariables
whichtakesvaluesonM ,CS,EK,DKi(1≤i≤n),DKJ (J ⊂U),andMK ,
respectively.Formally,securityofRS-BEisdefinedasfollows.

Definition5.4 (SecurityofRS-BE).LetΠrsbebeanRS-BEscheme.Πrsbeis
saidtobe(≤n,≤ω)-one-timesecureifthefollowingconditionsaresatisfied:

(1) ForanyprivilegedsetS ⊂U,andanysetofcolludersW∈PS(U,ω)
suchthatS∩ W=∅,itholdsthatH(M |CS,DKW )=H(M).

(2) ForanyprivilegedsetS⊂U,itholdsthatH(M |CS,MK)=H(M).

Remark5.1. Inthe modelofRS-BE(Definition5.3),ifSMdoesnotexist
(i.e.,mk isemptystringandwedonotconsiderthealgorithmUpd),andwe
thereforedonotconsiderthecondition(2)inDefinition5.4,thenDefinitions
5.3and5.4arethesameasthoseof((≤n,≤ω)-one-timesecure)traditional
BEschemes(Definitions5.1and5.2). Hence, wecansayourschemeis
naturalextensionoftheBEschemes.

Remark5.2. Thecondition(1)inDefinition5.4impliesthatthenumberof
ciphertextstakenbyW fromthestorageisat mostone. However,itisnatu-
raltothinkthatW canaccessthestorage multipletimeandtakeciphertexts
forvariousprivilegedsets. Namely,for morerealisticdefinition,weshould
considerthefollowingsecuritycondition(1’)insteadof(1):

(1’) ForanyprivilegedsetsS1,...,Sk ⊂U (1≤ k≤ 2n),andanysetof

colludersW ∈ PS(U,ω)suchthat
(∪k

i=1Si

)
∩ W = ∅,itholdsthat

H(M |CS1,...,CSk
,DKW )=H(M).

Forconvenience,wecallΠrsbeastronglysecureRS-BEschemeifitsatisfies
theconditions(1’)and(2),andjustcallΠrsbe asecure RS-BEschemeif
itsatisfies Definition5.4(theconditions(1)and(2)). Actually,tightlower
boundsonsecretkeysrequiredforsuchastronglysecureRS-BEschemearethe
sameasthoserequiredforthesecureRS-BEscheme(theboundswillappearin
Theorem5.2). Therefore,wecanobtainthesameoptimalconstruction,inthe
sensethattheconstruction meetsequalityineverylowerbound,whichwillbe
proposedinSection5.3.3.Inadditiontothis,todealwithRS-BEasnatural
extensionoftraditionalBE,weconsidertheaboveweakersecuritydefinition
(Definition5.4).

5.3.2 TightLower BoundsonSizesof CiphertextsandSecret
Keys

Inthissection,weshowlowerboundsonthesizesofciphertextsandsecret
keysrequiredfora(≤n,≤ω)-one-timesecureRS-BEscheme. As mentioned
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in[22,92,110,111],intraditionalBEschemes,thereisatrade-offbetween
theciphertextsizeandthesecretkeysize. RS-BEschemesalsohavesucha
trade-off. Actually,ifweignorethesizeofaciphertext,itisnotdifficultto
constructan(≤n,≤ω)-one-timesecureRS-BEschemewhichisfairlyefficient
inotheraspects,andtheconcreteconstructionisasfollows. AsenderEhas
nsecretkeysk1,...,kn andacommonkeyK sharedamongE andallusers
U1,...,Un asek,eachuserUihaskiandK asdki,andastorage manager
SMhask1,...,kn asmk.E encryptsaplaintextm byctij :=m+kij+K
foreveryUij ∈S (1≤ j≤|S|),andoutputscS :=(cti1,...,cti|S|

). For
updatingtheciphertext,SMcomputesct= ctℓ−kℓ= m +K forUℓ∈S
andctij :=ct+kij foreveryUij ∈S′(1≤j≤|S′|),andthenSMoutputs
cS′:=(cti1,...,cti|S′|

). Then,wehave|cS|=|S|·|m|foreveryS∈U,|ek|=

(n+1)|m|,|dki|=2|m|(1≤i≤n),and|mk|=n|m|.Thesizesofsecretkeys
ofthisschemearesignificantlysmallerthanthoseofourconstructionwhich
willbeproposedinSection5.3.3thoughtheciphertextlengthisproportional
tothecardinalityoftheprivilegedset;ontheotherhand,thatoftheproposed
schemeisequaltotheplaintextlengthforanyprivilegedset.

However,whenweconsiderapplyingRS-BEtoacloudstorage,compact-
nessofaciphertextisoneofthe mostimportantfactorstobetakeninto
account,sinceinsuchascenario,aciphertextisstoredincloudpermanently
orforalong-time,andthus,theciphertextlengthshouldbeassmallaspos-
sible. Fortheabovereason,wefirstinvestigatethetightlowerboundonthe
sizeofciphertexts,andthen,derivelowerboundsonsizesofsecretkeysunder
theconditionthattheciphertextlengthisoptimal.

Theorem5.1. LetΠrsbe bean(≤n,≤ω)-one-timesecureRS-BEscheme.
Then,foranyS⊂U,H(CS)≥H(M)andthereexistsaconcreteconstruction
which meetsthisboundwithequality.

Proof. ForanyS⊂UandUi∈S,wehave

H(CS)≥H(CS|DKi) (5.1)

≥H(CS|DKi)−H(CS|DKi,M) (5.2)

=I(CS;M |DKi)=H(M |DKi)−H(M |DKi,CS)=H(M),

wherethelastequalityfollowsfromindependenceof M andDKiandthe
decryptioncorrectness.

Then,weshowaconstructionwhich meetsthisboundwithequality. A
secretkeyoftheone-timepadisassignedforeverypossibleS ⊂U. Namely,
ek:={kS |S ⊂U},dki:=(k∅,{kS |S ⊂U∧Ui∈S})(1≤ i≤ n),and
mk :={kS |S ⊂U∧S̸= ∅}, whereeachkS ischosenfromafinitefield
uniformlyatrandom.InEnc,foranyS,itoutputscS :=m+k∅+kS.In
Dec,ifUi∈S,itcanoutputm =cS−k∅−kS.InUpd,foranySandS′,it
outputscS′:=cS−kS+kS′. Thisconstructionis(≤n,≤ω)-one-timesecure
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sinceanyW suchthatS∩ W=∅doesnothavekS andSMdoesnothave
k∅.

Next,wederivelowerboundsonsizesofsecretkeyswhentheciphertext
sizeisoptimal(i.e.theciphertextlengthisequaltotheplaintextlength).

Theorem5.2. LetΠrsbe bean(≤n,≤ω)-one-timesecureRS-BEscheme.
Then,thefollowinglowerboundsholdundertheconditionH(CS) =H(M)
foranyS⊂U:

(i)H(EK)≥

ω∑

j=0

(
n

j

)

H(M),

(ii)H(DKi)≥

ω∑

j=0

(
n−1

j

)

H(M)foranyi∈[n],

(iii)H(MK)≥




ω∑

j=0

(
n

j

)

−1



H(M).

Proof. Theprooffollowsfromthefollowinglemmas.

Lemma5.1. ForanyS ⊂UandanyW∈PS(U,ω)suchthatW∩S =∅,
letYi(1≤ i≤ k)beaprivilegedsetsuchthatYi∩ W̸= ∅. Then,wehave
H(CS|M,CY1,...,CYk

,DKW )≥H(M)undertheconditionH(CS)=H(M)
foranyS⊂U.

Proof. FromEqs.(5.1)and(5.2)inTheorem5.1,andtheconditionH(CS)=
H(M), wehaveH(CS |DKi) =H(CS |DKi)−H(CS |DKi,M)forany
S⊂UandUi∈S. Therefore,wehave

H(CS|DKi,M)=0. (5.3)

ForH(M,CS,CY1,...,CYk
|DKW ),wehave

H(M,CS,CY1,...,CYk
|DKW )

=H(CS|DKW )+H(M |DKW ,CS)+H(CY1,...,CYk
|DKW ,CS,M)

=H(CS|DKW )+H(M)+H(CY1,...,CYk
|DKW ,CS,M)

(5.4)

=H(CS|DKW )+H(M), (5.5)

whereEq.(5.4)followsfromthecondition(1)ofDefinition5.4,andEq.(5.5)
followsfromEq.(5.3)(i.e.H(CYj |DKW ,M)=0)sinceYj∩ W̸=∅forany
Yj(1≤j≤k).

Ontheotherhand,forH(M,CS,CY1,...,CYk
|DKW ),wehave

H(M,CS,CY1,...,CYk
|DKW )
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=H(M |DKW )+H(CY1,...,CYk
|DKW ,M)

+H(CS|DKW ,M,CY1,...,CYk
)

=H(M)+H(CS|DKW ,M,CY1,...,CYk
), (5.6)

whereEq.(5.6)followsfromindependenceof M andDKW andthesame
reasonforEq.(5.5).

Hence,from(5.5)and(5.6),wehave

H(CS|DKW ,M,CY1,...,CYk
)=H(CS|DKW ). (5.7)

Inthefollowing,weshowH(CS|DKW )≥H(M).

ForH(M,CS|DKS,DKW ,EK),wehave

H(M,CS|DKS,DKW ,EK) (5.8)

=H(CS|DKS,DKW ,EK)+H(M |DKS,DKW ,EK,CS)

=H(CS|DKS,DKW ,EK), (5.9)

whereEq.(5.9)followsfromthedecryptioncorrectness(i.e.H(M |DKS,CS)=
0).

Ontheotherhand,forH(M,CS|DKS,DKW ,EK),wehave

H(M,CS|DKS,DKW ,EK)

=H(M |DKS,DKW ,EK)+H(CS|DKS,DKW ,EK,M)

=H(M |DKS,DKW ,EK), (5.10)

whereEq.(5.10)followsfromthealgorithmEnc(i.e.H(CS|EK,M)=0).

Hence,wehave

H(CS|DKW )≥H(CS|DKS,DKW ,EK)

=H(M |DKS,DKW ,EK) (5.11)

=H(M), (5.12)

whereEq.(5.11)followsfromEqs.(5.9)and(5.10),and(5.12)followsfrom
independenceofM and(EK,DK1,...,DKn).

FromEqs.(5.7)and(5.12),wehaveH(CS|M,CY1,...,CYk
,DKW )≥H(M).

Lemma5.2.Wehave H(EK)≥
∑ω

j=0

(
n
j

)
H(M)undertheconditionH(CS)=

H(M)foranyS⊂U.

127



Chapter5.Information-TheoreticTimed-RevocableCryptography

Proof. LetW :={W⊂U||W| ≤ ω}= {W1,...,Wt}bethefamilyof
allpossiblesetsofcolluders, wheret=

∑ω
j=0

(
n
j

)
. Moreover,letS(W):=

{S1,...,St},whereSi=U\ WisuchthatWi∈W (1≤i≤t). Withoutloss
ofgenerality,|S1|≥···≥|St|. Then,wehave

H(EK)=H(EK|M) (5.13)

≥I(EK;CS1,...,CSt|M)

=H(CS1,...,CSt|M)−H(CS1,...,CSt|M,EK)

=H(CS1,...,CSt|M) (5.14)

=

t∑

j=1

H(CSj |M,CS1,...,CSj−1)

≥
t∑

j=1

H(CSj |M,CS1,...,CSj−1,DKWj)

≥

ω∑

j=0

(
n

j

)

H(M), (5.15)

whereEq.(5.13)followsfromindependenceofM andEK,Eq.(5.14)follows
fromthealgorithmEnc(i.e.H(CSi|EK,M)=0(1≤i≤t)),andEq.(5.15)
followsfromLemma5.1.

Lemma5.3. Foranyi∈[n],wehaveH(DKi)≥
∑ω

j=0

(
n−1

j

)
H(M)under

theconditionH(CS)=H(M)foranyS⊂U.

Proof. LetW(i):={W ⊂U\{Ui}||W|≤ω}={W1,...,Wℓ}bethefamily
ofallpossiblesetsofcolludersexceptforsetsofcolluderscontainingUi,where
ℓ=

∑ω
j=0

(
n−1

j

)
. Moreover,letS(W(i)):={S1,...,Sℓ},whereSi=U\ Wi

suchthatWi∈W(i)(1≤i≤ℓ). Withoutlossofgenerality,|S1|≥···≥|Sℓ|.
Wenote Ui∈SforanyS∈S(W(i)). Then,wehave

H(DKi)=H(DKi|M) (5.16)

≥I(DKi;CS1,...,CSℓ
|M)

=H(CS1,...,CSℓ
|M)−H(CS1,...,CSℓ

|M,DKi)

=H(CS1,...,CSℓ
|M) (5.17)

=

ℓ∑

j=1

H(CSj |M,CS1,...,CSj−1)

≥

ℓ∑

j=1

H(CSj |M,CS1,...,CSj−1,DKWj)

≥
ω∑

j=0

(
n−1

j

)

H(M), (5.18)
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whereEq.(5.16)followsfromindependenceofM andDKi,Eq.(5.17)follows
fromEq.(5.3)inLemma5.1(i.e.H(CSj |DKi,M) =0(1≤ j≤ ℓ)),and
Eq.(5.18)followsfromLemma5.1.

Lemma5.4.Wehave H(MK)≥
(∑ω

j=0

(
n
j

)
−1

)
H(M)underthecondition

H(CS)=H(M)foranyS⊂U.

Proof. LetW andS(W)bethesameasthoseinLemma5.2. Then,wehave

H(MK)≥H(MK |CS1)

≥I(MK;CS2,...,CSt|CS1)

=H(CS2,...,CSt|CS1)−H(CS2,...,CSt|CS1,MK)

=H(CS2,...,CSt|CS1) (5.19)

=

t∑

j=2

H(CSj |CS1,...,CSj−1)

≥

t∑

j=2

H(CSj |M,CS1,...,CSj−1,DKWj)

≥




ω∑

j=0

(
n

j

)

−1



H(M), (5.20)

whereEq.(5.19)followsfromthealgorithmUpd(i.e.H(CSi |CS1,MK)=
0(2≤i≤t)),andEq.(5.20)followsfromLemma5.1.

ProofofTheorem5.2: Now,theproofiscompleted.

Aswewillseeinthenextsection,theabovelowerboundsaretightsince
ourconstructionwillmeetalltheaboveboundswithequalities.Therefore,we
defineoptimalityofconstructionsofRS-BEasfollows.

Definition5.5 (Optimality).Aconstructionofan(≤n,≤ω)-one-timese-
cureRS-BEschemeissaidtobeoptimalifit meetsequalityineverybound
of(i)–(iii)inTheorem5.2.

Inasimilar way, wecanalsoderivetightlowerboundsonsecretkeys
requiredforanotherclassofRS-BEschemes,called(t,≤ω)-one-timesecure
RS-BEschemes,in whichthenumberofprivilegedusersisconstantinall
timeperiods,andshowanoptimalconstructionunderthiscondition(see
Section5.3.4fordetails).
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5.3.3 Optimal Construction

Inthissection, weproposeanoptimalconstructionof(≤ n,≤ ω)-one-time
secureRS-BEbasedontheFiat–NaorKPS3[61](seeSection2.4). Wedefine
thefollowingfamiliesofsets:

W :={W⊂U||W|≤ω},

W(i):={W⊂U\{Ui}||W|≤ω},

W(S):={W∈W |(W∩S =∅∧|W|=min(ω,n−|S|))∨ W=∅}.

Ourconstructionisasfollows.

1.(ek,mk,dk1,...,dkn)← Setup(n):Letqbeaprimepowersuchthatq>
n,andFqbeafinitefieldwithqelements.ForeveryW∈ W,itchooses
rW ∈Fquniformlyatrandom. Then,itoutputsek:={rW | W∈W},
dki:={rW | W∈W(i)}(1≤i≤n),andmk :={rW | W∈W \{∅}}.

2.cS← Enc(ek,m,S):ForanyprivilegedsetS,itcomputesasessionkey
kS:=

∑
W∈W(S)rW ,andthenoutputscS:=m+kS.

3.m or⊥ ←Dec(dki,cS,S,Ui):IfUi∈S,thenitcomputeskS asinthe
algorithmEncandoutputsm =cS−kS. Otherwise,itoutputs⊥.

4.cS′or⊥ ←Upd(mk,cS,S,S′):ForanyprivilegedsetsSandS′,itcom-
putesanupdatingkeyukS→S′:=

∑
W∈W(S′)\{∅}rW −

∑
W∈W(S)\{∅}rW ,

andoutputscS′:=cS+ukS→S′.

Theorem5.3. TheresultingRS-BEschemeΠrsbebytheaboveconstruction
is(≤n,≤ω)-one-timesecureandoptimal.

Proof. First,weshowtheaboveconstruction meetsthecondition(1)inDef-
inition5.4. Withoutlossofgenerality,weconsiderthatW :={U1,...,Uω}
isasetofcolludersandS :={Uω+1...,Un}isaprivilegedset. Consider
thecasethatthesetofcolludersW willguesskS toobtainm =cS−kS by
usingtheirdecryptionkeys. However,W cannotcomputekS sincetheydo
nothaverW . Therefore,thebeststrategyofW isto makearandomguess
atm asintheone-timepad. Thus, wehaveH(M |CS,DKW ) =H(M).
Similarly,foranyprivilegedsetS⊂U,anysetofcolludersW⊂U suchthat
S∩ W=∅and|W|≤ωdoesnothaverW ,thoughrW isusedforcomputing
kS. Hence,foranyS⊂U,andanyW⊂U suchthatS∩W=∅and|W|≤ω,
H(M |CS,DKW )=H(M).

Next,weshowtheaboveconstructionmeetsthecondition(2)inDefinition
5.4. Since1≤|S| ≤ n,r∅isalwaysusedforcomputingkS foranyS ⊂U,

3Ifwedefineaconstructionwhichmeetsequalityineveryboundof(i)and(ii)inTheorem
5.2asanoptimalconstructionof(≤n,≤ω)-one-timesecureBE,thenwecanobtainsuch
anoptimalconstructionfromtheFiat–NaorKPSschemeandtheone-timepad.
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whereasSMdoesnothaver∅. Hence,hecanonlyguessm randomlyasin
theone-timepad. Thus,foranyS⊂U,H(M |CS,MK)=H(M).

Moreover,itisstraightforwardtoseethattheaboveconstructionisopti-
mal.

5.3.4 (t,≤ω)-one-timeSecure RS-BE

As intraditional BEschemes[37,87,92,110], wecanalsoconsideran-
otherclassofRS-BEschemes,whichiscalled(t,≤ω)-one-timesecureRS-BE
schemes, wheret+ω≤ n. A modelandsecurityofsuchaschemeareal-
mostthesameasthatdescribedinSection5.3.1,andtheonlydifferencefrom
thoseinSection5.3.1isthatasendercanspecifyonlyaprivilegedsetwhose
cardinalityisexactlyt(i.e.,|S|=t).

Then,wecanderivelowerboundsonsecretkeysinasimilarwaytoSection
5.3.2,andtheseboundscanalsobeappliedtotraditional(t,≤ ω)-one-time
secureBEschemes.

Theorem5.4. LetΠrsbebea(t,≤ω)-one-timesecureRS-BEscheme. Then,
foranyS⊂U,thefollowinglowerboundsholdundertheconditionH(CS)=
H(M):

(i)H(EK)≥

(
t+ω

t

)

H(M),

(ii)H(DKi)≥

(
t+ω−1

t−1

)

H(M)foranyi∈[n],

(iii)H(MK)≥

((
t+ω

t

)

−1

)

H(M).

Proof. Theprooffollowsfromthefollowinglemmas.

Lemma5.5. Wehave H(EK)≥
(

t+ω
t

)
H(M)undertheconditionH(CS)=

H(M)foranyS⊂U.

Proof. Withoutlossofgenerality,let I:={U1,...,Ut+ω}.LetW :={W⊂I|
|W|=ω}={W1,...,Wℓ}bethefamilyofallpossiblesetofcolluders,where
ℓ=

(
t+ω

ω

)
=

(
t+ω

t

)
. Moreover,letS(W):={S1,...,Sℓ},whereSi=I\ Wi

suchthatWi∈W (1≤i≤ℓ). Then,wehave

H(EK)=H(EK|M) (5.21)

≥I(EK;CS1,...,CSℓ
|M)

=H(CS1,...,CSℓ
|M)−H(CS1,...,CSℓ

|M,EK)

=H(CS1,...,CSℓ
|M) (5.22)

=
ℓ∑

j=1

H(CSj |M,CS1,...,CSj−1)
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≥

ℓ∑

j=1

H(CSj |M,CS1,...,CSj−1,DKWj)

≥

(
t+ω

t

)

H(M), (5.23)

whereEq.(5.21)followsfromindependenceofM andEK,Eq.(5.22)follows
fromthealgorithmEnc(i.e.H(CSi|EK,M)=0(1≤i≤ℓ)),andEq.(5.23)
followsfromLemma5.1.

Lemma5.6. Foranyi∈[n],thenwehaveH(DKi)≥
∑ω

j=0

(
n−1

j

)
H(M)

undertheconditionH(CS)=H(M)foranyS⊂U.

Proof. Withoutlossofgenerality,let I:={U1,...,Ui,...,Ut+ω}.LetW(i):=
{W ⊂I\{Ui}||W|=ω}={W1,...,Wℓ}bethefamilyofallpossibleset
ofcolludersexceptforsetsofcolluderscontainingUi,whereℓ=

(
t+ω−1

ω

)
=

(
t+ω−1

t−1

)
. LetS(W(i)):={S1,...,Sℓ}, whereSi= I\ WisuchthatWi∈

W(i)(1≤i≤ℓ) WenoteUi∈SforanyS∈S(W(i)). Then,wehave

H(DKi)=H(DKi|M) (5.24)

≥I(DKi;CS1,...,CSℓ
|M)

=H(CS1,...,CSℓ
|M)−H(CS1,...,CSℓ

|M,DKi)

=H(CS1,...,CSℓ
|M) (5.25)

=

ℓ∑

j=1

H(CSj |M,CS1,...,CSj−1)

≥

ℓ∑

j=1

H(CSj |M,CS1,...,CSj−1,DKWj)

≥

(
t+ω−1

t−1

)

H(M), (5.26)

whereEq.(5.24)followsfromindependenceofM andDKi,Eq.(5.25)follows
fromEq.(5.3)inLemma5.1(i.e.H(CSj |DKi,M) =0(1≤ j≤ ℓ)),and
Eq.(5.26)followsfromLemma5.1.

Lemma5.7. Wehave H(MK)≥
((

t+ω
t

)
−1

)
H(M)underthecondition

H(CS)=H(M)foranyS⊂U.

Proof. LetI,W andS(W)bethesameasthoseinLemma5.5. Then,we
have

H(MK)≥H(MK |CS1)

≥I(MK;CS2,...,CSℓ
|CS1)

=H(CS2,...,CSℓ
|CS1)−H(CS2,...,CSℓ

|CS1,MK)
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=H(CS2,...,CSℓ
|CS1) (5.27)

=

ℓ∑

j=2

H(CSj |CS1,...,CSj−1)

≥
ℓ∑

j=2

H(CSj |M,CS1,...,CSj−1,DKWj)

≥

((
t+ω

t

)

−1

)

H(M), (5.28)

whereEq.(5.27)followsfromthealgorithmUpd(i.e.H(CSi |CS1,MK)=
0(2≤i≤ℓ)),andEq.(5.28)followsfromLemma5.1.

TheproofofTheorem5.2: Now,theproofiscompleted.

Wecan constructa(t,≤ ω)-one-timesecure RS-BEschemebasedon
theideaofourconstructiondescribedinSection5.3.3andanω-securenon-
interactivet-conference KPS(or,theso-called(t,≤ω)-KPS)[23]asfollows.
Weomitthesecurityproofsinceitiseasytoproveinasimilarmannerasthe
proofofTheorem5.3.

1.(ek,mk,dk1,...,dkn)← Setup(n):LetFqbeafinitefieldwithq(>n)
elements, whereqisaprimepower. Itchoosesasymmetricpolyno-
mial f(x1,...,xt):=

∑ω
i1=0···

∑ω
it=0ai1i2···itx

i1
1···xit

t overFq, where
ai1i2···it=aσ(i1)σ(i2)···σ(it)forallpermutationsσ=(σ(i1),σ(i2),...,σ(it)).
Also,itcomputesg(x1,x2,...,xt):=f(x1,x2,...,xt)−a00···0. Then,it
outputsek:=f(x1,x2,...,xt),dki:=f(i,x2,...,xt)(1≤i≤n),and
mk :=g(x1,x2,...,xt).

2.cS ← Enc(ek,m,S): ForanyprivilegedsetS:={Ui1,...,Uit},itcom-
putesasessionkeykS:=f(i1,...,it),andthenoutputscS:=m+kS.

3.m or⊥ ←Dec(dki,cS,S,Ui):IfUi∈S,thenitcomputeskS asinthe
algorithmEncandoutputsm =cS−kS. Otherwise,itoutputs⊥.

4.cS′ or⊥ ← Upd(mk,cS,S,S′): ForanypairofprivilegedsetsS :=
{Ui1,...,Uit}andS′:={Uj1,...,Ujt},itcomputesandoutputscS′:=
cS+g(j1,...,jt)−g(i1,...,it).

Theorem5.5. TheresultingRS-BEschemeΠrsbebytheaboveconstruction
is(t,≤ ω)-one-timesecureand meetsequalityineveryboundof(i)–(iii)in
Theorem5.4.
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5.4 ExtensionsofRS-BE

5.4.1 Collusion ResistantScheme

Weconsidersecurityagainstcollusionofat most ωcolludersandastorage
manager.Intuitively,ifastorage managercanchangeanyprivilegedsetofa
ciphertextintoanyprivilegedsetbyusinghismaintenancekeymk,wecannot
achieveRS-BEsecureagainstcollusionofasetofcolludersandthestorage
manager. Therefore,herewesimplysetthefollowingtransformationrulefor
mk: ForanyS,S′⊂U,Upd(mk,cS,S,S′)outputsanupdatedciphertext
cS′ ifS′⊂S holds,otherwiseitoutputs⊥. Therefore,weconsideronlyan
(≤n,≤ω)-one-timesecurescheme.

Wedefinecollusionresistantsecurityasfollows.

Definition5.6 (CollusionResistantRS-BE).LetΠrsbebeanRS-BEscheme.
Πrsbe issaidtobecollusion-resistantly(≤n,≤ω)-one-timesecureifthefol-
lowingconditionsaresatisfied: ForanyprivilegedsetS ⊂U,andanysetof
colludersW∈PS(U,ω)suchthatS∩ W=∅,itholdsthat

H(M |CS,DKW ,MK)=H(M).

AconstructionwhichsatisfiesDefinition5.6isasfollows.

1.(ek,mk,dk1,...,dkn)← Setup(n): Letqbeaprimepowersuchthat
q>n,andFqbeafinitefieldwithqelements.Itchoosesnpolynomials
f(h)(x):=

∑ω
i=0aix

i(h=1,...,n)overFquniformlyatrandom,and
computesn−1polynomialsg(ℓ)(x):=f(ℓ)(x)−f(ℓ−1)(x)(2≤ℓ≤n).
Then,itoutputsek:=f(1)(x),dki:=(f(1)(i),...,f(n)(i))(1≤i≤n),
andmk :=(g(2)(x),...,g(n)(x)).

2.cS ← Enc(ek,m,S):LetS={Ui1,...,Uik
}(1≤k≤n)beaprivileged

set. ForeveryUij,itcomputesc
(1)
ij

:=m+f(1)(ij),andsetsacounter

t:=1.Finally,itoutputscS:=(t,c
(t)
i1

,...,c
(t)
ik

).

3.m or⊥ ←Dec(dki,cS,S,Ui):IfUi∈S,itcomputesm =c
(t)
i −f(t)(i)

andoutputsit. Otherwise,itoutputs⊥.

4.cS′or⊥ ←Upd(mk,cS,S,S′):LetS′={Ui1,...,Uik
}.IfS′⊂S does

nothold,itoutputs⊥. Otherwise,foreveryUij ∈S′⊂S,itcomputes

c
(t+1)
i :=c

(t)
ij

+g(t+1)(ij)(1≤ j≤ k). Finally,itsetst:=t+1and

outputscS′:=(t,c
(t)
i1

,...,c
(t)
ik

).

Theorem5.6. TheresultingRS-BEschemeΠrsbebytheaboveconstruction
iscollusion-resistantly(≤n,≤ω)-one-timesecure.
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Proof. Itisnotsodifficulttoprovethistheorem. Withoutlossofgenerality,we
considerthatW :={U1,...,Uω}isasetofcolludersandS:={Uω+1...,Un}
isaprivilegedset. ConsiderthecasethatthesetofcolludersW andthe
storage managerwillguesskS toobtaintheplaintextm bytheusingtheir
secretkeys. Sinceeachdegreeofxoff(h)(x)(1≤ h≤ n)isat mostω,at
most ωcolluderscannotobtainf(h)(x)fromf(h)(1),...,f(h)(ω)(1≤h≤n).
Hence,theycannotobtainanyinformationon f(h)(x)(1≤ h≤ n)evenif
theyhaveg(ℓ)(x)(2≤ℓ≤n). Hence,foranyS ⊂U,andanyW ⊂U such
thatS∩ W=∅and|W|≤ω,H(M |CS,DKW ,MK)=H(M).

5.4.2 RobustScheme

Wenowconsiderascenarioinwhicha maliciouslybehavingstorage manager
cantryto modifytheencryptedplaintext. Thisisrelatedtonon-malleability
inthecontextofordinaryencryption.InaRS-BEscheme, malleability may
causeaseriousproblemsincetheciphertextisperiodicallyupdated,butan
improperupdatecarriedoutbya maliciousstorage manager maynotbeim-
mediatelydetectablebytheusers. Morespecifically, weconsidersecurity
againstastorage managerwhotriesto modifyaciphertextsothatauserin
theprivilegedsetobtainsa modifiedplaintextwhichdiffersfromanoriginal
plaintextencryptedbythesender.Inadditiontothis,sinceciphertextsof
RS-BEschemesarestoredinexternalstoragesuchascloudstorage(inother
words,theciphertextsareaccessibleatanytime),weshouldalsoconsiderse-
curityagainstsucha modificationattackbycolluders.Formally,weconsider
twotypesofadversariesasinDefinition5.4,anddefinetherobustnessofRS-
BEasfollows. Wehereconsideronlyan(≤n,≤ω)-one-timesecurescheme,
thoughwecanalsoconsiderarobust(t,≤ω)-one-timesecureschemeinthe
same manner.

Definition5.7 (RobustRS-BE).LetΠrsbebean(≤n,≤ω)-one-timesecure
RS-BEscheme. Πrsbeissaidtobeδ-robustifmax{P1,P2}≤1−δ,whereP1

andP2aredefinedasfollows:

(3) ForanyS1,...,Sk ⊂U (1≤ k≤ 2n),anyUi∈Sk,andanyW ∈

PS(U,ω)suchthat
(∪k

i=1Si

)
∩ W=∅,wedefineP1(S1,...,Sk,Ui,W)

as:

P1(S1,...,Sk,Ui,W):=max
c′

Sk

max
cS1

,...,cSk

max
dkW

Pr[m′← Dec(dki,c′Sk
,Sk,Ui)|{Enc(ek,m,Sj)}1≤j≤k,dkW ],

wherem′/∈{m,⊥} andcSj = Enc(ek,m,Sj)(1≤ j≤ k). Notethat
Enc(ek,m,Sj+1)=Upd(mk,Enc(ek,m,Sj),Sj,Sj+1)foranySj,Sj+1 (1≤
j≤ k−1)(theupdatingcorrectness). Then,P1 isdefinedasP1 :=

max
S1,...,Sk,Ui,W

P1(S1,...,Sk,Ui,W).
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(4) ForanyS,S′⊂U andanyUi∈S′,wedefineP2(S,S′,Ui)as:

P2(S,S′,Ui):=

max
c′

S′

max
cS

max
mk

Pr[m′← Dec(dki,c′S′,S′,Ui)|Enc(ek,m,S),mk],

wherem′ /∈{m,⊥} andcS = Enc(ek,m,S). Then,P2 isdefinedas
P2:= max

S,S′,Ui
P2(S,S′,Ui).

Wecanconstructarobustschemebyusingan algebraic manipulation
detectioncode(AMD-code),whichisdefinedasfollows.

Definition5.8 (AMD-code[43]).LetM amd beasetof messagessuchthat
| Mamd|= η,andG beacommutativegroupoforderγ. Analgebraic ma-
nipulationdetectioncode(AMD-code)Πamd consistsofthefollowingtwo-
tuplealgorithms(Encode,Decode),whereEncodeisaprobabilisticencoding
map Encode:M amd → G andadeterministicdecoding mapDecode:G →
M amd∪{⊥}suchthatDecode(Encode(m))=m withprobabilityoneforevery
m ∈ Mamd.Πamd isan(η,γ,ε)-AMD-codeifforeverym ∈ Mamd andfor
everyδ∈G,theprobabilitythatDecode(Encode(m)+δ)/∈{m,⊥}isat most
ε.

ArobustRS-BEschemeisconstructedbymodifyingtheconstructionpro-
posedinSection5.3.3asfollows: Beforeencryptingaplaintextm ∈Fq,the
Encalgorithmrunsm̂ ← Encode(m);andafterdecryptingaciphertext,then
theDecalgorithmrunsm ← Decode(̃m),wherem̃ isthedecryptionresult.

Weobtainthefollowingtheorem,andomittheproofsinceitisstraight-
forward.

Theorem5.7. IfΠamd isan(q,q,ε)-AMD-code,thentheresulting RS-BE
schemeΠrsbe bytheaboveconstructionis(≤ n,≤ ω)-one-timesecureand
ε-robust.

5.5 Broadcast Encryption with Trade-offsbetween

CommunicationandStorage

TowardRS-BEschemeswithgeneralciphertextsizes,weproposeanefficient
genericconstructionofaBEschemefrom KPSs.Inthefollowing,wefocus
onan(≤n,≤ω)-one-timesecureBEschemewhenthe maximumciphertext
sizeisanintegermultipleoftheplaintextsize,whereasciphertextsinmostof
theprevious(≤n,≤ω)-one-timesecureBEschemeswereassumedtobethe
samesizeasplaintexts.

Definition5.9. Foran(≤n,≤ω)-one-timesecureBEschemeΠbe,wedefine

δ:=
max
S⊂U

log|CS|

log| M|
.
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Then,Πbeissaidtobe(≤n,≤ω;δ)-one-timesecure.

Webrieflydescribetwoknownconstructionsof(≤n,≤ω)-one-timesecure
BEschemesfromKPSswhenδ=1andδ=n,respectively.

First,forthecaseδ=1wedescribean(≤n,≤ω;1)-one-timesecureBE
scheme,whichisproposedbyFiatandNaor[61],fromthe(≤n,≤ω)-KPS
describedinSection2.4andtheone-timepad.Specifically,asenderobtains
asecretkeyforaprivilegedsetfromthe(≤n,≤ω)-KPS,andthenencrypts
aplaintextwiththesecretkeybytheone-timepad. BlundoandCresti[19]
showedthisFiat–Naorconstructionisoptimal.

Thesecondoneisan(≤ n,≤ ω;n)-one-timesecure BEschemefromn
(≤ 1,≤ 0)-KPSs(i.e.fromnone-timepads),whichwecallthetrivialcon-
struction,forthecaseδ=n. Namely,asendergeneratesnindependentsecret
keysoftheone-timepad,andeachdecryptionkeyisoneofthesecretkeys.
Thesenderencryptsaplaintextwithsecretkeysoftheusersinaprivileged
setbyusingtheone-timepad,andanentireciphertextisaconcatenationof
theresultingciphertexts. Thistrivialconstructionisobviouslyoptimal.

Ascanbeseeninrelatedworks[19,61,87],itis meaningfultoconsider
thecaseδ≥ 1,andthecaseδ >nisnotinterestingsincesecret-keysizes
cannotbecomeshorterthanthoseinthecaseδ= nduetoatightlower
boundonsecret-keysizesrequiredfortheone-timepad. Therefore,inthe
nextsectionweproposeagenericconstructionofan(≤ n,≤ ω;δ)-one-time
secureBEscheme,whichisanintermediateconstructionbetweentheabove
twoconstructions,forarbitraryδ∈[n].

5.5.1 GenericConstructionof(≤n,≤ω;δ)-one-timeSecureBE
scheme

Weproposeagenericconstructionofan(≤ n,≤ ω;δ)-one-timesecure BE
schemefromKPSs. Then,weshowitsinstantiationsuchthatthesecret-key
sizecanbe minimizedinit.

Abasicideaissimple. First,wesplitausersetUintoδdisjointsubsets
U1,...,UδofU. Then,weassignan(≤|Ui|,≤ωi)-KPSwitheachsubsetUi,
whereωi:= min{ω,|Ui|−1}sincean(≤|Ui|,≤ ω)-KPSsuchthatω≥|Ui|
is meaningless. ForaprivilegedsetS,letSi:=Ui∩S. Then,asession
keykSi isgeneratedby(≤|Ui|,≤ ω)-KPS,andanentireciphertextcS is
cS :=(m⊕kS1,...,m⊕kSδ

). However,therearevariouscombinationsofδ
naturalnumberssuchthatthesumofthenumbersisn. Formally,forany
naturalnumbern∈Nandδ∈[n],wedefinethefollowingset:

L(n,δ):=

{

(ℓ1,...,ℓδ)∈Nδ (ℓ1≥···≥ℓδ)∧

δ∑

i=1

ℓi=n

}

.

Weoftenwrite L:=(ℓ1,...,ℓδ)∈L(n,δ).L(n,δ) meansasetofδnatural
numberssuchthatthesumofthenumbersisn,thereforewehavetochooseL

137



Chapter5.Information-TheoreticTimed-RevocableCryptography

suchthatsecret-keysizesare minimizedforfixedn,ω,andδ. Hence,wewill
clarifysuchanoptimalconditionfor minimizingsecret-keysizesinthenext
subsection.

Formally,ourgenericconstructionofaBEschemeΠbe=(Setup,Enc,Dec)

fromKPSsΠ
(i)
kps=(Initi,Deri)(1≤i≤δ)isgivenasfollows.

–(ek,dk1,...,dkn)← Setup(n):ChooseL∈L(n,δ). Withoutlossofgen-
erality,letUi:={U∑i−1

j=1 ℓj+1,...,U∑i
j=1 ℓj

}.4RunIniti(ℓi)→ (uk∑i−1
j=1 ℓj+1,...,

uk∑i
j=1 ℓj

)(1≤ i≤ δ),andletuk(i)bethecorresponding masterkey.

Setandoutputek:=(uk(1),...,uk(δ))anddki:=uki.

–cS ← Enc(ek,m,S): ChooseS ⊂UandletSi:=S∩Ui(1≤ i≤ δ).
IfSi≠∅,thenforsomeUj∈Si,runDeri(ukj,Si)→ kSi (1≤i≤δ).
Notethatany ukjcanbederivedfromuk(i). SetandoutputcS :=
(m⊕kSi)Si̸=∅.

–m or⊥ ← Dec(dki,cS,S,Ui): ParsecS as(cSk1
,...,cSkl

)andsuppose
Ui∈Ukj

.IfUi∈Skj
,computekSkj

← Der(uki,Skj
)andthenoutput

m =cSkj
⊕kSkj

. Otherwise,output⊥.

Theorem5.8. TheaboveconstructionofΠbegivenby(≤ℓi,≤ωi)-one-time

secureKPSsΠ
(i)
kps (1≤i≤δ)is(≤n,≤ω;δ)-one-timesecure.

Proof. Itisnotdifficulttoseetheaboveschemeis(≤n,≤ω;δ)-one-timese-
cure.Themaximumciphertextsizeoftheaboveschemeisobviouslyδlog| M|
sinceifeachSi̸=∅,thenaciphertextsizeisδtimeslongerthantheunderlying
plaintextsize. Withoutlossofgenerality,supposeSsuchthat|S|=n−ω,
andcS :=(cS1,...,cSj)(i.e. Sj+1 = ···= Sδ = ∅). LetW :=U\S
andWi :=Ui\Si. NotethatWk = Uk (j+1 ≤ k≤ δ). Then, we
haveH(M |CS,DKW ) =H(M |M ⊕KS1,...,M⊕KSj,DKW ).Ineach
(≤ ℓi,≤ ωi)-KPS(1≤ i≤ j),Wi(|Wi| ≤ωi)cannotgetanyinforma-
tiononasessionkeykSi fromsecuritydefinitionofthe KPS(Definition
2.6). Inaddition,Wi(1≤ i≤ j)cannotobtainanyinformationonses-
sionkeyskS1,...,kSi−1,kSi+1,...,kSj sinceWi’ssecretkeysareindependent
ofthem. Forthesamereason,Wi(j+1≤i≤δ)cannotalsoobtainanyin-
formationonsessionkeyskS1,...,kSj fromtheirsecretkeys. Namely,for
i∈ [δ], wehaveH(KSi |DKW1,...,DKWδ

) =H(KSi). Therefore, we
haveH(M |CS,DKW ) =H(M |CS)sinceDKW isindependentofM
and{M ⊕KSi}1≤i≤j. Moreover,fromsecurityoftheone-timepad,wehave
H(M |CS)=H(M).

4Forexample,when n=9, δ=3,and ℓi =3(i=1,2,3),thenU1 :={U1,U2,U3},
U2:={U4,U5,U6},andU3:={U7,U8,U9}.
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5.5.2 OptimalParametersfor Minimal Keys

Toobtainthemostefficientschemeintermsofthesecret-keysize,wehaveto
carefullychooseacombinationof(≤ℓi,≤ω)-KPSs. Weobtainthefollowing
theorem.

Theorem5.9. Whenweapplyanoptimalconstructionofeach KPS Π
(i)
kps

(1≤ i≤ δ)totheresulting(≤ n,≤ ω;δ)-one-timesecureBEschemeΠbe,
thensizesofthesecretkeysrequiredintheaboveconstructionaregivenby

(i)log|EK|=

δ∑

i=1

ωi∑

j=0

(
ℓi

j

)

logq,

(ii)
n∑

i=1

log|DKi|=
δ∑

i=1

(

ℓi

ωi∑

j=0

(
ℓi−1

j

))

logq.

Moreover, L∈L(n,δ)minimizesthesizesoftheencryptionkeysifitsatisfies
thefollowingconditions:






arbitraryL ifω=0,
L=(n−(δ−1),1,...,1) ifω=1,
ℓ1−ℓδ=0 ifω≥2∧n/δ∈N,
ℓ1−ℓδ=1 otherwise.

Ontheotherhand, L∈L(n,δ)minimizesthesizesofthedecryptionkeysif
itsatisfiesthefollowingconditions:






arbitraryL ifω=0,
ℓ1−ℓδ=0 ifω≥1∧n/δ∈N,
ℓ1−ℓδ=1 otherwise.

Weprovetheabovetheorembysolvingacertaintypeofoptimization
problemsthroughthefollowingapproach. Toprovethateven5Lminimizes
secret-keysizes,wechangehowtosumtermsasfollows:Fortheencryption-
keysize,wehave

δ∑

i=1

ωi∑

j=0

(
ℓi

j

)

=
ω∑

j=1

kj∑

i=1

(
ℓi

ω−(j−1)

)

+
δ∑

i=1

(
ℓi

0

)

=

k1∑

i=1

(
ℓi

ω

)

+

k2∑

i=1

(
ℓi

ω−1

)

+···+

kω∑

i=1

(
ℓi

1

)

+

δ∑

i=1

(
ℓi

0

)

,

whereω:= min{ω,ℓ1−1(=ω1)}andkα :=βsuchthatℓβ>ω−(α−1)≥

ℓβ+1 (1≤ α≤ ω). Then, weprovealowerboundforeach
∑kj

i=1

(
ℓi

ω−(j−1)

)

5Lissaidtobeevenwhenℓ1−ℓδ=0ifn/δ∈Norℓ1−ℓδ=1ifn/δ/∈N.
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(1≤ j≤ ω)inthecasekj = δ(Lemma5.8)andinthecasekj <δ
(Lemma5.9),respectively. Specifically,inproofsoftheselemmas weshow

that
∑kj

i=1

(
ℓi

ω−(j−1)

)
givenbyany“noteven”Lisalwayslargerthanorequal

tothatgivenby“even”L.(Tobeprecise,exceptforthecasek1<δ (Corol-
lary5.1).) Wealsoprovethecaseofthedecryption-keysizesinasimilarway
(Lemma5.10). Theformalproofisasfollows.

ProofofTheorem5.9. ForL∈L(n,δ),wedefine

F(L,ω):=

δ∑

i=1

ωi∑

j=0

(
ℓi

j

)

andG(L,ω):=

δ∑

i=1

(

ℓi

ωi∑

j=0

(
ℓi−1

j

))

.

Obviously,F(L,0)=δandG(L,0)=nforanyL∈L(n,δ).

First,weshowthecaseofF(L,ω)whenω >0andn/δ∈N. Toprove
this,weshowthreelemmas. Thefirstoneisasfollows.

Lemma5.8.Foranya,j∈Nandanyr∈[a],chooseanybi∈Z(1≤i≤j)
suchthatb1≥···≥bj≥−(a−r),and

∑j
i=1bi=0. Then,itholdsthat

j

(
a

r

)

≤

(
a+b1

r

)

+

(
a+b2

r

)

+···+

(
a+bj

r

)

.

Theequalityholdsifandonlyifr=1.

Proof. Letb1≥···≥bℓ≥0≥bℓ+1 ≥···≥bj>r−a. Then,byapplying
Pascal’sruleseveraltimes,forbi(1≤i≤ℓ),wehave

(
a+bi

r

)

=

bi−1∑

m=0

(
a+m

r−1

)

+

(
a

r

)

. (5.29)

Ontheotherhand,forbi(ℓ+1≤i≤j),wesimilarlyhave

(
a

r

)

=

−bi∑

m=1

(
a−m

r−1

)

+

(
a+bi

r

)

.

Therefore,wehave

(
a+bi

r

)

=

(
a

r

)

−

−bi∑

m=1

(
a−m

r−1

)

. (5.30)

FromEqs.(5.29)and(5.30),wehave

j∑

i=1

(
a+bi

r

)

=j

(
a

r

)

+

b1−1∑

m=0

(
a+m

r−1

)

+···+

bℓ−1∑

m=0

(
a+m

r−1

)

∑ℓ
i=1 biterms
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−

−bℓ+1∑

m=1

(
a−m

r−1

)

−···−

−bj∑

m=1

(
a−m

r−1

)

−
∑j

i=ℓ+1 biterms

.

Letτ:=
∑ℓ

i=1bi= −
∑j

i=ℓ+1bi. Then,forconvenience werewritethe
abovetermsasfollows:

b1−1∑

m=0

(
a+m

r−1

)

+···+

bℓ−1∑

m=0

(
a+m

r−1

)

=
τ∑

m=1

(
a+αm

r−1

)

,

whereαm ∈N(1≤m ≤τ),and

−bℓ+1∑

m=1

(
a−m

r−1

)

+···+

−bj∑

m=1

(
a−m

r−1

)

=

τ∑

m=1

(
a−βm

r−1

)

,

whereβm ∈N(1≤m ≤τ).

Then,wehave

j∑

i=1

(
a+bi

r

)

=j

(
a

r

)

+
τ∑

m=1

((
a+αm

r−1

)

−

(
a−βm

r−1

))

.

Notethatforanya,b,r∈Nsuchthata≥b≥r,itobviouslyholds
(

a
r

)
≥

(
b
r

)
.

Hence,itholdsthat
(

a+αm

r−1

)
−

(
a−βm

r−1

)
≥0(1≤m ≤τ).

Thus,itholdsthatj
(

a
r

)
≤

(
a+b1

r

)
+

(
a+b2

r

)
+···+

(
a+bj

r

)
foranya,j∈N,any

r∈[a],andanybi∈Zsuchthatb1≥···≥bj≥−(a−r)and
∑j

i=1bi=0.
Theequalityholdsifandonlyifr=1.

Wehavethefollowingcorollary.

Corollary5.1. Foranya,j∈N,chooseanybi∈Zsuchthatb1≥···≥bk>
−(a−1)=bk+1 =···=bjand

∑j
i=1bi=0. Then,itholdsthat

j

(
a

1

)

>

(
a+b1

1

)

+

(
a+b2

1

)

+···+

(
a+bk

1

)

.

Obviously,thevalueis minimizedwhenk=1,namelyitholds

j

(
a

1

)

>

(
a+b1

1

)

=

(
ja−(j−1)

1

)

.

Thiscorollary meansthatifr=1andsometermsareremovedfromthe
rightsideinLemma5.8,thentheinequalitysignisreversed.
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Then, we canprovethecaseω=1from Corollary5.1. Specifically,if
ω=1,thenwehave

F(L,1)=
k∑

i=1

(
ℓi

1

)

+
δ∑

i=0

(
ℓi

0

)

=
k∑

i=1

(
ℓi

1

)

+δ,

whereℓ1≥···≥ℓk>1=ℓk+1 =···=ℓδ. Therefore,the minimumvalueof
F(L,1)isgivenwhenL=(n−(δ−1),1,...,1)bysettingj:=δanda:=n/δ
inCorollary5.1.

Next,weshowthesecondlemma,whichisavariantofCorollary5.1. The
lemmagivesacontraryresulttoCorollary5.1whenr≥2.

Lemma5.9.Foranya,j∈Nandanyr∈{2,...,a},chooseanybi∈Zsuch
thatb1≥···≥bk>−(a−r)≥bk+1 ≥···≥bj>−aand

∑j
i=1bi=0. Then,

itholdsthat

j

(
a

r

)

<

(
a+b1

r

)

+

(
a+b2

r

)

+···+

(
a+bk

r

)

.

Further,itholdsthat

(
a+b1

r

)

+

(
a+b2

r

)

+···+

(
a+bk

r

)

−j

(
a

r

)

>
λ∑

m=1

(
a+αm

r−1

)

,

whereλ:=
∑k

i=1bi−(j−k)(a−r),andαm ∈N (1≤ m ≤ λ)suchthat
1≤αm ≤b1.

Proof. AsintheproofofLemma5.8,letb1≥··· ≥ bℓ≥ 0≥ bℓ+1 ≥··· ≥
bk>r−a≥bk+1 ≥···≥bj>−a. Then,wecanwrite

k∑

i=1

(
a+bi

r

)

=
k∑

i=1

(
a+bi

r

)

+(j−k)

(
r

r

)

−(j−k).

InasimilarwaytoEq.(5.30),wehave

(
r

r

)

=

(
a

r

)

−
a−1∑

m=r

(
m

r−1

)

. (5.31)

FromEqs.(5.29),(5.30)and(5.31),wehave

k∑

i=1

(
a+bi

r

)

+(j−k)

(
r

r

)

−(j−k)

=j

(
a

r

)

+

b1−1∑

m=0

(
a+m

r−1

)

+···+

bℓ−1∑

m=0

(
a+m

r−1

)

∑ℓ
i=1 biterms
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−

−bℓ+1∑

m=1

(
a−m

r−1

)

−···−

−bk∑

m=1

(
a−m

r−1

)

−(j−k)

a−1∑

m=r

(
m

r−1

)

−
∑k

i=ℓ+1 bi+(j−k)(a−r)terms

−(j−k).

Letτ:=
∑ℓ

i=1biandη:=−
∑k

i=ℓ+1bi+(j−k)(a−r).Since(j−k)(a−1)≥
∑k

i=1bi≥(j−k)(a−r),italwaysholdsτ≥ηand(j−k)(r−1)≥τ−η≥0.
AsintheproofofLemma5.8,forconveniencewerewritetheabovetermsas
follows:

b1−1∑

m=0

(
a+m

r−1

)

+···+

bℓ−1∑

m=0

(
a+m

r−1

)

=

τ∑

m=1

(
a+αm

r−1

)

,

whereαm ∈N(1≤m ≤τ),and

−bℓ+1∑

m=1

(
a−m

r−1

)

+···+

−bk∑

m=1

(
a−m

r−1

)

+(j−k)

a−1∑

m=r

(
m

r−1

)

=

η∑

m=1

(
a−βm

r−1

)

,

whereβm ∈N(1≤m ≤η).

Then,wehave

k∑

i=1

(
a+bi

r

)

=j

(
a

r

)

+

η−(j−k)∑

m=1

((
a+αm

r−1

)

−

(
a−βm

r−1

))

+

η∑

m=η−(j−k)+1

((
a+αm

r−1

)

−

(
a−βm

r−1

)

−1

)

+
τ∑

m=η+1

(
a+αm

r−1

)

.

Sinceany(a+αm)−(a−βm)=αm+βm ≥2andr≥2,
(

a+αm

r−1

)
−

(
a−βm

r−1

)
−1>

0. Therefore,j
(

a
r

)
<

(
a+b1

r

)
+

(
a+b2

r

)
+···+

(
a+bk

r

)
foranya,j∈ N,any

r∈{2,...,a},andanybi∈Zsuchthatb1≥···≥bk≥−(a−r)>bk+1 ≥
···≥bj>−aand

∑j
i=1bi=0.

Further,letλ:=τ−η=
∑k

i=1bi−(j−k)(a−r). Then,wehave

k∑

i=1

(
a+bi

r

)

−j

(
a

r

)

>
λ∑

i=1

(
a+αm

r−1

)

,

whereαm ∈Nsuchthat1≤αm ≤b1.
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Wethen provethecaseω≥2andn/δ∈N. Now,leta:=n/δ. Then,for
L=(a,...,a),weexpressF(L,ω)as

F(L,ω)=δ

(
a

ω̂

)

+δ

(
a

ω̂−1

)

+···+δ

(
a

1

)

+δ

(
a

0

)

,

whereω̂:=min{ω,a−1}.
Inthesame manner,foranyL∈L(n,δ)\{L},F(L,ω)canbeexpressed

as

F(L,ω)=

k1∑

i=1

(
ℓi

ω̃

)

+

k2∑

i=1

(
ℓi

ω̃−1

)

+···+

k̃ω∑

i=1

(
ℓi

1

)

+
δ∑

i=1

(
ℓi

0

)

,

whereω̃:= min{ω,ℓ1−1},km :=isuchthatℓi>ω̃−(m−1)≥ℓi+1 (1≤
m ≤ω̃). Notethatk1≤···≤k̃ω.

Then,weconsiderthefollowingtwocases:(i)ω̂=ω̃;and(ii)ω̂<ω̃. Note
thatthecaseω̂>ω̃wouldneveroccursinceℓ1>a.

Wefirstprovethecase(i). Then,wehave

F(L,ω)−F(L,ω)

=

(
k1∑

i=1

(
ℓi

ω̂

)

−δ

(
a

ω̂

))

+···+

(
k̂ω∑

i=1

(
ℓi

1

)

−δ

(
a

1

))

=

(
k1∑

i=1

(
ℓi

ω̂

)

−δ

(
a

ω̂

))

+···+

(
k̂ω∑

i=1

(
ℓi

1

)

−
δ∑

i=1

(
ℓi

1

))

(5.32)

>

λ1∑

m=1

(
a+α

(1)
m

ω̂−1

)

+···+

λ̂ω 1∑

m=1

(
a+α

(̂ω−1)
m

1

)

+

(
k̂ω∑

i=1

(
ℓi

1

)

−
δ∑

i=1

(
ℓi

1

))

(5.33)

>0,

whereλi:=
∑ki

j=1ℓj−(δ−ki)(a−(̂ω−i)),andα
(k)
m ∈N(1≤k≤ω̂−1)such

that1≤ α
(k)
m ≤ ℓ1−a,Eq.(5.32)followsfromLemma5.8,andEq.(5.33)

followsfromLemma5.9.

Inthecase(ii),wehave

F(L,ω)−F(L,ω)

=

k1∑

i=1

(
ℓi

ω̃

)

+···+

(kω ω+1∑

i=1

(
ℓi

ω̂

)

−δ

(
a

ω̂

))

+···+

(
kω∑

i=1

(
ℓi

1

)

−δ

(
a

1

))

.

Therefore,wecanalsoproveF(L,ω)−F(L,ω)>0inasimilarwaytothe
case(i). Hence,ifω≥2∧n/δ∈N,the minimumvalueofF(L,ω)isgiven
whenℓ1−ℓδ=0.

Similarly,wecanprovethecaseω=1∧n/δ/∈Nandω≥2∧n/δ/∈N,and
thenthe minimumvalueofF(L,ω)isgivenwhenL=(n−(δ−1),1,...,1)
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andℓ1−ℓδ=1,respectively,sincewecanexpressn=δa+δ1=δ1(a+1)+δ2a
fora:=⌊n/δ⌋,δ1:=nmodδ,andδ2:=δ−δ1.

Wecanshowthecaseof G(L,ω)inasimilarwaytothecaseofF(L,ω)
bythethirdlemma.

Lemma5.10. Foranya,j∈Nandanyr∈[a],chooseanybi∈Zsuchthat
b1≥···≥bk>−(a−r)≥bk+1 ≥···≥bj>−aand

∑j
i=1bi=0. Then,it

holdsthat

aj

(
a−1

r

)

<

k∑

i=1

(a+bi)

(
a+bi−1

r

)

.

Proof. AsintheproofofLemma5.9,letb1≥··· ≥ bℓ≥ 0≥ bℓ+1 ≥··· ≥
bk>r−a≥bk+1 ≥···≥bj>−a.Letc:=a−1forsimplicity.

First,weconsiderthecaser≥2. Then,wehave

k∑

i=1

(c+1+bi)

(
c+bi

r

)

=(c+1)

(
k∑

i=1

(
c+bi

r

))

+
k∑

i=1

bi

(
c+bi

r

)

>(c+1)

(

j

(
c

r

)

+

λ∑

i=1

(
c+γm

r−1

))

+

k∑

i=1

bi

(
c+bi

r

)

wherethelastinequalityfollowsfromLemma5.9,λ:=
∑k

i=1bi−(j−k)(c−r),
andγm ∈N(1≤m ≤λ).

AsintheproofofLemma5.9,forconveniencewerewritetheaboveterms
asfollows:

ℓ∑

i=1

bi

(
c+bi

r−1

)

=

τ∑

m=1

(
c+αm

r−1

)

,

whereτ:=
∑ℓ

i=1bi,andαm ∈N(1≤m ≤τ),and

k∑

i=ℓ+1

bi

(
c+bi

r−1

)

=−

η∑

m=1

(
c−βm

r−1

)

,

whereη:=−
∑k

i=ℓ+1bi,andβm ∈N(1≤m ≤η).

Therefore,wehave

k∑

i=1

(c+1+bi)

(
c+bi

r

)
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>(c+1)

(

j

(
c

r

)

+

λ∑

i=1

(
c+γm

r−1

))

+

τ∑

m=1

(
c+αm

r−1

)

−

η∑

m=1

(
c−βm

r−1

)

=(c+1)

(

j

(
c

r

)

+
λ∑

i=1

(
c+γm

r−1

))

+

(
η∑

m=1

(
c+αm

r−1

)

−

(
c−βm

r−1

))

+

τ∑

m=η+1

(
c+αm

r−1

)

.

Sinceeach
(

c+αm

r−1

)
−

(
c−βm

r−1

)
>0,itholdsaj

(
a−1

r

)
<(a+b1)

(
a+b1−1

r

)
+(a+

b2)
(

a+b2−1
r

)
+···+(a+bk)

(
a+bk−1

r

)
foranya,j∈N,anyr∈{2,...,a},andany

bi∈Zsuchthatb1≥···≥bk≥−(a−r)>bk+1 ≥···≥bjand
∑j

i=1bi=0.

Finally,weprovethecaser=1. Then,wehave

k∑

i=1

(c+1+bi)

(
c+bi

1

)

=(c+1)

(
k∑

i=1

(
c+bi

1

))

+
k∑

i=1

bi

(
c+bi

1

)

=(c+1)

(

k

(
c

1

)

+

k∑

i=1

bi+(j−k)

(
1

1

)

−(j−k)

)

+c

k∑

i=1

bi+

k∑

i=1

b2
i

=(c+1)j

(
c

1

)

+c2(j−k)+
k∑

i=1

b2
i (5.34)

>(c+1)j

(
c

1

)

,

whereEq.(5.34)followsfromEq.(5.31)andthefollowingfact:Sincebk+1 =
···=bj=−cand

∑j
i=1bi=0,wehave

∑k
i=1bi=c(j−k).

Therefore,itholdsthataj
(

a−1
1

)
< (a+b1)

(
a+b1−1

1

)
+(a+b2)

(
a+b2−1

1

)
+

···+(a+bk)
(

a+bk−1
1

)
foranya,j∈Nandanybi∈Zsuchthatb1≥···≥

bk≥−(a−1)>bk+1 ≥···≥bjand
∑j

i=1bi=0.

Notethattheabovelemmaholdsevenifr=1,whereasLemma5.9holds
ifr≥ 2. Hence,wecanprovethatifω≥ 1∧n/δ∈N,thenthe minimum
valueofG(L,ω)isgivenwhenℓ1−ℓδ=0. Similarly,wecanprovethatif
ω≥1∧n/δ/∈N,thentheminimumvalueofG(L,ω)isgivenwhenℓ1−ℓδ=1.

Thus,theproofofTheorem5.9iscompleted.

Hence,wecanobtainthefollowingminimalsizesofsecretkeysbyapplying
theoptimalparameterobtainedfromTheorem5.9toourgenericconstruction.
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Corollary5.2. LetΠbebean(≤n,≤ω;δ)-one-timesecureBEschemefrom
ourgenericconstruction. Leta:=⌊n/δ⌋,δ1 :=nmodδ,andδ2 :=δ−
δ1. Then,thesizesofthesecretkeys(inparticular,decryptionkeys)canbe

minimizedwhenweapply δ1(≤a+1,≤ω1)-KPSsΠ
(i)
kps (1≤i≤δ1)andδ2

(≤a,≤ω2)-KPSsΠ
(i)
kps (δ1+1≤i≤δ)toΠbe,whereω1:= min{a,ω}and

ω2:=min{a−1,ω}. Namely,wehave

(i)log|EK|=

(

δ1

ω1∑

j=0

(
a+1

j

)

+δ2

ω2∑

j=0

(
a

j

))

logq,

(ii)
n∑

i=1

log|DKi|=

(

δ1(a+1)

ω1∑

j=0

(
a

j

)

+δ2a

ω2∑

j=0

(
a−1

j

))

logq.

Astheresult,theaboveisanupperboundonsizesofsecretkeysrequired
for(≤n,≤ω;δ)-one-timesecureBEschemesforanyδ∈[n].

Remark5.3. Ascanbeseenin Theorem5.9,wecannotalways minimize
bothoftheencryption-keysizeandthedecryption-keysizeforanyn,ω,and
δ.Specifically,theabovesizeofencryptionkeysisnot minimaloneifω=1,
howeverinthatcase,theoverheadoftheencryptionkeyissmall. Therefore,
inCorollary5.2,wechoseaparametertoalwaysminimizethedecryption-key
sizeandtomaketheencryption-keysizeassmallaspossible. Thereasonwhy
wefocusspecificallyonthedecryption-keysizeisthatitisgenerallyconsidered
thatthedecryption-keysizeis moreimportantthantheencryption-keysizein
thecontextofBEschemes. Actually, mostofpreviousworks(e.g.,[19,22,
87,92,110])dealtwithonlyalowerboundonthedecryption-keysize.

Remark5.4. The(≤ n,≤ ω;δ)-one-timesecureBEschemewiththeabove
optimalparameterincludesknowntwoconstructions: Whenδ=1,thenthe
abovekeysizeisequaltothatoftheFiat–Naorconstruction;andwhenδ=n,
thentheabovekeysizeisequaltothatofthetrivialconstruction.Therefore,we
cansayourconstructionisanaturalextensionoftheseknownconstructions.
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Inthisthesis,wedealtwithcryptographicallytimedaccesscontrols.Specifi-
cally,weconsideredtwotypesofthem. Oneisso-calledtimed-releasecryptog-
raphy,whereasendercanspecifywhenreceiver’sfunctionality(e.g.,decryp-
tion)isactivated;andtheotherisso-calledtimed-revocablecryptography,
whichcaninactivatereceiver’sfunctionalityinthe middleoftheprotocol.

First,weimprovedtimed-releasecryptographyinthecomputationalsecu-
ritysetting.Inadditiontoexistingprotocolssuchastimed-releasepublic-key
encryption(TR-PKE),wefirstrealizedTR-SSinthecomputationalsecurity
setting(TR-CSS). OurTR-CSSschemeisalmostasefficientas Krawczyk’s
CSSscheme,whichisoneofthe mostefficientCSSschemes,intermsofthe
sharesize. Weshowedthattimed-release multipleencryption(TR-ME)and
thresholdencryption(TR-TE)canbe moreefficientlyconstructedfromTR-
CSSratherthanfromTR-PKE. WeexpectthatourTR-CSSschememaypro-
videothercryptographicprotocolswithtimed-releasesecuritysuchastimed-
releasebroadcastencryption.

Second,weconsideredhowwerealizedtimed-releasecryptographyinthe
information-theoreticsetting. Wefirstrealizedinformation-theoreticallyse-
curecryptographicprimitiveswithtimed-releasefunctionality,timed-release
key-agreement(TR-KA),encryption(TRE),authenticationcodes(TRA-codes),
andsecretsharing(TR-SS).Ineachscheme,weformalizedthemodelandsecu-
ritynotions,derivedlowerboundsonsizesofsecretinformation,andproposed
the mostefficientconstructioninthesensethatit meetseachinequalitywith
equality. Wecansaythatwefinallysucceededincompletingthefundamental
researchoninformation-theoretictimed-releasesecurity.

Third, weconsideredtimed-revocablecryptographyintheinformation-
theoreticsecuritysetting. Weassumedthatciphertextsarestoredincloud
storage,weproposedanewconceptofbroadcastencryption(BE),revocable-
storagebroadcastencryption(RS-BE).This“revocable-storage”propertypro-
videsBEwithfunctionalitysuitedtothecloudenvironment. Wefurthermore
analyzedatrade-offbetweenthesecret-keysizesandciphertextsizesintradi-
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tionalBEschemes,andpresentedagenericconstructionoftheBEschemewith
generalciphertextsizes. Weexpectedthisanalysiswillbebasisofproposals
ofRS-BEschemeswithgeneralciphertextsizes.

Intimed-releaseandtimed-revocablecryptography,weassumedtheexis-
tenceofthetime-serverandstoragemanager,respectively.1 Morespecifically,
weassumethat(i)thetime-serverbroadcaststime-signalsproperly,thoughit
maytrytogetsomeinformationontheunderlyingplaintextfromciphertexts,
andthat(ii)thestorage managerupdatesciphertextsproperly,thoughthe
managermaytrytogetsomeinformationontheunderlyingplaintextfromci-
phertexts. Actually,wecanregardauthoritiessuchasNICTandNIST,which
broadcasttimecalibrationsignalsforatomicclocksandprovidenetworktime
protocolservers,astime-servers. AuthoritiessuchasNICTandNISTcannot
affordtolosethepublictrustsincethosearepublicinstitutions. Therefore,
itisreasonabletoregardNICTandNISTasthetime-servers,which maytry
toattackbutgenerateandbroadcasttime-signalsproperly. Thesamecanbe
saidofthecaseofthestoragemanager. Namely,wecanalsoregardproviders
ofcloudstorageservicessuchasDropboxandAmazonS3asstoragemanagers
sincetheymustwanttokeepusertrust. However,theymightmaliciouslyup-
dateciphertexts(i.e., modifyciphertexts)togoafterprofits. Therefore,we
alsoconsideredsuchacase(i.e.,aschemesecureagainstsucha modification
attack)inSection5.4.2. Thus,weconcludethatitisreasonabletoconsider
providersofclouddatastorageasthestorage managers.

Essentially,thecryptographicallytimedaccesscontrolincludingourpro-
posalsandpreviousworksarerealizedbythefollowing mechanisms: Timed-
releasecryptographyrealizesitsfunctionalityby(i)modifyingsometraditional
algorithmofthebasicschemesothatitcannotbeexecutedwithoutthead-
ditionalinformation(i.e.,time-signals)and(ii)periodicallybroadcastingthe
informationbyatime-server. Ontheotherhand,timed-revocablecryptogra-
phyrealizesitsfunctionalityby(i’)addinganewalgorithm(i.e.,theupdate
algorithm)tothebasicscheme(ii’)andexecutingthealgorithmbyastorage
manager. Hence,althoughperiodicbroadcastoftime-signalsandciphertexts
updateincloudstorageareadoptedforcryptographicallytimedaccesscontrol,
suchmechanismscanbecapturedinothertypesofaccesscontrolbychanging
(ii)and(ii’).Inparticular,timed-revocablecryptography(i.e.,ourRS-BEand
RS-ABE[125])canbeseeninabroadercontextsinceotherthantheupdate
algorithm,allalgorithmsarethesameasthoseinthebasicschemes(i.e.,BE
andABE). Wegivesomeexamplesasfollows.

Location-basedaccesscontrol:Considerasetoftimeintimed-releasecryptog-
raphyasasetoflocation-dependentinformation. Therefore,eachtime-signal
aregeneratedfromlocation-dependentinformationofeachfairly-limitedarea,

1Notethattheseentitiesarecommonlyassumedinnotonlyourworkbutalsothepre-
vious works(e.g.,[121,35]fortimed-releasecryptographyand[125]fortimed-revocable
cryptography).
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andavailableonlyateacharea. Areceivercanrunthetargetalgorithmonly
whengiventheinformationattheareaspecifiedbyasender.Forexample,in
timed-releaseencryptiononlyreceiversattheareacandecryptciphertexts.

Leakage-resilientaccesscontrol: Letausersetin RS-BEbeasetoftime-
periods,andsupposethatthereareasender,areceiverwhohassecretkeys
ofalltime-periods,andastorage manager. Thesenderencryptsaplaintext
withsometime-periodt,andstoresaciphertextincloudstorage.Thestorage
managerupdatesciphertextstoanewtime-period t′ifareceiver’ssecretkey
attisexposed. Asaresult,theexposedsecretkeyleaksnoinformationon
theunderlyingplaintextsofstoredciphertexts.

Asseenabove,we mayconsiderthatsucha mechanismcanbecaptured
ina moregeneralframework. Thus,it wouldbeinterestingtogeneralize
the mechanismforrealizing morenewcryptographicprotocolsandunifying
existingprotocols.

Nowadays, manyindustrialsystemsareautomated,andsuchautomation
hasbeenoneofthemainfactorsindevelopingthemodernsociety. Thecryp-
tographicallytimedaccesscontrolprovidesautomationofcryptographicpro-
tocols. Weexpectthatourresultsoncryptographicallytimedaccesscontrol
willalsodevelopthe modernsocietyand moderncryptography.
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