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Abstract

In recent years, machine learning has only continued to develop and permeate
society. For example, smartphone photo functions now include a function to
identify the subject of the photo, or to erase unwanted objects in the image and
correct them so that they do not look out of place. Other features include
translation and transcription of recorded voice, and reduction of ambient noise so
that it is not transmitted to the other party during a phone call, to name just a
few. In addition to smartphones, there is a steadily increasing number of real-
world examples where machine learning is used to improve efficiency and
accuracy, such as in video cameras, drones, automobiles, and video games.

Just as machine learning has been adopted in other fields to improve efficiency
and accuracy, it is also being used in the cyber security domain. However, the use
of machine learning in cybersecurity is not as widespread as in other fields, as it is
mostly used to replace some of the existing countermeasure techniques.
Therefore, in this study, we first examined whether there are issues that can be
solved by more actively using machine learning in the cyber security domain. As a
result, we proposed a patrol system that can contribute to the reduction of social
problems such as crime by automatically detecting crime-related sites on the Dark
Web, which is a social problem. We confirmed that the system can efficiently and
automatically identify crime-related forums, or so-called dark bulletin boards, on
the Dark Web.

Next, we examined the bottlenecks in products and services that are already using
machine learning in the cyber security domain. The purpose of identifying these
bottlenecks is to provide society with better products and services that solve the
same problems, which will result in a more secure society. As a result, we
proposed a method for avoiding detection of commercial antivirus software that
uses machine learning as its primary detection method. We found that the
proposed method can achieve evasion attacks against commercial products that
incorporate machine learning detection as a stand-alone feature. In addition, we
also showed that our method can achieve evasion attacks against commercial
products that use a hybrid of conventional pattern file detection and machine
learning detection. We present a use case for the appropriate use of machine
learning.
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B4 hD HTTP AYADE RIS M OEEIREON G DL BAIENS.

2.3.4 BEOE(LOZEEZRIIRVFHEDSE

AISEDELSR HTTP AYAOHIREMZEIDANT, EEMREWRD A b BBNIIRE I 27575
(EOVWTHREIL, RO 2 REiGlIET I 2B T 2L 2BELE.

O EBNLABRAMEEEL, RELODRVETIIOMEE

@ EEORCEAINBVETILOMEE

BIECOVTIE, R&HEDD, BRUTUEICEICELD, WHIEHAN-IETEEDImEZICIETE
RO TUESBREZANIEICORFRIENTES. BEIOVTE, Y-I017%/0-IUIHERZR
L, TERPEEZEWICOVT Drug”eLTWBZEEHNIE Cristal”, "Powder”REEFREEENT
WBZtbdd. Fe, BEILSYMI—RTHNI(E Fake Cards"ToHdItEHNIFE(C"Plastic”e
FELEINBLEHD. DULREOZICIGENREL, Bag-of-Words REDEHEEMIZENRL, &
SCBE¥B%IILGERERNIEL. Oy, BEOZLCAEAEINRVETILOMENFVE
WX%. BITSMEIE, HTTP AYAZIFHEILERIZE TIOUENZER T EZIRETS.

2.4 NEFE
SCRTIYIINFBEBERSII AR, TO—TETHS LightGBM ZfEALL.

2.4.1 5Y9AK

54 1AKI(F Leo Breiman (C&oT 2001 F(CIRESNE [24]7)WVIVZLTHD. FHHEIINF>
JIERIND, SO LHYTUTENIENET —5%ZFWAIET, BEOREARZFEBIZLC
H3. COEILTEBNTAEBDAREARDERZEHENEZT7 B IINFEB(CLOTHRI, HFE
REZRITIEDERDOTLS.

2.4.2 LightGBM

LightGBM (& 2017 F(CRRENFETHD, ROV LKRICHET -AT1> )2 HBHED
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B, Wh®w3 GradientBoosting Decision Tree [25]D FED —DTH 5.
GradientBoosting Decision Tree (&, >4 LRICAET-AT( I =EHFEDEZE(CLOTHE
fezm e 7OV LTHS. LightGBM (&, <0 GradientBoosting Decision Tree (C, T
—A3%HIiH 93 Gradient-based One-side Sampling &E45#%ZiR59 Exclusive Feature
Bundling Z&5(CHEHFEDETZBDTHS. Gradient-based One-side Sampling Tld, &&R1E
(CBEFRABHNEVNT —FEIICEBTETVWDELTT —H2EBHEL, TOER, T8 %zHIKI 3.
Exclusive Feature Bundling TIIERBT—AICEALT, T-5%ZEEICELY, TDFEDHIENIE
(CFBEITOIE T EEZRMS I LN TES.

2.5 DA OISR

AAFRICHIDPDEETE, MRMEENMREIRT A NTHDIHD, EITRUNOD 2 [EDREZITD.
DEE, INVNIETHD, FRSGNIVEIETIELLMEEE True Positive(TP)EIEENS. E5(CIAN
JWEIETHD, FRISNILHIETERDDIZSEE False Negative(FN)EM(INS. ZUTSNILNET
D, FRISNIVAETIEULWSE(E True Negative(TN)EME(ENS. INLEETHD, FHIGA
IV ETERDDIZ A False Positive(FP)EMEND. D3BFERDIERFHiIZR 3 (CRT.

R 3: DFHEROIERFM

B3N
1EfI =L
TP FP
1EA » o
(True Positive) (False Positive)
FARIZARIL
FN TN
=11 _ :
(False Negative) (True Negative)

e, & 3INSROANZAVWTIERER, BER, BRFLZELU, DFEROHMIERETS.
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TP+ TN

JF AR =
e = P TFPTFNT TN
TP
I
T = TP ¥ FP
TP
P TP + FN

IFRER(L, DIEEROBEZRUTVS. BEERFDMGROIEHEZRIIEIRTHD. BRE
(FHEFRMEDISERTHD, DIEGNEFZEOERDEIEGTHRECES VSN ERT. JOTHIREN
=WZEF, DAESEOERELLTREUNDRY, LDEHEEOFVDIEZITOTVWSILZRI LIl
3.

2.6 HTTP AYAZRBMEICIRBUEETIOEH EIRET

ERRIHFHE(MEARAUE HTTP AYY%ER] 5 (RI. AETEE 50 HTTP AYYOEELIFE
SlCUlBDE, BRSHTEEIFHEICUEEO0 2 FEIDOWT, HEEKLODVBVWETIVEERICLE
AR =TI,
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R L~y &

Date, Server, Expires, Cache-Control, Vary, Content-Encoding, Content-Length, Keep-Alive, Connection, Content-Type,
Last-Modified, Transfer-Encoding, ETag, X-Powered-By, Content-type, X-Content-Type-Options, X-Frame-
Options,Referrer-Policy,X-Xss-Protection,X-Clacks-Overhead,Surrogate-Key,X-XSS-Protection,X-Cache-
Status,Content-Language,X-Accel-Expires, pragma, expires, Access-Control-Allow-Origin, Access-Control-Allow-
Methods, Access-Control-Allow-Credentials, Access-Control-Allow-Headers, Feature-Policy, Strict-Transport-Security,
x-xss-protection, x-content-type-options, Content-Security-Policy,X-Nginx-Cache-Status, X-Server-Powered-By, Status,
X-Request-Id, X-Runtime, Cache-control, X-Robots-Tag, X-Pad, Link, P3P, X-Content-Security-Policy, X-WebKit-CSP,
X-Cache, X-Check-Tor, X-Generator, X-1D, Public-Key-Pins-Report-Only, X-Pingback, X-UA-Compatible,Content-
Location, TCN, X-Garden-Version, StickyNotes-Url, Composed-By, X-Spip-Cache, X-Varnish-Ttl, X-Varnish, Via, grace,
X-Varnish-Age,X-AspNetMvc-Version, X-AspNet-Version, X-Frontend, X-Page-Speed, access-control-allow-origin,
access-control-allow-headers, referrer-policy, Age, X-Served-By, X-Cache-Hits, X-Timer, content-encoding, X-
Download-Options, Content-language, content-security-policy, X-FB-Debug, WWW-Authenticate, Expect-CT, X-DNS-
Prefetch-Control, Etag, X-Rack-Cache, X-GitHub-Request-1d, X-Fastly-Request-ID, CF-RAY, Clear-Site-Data, X-IPS-
LoggedlIn, X-IPS-Cached-Response, Access-Control-Allow-Method, x-nyt-data-last-modified, X-PageType, X-VI-
Compatibility, x-nyt-route, x-nyt-backend, X-Origin-Time, x-gdpr, x-nyt-fastly-info-state, x-nyt-final-url, X-API-Version,
debug-var-nyt-env, debug-var-nyt-force-pass, x-nyt-continent, x-nyt-country, x-nyt-region, x-nyt-latitude, x-nyt-
longitude, x-nyt-city, x-nyt-gmt-offset, x-nyt-postal-code, x-nyt-geo-hash, device_type, Authorisation, X-Cache-Lookup,
X-Cloud-Trace-Context, Public-Key-Pins, last-modified, Easter-Egg, alt-srv, Onion-Location, MS-Author-Via, It-Vends-
Execution-Time, It-Vends-Memory-Usage, x-amz-id-2, x-amz-request-id, Alt-Svc, X-Contact, Frame-Options, content-
type, connection,cache-control, Access-Control-Expose-Headers, Accept-CH, Accept-CH-Lifetime, Proxy-Connection,
Bitcoin-Payment-URI, X-DIS-Request-ID, X-Permitted-Cross-Domain-Policies, X-Amz-Cf-Pop, X-Amz-Cf-Id, Upgrade,
set-cookie, X-RateLimit-Limit, X-RateLimit-Remaining, etag, X-Soup, Content-Security-Policy-Report-Only, Serve, X-
Fuck, sn, timer, X-Dns-Prefetch-Control, ws, X-Application-Context, X-Fry, X-Content-Digest, ID, SESSION, x-powered-
by, x-frame-options, x-nyt-service-id-backend-name, x-nyt-backend-ip, x-nyt-backend-port, X-Follow-The-White-
Rabbit, Proxy-Agent, X-App-Name, X-VarnishCacheDuration, X-ESI, X-App-Response-Time, X-Rank-Age, X-Rank-
Timestamp, X-Stream-Age, X-Stream-Timestamp, Fastly-Restarts, x-download-options, x-permitted-cross-domain-
policies, X-Ua-Compatible, Key, X-Device, X-Loggable, X-Domain, X-XRDS-Location, vary, Content-Disposition,
Content-MDD5, refresh, X-Do-A-Kickflip, Charset, X-Content-Type, Cache-Tags, X-Zendesk-User-Id, X-Zendesk-Origin-
Server, Protocol, CF-Cache-Status, X-Nginx-Fastcgi-Cache, Allow, X-Sorting-Hat-Podld, X-Sorting-Hat-Shopld, X-
Shopld, X-Shardld, X-Alternate-Cache-Key, X-Shopify-Stage, X-Dc, NEL, Report-To, X-Hyper-Cache, X-xxxx, X-nginx-
Cache, Refresh, X-Queued-Time-Spent, X-Sql-Time-Spent, X-Memcached-Queries, X-Sql-Queries, X-Python-Time-
Spent, X-Memcached-Time-Spent, X-FRAME-OPTIONS,X-ABLATIVE-HOSTING, X-GEO, Accept-Charset, X-XF-Debug-
Stats, Surrogate-Control, Tk, X-Content-Powered-By, X-Logged-In, CF-Chl-Bypass,X-Mod-Pagespeed, Content-Range,
X-Use-Gopher, X-Future, X-Irritate, I1f-By-Whiskey, X-GUploader-UploadID, X-Discourse-Route, X-Discourse-
TrackView,server, X-ob_mode, strict-transport-security,X-Origin-Host, X-Backend, X-BF-cdn-url, X-Drupal-Cache, X-
Account-Management-Status, content-length, X-Drupal-Dynamic-Cache, X-Backend-Status, X-Instance-ID, PICS-
Label, X-CSRF-Token, X-Openbazaar, X-hacker, X-rq, X-Tweakers-Server, X-Evil-Bit,Upgrade-Insecure-Requests, X-
TTL, X-BB-ID, X-Galaxy3, Content-length, x-goog-generation, x-goog-metageneration, x-goog-stored-content-
encoding,x-goog-stored-content-length, x-goog-hash, x-goog-storage-class, X-Api-Version, Calibre-Uncompressed-
Length, content-disposition, x-now-cache, x-now-trace, x-now-id, access-control-allow-credentials, access-control-
expose-headers, x-request-id, X-Backend-Server, Access-Control-Max-Age, X-Varnish-Cache, X-Frame_options, X-
XSS-Protestion, X-Hudson-Theme, X-Hudson, X-Jenkins, X-Jenkins-Session, X-Hudson-CLI-Port, X-Jenkins-CLI-Port,
X-Jenkins-CLI2-Port, X-Instance-ldentity, superkuh, Client-Peer, Client-Response-Num, Client-Transfer-Encoding, X-
Debug-Channel, X-Debug-GoToStatic, X-Debug-GoToTypo3, X-Debug-PATH-INFO, X-Debug-TraceDeco, X-Debug-
Vary, X-Debug-Vimeo, X-Taz-Debug-20160113, X-Taz-Debug-20160113a, X-Taz-Mode, X-Taz-Server, X-Debug-
ResponseTrace, X-Debug-PATH_INFO, Where, date, X-Clearnet-URL, Host, X-OCCRP-Fasada-Content, X-Fasada-
Cache, X-Matomo-Request-Id, X-Proxy-Cache, Content-script-type

5: BHECIRAULEHTTP AYY—E
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2.6.1 HTTP AYADHHBEREFHEIEALLT -5y M ERULS

INBO HTTP AvADEERSHMECEIRUE. BARNCHFEONYINFELSACE 1 %,
BHOOIHBER 0 ZRELATIRIFHMEBLUR. COFACLIFHERIROFER 5(CRT. B
B, "Rogue”F|(LEEMBERY A KD, E3TRUVLHDINILTHSD. DFEICEITOILKRE
LightGBM AL, 7—7ybeivvIIlUIc LT, 20 80%%FZALL, EDD 20%%7TAN
FICHEIL, IREAREEZITOE. R 4 ((ROERERT.

Rogue Date Server Expires ((:::r?tr:%-l Vary g:cr';g;; C?_r;t:;ttr; K:E\?é Connection ContTe;r;)té
0 00 1.0 1.0 0.0 00 0.0 0.0 1.0 0.0 0.0 1.0
1 00 1.0 1.0 0.0 00 0.0 0.0 1.0 1.0 1.0 1.0
2 00 1.0 1.0 0.0 00 1.0 1.0 0.0 0.0 1.0 1.0
3 0.0 1.0 1.0 0.0 00 00 1.0 0.0 0.0 1.0 1.0
4 00 1.0 1.0 1.0 1.0 00 0.0 1.0 0.0 0.0 1.0

6: HTTP AV DB EZISHEICEIRALIHI
BEREBEEROENDD, BEROEFINEVEWITLE, RBUNZIFEELTVREDIC, 2
FEIREROMRECHERZ REFUTUVBRERMENT V. COY, FHEBISZ7IBETVY,
SHICRBULODRVEFHEZHETI D2 EN DLV SFERICEDIE.

R 4: HTTP AV DO BERMEIFHECU - RERER

IFfER BEEXR BIRX
VLIV 82.0% 84.2% 67.7%
LightGBM 78.1% 77.5% 63.7%
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2.6.2 HTTP AYYDRELITHEISHEICIRAURER

FHEDEETHOOVWTERR T ZITIS, BAVHIGGEESNIMBEDRSTEAN S LZESUL.
TOFER, VKON DAYITIHMEDORSICANZECHERNHZDIENDIOL. 712, 2D—HIELT
Content-Length AYIDIEN RSO AN S L%RY. B, KPDJ5IEFENIEEEY)REUR
LA DEDTHD, BEMEEMREURTA MOEDTHZ. COLIIAYIDEDRS(CIEENHS
HREL, "\vADEDRSZEEICUSHEZEUSUL.

1200 1 BN non-illegal goods handling sites

I jllegal goods handling sites
1000 A

800 A

600 -

400 A

200 A

0 - T T T
0 2 B 6 8 10
Content-Length

7: Content-Length AYYDEDREDEANS A
Ffz, HTTP AYADITEEEANI SLAZEUELIZECS, \KBHDIERDHZZEEDAL. 8

(CZOEANISLRRT. COLIAEBEHNESNZCENS, HTTP AVIDIEDRSE, HTTP AvS
OITEESHELUR. CORBHE0H%ZX 9 (TRY.
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1400 -
BN non-illegal goods handling sites

1200 - B jllegal goods handling sites

1000
800 -
600 -
400 -

200

0 = T Em— T T T
0 5 10 15 20 25 30 35 40
Header Lines

¥ 8: HTTP AWADITEDEANIS A

Rogue Date Server Expires (?::gi-l Vary g::;g:‘tg' COL':::Q":I; K:&: Connection Conthr;)t; |
0 0.0 290 15.0 0.0 00 00 0.0 4.0 0.0 0.0 24.0
1 00 290 200 0.0 00 00 0.0 20 180 10.0 9.0
2 0.0 290 5.0 0.0 0.0 150 4.0 0.0 0.0 10.0 240
3 00 290 120 0.0 00 00 4.0 0.0 0.0 10.0 240
4 00 290 120 29.0 180 00 0.0 30 0.0 0.0 30.0
5 1.0 290 120 0.0 0.0 150 4.0 0.0 0.0 10.0 9.0
6 0.0 290 5.0 29.0 35.0 230 4.0 0.0 0.0 10.0 240
7 1.0 290 0.0 29.0 350 00 4.0 0.0 0.0 10.0 240
8 1.0 290 5.0 0.0 00 15.0 4.0 0.0 0.0 10.0 9.0

9: HTTP AYY DIEDRE LITHEIFHECEIRUEH

COFFEZERL, AIEEO HTTP Ay 0BRSS ERLIISELRUEM TRERZIT
. ZOBRO#ERZER 5(CRT.
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| 5: HTTPAYYDEDREE, FITHEIFHELVLERER

EfRE | A% |ERE

I LK 85.8% |83.3% |80.7%

LightGBM 80.3% | 79.7% | 68.0%

S DAREERUVEDRICENT, BERIACOERBRERLOBINVMET BN, BIR
KN 80%ZBZ, NDIEMREE 85.8%AMLEL, SNRELODLBVETIVCREINEVZS.
S5(C, FUEMEREZFHIMI BIIC 5 DEIZERECLDIERRZAELECS, TOTIE
83.1%ThoL.
2L, RAFETRIDILARZAVWTVSICHENST, FHERIRNt1-YRTvIIIBENTVS
e, EHENCHHEOEBREZTATIENETHS. Oy, ERENAFHENZHT
HBLEMERIBIHC, STAMEZBEICUFHEOEER Z5HAILE. 10 (CZDFERDS
5, £ 10 FOLANMZL%RY. FFHELLT Server A\wFEAYIDITHNEHECLT 0.1 %
BTV, ZORNIOFFHEL—RICFSLTHD, [ASHOEBUFHENMFIEL TLSDIT
TIRRBVZENBASINCROL.

Feature Importances

Keep-Alive
Vary
Cache-Control
X-Powered-By
Content-Type
Content-Length
Set-Cookie
ETag
header_lines
Server

060 062 064 066 068 OiO

Relative Importance

10: FHBEOEEED LA 10 FOEAMNSA
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2.7 FEHESEDERRE

AAKRTE, FIY-IV1TOEEMREURT A heRCIO0-)>) %470k, J0-Y>JICED
BRUIT A7 )T —23V%4ToI £ T, RAT—90DHETV, 1HE%ETUTHESRZMRE
Ulc. ZOFER, BIREN 80%%iHBR, NOIEMERE 85.8%%ZESN5 N e zMAETEL. &
2, MEREOTFI)T A ROMBIBTITIES, EEVmEURY A bOIRB DL SRFTULVREIEIC
BUTH, HIFBOBEMM 2RI DIENTERL. UIh'oT, IOUERAROMBEICLTISUE
7T0-FEEHTUKZENIDIVWVHRICEIR T ZFERICBRS. UNUBHISENEARHLZIN.
DR ZASANI DS, REDHAFUCEDFBDZEICULE.
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38 RUHRBEIANIAWRYIMNST VY RIREERET
B3I IIVAXTRY T Mcxdd B [olibt I SE
3.1 RRBIVA IV AMRRY T bEK

EE, RERBEDAILZAIFERYIN (Next Generation Anti-Virus:NGAV) EVWSEFIRT, it

REIDIA I AT HRY I NTEIGIEHREE THole, RIMOVINIIVETZEIRENTIRETHDLEE
FRELTIAERLTVWD, EAOEEMNTIBICIRAINTVS [26]. ENSEEDIFHOVEDELT,
Al $edifi- B F B2 ERIIETINIILIITALE 12 8BIEL, 1RAD-BEFROIIRTHDIEZAS
MNCFBETFAIBSHERIRTZENTEREND. ZORDIC, BT HEEOTINIITNSRDT —
Ay hTER IS B THIRFE BN - ADD B2 ERITDET, RIMOBRHOLTFRIL, hOE
MR THRAN - BRBR N BIRETHDELD.
HEMF B ORI T(E, DITHROT—FCHIT I DIEICLHTERMD Al $ilrz AU R mY —
ERICERD R EUSHIIMESAFLERBIRELIT(ENS [27]. REICBVTIE, NGAV ADEE
KE(ODOVWTHRETZUILSATERZ T, 25(C, [EEERCOVT/ A TVYRELDTA LAY T h
EDLEERZITOIL.

3.2 BhEHFR

HmFEBA- A0 N EFEZIRII I 5 L TERLRDOMRIBHIHIZMATHSD. INEHIKY
FHOFREICLOT, EENEDOKINDDIE - #BENASKEROITBLHTHD. 110, &
BHIRAE#BE OV TEIBU MR AR

EHARNIC, FEHEL TV AMERY I MMEARL TV ETIVCE T IEBEDHHEDZEIC
&0T, EERREOHSZEFZE(TZ. £I, EEKREICHITFZRTA MYIZRTANG, 7)LTY
ALY, ERFHEOEHCROEVOIAEMNOIA ARV INERLTVIETIVE, BUTHE
REDIVIII7BLS I0OFE (XT7) ([CEI 2B IEBAINMEEL TS, £LSTETHD.
Dz, FEDFHHE(CZEIZREPTIDOT —5%2LDZ<, EUKERTRIE TR RRELE L
DEBHREFRESHPLICIDIENTIREERNSD. RIA MRYIZT A ML BB IRE DR ERATTE
LT Papernot 5 [28](C&3RTTH 3.
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KWEEDENETILICHT S

w74 bRy IR 799Ky IR

s FHLTWE 7LD o HBEDALHIEBSEZ &
) X LPRISHED HNTERN
BEAVRY &EWott o RFEH: Hud DFFZR
ETIVICEET 15K (2017)
I L TV B HIR

« &M : Papernot®
DR (2016)

& AR DH T E

11: HRFEN-ZADDANAFRY I M3 3 E# R ZEDORIBHIKSMA+

W, JL—HRvIRTANTE, FEE0EHREGARALN, A7 EIDENTES. Uk
HOT, RIAMYIATIANDE KR EDOH B EFEED. KLU, BARERIEDF EZRHD
ZET, ZAAT7D L TR IBLCLHOTEOF OB G 2RI DN TES. JL-RvIRT
ARDESEFAZTELT Xu 5 [29]DIAZEL®S.

TUTTSVIMRYIZRTARNT(E, BIEADLSIRIBEIRIFEIESNT, B UITEHIENeD,
BITRUNDERBEOHIEFREROHNMESND. DT S9IRYIZTANIEIHIRED T Tab
KWEOHZENSVEDERS. T3vIRYIZATANDEEATTELTIE Hu 5 [30]DHAFEN®.

BB, N5 3 DOREFHIFICEFRE, BISEINEE (Adaptive Attack)EMfE(Ens, WEEN
B OREPRIERICE DV TR 2B E3BEORBEFERORIEEINTVSN, ELDHRIE
BERODFEI> DO THD, TMIIVAERYI NS 2 EIEDIRETF AL STITHTT CEHEEREINTL
ROV, AR TIEITRINTS.

Fle, —MRCARFEEN TV FEZNR—-ZDIA ) A TRY T NI T B[O I EE (CRFEU 254 T
PRFTTHMFIELTWS. Ashkenazy 5 [31](&, BEA®D NGAV TH3 Cylance #tO&EG(CILTY
N=ZI>ZZFU2J %47V, HEZEEPAEPTHEAL TV IILITTESLE | OEIBEZARADIFv
SBICADEEZLICL, TU—RvIZRTANERIREICER Tz, 2510, HZEBNNEBTRIA M
MUTERUTWAERRNEND, - AVIMNIEDRRTIEERL T - ADZINIEDN F 5 %45
EUR. ZOLT, BEORIIITIRIRDTFA I EKEICINSDT - AVIMNREDIEROTOI S LT
BRIN TV FIEKEIEHIAAT, [RIVII75LE10EECE\bE#ERU. 958, 5
Ul FHE REICSOLIABEUARAEDIRILII 750 0BT KIEARTL, ZTOFERY
ZEBEBIROVIN D172 BRI LI, ULHNLCDFEE, BEICKEDNFFIZRIAKIE
IITIBDADCEICRD, TOUSLELTAEY EICERM - BTEN3RICERAEINZ T2 7-5L0
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BMRMEREURRIILICRD. O, IIIIFELTOTOISLELTOEERS, IRNERE
REME(CSZPRZEL I OIREEN'SDD, EENZE(IRINSE TORREEMEDO A RICLDBRIEL THE
I33.

&Ffz, Ceschin 5 [32](F, BIDEREIZEE(CL O THMRFBR—ZADIAILASFRY I M EEEL TV
5. COFETE, AVSFIONNIITREODNAFUEI23>% PE J7/ILOUY-2E)23>
[33]ICBENEED. EDIRT, RATHICEIIDUVY-REI23UHZAVZFILONAFIT—5%T7
VCEEHL, FITIBLIRT-RICEEMRD. IDULFERLDILCELOT, TIVIRYIRTR
MIBVWTERAT 99.99%DHERTHAIMF BN-ZADIA VAR RY T MBI TS LS. UM,
COFENYH— [BA41REAERL TN 7% [EHE - #F LI DFECELULTED, YILIIT7E
DEOEKIBCEEZ DD, EREONI—>IyF I FEAERALTVDIAIILAERY I M
LTHEEIREZRIETEZELTVS. UM, EMRFRTERASINTOSFEGAVSFILOBIAIOY
WOITIRIREI7ANCEEH IS, CORFRT NGAV BRVUIFIERELDDAIIL AR Y I MO 5
THRISNZZRMENS . O, KR TOBRIEL THMEBZEBRENS.

3.3 FEROBK
FIEQSSBEEEERILT, AR TRRO=REENLLTVS.

@ WI2ATARELOAEEZELSET, VIIIT7ELTOREIMECRFEZSZIBVWFE
(CLBERRINEZRIZT D

@ AR THEAULEEIREL, HiRFEZIRH(CERL TSI EUSZRETHHLZIHS
gD

® MR NGAV (XFBUN-RI> 7Y IITRNORIENBSHSEEEADRRICELDT
SYIRIRTANEERATS

AAFEEEBEATREOBIMFRMEER 6 (ORT.

= 6: BiE ﬁﬁ%&kﬁwi%ﬁtd)thiﬁi

gt EEED eSS smoie

Ashkenazy FRADAVELSR —Ry o X XFHDEN L
5 DT
Ceschins HBERHODAVELR 759Ky IR €7 a>oBe 7KL
DHZR
KRR BHAOAVES 77v 9Ky R SAEICLZER HY
ZHEL=XFID
BN
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FY, AAFRTIIBOLITHTERCL, ERAOHEIRFEN-20VA LAY T M EIEHKED
MEREL, BRIBHTNIRBEULVIIVIRYIZTIANUE. BETSYIRYIZT AN UIERH(E,
JU—HRwIRF AN UG EASRENICRAE T DUN AT D7 U I T ROEEEZEBINCT
&3, LVWORIER SEMBCENDS.

EIBINEDOFEICE, BREMEZODOONZEZLIS5THEZETDEREHC, HWiIRFEN—-2
DI RY T NOIRH (CRZE % S X DEARGRALT, SEABICLZBRZIFALL. COLSRR
M CIEIBRE 2 055, F9—=RBE, BEOVIIIVICHUTEIMULPLTVWFETHD, 7
SAPAIT=HEVDEEFRICIEEEZNNZ RV, JIIIT7DOREEENICOED(CIFEZSX
BO\ZENDD.

—mBEE, EImFEEAR-Z0U/IIARYINOETIVOIIRICHEREINTLST -5y NI,
X FHNEAEIHHEIEN S ENTVD=THS. BIZ(E Schultz 5 [35]DMATEGT -5y ~OFFES
SLUTNAFUICEFNZI RN RLAT-TJILD API, XF5, )\ R’INMERENTWS. &
MNSE Ahmadi 5 [36]EXFFIDREDDMERHEEICERULT -5y MefERk U TIRZRICAL
fz. COEFN Islam 5 [3716XF5zFHELLUIT -7y b aERLTH3(EN, TEMBERIEI
(FNBHAF PR - 2DV ARV T MORAFRICHVTEROEBLRT —Fvh [38]TH, XF7F!
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