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Abstract

Relaying technologies have been actively studied in mobile broadband communication sys-
tems, and also considered in the recent standard release by the Third Generation Partnership
Project (3GPP). However, relaying in the different transmission scenarios is a challenging topic.
Specifically, the Internet of things (IoT) bridges the cyber domain to everything and anything
within our physical world which enables unprecedented ubiquitous monitoring, connectivity,
and smart control. The utilization of unmanned aerial vehicle (UAV)-enabled relaying network
can offer an extra level of flexibility which supports more advanced and efficient connectivity
as well as data aggregation for the IoT devices. As a result, however, the higher request of se-
crecy requirement becomes a critical issue. Although traditional encryption techniques at higher
layers require a certain form of information sharing between the transmitter and the legitimate
user to achieve security, it may be insufficient or even unsuitable for wireless relaying network
systems. Physical layer security has potential in secure wireless communications by leveraging
the physical nature of wireless relaying transmission. Furthermore, the replacement of battery is
also a critical issue for wireless relaying network. In such scenario, a radio-frequency (RF) wire-
less transfer technique can be a viable option to prolong the lifetime of such energy-constrained
wireless networks, where the transmission node can harvest energy from the access point to
assist its information transmission. It is thus important for the system designer to design and an-
alyze the throughput efficient energy harvesting protocols to enhance the lifetime of such energy
constrained wireless networks.

In this dissertation, we propose several approaches for the data transmission and the physical
layer security in modern wireless relaying networks. We introduce the fundamental principles
of cooperative relaying network and physical layer security in Chapter 1. In Chapter 2, the
fundamental introductions of fading channel models, decode-and-forward half-duplex relaying,
non-orthogonal multiple access (NOMA), and benchmarks of physical layer security are given.
In Chapter 3, we introduce the secrecy performance in the adaptive decode-and-forward relay-
ing/jamming cooperative network, without any channel state information (CSI) of the eaves-

dropper for the system. In Chapter 4, the performance of the unmanned aerial vehicle (UAV)
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swarm-based cooperative relaying network is analyzed, which consisting of a pair of source
and destination, supported by multiple cooperative UAVs in the presence of a single UAV-aided
eavesdropper. For allocation of the UAV swarm, the following four specific approaches are inves-
tigated, and the transmission outage probabilities of signals received by destination and eaves-
dropper for each approach are mathematically formulated. In Chapter 5, the performance of
NOMA and cooperative relaying schemes is compared in UAV-enabled wireless powered sensor
network. We study several transmission schemes including NOMA as well as cooperative relay-
ing, together with two representative sensor node pairing strategies. In Chapter 6, conclusions

and future research directions are given.
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Chapter 1

Introduction

omparing with wired communication, the wireless network has been the practical com-
munication method due to its convenience and flexibility in varies environments. In con-
junction with the development of the beyond fifth-generation (5G) and sixth-generation (6G)
mobile communications, various kinds of Internet of Things (IoT) devices (e.g., smartphones,
smart watches and other IoT sensors) are designed and produced. The number of these devices
is predicted to keep increasing in the upcoming years. Therefore, connecting massive number
of devices through wireless signals will become more important. The most critical challenge for
wireless systems is to find practical solutions in performance and secrecy improvement, i.e., to
achieve reliable transmission and keep the information safe while improving data rates as well
as confidentiality.
To cope with the above challenge, in this dissertation, a cooperative network technology is
focused on, and the modern technologies to the emerging wireless scenarios is applied. In this

chapter, we will review these advanced schemes.

1.1 Backgrounds

1.1.1 Cooperative Networks

Cooperative communication is widely considered as a means to make the transmitting sig-
nals robust against fading environment, to compensate for the power limitation in the wireless
communication devices, and therefore to improve the range of wireless communication [1-5].

A concept of a most widely studied cooperative network is illustrated in Fig. 1.1, where
two nodes communicate with the same destination. Since each wireless node is equipped with
a single antenna, and thus its spatial diversity cannot be achieved. During the long-distance
transmission in a fading environment, or if the building and other obstacles block the direct link,
the other nodes help the source nodes as relay. Among many cooperative relaying protocols, the

most wildly investigated are the amplify-and-forward (AF) protocol and the decode-and-forward
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Relay
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Figure 1.1: Fundamental illustration of cooperative relaying networks

(DF) protocol [6,7]. In AF protocol, relay amplifies the received data from source without
decode and re-encode process, then transmits it to destination [8—15]; In DF protocol, the relay
first decodes the received signal before the forwarding process [16-23]. In this dissertation, we

are interested in the DF protocol.

1.1.2 Unmanned Aerial Vehicle (UAV) Communication

Unmanned aerial vehicle (UAV) enabled systems and their wireless communication networks
are considered for a variety of applications, such as security operations in the military, entertain-
ment, and telecommunications in recent decades [24-30]. The number of UAV applications
is increasing in the telecommunication industry, e.g., relay-base stations (BSs), communication
gateways, data collection in wireless sensor networks, search and rescue operations in earthquake
area, entertainment industry, and power lines maintenance [31]. The potential role of UAVs as a
relay BS in hotspots, congested area, makes them an inherent part of the next-generation commu-
nication infrastructure [32]. The typical use cases of aerial wireless BSs have been investigated
in [33, 34], which is one of the main topics in this dissertation. We list the related scenarios as

follows:

* Ubiquitous Coverage: UAVs are used in providing seamless wireless network coverage
assistance within the serving area. UAV with rapid service recovery after critical disaster

situations has been investigated in [33].
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* Relay Nodes: The UAV can be controlled as a relay node in order to provide a wireless
connection between two or more long-distance wireless devices without a reliable direct
communication link. In [35], the authors propose a new mobile relaying technique, where
the relay node is equipped on a UAV with high moving speed. As a result, the throughput
could be maximized by optimizing the relay trajectory and the source-relay power alloca-

tion. We will focus on this scenario in Chapter 4.

¢ Data Collection: In [36,37], the UAV data collection scenarios have been discussed, where
a large number of distributed wireless devices are sending the delay-tolerant information

to the utilized UAV. We investigate this scenario in Chapter 5.

* Network Gateways: UAVs can be used as gateway nodes to connect with backbone net-
works, communication infrastructure, or the Internet in the remote geographic, which has

been investigated in [38,39].

1.1.3 NOMA Technology

In order to achieve enhanced spectrum efficiency of the wireless mobile network, non-
orthogonal multiple access (NOMA) has received attention by the researchers focusing on wire-
less systems [40—42]. Notably, different devices can share the same time and frequency spectrum
with cooperative power allocation adjustment. Through the use of successive interference can-
cellation (SIC), the devices with weak power conditions can decode its own information after
removing those strong power condition [43, 44], which has been investigated as an extension
of the network-assisted interference cancellation and suppression (NAICS) in 3GPP [45, 46].
This technique significantly improve the spectral efficiency and outperform traditional orthogo-
nal multiple access (OMA) schemes under the limitation of frequency spectrum.

In Fig. 1.2, we illustrate the difference between OMA and NOMA. The OMA technique
contains orthogonal frequency division multiple access (OFDMA) or time division multiple ac-
cess (TDMA). In OFDMA, multiple devices are allocated with orthogonal subcarriers contacted
via the orthogonal frequency-division multiplexing (OFDM) technique. In TDMA, the devices
divide the signal into different time slots in order to share the same frequency channel.

The downlink scenario with NOMA scheme is demonstrated in Fig. 1.2(a), where two de-
vices (i.e., U; and Us) receive information from a single base station (BS) with the same trans-
mission channel. The BS continuously sends the signal to U; and U, simultaneously, where the
two different signals are non-orthogonally superposed. In the decoding process, U; needs to

decode the signal of U, and run SIC process of U, signal before decoding its own signal. In
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Figure 1.2: Multiple access scenarios for two devices that form a pair.

this dissertation, we apply the NOMA technology in UAV-aided model in order to improve the
transmission performance of the wireless communication system. The details and applications

of the NOMA technology are presented as a transmission scheme in Chapter 5.

1.1.4 Physical Layer Security

Exchanging information over wireless channels is vulnerable to eavesdropping attacks and
jamming attacks from malicious nodes due to the broadcast nature of wireless communications.
In recent years, the critical issue of security against eavesdropper attacks is widely investigated

in the different types of wireless networks [47-49]. In order to protect from wireless information
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leakage, cryptography-based secrecy methods are widely utilized in the upper layer of various
wireless transmission protocols. Cryptography-based systems encrypt information with various
secret key generation protocols. In most research assumptions, eavesdroppers could not decrypt
the wiretapped signal in a limited time through exhaustive search due to the limitation of comput-
ing capabilities. Nevertheless, the computing capabilities of eavesdroppers increase significantly
in recent years. These traditional cryptography-based solutions are facing a critical risk of be-
ing broken via the relentless brute-force attacks of eavesdropper with a short period [50, 51].
Furthermore, in the wireless distributed networks, the decentralized framework of the network
design makes the secret keys difficult to be managed and distributed. This requires the intro-
duction of more powerful secrecy methods to increase the security of wireless networks and
decrease the method complexity. Therefore, physical layer (PHY) security methods have been
proposed in order to provide effective security assurance for wireless networks [52]. Compared
to cryptography-based solutions, PHY security has several obvious advantages. It can guaran-
tee information secrecy regardless of the computational capabilities of eavesdroppers. The costly
centralized secret key management/distribution methods, which are widely used in cryptography-
based security systems, could be eliminated in PHY security techniques, which facilitated the
management and improving the efficiency of wireless communication networks.

The PHY security dates back to Wyner’s wiretap model [53]. Wyner’s results show that
without using any secret key protocols between the legitimate transmitter-receiver pairs, the non-
zero secrecy rate can be achieved. In the extension researches of Wyner’s problem, the secrecy
capacity is defined as the difference between Shannon’s capacities of the main and eavesdropper
channels [54, 55]. In order to improve the secrecy rate, PHY security techniques have been
developed based on the inherent randomness of both the main and eavesdropper channels of

wireless networks. In this dissertation, we focus on the following schemes:

* Cooperative Jamming: Cooperative jamming allows the idle nodes to send artificial
noise (AN) to eavesdroppers for the secrecy capacity improvement of a given transmitter-
receiver pair [56-59]. AN is usually assumed as a random generated noise with Gaussian
distribution independent of the intended information signal, which helps to degrade the in-
formation received at the eavesdropper [56]. Particularly, AN used for jamming could be
structured by some specific codewords that can be canceled only at legitimate devices [58].
Even though no channel state information (CSI) about the eavesdropper channel is needed
in the cooperative jamming scheme, the interference that caused by AN could also degrade

the transmission performance of the main channel due to the interference.

* Relay Selection: In order to enlarge the secrecy capacity between the main and eaves-
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dropper channels, the relay selection strategy could improve the secrecy performance by
choosing a robust main link but a weak eavesdropper link [60—63]. The selected relay
should transmit information in a prefixed manner without considering the current channel
quality. In order to address this limitation, buffer-aided relay selection strategies have been
proposed, where relays select the best link from all available links to transmit buffer stored
delay-tolerant information based on the current channel gains [62,63]. Even though relay
selection will not decrease the performance of transmissions in the main channel, the full
CSI of the eavesdropper channel is always required due to the optimized relay selection

strategy, which may not be practical in the realistic scenario.

* Beamforming and Precoding: Beamforming is the technology that transmits one data
stream through multiple antennas by adjusting the signal phase [64—67]. The direction
of the antennas and the phase alignment of signals are controlled by the controller unit
of the transmitter such that the antenna matrix at the transmitter concentrates the signal
strength towards the direction of the intended receiver. In contrast, the signal strength
is maximized at the eavesdropper should be limited. However, precise synchronization
between the transmitter and receiver is required. It also requires the perfect knowledge of

eavesdropper CSI for beamforming AN in order to prevent information leakage.

We further discuss relay selection and cooperative jamming in Chapter 3 and Chapter 4.

Furthermore, we also investigate the effect of beamforming in Chapter 3.

1.1.5 Wireless Power Transfer (WPT)

In the modern wireless network, the cooperative communication is proposed with the help
of intermediate cooperative nodes that forward the information of the source to the destination
in a long-distance transmission scenario. The cooperative relay nodes could be subject to severe
energy limitation during the long time transmission due to the battery capacity [68,69]. A radio-
frequency (RF) wireless power transfer (WPT) offers an available option to extend the lifetime
of low energy-level cost wireless networks with such external power sources. The receiver could
extend its lifetime by receiving RF signal for energy recharging. Moreover, transmitting suffi-
cient power to the low-power IoT devices is possible by WPT system. For instance, a distributed

WPT system was proposed for wireless charging of low power 10T devices in [70].

We further discuss WPT with UAV-enabled wireless communication in Chapter 5.
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Figure 1.3: Outline of this dissertation

1.2 Outline of the Dissertation

The outline of this dissertation is summarized in Fig. 1.3.

* In Chapter 2, we introduce the fundamental fading channels, transmission protocols, and

benchmarks of physical layer security, which are used in this dissertation.

* In Chapter 3 titled as “Secure Transmission Based on Adaptive Multiple-Antenna Cooper-
ative Relays without Eavesdropper CSI1,” we consider secure wireless communications be-
tween a pair of single-antenna source and destination nodes aided by K-antenna equipped
N cooperative devices, subject to individual transmission power constraints on the source
node and the cooperative devices. We assume that each transmission device selects its
transmission mode in relaying or jamming depending on its signal decoding result from

source. Due to line-of-sight channel components, we assume that the channel between
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source to cooperative devices and the devices to destination are Rician fading. Further-
more, we give the best secrecy scenario and worst secrecy scenario of the eavesdropper
as the system cannot access the CSI of eavesdropper. During the best secrecy scenario,
the channels between cooperative devices and eavesdropper consist of non-line-of-sight
(NLoS) components, i.e., Rayleigh fading channels. On the other hand, during the worst
secrecy scenario, the channels between cooperative devices and eavesdropper consist of
LoS components, similar to the channels between cooperative devices and destination. The
asymptotic closed-form theoretical expressions for its outage probability of destination and

eavesdropper, as well as the secrecy outage probability of this system are developed.

In Chapter 4, titled as “Performance Analysis of Secure Relaying Network Based on Co-
operative UAV Swarm Over Rician Fading Channels,” the performance of the unmanned
aerial vehicle (UAV) swarm-based cooperative relaying network, consisting of a pair of
source and destination, supported by multiple cooperative UAVs in the presence of a single
UAV-aided eavesdropper is analyzed. The UAV swarm assists source by cooperative relay-
ing, and also prevents interception of eavesdropper through cooperative jamming. Upon
cooperation, the UAV swarm is divided into the two different functionalities: relaying and
jamming. For allocation of the UAV swarm, the following four specific approaches are
investigated: Optimal relay selection (ORS), where a single relay with the highest SNR 1is
selected without jammers; optimal relay selection with single jamming (ORSJ), where one
jammer is also selected in addition to ORS; optimal relay selection with multiple jamming
(ORSM)J), where multiple UAV jammers are selected and artificial noise is transmitted to-
ward the eavesdropper through cooperative beamforming; and multiple relay combining
with multiple jamming (MRCM]J), where the multiple UAV-aided relays also perform co-
operative beamforming of information to destination in order to prevent eavesdropper from

wiretapping.

In Chapter 5 titled as “A UAV-Enabled Wireless Powered Sensor Network Based on
NOMA and Cooperative Relaying with Altitude Optimization,” the uplink of a UAV-
enabled wireless network using power-domain NOMA as well as cooperative relaying is
studied, where the ground sensor nodes are wireless powered devices. These devices expe-
rience air-to-ground (A2G) communication channels, which are characterized by altitude-
dependent path loss exponent and fading. A user pairing system associated with the wire-
less networks based on NOMA or cooperative relaying is focused on, where the access

devices are divided into two groups and a pair of devices is formed from each group. The
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available bandwidth is then divided according to the number of the pairs where each pair

shares the same sub-channel to send their respective information.

* In Chapter 6, concluding remarks and future research directions are given.
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Chapter 2

Fundamental
of Fading Channel Models, Transmission Protocols,
and Benchmarks of Physical Layer Security

In this chapter, the fundamental frameworks of cooperative networks i.e., fading channel
models, decode-and-forward cooperative relaying and NOMA, are presented. Furthermore, the

concepts and benchmarks of physical layer security, are also introduced.

2.1 Fading Channel Models

In a wireless system, the signal will interact with highly complex environment before it is
received by the receiver, such as Doppler shift, and fading. In this dissertation, the transmis-
sion processes consist of discrete-time blocks in short time is assumed. The channel gain is
non-frequency selective and constant in each block and independent and identically distributed,
i.e., block fading [71, §4.2.1]. As the statistical result based on measurements, if there are only
scattered paths between the transmitter and receiver (also called non line-of-sight (NLoS) sce-
nario), the channel gain follows zero-mean circularly symmetric Gaussian distribution. Hence,
the signal envelope follows Rayleigh distribution, with its probability density function (PDF)
as [71, (3.32)]

Rayleigh Z 22
fz7 () = exp | 55 ), 2.1)
where o2 is the second moment of random variable Z.

Conversely, if the channel consists of both direct path (also called line-of-sight (LoS) compo-
nent) and scattered paths, the channel gain follows non zero-mean circularly symmetric Gaussian

distribution. Hence, the signal envelope in such case can be shown to have Rician distribution
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with its PDF as [71, (3.37)]

N 2(K + 1)z ~(K4tn K(K+1
glclan(z) — %6 (K"F Q )]0 (2 %Z) , (22)

where K is defined as the ratio between the power in direct path components and scattered
multipath components, € is defined as the total power received from paths, and Iy(-) is the
zero-ordered modified Bessel function of first kind. For special cases, while K = 0, Rician
distribution will degrade to Rayleigh distribution; while X = oo, the channel will have no
fading, i.e., additive white Gaussian noise (AWGN) channel.

Furthermore, in order to simplify the numerical evaluation of Rician fading channel,
Nakagami-m fading model is often adopted to approximate the Rician fading, where the PDF
is expressed in closed-form as [71, (3.38)]

2mmz2m—1

fZ(Z)Nakagami — F<m)Qm

22 Lexp <—g22> (2.3)

. 2
with parameter m = g{;ﬂ),

special cases, if . = 1 the distribution reduces to Rayleigh fading; while m = oo, the channel

and ) follows the same definition as Rician distribution. For

is approximately equal to AWGN channel.

2.2 Cooperative Networks

In recent advancements of radio techniques, the information systems are requested to have
abilities in exchanging information from anywhere, at any time, and with any devices. A key
enabling technique for such scenario could be cooperative networks. Whereas in the cooperative
networks, neighboring devices assist each other in sharing information. The advantage of such
low-complexity networks is that it is feasible even in energy-constrained networks. As a result,
there are multiple research directions based on cooperative networks, such as power efficiency,

network capacity and coverage.

2.2.1 Decode-and-Forward Half-Duplex Relaying Network

The illustration of a classic half-duplex cooperative relaying network is shown in Fig. 2.2.1,
which consists of three devices: the source, the relay and the destination. There are two phases

during the cooperative relaying transmission. In phase 1, the source transmits its signal to the
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Figure 2.1: Illustration of a classic three devices cooperative relaying network

relay and destination and in phase 2 the relay forwards the signal received in phase 1 to the
destination after the decoding and re-encoding processes. The relay needs to successfully decode
the received signal before the forwarding, otherwise, it skips the phase 2 transmission [8]. The
achievable data rate between each device, i.e., source to relay, source to destination, and relay to

destination links in phase 1 and phase 2 can be expressed as

Cij = Aglogy (14 7ij), (2.4)

where A;, € (0,1), k € {1,2} is the time ratio of kth phase with ), A = 1, 7;; is defined as
the signal-to-noise ratio (SNR) received at j. In the DF protocol, with the minimum decodable
rate Ry, the system outage can be defined as [72]

Py = P[{(Csr < Rn) N (Cs.p < Rn)} U{(Cs.r > Rin) N (Crp < Run)}l. (2.5)

2.2.2 Non-orthogonal Multiple Access (NOMA)

In Chapter 1, Fig. 1.2(a) presents a simple NOMA system, which consists of a single base

station and two single-antenna devices. Assuming that the signals transmitted by the base station
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to devices U; and U, are z; and x9, the superposed signal transmitted by base station can be

expressed as

S:\/P1I1+ PQZEQ
= Palxl + PO./QZ[‘Q, (26)

where P is the transmission power and «y, is the power ratio of signal to the kth device. The
channel gains are assumed that from base station to the devices are h; and h,, and variances
of additive white Gaussian noise (AWGN) are o7 and 3. If transmission power of signal z; is
less than x», i.e., P, < P,, U; can decode the information x5, while treating signal x; as noise.

Therefore, the achievable data rate C5 received at U, can be expressed as

Pylhy?
Cy =1 1+ — . 2.7

Conversely, the device U; needs to decode the signal x5 before receive its own information. If
U, successfully decodes the signal x5, it can decode its information by removing signal z, with
successive interference cancellation (SIC) scheme. The achievable data rate at U; with perfect

SIC scheme and minimum decodable rate R, can be expressed as

log, (1+2LL2), BUE > ot g
71 71 (2.8)

0, otherwise

1

2.3 Benchmarks of PHY Security

In Chapter 1, the framework of physical layer (PHY) security is introduced. Furthermore,
in this section, the benchmarks of PHY security are introduced: secrecy capacity and secrecy
outage probabilities.

As Fig. 2.2 shows, a classic wiretapping model is composed of transmitter (Alice), receiver
(Bob) and eavesdropper (Eve). Eve wiretaps the information x 4 during Alice transmits its signal.
If the channel gain from Alice to Bob and Alice to Eve are defined as h4 p and h 4 g, the signal

received by Bob and Eve can be expressed as

yp = \/ Paha g+ Np, (2.9)
ye = \/ Paha g+ Ng, (2.10)
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Figure 2.2: Illustration of a classic three devices wiretapping model

where P, is the transmit power of Alice, Np and Ng are AWGN variables received by Bob and
Eve with expected value E(Ng) = E(Ng) = 1. Therefore, the achievable data rate of Bob and

Eve can be expressed as

P 2
Palhasl” ) @2.11)

Cp =log, (1 + 5
o

B
Palh 2
Cg = log, (1 + —A|O_1247E| ) )

E

(2.12)

where 0% and 0% are variances of AWGN observed by Bob and Eve.

The secrecy capacity is represented by the capacity gap between Bob and Eve [53,73], i.e.,

Cs=[Cp—Cgl*
Palha,p|? +

1+ =)
= 10g2 1 + PA‘hgl,EP ) (2.13)

ok
where [z]" = max{x, 0}.

Moreover, for given target secrecy rate [?, the secrecy outage probability is defined as the

probability that the instantaneous secrecy capacity C is less than R, which can be expressed
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as [74,75]

s P (Cs < Ry)

out —

Palha,p|? +
1+ ‘2, ‘

=r 10g2 1 PA|Zf,E\2 <Hh ] (2.14)
4 ATLEL

2.4 Conclusion

In this chapter, the fundamental signal models of transmission protocols are introduced, i.e.,
fading channels models, DF half-duplex relaying network, and NOMA. Moreover, the definition
of secrecy capacity and secrecy outage probability is introduced, which are the benchmarks of
PHY security in most of the scenarios. In the subsequent chapters, the system performances and

secrecy performances based on the introduced models and the benchmarks will be analyzed.
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Chapter 3
Secure Transmission Based on Multiple-Antenna

Cooperative Relays without Eavesdropper CSI

In this chapter, the secure wireless communications between a pair of single-antenna and des-
tination nodes aided by K-antenna equipped N cooperative devices is considered, which subject

to individual transmission power constraints at the source node and the cooperative devices.

3.1 Introduction

As mentioned in the Section 1.1.4 of Chapter 1, physical layer (PHY) security is a critical
issue in modern communication techniques. There are multiple schemes can improve secrecy
of PHY: cooperative jamming, relay selection, beamforming, and precoding. The key idea of
artificial noise (AN) or interference to impair the channel quality of the eavesdropper, without
significantly degrading the main channel, was introduced in [76]. Cooperative jamming is a
promising technology for improving information secrecy [77-79]. Moreover, the performance
of AN is determined by the accuracy of channel state information (CSI) at the transmitter. Hence,
most of the researchers have considered the models where full or partial CSI of the eavesdropper
is available upon transmission of information [77,80-82]. However, in practice, the legitimate
parties have no chance to access the full CSI of the eavesdropper as long as it is passive and only
receiving information. In order to deal with this issue, the signal hybrid with AN sent from mul-
tiple antenna sources has been proposed in [79,83,84]. In [83] and [84], the transmitter sends the
AN in the null space of the main channel to maximize the received SNR and avoid interference
to the legitimate receiver. More recently, in [79], the secrecy performance under energy-efficient
multiple-input-multiple-output (MIMO) decode-and-forward (DF) relaying scheme has been in-
vestigated. It is worth noting that in most of the state-of-the-art researches [77,85], the knowledge
on the CSI of the eavesdropper’s channel is required. However, in practice, the eavesdropper’s
CSl is difficult to be precisely estimated, and its location that may change over time.

In this chapter, we consider secure wireless communication between a pair of single-antenna
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source and destination nodes aided by K-antenna equipped N cooperative devices, subject to indi-
vidual transmission power constraints at the source node and the cooperative devices. We assume
that each cooperative device selects its transmission mode in relaying or jamming depending on
its signal decoding result from the source. Due to the line-of-sight (LoS) channel components,
we assume that the channel between source to cooperative devices and the devices to destination
consists of LoS components, i.e., Rician fading. Furthermore, due to the absence of CSI of the
eavesdropper in our system assumption, the two estimated secrecy scenarios in our model are
derived. During the first case of the secrecy scenario, (i.e., case 1), the channels between coop-
erative devices and eavesdropper consist of non-line-of-sight (NLoS) components, i.e., Rayleigh
fading channels. Conversely, in the second case of the secrecy scenario, (i.e., case 2), the chan-
nels between cooperative devices and eavesdropper consist of LoS components, similar to the
channels between cooperative devices and destination. The asymptotic closed-form theoretical
expressions for the outage probability of the destination and the eavesdropper are developed, as

well as the estimated secrecy outage probability of this system.

The rest of the chapter is organized as follows. Section 3.2 describes the system model of
our proposed adaptive DF secure relaying network with relay mode selection. Our main results
on the performance analysis are presented in Section 3.3. Section 3.4 presents several numerical
examples obtained from the analytical expressions for the outage probabilities and secrecy outage

probabilities. Section 3.5 concludes this chapter.

Notation: Throughout this chapter, f,(-) and F,(-) denote the probability density function
(PDF) and cumulative distribution function (CDF) of a random variable (RV) ¢, respectively;
diag(-) denotes the diagonal matrix; CN(u, 0®) denotes the circular-symmetric complex Gaus-
sian distribution with mean y and variance o%; E(z) is the expected value of a random variable
x; X' is the Hermitian transpose of x; x’ is the transpose of x; [z]T denotes the positive of
parameter z, i.e., max{x, 0}. Moreover, the following special functions will be used: the nth or-
der Marcum-Q function @, («, 3) [86]; the modified Bessel function of the first kind 7,,(z) [87,
§8.406].

3.2 System and Channel Models

In this section, the cooperative PHY security system model is considered throughout this
chapter. The channel model, signal model, and formulated optimization problem adopted in this

chapter are also summarized.
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3.2.1 System Model

K antenna devices

— T
hSUn - [hSUn'l’ hSUnyz’ rees hSUn K]
DA 4

(a) System model: Phase 1

K antenna devices

— T
hU,.D = [hUn'lD’ hu,,,zu’ ey hu,,,.(D]

s —

— T
hU"E - [hUn,1E9 hUn,zE’ tees hUn,KE]

(b) System model: Phase 2

Figure 3.1: llustration of system model. (Solid arrow: Beamforming transmission; Dash arrow:
Unbeamformed transmission)

As shown in Fig. 3.1, a selective relaying secure network is considered, where single-antenna
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equipped source (S) communicates with single-antenna destination (D) with the help of N inter-
mediate cooperative devices U which are equipped with K antennas (co-devices) Uy, ..., Uy, in
the presence of a single eavesdropper (F).

In what follows, the assumed system operates as follows:

* Let 7" denote the total transmission time. In the first transmission period with time block
length (T, ¢ € (0, 1), S broadcasts its information to all cooperative devices. All the de-
vices operate in the decode-and-forward mode, and try to decode the received information

from S.

* During the residual block time (1 — ()7, the devices forward the received information to
D. Two transmission strategies are assumed in this chapter: If the devices have the
ability to decode the signal from source, it is supposed that all the devices transmit signals
depending on the decoding result in the first transmission period, i.e., if the cooperative de-
vice decodes the signal from S, then it operates as a relay in the residual period, otherwise,

it operates as a jammer to prevent eavesdropper from receiving information!.

Furthermore, based on the long distance transmission, we assume that the effect of the direct link
between S — D and S — F are negligible because of the obstacles. It is also assumed that only
the phase information between devices and D are available for closed-loop transmit diversity
transmission in narrow feedback channel bandwidth [88, 89]. Besides, in most of the state-of-
the-art researches, the £ location is perfectly or imperfectly known, which is not practical in real
scenarios. Hence, in this chapter, it is assumed that the system has no channel state information
(CSI) available for E, unless the location of E is clustered at D?, i.e., E can not receive the

beamformed information from cooperative devices.

3.2.2 Channel Assumptions and Problem Formulation

For the devices in the line-of-sight (LoS) scenario, the channel gains typically contain a
line-of-sight (LoS) component, but fading effect is often observed. Therefore, we assume
that all channels h,p from A to B follow circularly symmetric Gaussian distribution; hap ~

CN (pas, 055), Where 4 are their mean values, whereas 0  are their corresponding varience.

! In the residual part of this chapter, the notations of U in phase 2 are changed, which depending on its transmis-
sion mode. R, refers to the device working in relay mode with index notation m, as well as J refers to the device
in jamming mode with index notation |.

2 The E will have same distribution and similarly receive beamforming to D if E clustered at same point position
of D. Conversely, the eavesdropper could be physically found in this scenario, which is not practical. Due to these
reasons, we assume the E is not clustered at same point of D in this chapter.
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Note that |/ 45| thus follows Rician distribution (i.e., Rician fading channels). Consequently, the
probability density function (PDF) of X = |hap|* under the assuption of E [|hp|?] = Q, is

expressed in the form of

frl) = 2(/@;; 1)x6_,€_(~+§12)w2 I <2 /i(/is_—;— 1)x> ' 3.1)

Here, ~ is the Rician K'-factor defined as the ratio of the powers of the LoS to the scattered
components. For simplicity of analysis, it is assumed that all the transmission channels have the

identical « factor, i.e., ksy, = Ky,p = K.

In relaying transmission protocol, it is assumed that all the relays operate in DF scheme.
We also assume that S transmits signal x4 to destination D through the proposed cooperative

network. The y;, signal received by the nth cooperative device can be expressed as

yu, = V Pshgsy, s +ny,, (3.2)

where hgy, € CK denotes the channel vector from the source to the nth cooperative device with

channel coefficients, i.e.,

T
hsy, = [hsv, ., hsv,as - hsu, ]

and ny, is the additive Gaussian white noise (AWGN), i.e., ny, ~ CN(0,Ixo?). The coop-
erative devices need to decode received signal from source before forwarding it due to the DF
relaying approach. The cooperative devices are assumed that operating in the selection combin-
ing (SC) scenario while decoding signal, i.e., the devices will choose the received signal with the
maximum channel gain coefficient between S and themselves. Hence, the optimal channel gain

coefficient g, can be expressed as

|thn|2 = mfux ’hSUn,k ?

We assume the minimum decodable rate R, for the cooperative device. If there are n cooperative
Rs

devices which can decode the signal received from S, i.e., Ps|hg; 2o, > <QT — 1), they

operate in relaying mode with cooperative beamforming (BF); otherwise, they function as a

friendly jammer to prevent eavesdropper from wiretapping the signal. The received signal at
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destination and eavesdropper, which is denoted by yp and yg, can be expressed as

yp = hl Ap Xg, +np, (3.3)
m=1
n N—n
yp =Y _hh pApXg, + > hl Aux; +np, (3.4)
m=1 I=1

where  Ag.p = diag(\/Pr,,, e 1, \/Pg, %) and  Ayp =
diag(\/Py, e 1, ., /Py e %) are the C**K diagonal weight matrix for the phase
alignment, and xp,, and xj are the signals transmitted by the mth cooperative relay and the Ith

jammer, respectively.

Similarly, given Ar, and A j, the estimated secrecy outage probability is given by [75]
P(Cr<Cy) = ([Cp—Cg|" <) (3.5)

where C is the target secrecy rate, and C'p and Cg are achievable rates of the destination and

the eavesdropper, respectively. They are expressed as

Cp = (1 —¢)log, (1 +p) (3.6)
Cp = (1—¢)logy (1 + &), (3.7)

where vp and g are the signal-to-interference-plus-noise ratio (SINR) at destination and eaves-

dropper respectively, which can be formulated as

= Y1 bl pAL A g p
D = N—n
o3+ S hh AL Ashyp

n K 2
_ _, Pr_.|h
— Zm—l Zk—l 2Rm,k| Rm,kD| (3,8)

Op

S bl pAL A hg g
N—n .
0%+ > "hi p AL A hye

Ve = (3.9)
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3.3 Performance Analysis

In this section, the analytical expressions are derived for the outage probabilities of destina-

tion and eavesdropper for the system model defined in the previous section.

3.3.1 Outage Probability of Main Channel

For the channel to the destination, the outage probability follows binomial distribution, which
can be formulated as

PP = P(Cp < R,)

out

NN
=Y ( >PUNn" (1— Py)" P, (3.10)

where Pg’) is the outage probability at D in the scenario with n cooperative relaying devices, and

residual N — n cooperative jamming devices, the superscript (n) refers to the scenario that the
transmission contains n relaying devices and N — n jamming devices during the second period,
Py, is the transmission outage probability with maximum decodable rate R, from S to U,,, which

can be calculated as

Py, = P (Clog, (1 + Ps|hiy [P05%) < Ry)
(2% — 1> 0¥

=P | |hy|” < P

Rs 9
2(1 + Ky, ) (2< —1)%
—|1- V2 n

(3.11)

Because cooperative BF is used between cooperative devices and the destination, the outage

probability Pg‘) can be expressed as

P =P (vp < )

n K
=r (Z > Py lhr,ol0p < %h) (3.12)

m=1 k=1
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where 7y, 1s the threshold SNR associated with a given achievable rate Ry, i.e., Y, = 21% —1.If
the transmission power of each antenna is equally allocated, i.e., Pr,, = %, the equation (3.12)

can be derived as [90]

2
1-0, (,/2,{, 2(1+r) M), n 0,
P = “ VR (3.13)

1, otherwise.

3.3.2 Outage Probability of Eavesdropper Channel

By assumption, the estimated outage probability of the eavesdropper channel can be ex-

pressed as
ph = P(CD <R,)
_ Z < )Pgn "(1— Py)" P (3.14)

where P]E;") is the outage probability at eavesdropper in the scenario with n cooperative relaying

devices and residual N — n cooperative jamming devices. For the BF scheme used between the

cooperative devices and the destination, the outage probability can be expressed as

PY) = P(yg < )

" _ bl AL Ap hpos
_p [ Zm e < | - (3.15)
O'E + Z h AJI AJl th
Specifically, while P; = £, Pp, = P—f, and 0 < n < N, (3.15) can reach the asymptotic

lower bound with ignoring noise parameter, which can be expressed as

" hl AL Agh
Pén) > P Z N nR JfE RmRnE < Yen
h' AJlAthJI

o N P
- /o i <( nJ)DRJ%hZ> hilz) e, 10

where R = |hgpp|? = |3 vy hey,el® and J = |hypl? = |28 el

Note that hg, ., and hy,, follow circularly symmetric Gaussian distribution, i.e., hg, ., ~

CN(urE,0%g) and hy,g ~ CN(usg,055). Due to the fact that all hg, g and hy, g are
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independent and identically distributed (i.i.d), we can obtain that hrzg and h;g follow circu-
larly symmetric Gaussian distribution, i.e., hgrgy ~ CN (ug,0%) and hyg ~ CN (s, 0%) with
pr = nKugrg, 0% = nKokg, iy = (N — n)Kusg, and 02 = (N — n)Ko?2 . Due to this scenario,
we obtain that R and J follow non-central chi-squared distribution, where their PDF and CDF are
defined as [71]

Fx(z) = 1-Qx (f, ﬁ) , 3.17)

where n is the degrees of freedom, s is noncentrality parameter, and o2 is the variance. Hence,

the CDF of random variable R and PDF of random variable J can be formulated as

Fr(z) =1— Qs (2\/ﬁ\/“(1ﬂ+ “),\/2(’1;5)9”), (3.18)

_ i) [ kAL
Llw) =e (N — n)KQ

2(k + 1)V2kx
— |

x Iy (3.19)

The integral in (3.16) can be carried out using the expression (3.18), (3.19), and [91, eq.
(22)-(25)], leading to

PO s ((N“_J;)lm) R (3.20)
where
Be 2p e% 2662/213_61210 afe
oGBS
with o = 2Ky (2, g = | fHell (- At bt v 3y 4

It can obtain obviously P,E;") = 1 whilen = 0, and Pg’) = FR (mlaE) via (3.18) while n = N.
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Consequently, P]g”) can be expressed as

:17 n—=

_ 2K(N—n)k
“—H> e a T, 0<n<N

K U2
@ (25 g )

where 7 is defined below (3.20).

P (3.21)

3.3.3 Estimated Secrecy Outage Probability

In this section, the secrecy outage probabilities which described in the previous session are
analyzed. In the subsequent analysis part, the transmitter sends signal from Gaussian codebook
and the corresponding mutual information is considered as its achievable rate in our assumptions.

For the different transmission states, the total secure outage probability follows binomial

distribution, which can be formulated as
P(OR < CS) = P([OD — CE]+ < Os>

N —n n n
(M)rea-ry

I
=}
= ||Mz
o

N! . -
mpgn (1—Py,)" P (3.22)

[e=]

n=

where n is the number of the decoding cooperative devices, and Fy, is the transmission outage

probability with maximum decodable rate R, from S to U,, which can be calculated as

Rs
K 2¢ 152
- (gl < 25
R 1 :
2¢ (1 Z
= |1-Q | V2, (I +ru)og || (3.23)
PsQ

Next, the estimated secrecy outage probability in the case of n relays and (N — n) jammers
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can be calculated as

P(ch -cf <c,)

1 (n)
P ( () log, ( +7(n)> < C’S>
1+~
(

P ¢)log, (1 + yg))

— () log, (1 Ao )} < Cs> . (3.24)

In practice, it is difficult to achieve the exact closed-form expression in such scenario. Hence,

it is obtained that the approximate value to calculate the average SINR ’yé") instead, i.e., ’y,(;) =

E [’yg)} . Substituting (3.8) and (3.9) into (3.24), P]EJ") can be approximately formulated as

P2 P{(1-0)
n K 2
Pr_|h

9D
St ProE [l s AT, Aryhi ]
o} + SN PoE b pAL A by
<a,). (3.25)

The expected value of L-sum Rician fading random variable A, i.e., non-central chi-squared

fading channel scheme, can be formulated as

I 2
LQ
Z hy — 2%k + . (3.26)
— 1+~

Hence, by substituting (3.25) and (3.26) into (3.24), the approximation of estimated secrecy
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outage probability Pg') can be expressed as [90]

Py =P (Cp < c )

(n)
Cst+C’ |

1— OQu /—2/{}%7 /2(ng+1) 022 113: n;éO

1 others

lI>

(3.27)

with

" Pp (2K2k + K2
c 2 (1-¢)log, (1 + Zm=t P ( 1)

0%+ 3" Py (2K?k + £2)

3.4 Numerical Results and Discussion

In this section, several Monte-Carlo simulation results are presented along with the analytical
calculations for the considered adaptive DF secure communication system. Two scenarios
are given in the following results due to the absence of eavesdropper’s CSI, i.e., two estimated
secrecy scenarios. In case 1 of the secrecy scenario, the channel is set in Rayleigh fading, i.e.,
/a“]; = 0. The transmission power of .S, and cooperative devices are the same, i.e., P = P, = Pj;
In case 2 of the secrecy scenario, the channel between devices and eavesdropper is set with the
same distribution and variance as the the channel between devices and destination, i.e., K’E = Kp.
Unless otherwise stated, the parameters are set as follows: The channel between the devices and

destination kp = 5 dB with the second moment 2 = 1, the power of AWGN o7, = 0% =

0% = —175 dBm, the maximum achievable rate R, = 15 dB, the minimum secrecy capacity
Cs = 5 dB, and time ratio ¢ = 0.5.

In Fig. 3.2, the destination outage probability versus transmission power, both analytical
results and corresponding simulations are plotted. From the figure, it can observe that as the
number of devices and the number of antennas increase, the outage probability decreases. This
is because by increasing the number of devices, the received average rate at destination will also
linearly increase.

In Fig. 3.3, we plot the outage probability of the eavesdropper with respect to the transmission
power in both analytical results and simulations with N, K € {2,6,10}. From this figure, it can
observe that the gap between case 1 and case 2 of the estimated secrecy scenario is related to the

number of cooperative devices. With the increase of the cooperative devices and total antennas,
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Figure 3.2: The outage probability of destination versus transmission power.(Solid line: analysis;
markers:simulation. Parameters: the number of cooperative devices N € {2,4,6,8,10}, the
antenna number of eace device K € {2,4,6,8,10}).

the transmission channels are more significantly affected by the channel fading coefficients.

Finally, in Fig. 3.4, we investigate the relationship between the estimated secrecy outage
probability with respect to the transmission power. It can easily observe from the figure that
there is an optimal transmission power for all the estimated secrecy scenarios in case 2 and in
case 1 of the estimated secrecy scenario of {K = 2, N = 2} and {K = 6, N = 6}. However, while
{K = 10,N = 10}, the probabilities of secrecy outage are different between the two estimated
scenarios. This is because in the case of the first estimated secrecy scenario of {K = 10, N = 10},
the average secrecy capacity is more significant than the minimum secrecy capacity, and in the
scenario of all the cooperative devices operating as a relay, which leads to the decrease in the

estimated secrecy outage probability.
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Figure 3.3: The outage probability of eavesdropper versus transmission power. (Dash line: Anal-
ysis results of estimated secrecy scenario in case 1; Solid line: Analysis results of estimated
secrecy scenario in case 2; Markers: Simulation results. Parameters: the number of cooperative
devices N € {2, 6,10}, the antenna number of each device K € {2,6,10}.)

3.5 Conclusion

In this chapter, the outage probabilities of a multiple-antenna equipped cooperative relaying
network with a single eavesdropper without CSI information has been analyzed. The cooper-
ative devices that have successfully decoded the information from source serve as relaying and
otherwise they serve as jammers. The multiple-antenna equipped devices form the beam to desti-
nation via accessing the full CSI to destination. The closed-form expression of the main channel,
the asymptotic lower bound of the eavesdropper channel, and the approximated closed-form ex-
pression of the secrecy outage probability have been derived. The numerical comparisons have
shown that the analytical expressions and simulation results using Monte-Carlo method match
well, suggesting the accuracy of our analytical approach. The results also suggest that there is an

optimal power for the worst case of secrecy scenario. Optimizing the power allocation at relay
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Figure 3.4: The estimated secrecy outage probability versus transmission power ratio. (Dash
line: Analysis results of the estimated secrecy scenario in case 1; Solid line: Analysis results of
the estimated secrecy scenario in case 2; Markers: Simulation results. Parameters: the number
of cooperative devices N € {2, 6, 10}, the antenna number of each device K € {2,6,10}.)

via water-filling algorithm will be left for future work.



Chapter 4

Performance Analysis
of Secure Relaying Network Based on Cooperative
UAV Swarm Over Rician Fading Channels

In this chapter, a UAV-aided cooperative relaying network is analyzed, which consists of one
source representing GS, one destination, and M UAV-aided relays along with a single UAV-aided

eavesdropper. Part of this chapter was presented in [92].

4.1 Introduction

The use of small unmanned aerial vehicles (UAVs) has recently gained much attention for
wireless communications due to their on-demand mobility and deployment flexibility (e.g.,
[35,93,94]). In UAV networks, wireless channels between ground control unit or ground sta-
tion (GS) and UAVs generally experience near line-of-sight (LoS) propagation and thus often
modeled as Rician fading [95]. On the other hand, as the channel is close to ideal, its secu-
rity against eavesdropping becomes another concern in wireless networks, and physical layer
security approaches have received significant recent interest. For example, in [96], the secrecy
performance of a multi-hop selective UAV-aided relaying system with M transmitters has been
investigated. In [97], the optimum power allocation and trajectory in view of physical layer
security for a UAV-aided relaying network has been studied.

In this chapter, we investigate the performance of UAV-aided selective relaying network with
jammer selection over Rician fading channel, where multiple UAV relays serve for a GS over
unreliable wireless channels, and the selected UAV will relay information to a destination. In
particular, considering the fact that the eavesdropper also needs to deliver its information to
the backhaul through wireless channels even after its successful interception, the impact of the
backhaul reliability on the resulting performance is considered, which similar to [98,99]. The

main contributions of this work are summarized as follows:
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* Depending on the functionality of UAV relays, four different UAV-based collaborative
relaying and jamming approaches are introduced and compared that may require different

computational complexity, synchronizability, as well as channel knowledge.

* Based on widely accepted Rician fading models for the air-to-air (A2A) and air-to-ground
(A2G) links in conjunction with a low-altitude UAV swarm scenario, the four approaches
are theoretically analyzed in terms of transmission outage probabilities of the main channel
and eavesdropping channel and develop their mathematical expressions that are readily
calculated. For the eavesdropping channel, the effect of its backhaul reliability is also

taken into account in our analysis.

» Using the developed theoretical results, we demonstrate the trade-off relationship between

the transmission outage probabilities of the main channel and eavesdropping channel.

The rest of this chapter is organized as follows. Section 4.2 presents the system and channel
model of UAV-aided relaying network with jammer selection considered throughout this chapter,
and their performances are theoretically analyzed in Section 4.3. Some numerical examples of
the transmission outage probability of both main channel and eavesdropping channel based on
the developed analytical expressions as well as simulations are presented in Section 4.4. Finally,
Section 4.5 concludes this work.

Notation: Throughout this chapter, the following notations are adopted. f,(-), F,(-), and
M, (+) denote the probability density function (PDF), cumulative distribution function (CDF),
and moment generating function (MGF) of the random variable (RV) ¢, respectively. L~ (F(s))
is the inverse Laplace transform (ILT) of the function F'(s) [100, §2.4.3]. The following special
functions will be used: the Gamma function I'(-) [87, §8.310], the v-th order modified Bessel
function of the first kind 7, (-) [87, §8.406], the Kummer confluent hypergeometric function of the
first kind 1 F1 (o, 7; 2) [87, §9.210], the Whittaker function M) ,(2) [87, §9.220], the v-th order
Marcum-() function @, (-) [86], the Dirac Delta function §(z) [100, §1.17], and the Pochhammer
index (a),, [100, §5.2(iii)].

4.2 System Model and Channel Assumption

Fig. 4.1 illustrates the UAV-aided selective relaying network, where a source (5) GS com-
municates with a destination (D) via U intermediate UAV-aided relays (R, ..., Ry) that provide
G2A and A2G links, in the presence of a single UAV-aided eavesdropper (£). All the commu-

nicating devices are assumed to be equipped with a single antenna, and operate in a half-duplex
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Figure 4.1: An illustration of the UAV-aided selective relaying network.

mode, i.e., it cannot transmit and receive the signal simultaneously. Due to the large path-loss

and obstacles, the direct link between .S and D does not exist in our assumption.
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4.2.1 Compared Models

In what follows, the UAV swarm operates as follows in our assumption:

1. S broadcasts the guidance signal to all the relays, and they estimate their channel gain
from S (Step 1 of Fig. 4.1), where the complex channel coefficient from S to the uth
relay R, is given by h,,, with u € {1,2,--- /U}. Among U relays, L relays, denoted by
Ry, 0 € {1,2,...,L} (L < U) in what follows, will be selected by the source based on the

predetermined rule.

2. L selected UAV nodes will then serve as relay nodes, and among the residual (U — L)
relays, N relays will act as cooperative jammers, denoted by J1, Jo, ..., Jy (L + N < U).

3. In step 2, the two-phase relaying based on the decode-and-forward (DF) protocol will be
performed. During this step (over the two successive phases), each jammer broadcasts its

artificial noise (AN) with identical power P; to protect the information signal from F.

In step 2, the following four approaches for relay and jammer selection shown in Fig. 4.1

(b)-(e) are investigated:

Optimal Relay Selection (ORS)

This model does not employ artificial noise generation, and it selects only one relay, denoted
by R*, that has the best performance between all S — R, channels among the available relays
(i.e., L = 1and N = 0). This corresponds to the case in Fig. 4.1(b).

Optimal Relay Selection and Jamming (ORSJ)

This model is an extension of ORS model, and selects two relays (L = 1 and N = 1)
among the multiple available relays such that one relay R* that has the best performance among
S — Ry channels is employed for signal forwarding in the second phase, whereas the other
randomly selected relay, denoted by .J;, serves as a jammer over the two successive phases in
step 2. This corresponds to the case in Fig. 4.1(c). Since only one jammer transmits AN without

beamforming, both destination and eavesdropper are affected.

Optimal Relay Selection with Multiple Jamming (ORSMJJ)

This model is an extension of ORSJ, and it selects one relay R* among the available re-

lays such that the instantaneous received signal-to-noise ratio (SNR) at the relay is maximized,
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whereas the remaining UAV transmitters, which act as jammers, collaboratively form a beam
in a distributed manner [101] to prevent eavesdropper from receiving information. (Here, it is
assumed that the relays have the knowledge of the direction of £ and the selected jammers have

synchronizability to perform beamforming.) This corresponds to the case in Fig. 4.1(d).

Multiple Relay Combining with Multiple Jamming (MRCM))

In this model, S randomly picks up L UAV relays and N UAV jammers upon forward-
ing information in step 2. The UAV relays use collaborative beamforming strategy to forward
information to D [101] in the second phase. More specifically, in addition to the same beam-
forming capability of jammers as ORSMJ model, the perfect beamforming of information signal
in Ry — D links is also assumed such that £ can only receive information from S in the first
phase. This corresponds to the case in Fig. 4.1(e).

Let v4_, 5 denote the signal-to-interference-plus-noise ratio (SINR) of the link from node A
to B. In order to simplify our subsequent analysis, in ORS, ORSJ, and ORSMJ scenarios, R*
has the highest SINR (more precisely, SNR in this case) upon relaying the received information
from the source in our assumption, i.e.,

A

e 4.1
tsore S max s @

and the overhead required for selection of the best relay will be assumed to be negligible.

4.2.2 Channel Assumptions

The notations used for channel coefficients throughout this work are introduced in Fig. 4.1:
h., corresponds to that of S to the relay R, (with h* representing that of R*) and g, corresponds
to that of R, to D (with ¢g* representing that of R*). Furthermore, f; corresponds to that of S
to E in the first phase and f, corresponds to that of R* to E in the second phase. In the case of
ORSJ, the link of the selected jammer J; to the selected relay R* and that of J; to D are given
by j1 and jo, respectively. Finally, v, is also used to denote the link from the jammer .J,, to E.
Note that due to the spatial separation, all the channel coefficients are assumed to be statistically
independent in what follows.

Due to the UAV-aided scenario, G2A (or A2G) and A2A channels contain a line-of-sight
(LoS) component and thus the channel coefficients are modeled by Rician fading [95]. More
specifically, h, with u € {1,2,....,U}, g, with £ € {1,2,..., L}, v, withn € {1,2,..., N}, and

f1 and f5 are all assumed to be complex Gaussian random variables with their second moments
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2 follows

(e.g. E [|hu|2}) given by 2. In this case, the PDF of its squared envelope, i.e., z = |h,
the non-central chi-square distribution with two degrees of freedom [102]:

Fa(2) = —K; Lo (e 50y (2 —K<KQ+ 1)Z> (4.2)

where K is a Rician factor. In what follows, it is assumed that the Rician factors of G2A (or
A2G) and A2A channels are characterized by K and K 4, respectively. Also, the case with
K4 — o0 is separately considered, i.e., the A2A channel is characterized by an AWGN channel
without fading, whereas K is always bounded. Likewise, ko and k4 are also used to denote
the path-loss factors associated with G2A (or A2G) and A2A channels, respectively. In general,
the path-loss of G2A (or A2G) is more severe than that of A2A, and thus k5 < k4 is derived in

general.

4.2.3 Backhaul Reliability of

In practice, the eavesdropper £ should also send the received information to its own des-
tination. It is assumed that even if £ can successfully decode the information, it may fail in
delivering it to its own destination due to fading and other imperfections in its backhaul. When
a backhaul transmission fails, in order to focus on the impact of backhaul reliability in terms of
the secrecy performance, additional coding, automatic repeat request (ARQ), and power control
are not considered. The backhaul reliability of £ is defined as a random variable, and assume
that it follows a Bernoulli distribution independent of source message as in [98,99]. Let B; and
B, denote reliability indicators of communications during the first and second phases in step 2,
respectively. In this work, both B; and B, are assumed to be Bernoulli random variables chosen
from {0, 1} with probabilities 1 — ¢ and ¢, respectively, where 0 and 1 indicate loss of backhaul
connection and successful backhaul connection. In other words, ¢ is the probability of successful

backhaul connection of £.

4.2.4 SINR of Main Channel

Let vp denote the instantaneous SINR observed at the destination. In the cases of ORS,ORS]J,
and ORSMJ, it is assumed that .S transmits guidance signal to the relays such that the optimal
relay R* is selected according to (4.1) in step 1. After that, the remaining relays will be divided
into the two parts: NN relays will act as the UAV jammers, which will broadcast AN with the
power P; during the the first and second phases of step 2. The other (U — N — 1) relays will
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keep silence to save energy for the next transmission. With respect to the DF relaying protocol,
the end-to-end SINR associated with the overall link S — R* — D of step 2 can be expressed

as

YD = IHiH(’YSaR* ) W/R*HD)- (4.3)

In the case of MRCMJ, on the other hand, the UAV-aided relays forward its information
with ideal beamforming scheme in the second phase. Therefore, the received SINR at D can be

expressed as [71]

L
YRR =N " min (Y5 m,, Yr,0) (4.4)
/=1

4.2.5 SINR of Eavesdropper Channel

It is assumed that the eavesdropper operates in a greedy mode, i.e., it attempts to intercept
the signals transmitted from both S and R* over the two phases. In order to maximize the total
received SINR, the eavesdropper intelligently proceeds detection using maximum ratio combin-
ing (MRC) across all the received signals from S and R*. Hence, the instantaneous received
SINR with MRC by E can be expressed as [103]

YE = VS—E + YR*=E 4.5)

where vs_, g and g+, are the received SINRs of the first and second phases, respectively.

4.2.6 SINR Expressions

In what follows, SINR expressions yp and g are developed for each of the four models,
which described in Section 4.2.1.
ORS

In this model, there is no interference observed by the relay and destination. Hence, the

corresponding instantaneous SINR of the main channel in the first phase can be expressed as

kg Polh*)?
19 = Ji‘ | (4.6)
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where h* is the channel coefficient of the link from S to the selected relay R* (as described in
Section 4.2.2), F, is the transmission power of S, and P, is the power of the additive white
Gaussian noise (AWGN) observed at the receiver. Similarly, in the second phase for the commu-
nication between R* and D, we have

ORS __ "GGP0|9*|2

R*>D = P, 4.7)

where ¢g* is the channel coefficient of the link from R* to D. It is also assumed that the
selected relay transmits its signal with the same power P, as that of .S for simplicity. Since both
communications take place over