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Abstract

Data theft and fraudulent financial transfer via phishing websites and malware have become major
threats especially for Internet banking and credit card companies. According to the National Police
Agency, the amount of damage caused by fraudulent financial transfer related to Internet banking in
2018 is reported to be about 461 million yen. Man-In-The-Browser (MITB) attack is one of the major
types of such cyber attacks.

MITB malware can intercept and tamper communication within the browser. As a result, fraudulent
financial transfer and information theft are occurred. In MITB attacks, legitimate websites are tampered
and used for attacks. Therefore, it is easy for a user to be damaged by trusting a legitimate website. In
addition, there is a problem that it is difficult for Web service providers to take countermeasures because
tampering occurs on the infected PC.

The purpose of this paper is to reveal the detail of MITB attacks by financial malware and to develop
countermeasure against that. In addition, in general, cyber attacks and countermeasures have the prob-
lem that attackers and defenders compete with each other and fall into the “Attack and defense infinite
loop”. In this study, I propose MITB attack countermeasure ecosystem that can mitigate MITB attacks
by updating the countermeasures appropriately and can finally end the Attack and defense infinite loop
with defender advantage.

First, this paper proposes a method for observing financial malware in order to reveal the target and
detail of MITB attack. Most of this malware relies on a configuration retrieved from an external server.
Therefore, only static analysis of malware is insufficient to clarifying the overall picture of the attack.
It is also important to analyze the configuration acquired from the external server. In this paper, I
propose a long-term observation method for financial malware combining static analysis and behavior
observation. This method uses static analysis to clarify the malware’s functions and obtain the necessary
information required to perform behavior observation. Then it observes the behavior of malware using
result of the static analysis. I used this method to observe the behavior of several financial malware
within 1 year and 10 months. In addition, I used a financial malware infected environment to connect
to web services such as Internet banking, which was the target of the attack, and analyzed the MITB
attack dynamically. This paper describes the attack methods for financial malware that became clear
as a result of observation. These observation results show that this method is effective in clarifying the
attack methods of multiple financial malware continuously.

In content tampering by MITB attack, “MITB Attack JavaScript” is used. In order to understand how
MITB attacks are conducted, it is necessary to analyze MITB Attack JavaScript. However, these scripts
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are often obfuscated and can consist of thousands of lines making manual static analysis difficult. As
described above, in the long-term observation experiment of financial malware, I performed a dynamic
analysis of the MITB attack by connecting to an actual service using an infected environment. On the
other hand, dynamic analysis of the malicious JavaScript with an environment with actual malware
infection risks negative impact on the web services and possible interruption by the attackers. In this
paper, I propose a new dynamic analysis method of malicious JavaScript using an analysis environment
without actual malware infection to realize more stable and less visible analysis from the attackers. I
evaluate proposed method using in-the-wild MITB malware and show that the method is effective to
most of them.

Next, I systematically classified recent MITB attack methods in Japan based on the results of long-
term observation and MITB attack JavaScript dynamic analysis. Then I considered the effectiveness
of existing countermeasures used for Internet banking that using the classification results of the MITB
attack method. And I investigated the status of countermeasures at web service targeted from these
attacks other than Internet banking. From these results, the problems in the existing countermeasures
and the results of studying the solutions are described. Based on the results of the consideration,
I believe that it is necessary to popularize detection methods to prevent information theft by MITB
attacks. Therefore, I propose a detection method that focuses on malicious communications caused
by MITB attacks. This detection method uses browser extensions to monitor all HTTP requests in a
web browser. It is possible to detect the latest attacks by using the results of long-term observation of
financial malware and analysis of MITB Attack JavaScript in the malicious communication detection
rules. In order to realize the detection method, the MITB attack detection function was implemented
as a browser extension. This result demonstrates that it is possible to detect malicious communications
caused by MITB attacks.

Finally, a countermeasure ecosystem to reduce MITB attacks by financial malware is described. Usu-
ally, cyber attacks and countermeasures fall into the Attack and defense infinite loop where attackers
and defenders take measures against each other. This is also the case with MITB attacks by financial
malware. However, by properly performing from attack method analysis to countermeasure method up-
date, it is possible for the defender to maintain the superiority in the Attack and defense infinite loop. In
this way, by making the MITB attack by financial malware an inefficient attack technique, it is possible
to create a situation where the attacker stops the attack and end the Attack and defense infinite loop.
In this study, I show that this ecosystem can be realized by combining the proposed methods.
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