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Abstract

Many researchers have worked on developing quantum computers which use
quantum mechanics to perform computations. On the other hand, the stan-
dardized cryptosystems such as RSA encryption and elliptic curve cryptosys-
tems are theoretically broken by utilizing quantum computing if sufficiently
large-scale quantum computers are realized. Hence, it is important to de-
sign constructions of post-quantum cryptography or quantum-resistant cryp-
tography, which is cryptography resistant to quantum computing. In fact,
NIST (National Institute of Standards and Technology) has promoted the
post-quantum cryptography (PQC) standardization project, and the develop-
ment of post-quantum public key encryption and digital signatures has been
advanced actively.

In this thesis, we aim at constructing quantum-secure cryptographic schemes
of encryption, authentication, and cryptography with both properties of en-
cryption and authentication. Quantum security means security against quan-
tum computing in a quantum security model in which an adversary can commit
a quantum computation in a black-box way. The properties of encryption and
authentication are confidentiality and integrity of data, respectively. These
are fundamental security notions in cryptology. In addition, quantum security
models capture situations in which quantum computers are widespread and
available to many users. Hence, it is important to consider confidentiality and
integrity in a quantum security model.

First, we focus on public key encryption (PKE) satisfying selective open-
ing (SO) security in quantum security models. Concretely, we prove that two
PKE schemes from key encapsulation mechanism (KEM) constructions sat-
isfy SO security against chosen ciphertext attacks (SO-CCA security) in the
quantum random oracle model (QROM) or the quantum ideal cipher model
(QICM). One is constructed from any KEM schemes meeting indistinguisha-
bility against chosen ciphertext attacks (IND-CCA security) and any data
encapsulation mechanism (DEM) meeting both simulatability and integrity,
and it satisfies SO-CCA security in the QICM. The other is constructed from
a KEM scheme based on Fujisaki-Okamoto transformation and any message
authentication code (MAC) meeting strong unforgeability, and it satisfies SO-
CCA security in the QROM. We can obtain concrete SO-CCA secure PKE
schemes from any KEM constructions meeting the security which standard-



ized KEM/PKE schemes are required to achieve (i.e., IND-CCA security) by
combining with standardized DEM or MAC schemes.

Second, we deal with the quantum security of message authentication codes
(MACs) with aggregation, which are called aggregate MAC (AMAC) and se-
quential AMAC (SAMAC). We formalize the quantum security of AMACs
for the first time, and show that an existing AMAC scheme satisfies our
security. In addition, we also formalize the quantum security of SAMACs
and show that existing SAMAC schemes are broken in our security model.
Then, we present two SAMAC schemes satisfying our security. One is con-
structed from any quantum-secure pseudorandom function, and the other is
constructed from any randomized pseudorandom generator. To realize con-
crete AMAC/SAMAC schemes with the quantum security, we can apply exist-
ing cryptographic primitives including standardized ones. Hence, our schemes
are useful in terms of practicality and security.

Third, we propose constructions of public key cryptography with both
confidentiality and integrity, which is called signcryption. We present two
schemes satisfying the security in the QROM or the standard model where
there does not exist (quantum) random oracles and (quantum) ideal ciphers.
One is based on lattice problems which are computationally hard problems
even for quantum computers and satisfies the security of signcryption in the
standard model. The other is a generic construction starting from any PKE
scheme meeting a weaker security than IND-CCA security and any lossy iden-
tification scheme with several properties. By applying schemes submitted to
the PQC standardization project, it is possible to construct concrete sign-
cryption schemes in the QROM. In addition, we show that the key-size and
ciphertext-size of our schemes are shorter than those of existing ones.
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Chapter 1

Introduction

1.1 Quantum Algorithms against Cryptosystems

In recent years, many researchers have worked on developing quantum com-
puters, which leverage quantum mechanics to perform computations, because
we can obtain various applications by utilizing quantum computations. De-
pending on applied principles, quantum computers are classified as follows:
Universal quantum computers with logical operations (which are called quan-
tum gates) aiming at solving any computational problems, and quantum com-
puters aiming at solving specific optimization problems, such as quantum an-
nealers. In order to carry out large quantum computations by using a univer-
sal quantum computer, it is necessary to correct errors throughout quantum
computations. It seems that it will take a long time to realize large-scale
quantum computers with fault-tolerance functionality though there are some
experiments which have demonstrated universal sets of quantum gates with
high fault-tolerance [33]. NIST (National Institute of Standards and Tech-
nology) has shown an opinion that it seems that a quantum computer which
can break 2000-bit RSA encryption could be built by 2030 [33]. Regarding
quantum annealers, it is reported that factoring problem can be solved by us-
ing quantum computers with quantum annealing though quantum annealing
requires super-polynomial time [79].

On the other hand, since Diffie and Hellman introduced the notion of
public key cryptography in 1976 [37], many (public key) cryptosystems based
on number theoretic problems have been proposed. (e.g., RSA cryptosys-
tems [114], ElGamal cryptosystems [50], Goldwasser-Micali encryption [56],
Paillier encryption [109], elliptic-curve cryptosystems [103, 86].) However, if
sufficiently large-scale (universal) quantum computers are realized in the fu-
ture, these cryptosystems are broken theoretically. This is because there exist
quantum polynomial-time algorithms solving number theoretic problems used
in the cryptographic schemes while polynomial-time classical algorithms solv-
ing these problems have not been known. As for symmetric key cryptography,
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Chapter 1. Introduction

it is also known that several standardized schemes are theoretically broken in
a quantum security model where many users use quantum computers.

Concretely, Shor presented quantum polynomial-time algorithms which
solve number theoretic problems such as factoring and discrete logarithm
[121, 122]. Thus, by using Shor’s algorithms, it is possible to break public
key cryptosystems based on number theoretic problems like RSA, factoring,
discrete logarithm Diffie-Hellman, and more cryptosystems. As for symmetric
key cryptography, there exists a general attack using Grover’s algorithm [57],
which can find an n-bit secret key with time-complexity O(2"/2). The measure
against this attack is to double the bit-length of secret key-sizes. However, in
quantum security models, several well-known schemes are broken in quantum
polynomial-time even though we prevent the attack with Grover’s algorithm.
In 2013, Boneh and Zhandry introduced a quantum security model of message
authentication codes (MACs) and proved that in this security model, there ex-
ist quantum polynomial-time algorithms which break the existing MACs [24].
In 2016, by utilizing Simon’s quantum algorithm [123], Kaplan et al. pre-
sented quantum attacks breaking several well-known and classical symmetric
key cryptosystems including standardized schemes, such as three-round Feis-
tel scheme, CBC-MAC, PMAC, and GMAC [80] in the security models which
were introduced in [24, 25]. In addition, other quantum attacks against several
cryptosystems have been researched [10, 130, 70, 71, 75, 69].

In 2016, from the factors above, NIST called for proposals of standards
of post-quantum cryptography: public key encryption, digital signatures, and
key-establishment algorithms [106]. Since then, it has advanced post-quantum
cryptography (PQC) standardization project actively [107]. In addition, Eu-
ropean Telecommunications Standards Institute (ETSI) also have considered
the road-map related to transforming to post-quantum cryptosystems. Notice
that in this thesis, if we describe a post-quantum cryptography (or cryptosys-
tem), the cryptography is resistant to quantum computing in a security model
where adversaries can utilize quantum computations.

Therefore, it is essential to develop cryptographic primitives secure against
attacks using quantum computers, and consider post-quantum ones with small
time-complexity and small communication-complexity so that post-quantum
primitives can be used in the real world. In the future, the following situations
can be considered: (i) There is no threat of attacks utilizing quantum compu-
tations, (ii) An adversary can utilize quantum computing and the other users
just use classical computing, (iii) all users including adversaries can leverage
quantum computing. Notice that we do not consider that cryptosystems with
quantum algorithms are used in these situations. In this thesis, we focus on
situation (iii) because it is natural to assume situation (iii) in a quantum
world where quantum computers are finally widespread and available to many
users. In addition, from an academic viewpoint, establishing a post-quantum
cryptography in situation (iii) is the most challenging, and the solutions in
situation (iii) will be applicable even in other situations (i) and (ii). Regard-
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1.2 Quantum Security of Cryptography

ing the other situations, it is unlikely to consider situation (i) since many
researches have paid much attention to the development of quantum comput-
ers, and it is predicted that quantum computers are realized in the near or
distant future. Although situation (ii) may be natural as a situation in a few
decades, we are interested in cryptography secure in a world where many users
can use quantum computers.

1.2 Quantum Security of Cryptography

There are the following approaches to design cryptographic systems secure
against quantum attacks:

e One is to construct a post-quantum cryptosystem in a classical secu-
rity model where the adversary against the post-quantum cryptosystem
can use quantum computing and only classical oracles which, given a
classical query, returns the response. For example, we consider a post-
quantum public key encryption scheme secure against chosen ciphertext
attacks in a classical security model. We assume that this one is based
on (computationally) hard problems even for quantum computers, such
as lattice problems and error-correcting codes. The scheme is secure
against attacks using quantum computing and accessing a decryption
(classical) oracle which, given a ciphertext, returns the decrypted value.

e The other is to construct a post-quantum cryptosystem in a quantum
security model where the adversary against the post-quantum cryptosys-
tem can use not only quantum computing but also quantum oracles
which, given a quantum superposition of queries (quantum query), re-
turns the quantum superposition of the responses. For example, we
consider a post-quantum public key encryption scheme secure against
quantum chosen ciphertext attacks. This one is secure against attacks
using quantum computing and accessing a decryption oracle which, given
a quantum superposition of ciphertexts, returns the superposition of the
decrypted values.

In this thesis, quantum security denotes security against attacks using quan-
tum computation in a quantum security model. Notice that we do not con-
sider the security model in which cryptographic primitives use quantum com-
puting (e.g., [108]). This is because we are interested in how to construct
post-quantum protocols starting from existing (standardized) cryptographic
primitives with classical algorithms.

Regarding main post-quantum cryptography in a classical /quantum secu-
rity model, there are cryptosystems based on the hardness of lattice problems,
error-correcting codes, and solving systems of multivariate polynomials. These
ones are based on the hardness of NP-hard problems or approximating these
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problems, and resistant to attacks using quantum computing. This is be-
cause it is expected that the classes P and NP are not identical, and NP-hard
problems cannot be solved in polynomial-time by using classical computers.
Moreover, it is also believed that NP-hard problems cannot be solved in quan-
tum polynomial-time even if quantum computers are utilized. In particular,
of all post-quantum cryptosystems, ones based on lattice problems, which are
called lattice-based cryptosystems, have been researched actively, because lat-
tice problems or computational ones related to lattice problems are more suit-
able for applying to cryptography than other NP-hard problems. In addition,
lattice problems can provide many cryptosystems with advanced functional-
ity. As promising problems related to lattices, we can consider the problems of
learning with errors (LWE) and small integer solution (SIS), which are focused
on recently in constructions of lattice-based cryptography. So far, various and
important constructions of cryptographic schemes have been proposed based
on the problems: public key encryption [113, 111, 112, 90], and digital sig-
natures [26, 53, 31, 97, 115, 96, 41, 42, 21, 139, 27]. In addition, there are
constructions of key encapsulation mechanism [110, 31], identity-based en-
cryption [53, 31, 3, 133, 139, 27, 134], identification schemes [94, 83, 95], and
collision-resistant hash functions [54, 102].

Concerning quantum security models, the following models were formal-
ized: Boneh et al. introduced the concept of the quantum random oracle model
in 2011 [23], and Boneh and Zhandry formalized the quantum security models
of message authentication codes (MACs), digital signatures (DSs), symmetric
key encryption (SKE), and public key encryption (PKE) in 2013 [24, 25]. The
quantum ideal cipher model was formalized by Hosoyamada and Yasuda in
2018 [72].

Regarding the quantum random oracle model (QROM), many works have
aimed at presenting cryptosystems and security proofs in this security model.
The (classical) random oracle model (ROM), which was formalized by Bellare
and Rogaway in 1993 [18], is a security model in which a cryptosystem uses
ideal random functions, and any adversary against the cryptosystem has access
to the ideal random functions as oracles which are called random oracles. The
QROM is a model in which any adversary is allowed to issue quantum queries
to random oracles which are called quantum random oracles. In a real world,
cryptosystems secure in the ROM/QROM use cryptographic hash functions
as random oracles. It is natural to focus on designing post-quantum cryp-
tosystems in the QROM. In fact, the security of standardized cryptosystems
such as RSA-OAEP and Diffie-Hellman key exchange are proven in the ROM,
and those of most schemes submitted to the PQC standardization project
are guaranteed in the QROM. Since the QROM was introduced, many works
have been studied about cryptosystems secure in the QROM as follows: PKE
schemes [23, 127, 64, 116, 76, 73, 77, 78], DSs [131, 84, 91, 39], identity-based
public-key encryption schemes [137, 81], the general proof techniques in the
QROM [129, 9], and more works.



1.3 Overview of Our Contributions

In addition, the classical/quantum ideal cipher model is a model where
any adversary has access to ideal ciphers E as oracles (i.e., Fx : X — X is
an ideal random permutation for each key k). Concerning a work related to
quantum ideal cipher model (QICM), it is proven that there exists a quantum
one-way function if the underlying block cipher is a quantum ideal cipher [72].

The security of MACs in a quantum security model was introduced by
Boneh and Zhandry [24]. In this security model, any adversary against a
MAC scheme is allowed to issue quantum queries to a tagging oracle which,
given a message, returns the tag on the message while in the classical security
model, it is allowed to issue only classical queries. Furthermore, they showed
that some existing MAC schemes such as Carter-Wegman MAC [132] and a
one-time secure MAC from a pair-wise independent hash function, which are
secure in the classical security model, can be broken in the security model.
Moreover, they proposed constructions satisfying the quantum security. In
addition, they also formalized the security of DSs, SKE, and PKE in the
quantum security model and proposed generic constructions of these crypto-
graphic protocols with the quantum security [25]. As described before, in 2016,
Kaplan et.al presented quantum algorithms breaking several SKE schemes in
the security models of [24, 25]. In particular, standardized MAC and authen-
ticated encryption schemes such as CBC-MAC and GCM can be broken in the
quantum security model. Hence, it is important to consider quantum security
of cryptographic systems.

1.3 Overview of Our Contributions

In this thesis, we propose quantum-secure cryptosystems. We consider quan-
tum security of (1) encryption, (2) authentication, and (3) cryptography with
both properties of encryption and authentication. Encryption schemes guaran-
tee confidentiality and prevent data from being compromised. Authentication
schemes guarantee integrity and prevent data from being substituted. Cryp-
tography with both properties of encryption and authentication guarantees
both confidentiality and integrity.

We describe the overview of our contributions in (1), (2), and (3) as follows.

(1) Encryption

We aim at proving that hybrid encryption schemes satisfy selective-opening
security (SO security) in the QROM or the QICM. Hybrid encryption is PKE
which consists of public key cryptography and symmetric key cryptography,
which are called key encapsulation mechanism (KEM) and data encapsulation
mechanism (DEM), respectively. SO security, of which concept was introduced
by Bellare, Hofheinz, and Yilek in 2009 [15], guarantees the confidentiality of
ciphertexts whose messages and randomness are not compromised even though
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adversaries get secret information such as messages and randomness of several
ciphertexts.

Our main motivation is to construct SO-CCA secure PKE schemes from
any IND-CCA secure KEM/PKE schemes which were submitted to the PQC
standardization project. Indistinguishability against chosen ciphertext attacks
(IND-CCA security) has been studied actively as one of the most important
security of PKE, and NIST requires that standardized schemes satisfy this se-
curity. However, IND-CCA security may not be enough in the multi-user set-
ting of selective-opening security against chosen ciphertext attacks (SO-CCA
security). It is proven that IND-CCA secure PKE schemes do not necessarily
fulfill SO-CCA security in [14, 67, 66]. Namely, there are counterexamples
such as IND-CCA secure PKE constructions which are broken in the security
model of SO-CCA security. All submitted schemes just guarantee IND-CCA
security. Moreover, in fact, there are many situations where messages and
randomness of ciphertexts are leaked because of weakness in system’s design,
even though cryptosystems are not broken theoretically. Therefore, it is im-
portant to consider how to construct SO-CCA secure PKE schemes from the
submitted KEM/PKE constructions.

Our contribution is to prove that two hybrid encryption schemes from
IND-CCA secure KEM /PKE schemes satisfy SO-CCA security in the QROM
or the QICM, for the first time. One is a PKE scheme included in the stan-
dard KEM/DEM framework which was designed in [35]. We require that the
underlying KEM meets IND-CCA security and the underlying DEM scheme
meets both simulatability and integrity which were formalized in [61] and [17],
respectively. This one satisfies SO-CCA security in the QICM. The other is
constructed from any FO-based KEM scheme which is a generic construction
of IND-CCA secure KEM, and any MAC with strong unforgeability. This
construction satisfies SO-CCA security in the QROM. Notice that FO-based
KEM schemes include most constructions submitted to the PQC standardiza-
tion project. The differences between these hybrid encryption schemes are as
follows:

e We can apply any IND-CCA secure KEM to the scheme in the standard
KEM/DEM framework while the underlying KEM in the other one is a
particular KEM scheme which was categorized in [64].

e The underlying DEM in the KEM/DEM framework must meet both
integrity and a particular property (simulatability) which has been dealt
only in [61] while the underlying MAC in the other scheme just needs to
fulfill a well-known security (strong unforgeability) which standardized
(deterministic) MACs meet.

Notice that PKE is a stronger cryptography than KEM. Namely, if a PKE
scheme meets IND-CCA security, then it also satisfies the IND-CCA security
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1.3 Overview of Our Contributions

of KEM. Thus, we can apply any IND-CCA secure KEM/PKE scheme to
either SO-CCA secure hybrid encryption.

(2) Authentication

Our purpose is to propose quantum-secure MACs with aggregation. Specifi-
cally, we deal with aggregate MAC (AMAC) and sequential aggregate MAC
(SAMAC) in quantum security models. In the ordinary MAC, a sender gen-
erates a tag (MAC-tag) on a message by using its secret key, and a receiver
verifies a message/MAC-tag pair by using the corresponding key. In the case
in which multiple senders with distinct keys generate MAC-tags on their local
messages, an AMAC compresses the multiple MAC-tags into a tag (aggregate
tag), and a receiver with the corresponding keys verifies whether a pair of
multiple messages and an aggregate tag is valid or not. SAMAC is AMAC
which can verify not only messages but also the order of sequential messages.

Our main motivation is to construct quantum-secure AMACs and SAMACs.
This is because when multiple senders send messages simultaneously, AMACs
and SAMACs are widely used since it is possible to reduce the size of MAC-tags
over channels. Thus, it is possible to utilize AMACs/SAMAC: for applications
using resource-constrained devices such as audit-logging systems, wireless net-
work sensors, data-partitioning, and other applications. Furthermore, existing
AMACs/SAMACs may be broken in quantum security models. In fact, it is
known that several existing ordinary MACs including standardized schemes
are broken in a quantum security model [24, 80]. However, there is no work
which researches the quantum security of AMACs/SAMACs.

Our contribution is to formalize the quantum security of AMACs/SAMACs
and present generic constructions with our security. More details are as follows:

e We formalize the quantum security of AMACs. Our definition is rea-
sonable since this is the extension of the existing security [82] in the
classical security model. Furthermore, we prove that an existing AMAC
constructed from any MAC [82] satisfies our security if the underlying
MAC scheme meets unforgeability in the quantum security model of
[24]. Notice that it is possible to construct concrete AMAC schemes
satisfying our security because several MACs [136, 24, 124] meet the
quantum security of [24]. In particular, we can construct the AMACs
from standardized MAC schemes [124].

e We formalize the quantum security of SAMACSs, which is the extension
of the existing security [44] in the classical security model. Besides, we
show that existing SAMAC schemes [44, 128] are broken in our security
model by using existing quantum attacks of [24, 80]. We present two
generic constructions satisfying our security. One is constructed from
any quantum-secure pseudorandom function (QPRF), and the other is
constructed from any randomized pseudorandom generator (randomized
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PRG). The difference between these schemes is that we can apply de-
terministic pseudorandom functions to the SAMAC from QPRF while
we can apply randomized PRGs to the other one. This means that con-
crete constructions from QPRF's can be realized by applying well-known
and practical MAC schemes such as NMAC/HMAC [124] while we can
realize concrete ones from randomized PRGs which are based on compu-
tationally hard problems for quantum computers such as learning parity
with noise (LPN) problem.

(3) Encryption and Authentication

Our goal is to propose quantum-secure signcryption schemes with short key-
size and ciphertext-size. Signcryption is a public key cryptography satisfying
both properties of PKE and DSs. Concretely, we construct two schemes with
both confidentiality and integrity against inside adversary in a multi-user set-
ting. Inside adversaries and the multi-user setting mean the following:

e Inside adversaries against a signcryption scheme can use either senders’
or receivers’ secret keys in order to break the scheme in a security game
while outside adversaries use only public parameters and public keys.
Thus, inside adversaries are stronger than outside adversaries.

e In the multi-user setting of signcryption, multiple senders and multi-
ple receivers communicate one another while in the two-user setting, a
sender and a receiver communicate each other. In particular, in the se-
curity model of the multi-user setting, the (inside) adversary against a
signcryption scheme can generate receivers’ or senders’ key-pairs at any
time and use them to break the scheme in a security game while in the
two-user setting, the (inside) adversary generates only one receiver’s or
sender’s key-pair at the beginning of a security game.

Hence, one of desirable security of signcryption is security against inside adver-
sary in the multi-user setting. Notice that signcryption schemes obtained by
combining PKE and DS constructions in the straightforward way do not neces-
sarily satisfy both confidentiality and integrity in the security model [11, 100].

Our motivation is to construct quantum-secure signcryption schemes with
short key-size and ciphertext-size. Concerning existing post-quantum sign-
cryption schemes, there are constructions obtained by applying concrete lattice-
based primitives to generic constructions of [34, 104]. However, the key-size
and ciphertext-size of these signcryption schemes are much longer than those
of constructions based on number theoretic problems. Moreover, by using
signeryption schemes, we can realize secure channels guaranteed both confi-
dentiality and integrity from insecure ones such as the Internet. Hence, it is
significant to develop efficient cryptographic systems with both confidentiality
and integrity in a quantum world.



1.3 Overview of Our Contributions

Our contribution is to propose two quantum-secure signcryption schemes
satisfying both confidentiality and integrity against inside adversaries in the
multi-user setting:

e One is a lattice-based construction with the securities in the standard
model which is a model without (quantum) random oracles and (quan-
tum) ideal ciphers. Concretely, this one is based on the well-known
computationally hard problems for quantum computers: Learning with
errors (LWE) problem [113] and small integer solution (SIS) problem
[102], which are related to lattice problems.

e The other is a generic construction in the QROM. This one is basically
obtained by combining a PKE scheme based on Fujisaki-Okamoto trans-
formation [48] and a DS scheme based on Fiat-Shamir transformation
[46].

The reason for presenting two schemes is as follows: The standard model is
a stronger security model than the QROM while constructions in QROM are
more efficient than those in the standard model in terms of key-size, ciphertext-
size, and time-complexity, generally. Therefore, the lattice-based construction
is important in terms of security while the construction in the QROM is sig-
nificant in terms of efficiency.

Furthermore, we show that the key-size and ciphertext-size of our schemes
are shorter than those of existing ones, which are obtained by applying suitable
lattice-based primitives to existing generic constructions of [34, 104]. These
existing ones of [34, 104] satisfy both confidentiality and integrity against
inside adversary in the multi-user setting.






Chapter 2

Preliminaries

2.1 Notations

We denote the set of integers by Z, the set of real numbers by R, and the set of
complex numbers by C. For a set S, let |S| be the cardinality of S. For a set
S, the sampling of a uniformly random element x € S is denoted by z £s.
For a positive integer n, let [n] := {1,2,...,n}. For a set S, let {z},cs be
a set of all elements in S. In particular, for a positive integer n and values
T1,...,Tp, let {2} = {T1,22,..., 25} denote a set of x1,...,2,, and let
(zi)iem) = (z1,22,...,7,) denote a sequence of 1, ..., Ty.

Vectors are in column forms and written as bold italic letters . For a
vector x, let z; be the i-th component of &, and ' be the row vector of x.
Matrices are written as bold italic capital letters X, and for a matrix X, let
x; be the i-th column vector of X. || - | denotes the Euclidean norm. For a
matrix X, let || X || := max; ||;||. For a matrix X, let s1(X) := max,(Xu),
where u is a unit value.

We write that a function f(\) is negligible in A (or f is a negligible function
in \) if f(A) < 1/g(\) for a polynomial g and sufficiently large A. A negligible
function in A is denoted by negl()). A polynomial of A is denoted by poly()).

The statistical distance between two distributions X', ) over a finite domain
D is defined as A(X,Y) := 33 cp | X (w) — Y(w)].

For a randomized algorithm A and the input x of A, A(x;r) denotes a
deterministic algorithm, where r is a random coin used by A. “Probabilistic
polynomial-time” and “quantum polynomial-time” are abbreviated as PPT
and QPT, respectively.

2.2 Quantum Computation

Quantum Systems. A quantum system is defined as a complex Hilbert space
with an inner product. The state of a quantum system is denoted by a vector
lp) € H such that (p|p) = 1, where ¢ is a label for the vector, (¢| is a dual
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vector of |p), and (p|¢’) is an inner product between two vectors |¢) and |¢').
A single qubit is denoted by |¢) = 10 [0) + 1 |1) € C? with an orthonormal
computational basis {|0),[1)} (e.g., [0) = (1,0)7,]1) = (0,1)7) and ampli-
tudes 1, 11 € C such that ¥ +17 = 1. An n-qubit state is defined as a linear
combination |¢) = >, cro1yn ¥z |z), Where {|z)}se(0,1yn is an orthonormal
computational basis of an n-dimensional Hilbert space with an inner product,
and b, € C (z € {0,1}") are amplitudes such that > g 1yn [V, ? = 1.

For different quantum systems H 4 and H g, the composite quantum system
is defined as the tensor product space Hq ® Hp. For |pa) € Ha and |pB) €
H B, the tensor product state is denoted by |pa) |¢B) = |0a) ® |¢B).
Measurement. If [p) = 3~ c 1o 13n Y [4) is measured in the computational basis
{2)}2e{0,137, |9) collapses to a classical state |x) with probability [¢;|?. More
generally, information can be obtained from a quantum superposition state |¢)
by using positive-operator valued measure (POVM) M = {M;};c[n), where
My, ..., My, are positive semi-definite matrices such that ), M; = I. When
we measure a state |p), outcome i is obtained with probability (¢|M;|).
FEvolution of Quantum Systems. When a state |¢) € H is transformed into
another state |¢’) € H, a unitary transformation is applied. Namely, |p) =
U |¢), where U is a unitary matrix over H.

Oracle Access For a quantum oracle O : X — ), issuing a quantum query
> rexyey Yoy |2, y) to O (quantum access to O) is written as

S teylmy) = Y teylzy®02).

rEX ,yeY TzeX yeY

2.2.1 Quantum Random Oracle Model

In the random oracle model, we assume that there exists an ideal random
function H, and all parties can access this function. The quantum random
oracle model (QROM) is defined as the model in which any quantum adversary
can submit quantum queries to random oracles.

The quantum ideal cipher model (QICM), which was introduced in [72], is
defined as follows: A block cipher with a key space K and a message space X is
defined as a mapping E : K xX — X which is a permutation over X for any key
in K. In the QICM, quantum adversaries are allowed to issue quantum queries
to oracles EY : K x X - X and E~ : K x X — X. For any k € K and any
y € X, the response of E~(k,y) is z such that E*(k,z) = y. For any k € K,
we write oracles (permutations over X) Ex(-) = E(k,-), E,f (-) = ET(k,-), and
Ek_() =E (k).

In this thesis, QROM (resp. QICM) denotes the security model where
quantum adversaries are allowed to issue quantum queries to random oracles
(resp. ideal ciphers), but submit only classical queries to the other oracles.

12
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2.2.2 Semi-Classical Oracle

We describe semi-classical oracle which was introduced in [9] and utilize this
oracle for our security proofs. We consider quantum access to an oracle with
a domain X. A semi-classical oracle Ogc for a subset S C X uses an indicator
function fg : X — {0,1} with the subset S which evaluates 1 if z € S
is given, and evaluates 0 otherwise. When Ogc is given a quantum query
Y zex Yz ) |0) with the input register @ and the output register R, it maps

TeEX reX

and measures the register R. Then, the quantum query ). v, |z) |0) col-
lapses to either }° cy\ g5 |2)[0) or }° cg ¥y |2) |1). Let Find be the event
that O2¢ returns Y., g9, |z)|1) for a quantum query Y. oty |z). For a
quantum oracle H with domain X and a subset S C X, let H\S be an oracle
which first queries Ogc and then H.

By using semi-classical oracles, [9] proved the following propositions. We
notice that for query depth d and the number of queries g, we use ¢ such that
g > d in the same way as Theorem 2.8 in [73] or Lemma 3 in [78].

Proposition 2.1 (Theorem 1 in [9]). Let S C X be random. Let H: X — Y,
G: X — Y be random functions such that H(x) = G(z) for all x € X\S,
and let z be a random bit-string (S, H, G and z may have an arbitrary joint
distribution). Let A be any quantum algorithm issuing at most q quantum
queries to oracles. Then, it holds that

Pr[l « AP (2)] — Pr[l « AG(z)]’ < 2\/q -Pr[Find | 1 « AH\S(2)].

Proposition 2.2 (Corollary 1 in [9]). Let A be any quantum algorithm issuing
at most q quantum queries to a semi-classical oracle with domain X. Suppose
that S C X and z € {0,1}* are independent. Then, it holds that Pr[Find |
AO5“ (2)] < 4q - Ppax, where Ppax = max,ecy Prjz € 5.

2.2.3 Generic Search Problem

We describe lemmas related to generic (quantum) search problems [10, 74].

Let Ber, be the Bernoulli distribution with bias v € (0,1). Namely, for a
bit b < Ber,, Pr[b = 1] = v, and Pr[b = 0] = 1 — 7. For some finite set X
and a real number v € [0,1], let ' : X — {0,1} be an oracle such that for
x € X, F(z) is distributed following Ber,. Let N be an oracle such that for
z € X, N(x) = 0. The generic search problem is to determine whether the
given oracle is F or N.

The following lemma related to generic search problem holds:
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Lemma 2.1 (Generic Search Problem [10, 74]). Let~ € [0, 1] be a real number,
X be a finite set, ¢ > 0 be an integer, and F : X — {0,1} be the following
function: For each x € X, F(x) = 1 with probability v, and F(z) = 0 else.
Let N be the function with Yx € X : N(x) = 0. For any QPT algorithm A
issuing at most q queries, then

[Pr[AT — 1] — Pr[AN — 1]| < 2¢,/7.

Furthermore, concerning the variant of the generic search problem, which is
called generic search problem with bounded probabilities [64, 84], the following
lemma holds:

Lemma 2.2 (Generic Search Problem with Bounded Probabilities [64, 84]).
Let v € [0,1] be a real number, X be a finite set, ¢ > 0 be an integer, and
F : X — {0,1} be the following function: For each x € X, F(x) = 1 with
probability v, and F(x) = 0 else. For any QPT algorithm A = (Ao, A1) issuing
at most q queries, then we have

Pr[ExpSR” — 1] < 87(¢ + 1)?,

where Expisfib is defined as follows:

1. (v(z))zex < Ao.

2. If 3z € X: y(x) > ~, return 0.
3. Vx € X, F(r) < Ber, ).

4. ©+ AL

5. Return F(x).

2.3 Lattice Background

We define lattices, discrete Gaussian distributions, and computational prob-
lems related to lattices. As cryptographic tools, we describe lattice-based
trapdoor functions and some algorithms using these trapdoor functions.

2.3.1 Lattices

For a positive integer n, let a basis B = {by,...,b,} (b; € R™ for i € [n])
denote a set of n linearly independent vectors in R”. The n-dimensional lattice
L generated by the basis B is defined as

L=L(B)=< > ab;|z; €Zforicn

1€[n]
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Notice that in this thesis, we consider the full-rank lattices above. For a
lattice £, the successive minimum X\;(L) is the smallest radius r such that £
has ¢ linearly independent lattice vectors of norm at most r. In particular,
A1(L) denotes the length of the shortest nonzero vector in £. (i.e., A\ (L) =

minge |[z|.)

Furthermore, we define integer lattices. For positive integers n and ¢, a
matrix A € Zy"™, and a vector u € Z;, m-dimensional g-ary lattices are
defined as

AA):={z|ds€Zj,z= AT s mod ¢}
A+ (A) :={z | Az = 0 mod ¢}
AL(A) :={z| Az = umod ¢}

We can view Az (A) as the shifted lattice of A+(A).

2.3.2 (Gaussian

Let m be a positive integer, and A be a subset of Z™. For any real vector
c € R™ and real number ¢ € R, let

Poc = exp(—m|z — c|*/o?) € R™

be the Gaussian function with a center ¢ and a parameter o. The discrete
Gaussian distribution over A with a center ¢ and a parameter o is defined by

Po C(y)
Vye L, Dreo = ,
Yy A,e, (y) Pa,c(ﬁ)

where pg.c(A) = Y cp Poc(x). In this thesis, Dy g, is abbreviated as Dy .
Regarding the Gaussian distribution, the following lemma holds.

Lemma 2.3 ([102]). For any L with basis T', ¢ € R™ and Gaussian parameter
o> ||T| - w(vlogm), we have Pr[||lx — c|| > o/m | < D', | < negl(n).

Z,c,o

2.3.3 Computational Problems

We define some lattice problems and computational problems such as learning
with errors (LWE) problem and small integer solution (SIS) problem.
Lattice Problems

We define shortest vector problem (SVP), which is one of well-studied lattice
problems.

Definition 2.1 (Shortest Vector Problem (SVP)). Given a basis B of a lattice
L = L(B), find a non-zero vector v € L such that ||v]| = A1 (L).
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We define two lattice problems GapSVP., and SIVP., which are related to
LWE and SIS problems. These are parameterized by an approximation factor
v =7(n) > 1, where n is the dimension of a lattice. Informally, GapSVP,, is the
decisional approximate SVP, and short independent vectors problem (SIVP) is
a problem which, given a basis of a lattice, finds a short basis of the lattice.
Concretely, these problems are defined as follows.

Definition 2.2 (GapSVP,). Given a basis B of a lattce L = L(B) and a real
number r > 0, return 1 if Ay (L) < r, and return 0 if \ (L) > v - 7.

Definition 2.3 (SIVP,). Given a basis B of a full-rank n-dimensional lattice
L = L(B), find a set 8 = {8i}ic[n) C L of n linearly independent lattice
vectors where ||s;|| < v - A (L) for all i € [n].

Learning with Errors (LWE)

LWE problem was introduced by Regev in [113]. As cryptosystems based on
LWE, it is possible to realize cryptomania such as trapdoor functions, public
key encryption, oblivious transfer, and cryptography with advanced function-
ality.

Let n, ¢ be positive integers. First, we define O, as an oracle which, given
a vector s € Zy and a distribution x over Z,, returns (a, sla+te)c ZZH,

where a < Zy and e < x. Besides, Oy is an oracle which returns (a,u) €
27, where a £ Zy and u &Lz,
Then, the LWE assumption is defined as follows.

Definition 2.4 (LWE, 4, assumption). Let n be a positive integer, ¢ = q(n)
be a prime, and x be a probabilistic distribution over Zq. The LIWE, 4, as-
sumption holds if for any PPT algorithm D solving LWE,, 4, the advantage

Advp) F X (A) = [Pr[DOx (1Y) — 1] — Pr[DOV (1Y) — 1]
1s negligible in A, where s £ Ly and x is a distribution over Zg.

Small Integer Solution (SIS)

SIS was introduced by Ajtai in [5] and is related to lattice problems such
as GapSVP, and SIVP,. This problem provides one-way functions, pseudo-
random functions, collision-resistant hash functions, identification schemes,
digital signatures, and more cryptographic primitives. SIS was formalized by
Micciancio and Regev in [102] and defined as follows.

Definition 2.5 (SIS,, ; 3., assumption). Let n be a positive integer, ¢ = q(n)
be a prime, 5 = B(n) be a positive real number, and m = m(n) be a positive
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integer. The SIS, 4 8m assumption holds if for any PPT algorithm F, the
advantage

| Ae:OmOdq A
Adv,S: Sn,qﬂ»m()\) =Pr| |lef <8 A
e#0

A &z
e+ F(1*, A, B)

1s negligible in \.

The following theorems, which were proved in [113] and [102], show the
hardness of LWE and SIS problems.

Theorem 2.1 ([113]). Let n be a positive integer, ¢ = poly(n) be a positive
integer, x be (discrete) Gaussian distribution x with a parameter o € (0,1)
such that aq > 2+/n. If there exists a polynomial-time algorithm that solves
LWE,, 4y, then there exists a quantum polynomial-time algorithm that approz-
imates GapSVPO(n/a) and SIVPO(n/a)'

Theorem 2.2 ([102]). Let n be a positive integer, 5 > 0 be a real num-
ber, ¢ = [ - poly(n) be a prime, and m = O(nlogn) be an integer. If there
exists a polynomial-time algorithm that solves SIS, 4 gm, then there exists a
polynomial-time algorithm that approximates GapSVPO(ﬁ\/ﬁ) and SIVPO(,B\/E)'

2.3.4 Lattice-based Trapdoor

Briefly, a one-way function is a function which is easy to compute, but hard
to invert. A trapdoor function is a one-way function which is easy to invert
by using a secret called a trapdoor, but hard to invert without the trapdoor.
A lattice-trapdoor notion with a gadget matrix G, which was introduced in
[101], is defined as follows:

Definition 2.6 (Definition 5.2 in [101]). Let A € Zy*™ and G € Zy*" be

matrices with m > w > n. A G-trapdoor for A is a matriz T € Z(m—w)*xw
such that A [II%] = HG for some invertible matriv H € Zy*". H can be

viewed as a tag or a label. The quality of the trapdoor is measured by its
largest singular value s1(T).

By utilizing this lattice-trapdoor, it is possible to realize injective trapdoor
functions and preimage sampleable trapdoor functions (regarding the defini-
tion of trapdoor functions, see Section 2.5), and the following proposition
holds.

Theorem 2.3 (Theorem 5.1 in [101]). There is an efficient randomized algo-
rithm TrapGen(1™,1™, q) that, given any integers n > 1,q > 2 and sufficiently
large m = O(nlogn), outputs a parity-check matriz A € Zy*™ and a trapdoor
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T such that the distribution of A € Zy™™ is negl(n)-close to the uniform dis-
tribution in Zy™™. Moreover, there are efficient algorithms, denoted by Invert
and SampleD, which do the following with overwhelming probability over all
random choices:

e Forb" =sTA+te' € Zy', where s € Zy and either |le| < q/O(y/nlogq)
or e < Dzm o for 1/a > /nlogq - w(y/logn), the deterministic algo-
rithm Invert(T', A, b) outputs s and e.

e For any u € Zy, and large enough s = O(y/nlog q), the randomized
algorithm SampleD(T', A, u, s) outputs samples from a distribution which

is negl(n)-close to Dy1( ) s.u(yiogn)-

2.4 Pseudorandom Generator and Pseudorandom
Function

First, we define k-wise independent hash functions. A function f: X — Yisa

k-wise independent hash function if Vyi,...,y; € Y and distinct z1,..., 2 €
x,
1

Pairwise independent hash functions denote 2-wise independent hash func-
tions.

Consider a function G : X — Y, where for a security parameter A, X =
X () is a domain, and ) = Y(A) is a range. And, we assume that |z| < |y|
holds for all x € X and all y € Y, where |z| and |y| are the bit-lengths of =
and y, respectively. Then, G is said to be a pseudorandom generator (PRG),

if for any PPT algorithm A, the following AdvgigA()\) is negligible in A:

AdvER(A) = |PrA(G(z) = 1| = E X -PrA(y) = 1|y &Y.

In addition, a PRG G : X — Y with a randomness space R is called
a randomized PRG, if for any PPT algorithm A, the following Adv{;%()) is
negligible in A:

AdVEE(N) = |PrIA(G(a;r) = 1| @ EX;r R —Pr[A(y) — 1]y <Y

Note that for a randomized PRG G with a randomness space R and any
seed x € X, we write G(x;r) as a deterministic function, where randomness
r € R is not sampled uniformly.

A function PRF : £ x X — ), where for a security parameter A\, K =
K(A) is a key space, X = X(A) is a domain, and Y = Y()\) is a range, is a
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pseudorandom function (PRF), if the following AdeiPRF()\) is negligible for
any PPT algorithm,

)

AdvBRe o (A) i= [Pr [DPRAO (1Y) = 1] - Pr [DRFO() — 1]

where PRF(-) is an oracle which, on input x € X, outputs PRF(k,x), and
RF(-) is an oracle which, on input € X, outputs a value RF(z) of a random
function RF : X — Y.

In addition, a quantum-secure PRF (QPRF) is defined in a similar way
as above by assuming that D is any QPT algorithm allowed to issue quantum
superposition of queries to oracles.

2.5 Trapdoor Function

A family {g, : D(A\) — R(N)} of trapdoor functions is denoted by a tuple
of polynomial-time algorithms (TrapGen, Eval, Invert), where \ is a security
parameter, a is a parameter of a function g, D()) is a domain, and R(\) is a
range.

Trapdoor Generation TrapGen is a randomized algorithm which, on input
a security parameter 1)‘, outputs a parameter a and a trapdoor t.

Evaluation Eval is an algorithm which, on input a parameter a and s € D(\),
evaluates the function g,(s) € R(\).

Inversion Invert is a deterministic algorithm which, on input a trapdoor ¢
and b € R, outputs s € D(A).

As the correctness, it is required that TDF = (TrapGen, Eval, Invert) meet
the following: For all (a,t) < TrapGen(1}) and all s € D()\), we have s =
Invert(t, b) with overwhelming probability, where b <— Eval(a, s).

As the security of trapdoor functions, one-wayness is defined as follows:

Definition 2.7 (One-wayness). A family {go : D(A\) — R(A\)} of trapdoor
functions which is given by TDF = (TrapGen, Eval, Invert) meets one-wayness
if for any PPT algorithm A, the following advantage of A is negligible in \:

(a,t) < TrapGen(17);
AdvISE AT (A) :==Pr |s = 5| s & D()\);b + Eval(a, s);
7 s' + A(1*, a,b)

In addition, we define preimage sampleable trapdoor functions. A family
{fa : D(A) = R(N\)} of preimage sampleable trapdoor functions is denoted by
a tuple of polynomial-time algorithms (TrapGen, Eval, Sample, SampleD), where
A is a security parameter, a is a parameter of a function f, D()\) is a domain,
and R(A) is a range.
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Trapdoor Generation TrapGen is a randomized algorithm which, on input
a security parameter 1/\, outputs a parameter a and a trapdoor t.

Evaluation Eval is an algorithm which, on input a function index a and
x € D(X), evaluates the function f,(x) € R(\).

Domain Sampling Sample is a randomized algorithm which, on input a se-
curity parameter )\, samples z from some distribution over D(\) such
that fq(z) is uniform over R(\).

Preimage Sampling SampleD is a randomized algorithm which, on input a
trapdoor t and y € R(A), samples from the distribution 2z € Sample())
conditioned on fu(z) = y.

As the security of preimage sampleable trapdoor functions, we define one-
wayness, preimage min-entropy, and collision-resistance.

Definition 2.8 (One-wayness). A family {f, : D(A) — R(A)} of trapdoor
functions which is given by PSF = (TrapGen, Eval, Sample, SampleD) satisfies
one-wayness if for any PPT algorithm A, the following advantage of A is
negligible in \:

(a,t) < TrapGen(1*);
Advper WY (N) := Pr |2 € £, 1 (y)| < Sample()\);y < Eval(a, 2);
2’ A(1N a,y)

Definition 2.9 (Preimage Min-entropy). For everyy € R(\), the conditional
min-entropy of x < Sample(1*) given f,(x) =y is at least w(log1*).

Definition 2.10 (Collision-Resistance). A family {fs, : D(A\) — R(N)} of
trapdoor functions which is given by PSF = (TrapGen, Eval, Sample, SampleD)

satisfies collision-resistance if for any PPT algorithm A, the following advan-
tage of A is negligible in \:

a,t) < TrapGen(17);

Advpse A(A) := Pr | fo() = fa(a’) N # o ( (z,2") + A(1*, a)

2.6 Encryption

In this section, we define the models and securities of public key encryp-
tion, key encapsulation mechanism, and data encapsulation mechanism. These
schemes guarantee confidentiality.

2.6.1 Public Key Encryption

A public key encryption (PKE) scheme consists of three polynomial-time al-
gorithms (KGen, Enc, Dec): For a security parameter A, let M = M(\) be a
message space.
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Key Generation KGen is a randomized algorithm which, on input a security
parameter 1*, outputs a public key pk and a secret key sk.

Encryption Enc is an algorithm which, on input a public key pk and a mes-
sage m € M, outputs a ciphertext ct.

Decryption Dec is a deterministic algorithm which, on input a secret key sk
and a ciphertext ct, outputs a message m € M or an invalid symbol L.

A PKE scheme (KGen, Enc, Dec) meets d-correctness if for all (pk,sk) <
KGen(1*), and all m € M, we have Dec(sk,ct) # m with at most probability
0, where ct « Enc(pk,m). Then, it is required that PKE schemes meet 0-
correctness for a negligible J in A.

As security of PKE, we define the following.

Definition 2.11 (OW-CPA security). A PKE scheme PKE = (KGen, Enc, Dec)
meets OW-CPA security if for any PPT adversary A against PKE, the advan-
tage Advgv&'gf()\) := Pr[A wins] is negligible in A, where [A wins| is an event
that A wins in the following game:

Key Generation: A challenger generates (pk,sk) < KGen(1%).

Challenge: The challenger returns ct* <— Enc(pk, m*), where m* £ M.
Output: A outputs m" € M. A wins if m* =m'.

Definition 2.12 (IND-CPA security). A PKE scheme PKE = (KGen, Enc, Dec)
meets IND-CPA security if for any PPT adversary A against PKE, the advan-
tage Advglg'éﬁa()\) == |2 Pr[A wins] — 1| is negligible in X, where [A wins| is
an event that A wins in the following game:

Key Generation: A challenger generates (pk,sk) <+ KGen(1?).

Challenge: When A submits (mg, my) such that |mg| = |my|, the challenger
returns ct* < Enc(pk, my), where b < {0,1}.

Output: A outputs the guessing bit b’ € {0,1}. A wins if b=1'.

Definition 2.13 (IND-CCA security). A PKE scheme PKE = (KGen, Enc, Dec)
meets IND-CCA security if for any PPT algorithm A against PKE, the advan-
tage Adv}%ﬁ,’;‘icAa()\) := |2 Pr[A wins| — 1| is negligible in X\, where [A wins] is
the event that A wins in the following game:

Key Generation: A challenger generates (pk,sk) < KGen(1?%).
Queries 1: Given a ciphertext ct, a decryption oracle DEC returns Dec(sk, ct).

Challenge: When A submits (mg, my) such that |mg| = |my|, the challenger
returns ct* < Enc(pk, my), where b & {0,1}.
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ExpRAE ExpicEs ™

I+ 0 1+ 0

(pk, sk) «+ KGen(1%)

(Mp,st) < Ao(pk) (Mp,st) + So(1)
(m1,...,my) < Mp (m1,...,my) + Mp

(ri,...,rn) <R
Vi € [n], ct; = Enc(pk, m;;7;)

out  APPENPEC (s et L. cty) out  SOPEN(st, |my,..., [my])
return R(Mp,mq,...,my, I,out) return R(Mp,mq,...,my, I, out)
OPEN(?) OPEN(?)

I+ TU{i} I+ 1U{i}

return (m;, ;) return m;

DEC(ct)

if ct € {cti}ie[n), return L
m < Dec(sk, ct)
returnme MU{L}

Figure 2.1: Experiments in Real-SIM-SO-CCA and |deal-SIM-SO-CCA Games

Queries 2: Given a ciphertext ct, a decryption oracle DEC returns Dec(sk, ct).
A is not allowed to issue ct*.

Output: A outputs the guessing bit b/ € {0,1}. A wins if b=1'.

Definition 2.14 (SIM-SO-CCA security). A PKE scheme PKE = (KGen, Enc, Dec)
meets SIM-SO-CCA security if for any PPT algorithms A = (Ag,A1), S =
sim-so-cca

(So,S1) and any relation R, the advantage AdvpEa's R(A) is negligible in A
Adv%ﬂfﬁ:‘é‘i%()\) is defined as follow:

sim-so-cca L real-so-cca ideal-so-cca
A VPKE,A,S,R(/\) = Pr[EXPPKE,A — 1] - Pr[EXpPKE,S — 1],

where the two experiments ExpSeese®® and Expiea 2o gre defined in Figure

2.1.
2.6.2 Key Encapsulation Mechanism

A key encapsulation mechanism (KEM) scheme consists of three polynomial-
time algorithms (KGen, Encap, Decap): For a security parameter \, let K =
K(X) be a key space.

Key Generation KGen is a randomized algorithm which, on input a security
parameter 1%, outputs a public key pk and a secret key sk.
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2.6 Encryption

Encapsulation Encap is an algorithm which, on input a public key pk, out-
puts a ciphertext ct and a key k € .

Decapsulation Decap is a deterministic algorithm which, on input a secret
key sk and a ciphertext ct, outputs a key k € K or an invalid symbol L.

A KEM scheme (KGen, Encap, Decap) meets d-correctness if for all (pk, sk) +
KGen(1*), we have Decap(sk, ct) # k with at most probability &, where (ct, k) <
Encap(pk). It is required that KEM schemes meet d-correctness with a negli-
gible function § for A.

As a security of KEM schemes, we define IND-CCA security.

Definition 2.15 (IND-CCA security). A KEM scheme KEM = (KGen, Encap, Decap)
meets IND-CCA security if for any PPT adversary A against KEM, the advan-

tage Adv?g,}ﬁfﬁ()\) = |2 - Pr[A wins|] — 1| is negligible in X\, where [A wins| is

the event that A wins in the following game:

Setup: A challenger generates (pk,sk) < KGen(1") and sends pk to A.
Oracle Access: A is allowed to access the following oracles:

e Challenge(): Given a challenge request, the challenger computes
(ct*, ko) < Encap(pk) and chooses ki € K wuniformly at random.

It returns (ct*, ky), where b < {0,1}.
e DEC(ct): Given a ciphertext query ct, a decapsulation oracle DEC(ct)

returns k' < Decap(sk,ct) € KU {L}. A is not allowed to submit
ct* to DEC(-).

Output: A outputs the guessing bit b/ € {0,1}. A wins if b=1'.

2.6.3 Data Encapsulation Mechanism

A data encapsulation mechanism (DEM) scheme consists of two polynomial-
time algorithms (Enc, Dec) with a key space K = KC(\) and a message space
M = M(]) for a security parameter \.

Encryption Enc is an algorithm which, on input a secret key k € I and a
message m € M, outputs a ciphertext ct.

Decryption Dec is a deterministic algorithm which, on input a secret key
k € K, a ciphertext ct, outputs a message m € M or an invalid symbol
L.

We require that DEM schemes meet correctness as follows: A DEM scheme
(Enc, Dec) meets correctness if for any k € I and any m € M, it holds that
m = Dec(k, ct), where ct < Enc(k, m).

As security of DEM, we define indistinguishability against one-time attacks
(IND-OT security), one-time integrity of chosen ciphertext attacks (OT-INT-CTXT
security [17]), and simulatability [61].
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Definition 2.16 (IND-OT security). A DEM scheme DEM = (Enc, Dec) with
a key space K meets IND-OT security if for any PPT adversary A against
DEM, the advantage Advglg,'\fffA()\) = |Pr[A wins] — 1/2] is negligible in X,
where [A wins] is the event that A wins in the following game.

Setup: A challenger chooses k € K uniformly at random.

Challenge: When A submits (mg, my) such that |mg| = |m1|, the challenger
chooses b € {0, 1} uniformly at random and returns ct* < Enc(k, mp).

Output: A outputs V' € {0,1}. A wins if b=1'.

Definition 2.17 (OT-INT-CTXT security). A DEM scheme DEM = (Enc, Dec)
with a key space K meets OT-INT-CTXT security if for any PPT adversary
A against DEM, the advantage Adv%&'&t”,‘f()\) := Pr[A wins| is negligible in \,
where [A wins] is the event that A wins in the following game:

Setup: A challenger chooses a key k € K uniformly at random, and sets
win < 0 and Le + 0.

Oracle Access: A is allowed to access the following oracles:

e ENC(m): If Lot # (0, an encryption oracle ENC(m) returns L. Oth-
erwise, it returns ct <— Enc(k,m), and sets Let < Ly U {ct}.

e VRFY(ct): Given a ciphertext query ct, a verification oracle VRFY (ct)
runs m’ < Dec(k,m). If m" # L and ct ¢ L, it sets win < 1. It
returns 1 if m’ # L, and returns 0 otherwise.

Final: A wins if win =1.

Furthermore, in order to define simulatability, we regard DEM as block
cipher-based DEM which uses a block cipher as a black-box. In addition, we
view the key space K of DEM schemes as a product set £ = K’ x K", where
K' is the key space of a block cipher, and K” is the key space of encryption
using a block cipher as a black-box.

To define simulatable DEM, oracle DEM and permutation-driven DEM
are defined following [61].

Definition 2.18 (Oracle DEM). A DEM scheme (O.Enc”, O.Dec™) with a key
space K and a message space M is an oracle DEM scheme for a domain X
if (O.Enc, 0.DEM) has access to a permutation m on D, and if for all permu-
tations m: X — X, all k € K, and all m € M, it holds that m = Dec™ (k, ct),
where ct <— Enc™(k,m), as the correctness of the DEM (O.Enc™, O.Dec™).

Definition 2.19 (Permutation-Driven DEM). A DEM scheme DEM = (Enc, Dec)
with a key space K = K'xK" and a message space M is a (K x X')-permutation-
driven DEM if the following conditions hold:
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e DEM is an oracle DEM (O.Enc”,0.Dec™) for a domain X with a block
cipher {Ey : X — X}wexr as the permutation m over X.

e For any key (K',K") € K, any message m € M, and any ciphertexts ct,
it holds that Enc((k’,k"),m) = O.Enc® (k" ,m) and Dec((k',K"),ct) =
0.Dec (K" ct).

Then, the simulatability of oracle DEM [61] is defined as follows.

Definition 2.20 (Simulatability of Oracle DEM). Let DEM = (Enc, Dec) with
a key space K = K' x K" and a message space M be an oracle DEM scheme
for a domain X. And, we assume that DEM has the following algorithms Fake
and Make:

e Fake: A randomized algorithm which, given a key k" € K" and the bit-
length |m| of messages, outputs a ciphertext ct and a state st.

e Make: A randomized algorithm which, given a state st and a message
m € M, outputs a relation ® € X x X which has functions 7+ : X — X
and 7~ : X — X such that if (o,3) € 7, a = 7#7(B) and f = 7 ()
hold.

The oracle DEM scheme DEM meets e-simulatablility if for allk = (k', k") €
K, allm € M, and the set II}, := {7 | (ct,st) < Fake(k”,|m|); 7 <= Make(st,m)},
the following conditions hold:

o The set II}}), can be extended to a set of uniformly distributed permuta-
tions on X.

e For any permutation w extended I1), , it holds that Pr[ct # O.Enc”™(k”, m)] <
€, where ct < Fake(k”,|m]).

e The time-complexity of algorithms Fake(k', |m|) and Make(st, m) does not
exceed the time-complezity of algorithm Enc(k, m) without counting that
of oracles which is accessed by Enc(-).

2.7 Authentication

Authentication schemes achieve integrity. We define the models and securities
of authentication schemes such as digital signatures, identification schemes,
and message authentication codes.

2.7.1 Digital Signature

A digital signature consists of the following three polynomial-time algorithms
(KGen,Sign,Vrfy): For a security parameter A, let M = M()) be a message
space.
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Key Generation KGen is a randomized algorithm which, on input a security
parameter 1%, outputs a public key pk and a secret key sk.

Signing Sign is a randomized or deterministic algorithm which, on input a
secret key sk and a message m € M, outputs a signature o.

Verification Vrfy is a deterministic algorithm which, on input a public key
pk, a message m € M, and a signature o, outputs 1 or 0.

It is required that digital signatures meet correctness as follows: For all
(pk, sk) < KGen(1*) and all m € M, we have Vrfy(pk, m, o) = 1, where Sign <+
Sign(sk, m).

As a security of digital signatures, ezistential unforgeability against chosen
message attacks (EUF-CMA security) and strong unforgeability against chosen
message attacks (sUF-CMA security) are defined as follows:

Definition 2.21 (EUF-CMA security). A digital signature scheme DS = (KGen,
Sign,Vrfy) meets EUF-CMA security if for any PPT adversary A against DS,

euf-cma

the advantage Advpg a™*(A) := Pr[A wins| is negligible in \, where [A wins| is
the event that A wins the following game:

Setup: A challenger generates a key pair (pk, sk) < KGen(1*) and sets Lsign
0.

Oracle Access: A is allowed to access the following oracle:

e SIGN(m): Given a message query m € M, it returns o < Sign(sk, m)
and sets Lsign < Lsign U {m}.

Output: A outputs (m*,0*). A wins if Vrfy(pk,m*,0*) =1 and m* ¢ Lsign.

Definition 2.22 (sUF-CMA security). A digital signature scheme DS = (KGen,
Sign,Vrfy) meets SUF-CMA security if for any PPT adversary A against DS,

suf-cma

the advantage Advpg a"*(\) := Pr[A wins| is negligible in A, where [A wins| is
the event that A wins the following game:

Setup: A challenger generates (pk,sk) «— KGen(1}) and sets Lsign < 0.
Oracle Access: A is allowed to access the following oracle:

e SIGN(m): Given a message query m € M, it returns o < Sign(sk, m)
and sets Lsign < Lsign U {(m, 0)}.

Output: A outputs (m*,0*). A wins if Vry(pk,m*,c*) = 1 and (m*,0*) ¢
LSign-
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2.7.2 ldentification Scheme

An identification scheme consists of the following four polynomial-time algo-
rithms (KGen,P,C,V):

Key Generation KGen is a randomized algorithm which, on input a security
parameter 1*, outputs a public key pk and a secret key sk.

Prover P = (P1,P3) is split into the following two polynomial-time algo-
rithms P; and Ps:

e P; is a randomized algorithm which, on input a secret key sk, out-
puts a commitment W € W and a state st.

e Py is a randomized algorithm which, on input a secret key sk, a
commitment W € W, a challenge ¢ € C, and a state st, outputs a
response Z € Z.

Verifier V is a deterministic algorithm which, on input a public key pk, a
commitment W € W, a challenge c € C, and a response Z € Z, outputs
1 or 0.

We define the transcript oracle Trans'®(sk) of identification schemes by
following [1]. Namely, given a secret key sk, it returns a transcript (W, c,Z) €
WxCxZU{(L, L, 1)} It computes a transcript by using a real interaction
between a prover P and a verifier C, and returns (L, L, 1)if Z = L. Concretely,
Trans®(sk) does the following:

1. (W,st) < Pi(sk).

2. c & C.

3. Z « Pay(sk,W,c,st).

4. IfZ =1, return (L, L, 1).
5. Return (W, c,Z).

An identification scheme meets d-correctness if for all (pk, sk) < KGen(1%),
the following holds:

e For all (c,st) « Py(sk), all c € C, and all Z + Pa(sk, W, c,st) such that
Z # 1, we have 1 <+ V(pk,W,c, Z).

e We have Pr[Z = L | (W,c,Z) « Trans'®(sk)] < 4.
As properties of identification schemes, we define the following.
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Definition 2.23 (Commitment-Recoverable). An identification scheme IDS =
(KGen, P,C,V) is commitment-recoverable if for any (pk,sk) < KGen(1%), any
ceC, and any Z € Z, there exists a unique W € W such that V(pk, W, c,Z) =
1. This unique W can be publicly computed using a polynomial-time algorithm
Rec which, on input pk, c € C, and Z € Z, outputs the unique W € W.

Definition 2.24 (Non-Abort Honest-Verifier Zero-Knowledge). An identifi-
cation scheme IDS = (KGen, P,C,V) meets e,-perfect naHVZK if there exists a
PPT algorithm S which, on input a public key pk, outputs a transcript (W, c, Z)
such that

e The difference between distributions of (W, c,Z) < S(pk) and (W', c',Z") +
Trans(sk) is at most .

e The distribution of c from (W,c,Z) < S(pk) with ¢ # L is uniformly
random in C

Definition 2.25 (Min-Entropy). If the most likely value of random variables
W chosen from a distribution D occurs with probability 2= for a random
value W, we write min-entropy(W | W < D) = «. An identification scheme
IDS = (KGen, P,C,V) meets a bits min-entropy if for all (pk,sk) < KGen(1*),
it holds that Pr[min-entropy(W | (W, st) <— P1(sk)) > a] > 1 —27¢.

Definition 2.26 (Computational Unique Response (CUR)). An identification
scheme IDS = (KGen,P,C,V) meets CUR property if for any PPT adversary
cur cur

against A, the advantage Advipg a(A) is negligible in A, where Advipg A()) is
defined as follows:

V(pk,W,c,Z) = 1A
Advips a(A) :=Pr | V(pk,W,c,Z') = 1A
747

(pk, sk) <= KGen(\);
(W,¢,Z,Z') + A(pk)

In addition, we define lossy identification scheme which was introduced
by Abdalla et al. in [1]. An identification scheme IDS = (KGen,P,C,V) is a
lossy identification scheme if there exists a PPT algorithm LossyKGen which,
on input a security parameter 1%, outputs a public key pkis. In this thesis, we
refer to LIDS = (KGen, LossyKGen, P, C,V) as a lossy identification scheme.

Then, two security notions of lossy identification schemes are defined as
follows:

Definition 2.27 (Key-Indistinguishability). A lossy identification scheme LIDS =

(KGen, LossyKGen, P, C, V) meets key-indistinguishability if for any PPT adver-

sary A against LIDS, the advantage Advlileg'siff()\) 1s negligible in X\, where

Advllffg'sins()\) is defined as follows:
AdviiSdn(\) = [Pr[A(pk) — 1| (pk,sk) < KGen(1Y)]

— Pr[A(pki) — 1| pkis + LossyKGen(1)]] .
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Definition 2.28 (Lossy-Soundness). A lossy identification scheme LIDS =
(KGen, LossyKGen, P, C, V) meets es-lossy-soundness if for any PPT adversary
A against LIDS, Pr[Exp}_(iSS?;mp — 1] < g5 holds, where the experiment Expﬁssgflp

1s defined as follows:
Step 1. pkjs < LossyKGen(1?)
Step 2. (W*,st) < A(pky), ¢ < C, Z* < A(st,c).

Step 3. Return V(pk, W*, c, Z*).

2.7.3 Message Authentication Code

A message authentication code (MAC) consists of two polynomial time algo-
rithms (Tag, Vrfy) with a key space L = () and a message space M = M())
for a security parameter A.

Tagging Tag is an algorithm which, on input a secret key k € K and a message
m € M, outputs a tag t.

Verification Vrfy is a deterministic algorithm which, on input a secret key
k € K, a message m, and a tag t, outputs 1 or 0.

It is required that MAC schemes meet correctness as follows: A MAC
scheme MAC = (Tag, Vrfy) with a key space K and a message space M meets
correctness if for all k € K and all m € M, we have Vrfy(k,m,t) = 1, where
t < Tag(k, m).

Strong unforgeability against one-time chosen message attacks (sSUF-OT-CMA
security) of MACs is defined as follows.

Definition 2.29 (sUF-OT-CMA security). A MAC scheme MAC = (Tag, Vrfy)
with a key space KK meets sSUF-OT-CMA security if for any PPT adversary A
against MAC, the advantage Adv?\}ﬁgﬁa := Pr[A wins| is negligible in \, where
[A wins| is the event that A wins in the following game:

Setup: A challenger chooses a key k € IC uniformly at random and sets Ly <—
0 and win < 0.

Oracle Access: A is allowed to access the following oracles:

o TAG(m): If Ly # 0, a tagging oracle TAG(m) returns L. Otherwise,
it returns t < Tag(k,m) and sets Ly < Ly U {(m,t)}.

e VRFY(m,t): Given a message and a tag (m,t), a verification oracle
VRFY(m,t) returns b < Vrfy(k,m,t). If b =1 and (m,t) ¢ L, it
sets win <= 1.

Final: A wins if win = 1.
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2.8 Encryption and Authentication

We defined signcryption which is cryptography with both functionalities of
PKE and DSs.
A signeryption scheme consists of five polynomial-time algorithms (Setup,

KGeng, KGeng,SC,USC): For a security parameter A, let M = M()) be a
message space.

Setup Setup is an algorithm which, on input a security parameter 1, outputs
a public parameter pp.

Receiver’s Key Generation KGenpg is a randomized algorithm which, on
input a public parameter pp, outputs a receiver’s public key pkp and a
receiver’s secret key skg.

Sender’s Key Generation KGeng is a randomized algorithm which, on in-
put a public parameter pp, outputs a sender’s public key pkg and a
sender’s secret key skg.

Signcryption SC is an algorithm which, on input a public parameter pp,
a receiver’s public key pkp, a sender’s secret key skg, and a message
m € M, outputs a ciphertext ct.

Unsigncryption USC is a deterministic algorithm which, on input a public
parameter pp, a sender’s public key pkg, a receiver’s secret key skgr, and
a ciphertext ct, outputs a message m € M or an invalid symbol L.

We require that signcryption schemes meet correctness: A signcryption
scheme (Setup,KGeng,KGeng,SC, USC) meets correctness if for all pp < Setup(1*),
all (pkp,skr) < KGengr(pp), all (pkg,sks) <+ KGeng(pp), and all m € M, we
have m = USC(pp, pkg, skg, ct) with overwhelming probability, where ct <
SC(pp, pkp, sks, m).

Definition 2.30 (MU-IND-iCCA security). A signcryption scheme SCS =
(Setup, KGenpr,KGeng,SC,USC) meets MU-IND-iCCA security if for any PPT
adversary A, the advantage Advglcuéfﬁd'icca()\) := |Pr[A wins| — 1/2| is negligible
in A\, where [A wins| is the event that A wins in the following game.

Setup: A challenger generates pp < Setup(1*) and (pkpg, skr) < Setupg(pp),
and sends (pp, pkg) to A.

Queries 1: Given a sender’s public key and a ciphertext (pkg, ct), the unsign-
crypt oracle USCO returns m/ L < USC(pp, pkg, skg, ct).

Challenge: When A submits (mg, my, pkg,sks) such that |mo| = |my|, the
challenger chooses b € {0,1} uniformly at random and returns a chal-
lenge ciphertext ct* <— SC(pp, pkp, skg, mp),
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Queries 2: Given a sender’s public key and a ciphertext (pkg, ct), USCO re-
turns m/L < USC(pp, pkg,skgr,ct). A is not allowed to issue a query
(pkg,ct) such that (pkg,ct) = (pkg,ct*)

Output: A outputs the guessing bit b/ € {0,1}. A wins ifb=1'.

Definition 2.31 (MU-sUF-iCMA security). A signcryption scheme SCS =
(Setup, KGeng,KGeng,SC,USC) meets MU-sUF-iICMA security if for any PPT
mu-suf-icma

adversary A, the advantage Advges™a (A) := Pr[A wins] is negligible in A,
where [A wins| is the event that A wins in the following game.

Setup: A challenger generates pp + Setup(1*) and (pkg,sks) <+ KGeng(pp),
and sets Lsc < 0. It sends (pp, pkg) to A.

Queries: Given a receiver’s public key and a message (pkgr,m), the sign-
crypt oracle SCO returns ct < SC(pp, pkg,sks, m) and sets Lsc < LscU

{(kav m, Ct)}'

Output: A outputs (pkp,sky,ct*). A wins if USC(pp, pkg, sk, ct™) — m* #
L and (pkR, m*, ct*) ¢ Lsc hold.
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Chapter 3

Quantum-Secure Public Key
Encryption

3.1 Background of Selective Opening Security

The security model of selective-opening (SO) security captures a situation
in which an adversary gets secret information of many ciphertexts. In fact,
there are cases in which adversaries obtain messages and randomness of ci-
phertexts because of side-channel attacks and weakness in system’s design or
implementation. This security is one of the most important securities of PKE
in the multi-user setting. There are the following works related to SO secu-
rity: Generic constructions of PKE [15, 59, 60], number theory-based PKE
[45, 63, 65], hybrid encryption [92, 61, 93], identity-based encryption [19, 87],
and lattice-based PKE [28, 89].

Furthermore, SO security is roughly classified as simulation-based SO
(SIM-SO) security and indistinguishability-based SO (IND-SO) security. In
this paper, we consider SIM-SO security against chosen ciphertext attacks
called SIM-SO-CCA security, since it seems that it is harder to achieve SIM-
SO security [20, 65] and several works have aimed at proposing SIM-SO-CCA
secure PKE schemes [45, 60, 92, 61, 89, 93]. Hence, it is natural to consider
SIM-SO-CCA security as our goal in the multi-user setting.

3.2 Contribution

Our goal is to present SIM-SO-CCA secure PKE schemes obtained from KEM
schemes in the quantum random oracle model (QROM) or the quantum ideal
cipher model (QICM). Our main motivation is that we would like to transform
any PKE/KEM schemes submitted to the post-quantum cryptography stan-
dardization to SIM-SO-CCA secure PKE without loss of efficiency in terms of
key-size, ciphertext-size, and time-complexity. To the best of our knowledge,
there is no work which researched quantum-secure PKE with (SIM-)SO-CCA
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security.

In the classical random oracle model, classical ideal cipher model, or the
standard model (i.e., the model without random oracles or ideal ciphers), sev-
eral SIM-SO-CCA secure PKE schemes constructed from KEM schemes have
been studied. Liu and Paterson proposed a SIM-SO-CCA secure PKE scheme
constructed from any KEM scheme secure against tailored constrained cho-
sen ciphertext attacks and any strengthened cross authentication code (XAC)
[92]. Heuer et al. proposed a SIM-SO-CCA secure construction by combining
any KEM secure against plaintext checking attacks and any one-time secure
message authentication code (MAC) [60]. Heuer and Poettering proved that a
PKE scheme in the KEM/DEM framework meets SIM-SO-CCA security in the
classical ideal cipher model if the underlying KEM satisfies IND-CCA security
and the underlying DEM satisfies both of simulatability and one-time integrity
of chosen ciphertext attacks, which is called OT-INT-CTXT security [61]. Lyu
et al. proposed a tightly secure PKE starting from any KEM scheme meeting
both of multi-encapsulation pseudorandom security and random encapsulation
rejection security, and any strengthened XAC [93]. Table 3.1 shows the above
primitives and security models of the existing constructions.

In the QROM or QICM, how to construct PKE schemes meeting SIM-SO-
CCA security is not obvious because of the following reason: In the classical
random oracle model or classical ideal cipher model, the security proof of
existing schemes [92, 61] utilize the lists of query/response pairs submitted to
random oracles or ideal ciphers. In the QROM and QICM, we cannot use such
lists, since it is impossible to record query/response pairs in principle due to
the quantum no-cloning theorem. Hence, it is worth to consider secure PKE
schemes in the models where quantum queries are issued.

As for the PKE schemes obtained from KEM schemes in the standard
model [92, 93], ciphertext-size and time-complexity of encryption and de-
cryption algorithms linearly depend on the bit-length of messages. Since we
are aiming at constructing practical PKE schemes, we do not focus on these
schemes in this paper due to the lack of efficiency in terms of ciphertext-size
and time-complexity.

In this paper, we propose two constructions of SIM-SO-CCA secure PKE
schemes from KEM schemes and symmetric key encryption (SKE) schemes.
The details are explained as follows:

1. The first scheme PKE™ is the KEM/DEM scheme [35]. We prove that
this scheme meets SIM-SO-CCA security in the QICM if the underly-
ing KEM scheme satisfies IND-CCA security, and the underlying DEM
scheme satisfies both of simulatability [61] and one-time integrity of cho-
sen ciphertext attacks (OT-INT-CTXT security) [17]. The advantage of
this scheme is that we can apply any IND-CCA secure KEM scheme
such as any PKE/KEM schemes submitted to the post-quantum cryp-
tography standardization, and we can obtain a SIM-SO-CCA secure PKE
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’ Scheme ‘ Primitives ‘ Security Model
[92] IND-tCCCA secure KEM Standard Model
XAC
[60] OW-PCA secure KEM Random Oracle Model
sUF-OT-CMA secure MAC
[61] IND-CCA secure KEM Ideal Cipher Model

Simulatable DEM
[93] mPR-CCCA and RER secure KEM Standard Model

XAC

PKE}Y IND-CCA secure KEM Quantum
Simulatable DEM Ideal Cipher Model

PKEDY FO-based KEM Quantum

(from IND-CPA secure PKE) Random Oracle Model
sUF-OT-CMA secure MAC

Table 3.1: SIM-SO-CCA secure PKE constructed from KEM schemes: IND-
tCCCA means indistinguishability against tailored constrained chosen cipher-
text attacks. IND-PCA means indistinguishability against plaintext check-
ing attacks. mPR-CCCA means multi-encapsulation pseudorandom security
against constrained chosen ciphertext attacks. RER means random encapsu-
lation rejection security. XAC means cross authentication code. IND-CPA
means indistinguishability against chosen message attacks. FO-based KEM
means FO*, FO%, QFO*, and QFOZ. Standard model denotes the security
model without random oracles and ideal ciphers.

schemes in the QICM. In addition, almost all standardized DEM schemes
satisfy simulatability and OT-INT-CTXT security. Hence, we can realize
concrete PKE schemes in the QICM.

2. The second one PKEgy is a concrete scheme constructed from any FO-
based KEM scheme such as FO*, FO#L, QFO#, and QFO;%, which are
categorized in [64], and any MAC meeting strong unforgeability against
one-time chosen message attacks called sUF-OT-CMA security. The un-
derlying KEM scheme is FO-based KEM with implicit rejection. That
is, these schemes output a random key which is not encapsulated if
a given ciphertext is invalid. We require that the underlying PKE in
FO*, FOﬁ, QFO#, or QFO# is injective and satisfies indistinguishability
against chosen plaintext attacks called IND-CPA security. In addition,
many KEM schemes submitted to the NIST post-quantum cryptography
standardization are classified as FOZ, FO;%Z, QFO*, or QFO;;Z,L. Hence,
the advantage of PKEgy is that a lot of PKE/KEM schemes submitted
to the post-quantum standardization can satisfy SIM-SO-CCA security
without demanding any special property such as simulatability, for the
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underlying SKE.
The difference between PKEffy and PKESy is given as follows:

e Any IND-CCA secure KEM resistant to quantum computing can be ap-
plied to PKE}fy while a particular KEM scheme (i.e., FO*K7 FO#L, QFO’L,
or QFOL) are applied to PKELY.

° PKE}fy requires that the underlying DEM scheme satisfies a special prop-
erty such as simulatability while PKESy does not require that the under-
lying MAC satisfies any special property.

In Sections 3.3 and 3.4, we describe concrete primitives which can be applied
to PKE"™ and PKELY, respectively.

3.3 KEM/DEM framework

In this section, we focus on hybrind encryption scheme PKE}fy with the KEM/DEM
approach [35], which is constructed from any IND-CCA secure KEM and any
DEM with both simulatability and OT-INT-CTXT security, and prove that
PKElfy meets SIM-SO-CCA security in the QICM. This security proof is based
on the proof of Theorem 2 in [61]. However, it is not obvious that it satisfies
SIM-SO-CCA security in the QICM because the proof in [61] uses the list of
query /response pairs issued to ideal cipher oracles and we cannot apply this
technique due to the quantum no-cloning theorem. To resolve this problem,
we utilize a semi-classical oracle to check whether quantum queries meeting a
condition are submitted to ideal cipher oracles or not, instead of using the list
of ideal cipher oracles.

It is possible to construct concrete SIM-SO-CCA secure PKE schemes in the
QICM because several DEM schemes such as CTR-DEM, CBC-DEM, CCM-
DEM, and hidden-shift CBC-DEM meet simulatability [61, 8]. As a quantum
(ideal) block cipher, hidden-shift Even-Mansour ciphers in [8] may be used.

To construct PKEIfy with a message space M, we use the following primi-
tives: Let KEM = (KGen®*Y, Encap, Decap) be a KEM scheme with a key space
K =K' x K" and a randomness space R*Y. Let DEM = (Enc®¥"", Dec®™¥™) be
a DEM scheme with a key space K = K’ x K” and a message space M.

The PKE scheme PKE?y = (KGen, Enc, Dec) is described as follows:

e (pk,sk) < KGen(1%): Generate (pk®¥, sk®¥) < KGen®¥(1*) and output
pk := pk®¥ and sk := sk®*Y,

e ct < Enc(pk,m): Encrypt a message m € M as follows:

1. (e,k) « Encap(pk®), and d < Enc®" (k, m).
2. Output ct := (e, d).
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e m/L < Dec(sk,ct): Decrypt a ciphertext ct = (e, d) as follows:

1. k < Decap(sk®, e).
2. Output m’ «— Dec®™¥™(k,d) if k # L, and output L otherwise.

Theorem 3.1. If a KEM scheme KEM meets IND-CCA security, and a (IC, X)-
permutation-driven DEM scheme DEM with an oracle DEM scheme (O.Enc,
0.Dec) for a domain X and a block cipher E meets both of €sip,-simulatability
and OT-INT-CTXT security, then PKE}fy satisfies SIM-SO-CCA security in the
quantum ideal cipher model.

Proof. Let A be a QPT adversary against PKE’fy. Let ¢4 be the number of
accessing DEC(+), and ¢, be the total number of accessing ET(-) and E~(-).
For J C [n], let K := {kj | j € J}. We write Ei(-) = E(K,-) for an ideal
cipher F with a key k'.

For each ¢ € {0,1,2,3,4}, we consider a security game Game;, and let W;
be the event that A outputs out such that R(Mp,my,...,m,, [, out) =1 in
Game;.

Gameg: This game is the same as Real-SIM-SO-CCA security game. We have

Pr[Exp;eIEEiZ:CAC*‘ — 1] = Pr[Wy). ]

Game;: This game is the same as Game; except that DEC oracle returns L if
a query (e, d) such that e € {e;};cpn)\ s is submitted.

We show |Pr[Wp] — Pr[Wi]| <n- (Advi&’g,'\ﬁfgl (A) + Adv%‘%ﬁt,’}t()\)). Let Bad
be the event that A submits a ciphertext query (e, d) such that e € {e;}ici)\1
and Dec(sk, (e,d)) # L. Unless Bad occurs, Game; is identical to Gamey.
Besides, we consider the following events: Let Bad; be the event that Bad
happens in Gameg, and let Bads be the same event as Bad; except that for
i € [n]\I, keys k; are chosen uniformly at random.

To show |Pr[Bad;] — Pr[Bady]| < n - Adv}?‘é,}ﬁ%l()\), we construct a PPT
algorithm D breaking the IND-CCA security of KEM in the following way: At
the beginning of the security game, Dy takes pk®Y as input. It sets i* < [n]
and chooses a random polynomial fg of degree 2g. — 1 over GF'(2") uniformly
at random as a 2¢.-wise independent hash function, where « is the bit-length
of elements in K’ x X. Then, it sets I < () and sends pk := pk®*¥ to A. When
A submits Mp, it does the following for each i € [n]:

1. If i = i*, request a challenge (e;+,k;+) in IND-CCA game. Otherwise,
compute (e;, k;) < Encap(pk;r;), where r; € R is sampled at random.

2. d; + Encsym(ki, mi), where m; < Mp.
Then, it returns ((e;, d;));en) to A. D1 simulates oracles as follows:
e ET(K,a): Return fgp(k, ).
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e E~(K,5): Compute the set R of all roots of the polynomial fg(k',-)—f
and return a € R.

e DEC(ct): Take ct = (e,d) as input. In the case of e = e;+, halt and
output 1 if 1 # Dec®¥™(k;+,d), and return L otherwise. In the case of

e # e;+, submit e to the given decapsulation oracle and receive k. Return
1 if k= 1, and return Dec®¥™(k,d) if k # L.

e OPEN(i): Set I <— I U{i}. Abort if ¢ = i*. Return (m;,r;) if 4 # *.

Note that quantum ideal ciphers E+ and E~ can be simulated by using 2q.-
wise independent hash functions from Theorem 6.1 in [137].

When A outputs out, D1 outputs 0 if Bad does not happen. D; simulates
the view of A completely. If A submits a decryption query meeting the condi-
tion of Bad, it can distinguish the two games, and D breaks IND-CCA security
with at least probability |Pr[Bad;] — Pr[Bads]| /n. Thus, we get the bound.

To show Pr[Bady] < n - Adv%ﬁ%ﬂ}t(}\), we construct a PPT algorithm F
breaking OT-INT-CTXT security as follows: It is given the two oracles ENC(-)
and VRFY(-) in OT-INT-CTXT game. At the beginning of the security game,
F generates (pk,sk) < KGen(1}) and chooses i* € [n] uniformly at random.
When A submits Mp, it does the following for each i € [n]:

1. (e;, ki) < Encap(pk;r;), where r; € R%Y is sampled at random.
2. m; + Mp.
3. Ifi = ’i*, dix +— ENC(ml*) Otherwise, d; EnCSym(ki, mi).

Then, it returns ((e;, d;));e[,)- F simulates oracles E*(-,-), E~(-,-), and OPEN(:)
in the same way as the above algorithm D;. DEC(:) is simulated as follows: If
e = e;+ for a given ct = (e, d), it submits (e, d) to VRFY(:). F halts if it returns
1, and returns L otherwise. If e # ¢;+, F computes k < Decap(sk®, e) and
returns Dec®(k,d) € M U{L}. When A outputs out, F aborts this game if
Bad does not happen.

The success condition of F is identical to the condition that Bad occurs.
Hence, F wins in OT-INT-CTXT game if A outputs a ciphertext query (e, d)
such that e = e;» and oracle VRFY(d) returns 1. The success probability of F
is at least Pr[Bads]/n.

Therefore, we have |[Pr[Wy] — Pr[Wi]| < n- (Advglg'EC,ff’Dl ()\)+Advgl|t5',\‘}|tf§t()\))
in the straightforward way.

E* (resp. E7)is an ideal cipher oracle such that E+(k/, o) (resp. £~ (K,
is sampled from X uniformly at random if k' € {ki};cpu\7, and Et(K, )
Et(K,a) (resp. E~(K,) = E~(K,$)) holds otherwise.

]
B))

Games: This game is the same as Game; except that at the beginning of
the security game, the challenger computes (e;, k;) < Encap(pk) for i € [n]
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1)
= {k}}icpn)\1, respectively.

We show |Pr[W;] — Pr[Ws]| < 2\/nq . Adv}?ﬁlﬁfgz(/\) + 4g\/n/ |K'|. Let
Bad’ be the event that a semi-classical oracle Ogc returns |1) when A submits
a query to an oracle ET(-,-) or E~(-,-). Besides, we consider the following
events: Let Bad)] be the event that Bad’ happens in Game;, and let Bad) be
the same event as Bad] except that for i € [n]\I, keys k; are chosen uni-
formly at random. From Proposition 2.1 and the hybrid argument, we have
|Pr[W;] — Pr[W3]| < 24/q - Pr[Bad)] < 2\/(] |Pr[Bad/] — Pr[BadéH + q - Pr[Bady).

We show |Pr[Bad}] — Pr[Badj]| < n- Advi?é,’vﬁ%? (M) by constructing a PPT
algorithm Dy breaking IND-CCA security. Notice that running (e; k;) <
Encap(pk; ;) at the beginning of the game is a conceptual modification. Do
is constructed as follows: Given (pk®¥,e* k*), it chooses i* € [n]| uniformly
at random, sets (e;+, k) := (e*,k*), and generates (e;, k;) < Encap(pk®®¥;r;)
for all i € [n]\{:*}, where r; is sampled from R*Y at random. And then, it
sets I + ) and sends pk := pk®Y to A. When A submits Mp, it samples
m; <— Mp and computes d; < Enc®™(k;, m;) for i € [n]. And then, it returns
((€i,di))iepm) to A. When A issues a quantum query > . cxr ey Yk .z K, @)

(k; = (K}, k”)), and oracles ET and E~ are replaced by E+t\S and E~\S for
S

to ET or E7, Dy submits >\ cxr pex Yz [K'; ) [0) to a semi-classical oracle
Ogc. It halts and outputs 1 if Ogc returns a quantum superposition state
> wekrzex Vi x K 2) 1), Tt returns a quantum state by accessing £ or B~
otherwise. In addition, Do simulates the following oracles:

e DEC(ct): Take ct = (e,d) as input. If e € {e;}ign\s, return L. If
e & {ei}ic[n)\1> Submit e to the given decapsulation oracle and receive k.
Return L if k = L, and return Dec®¥ (k' d) if k # L.

e OPEN(i): Set I «— I'U{i}. If ¢ = ¢*, abort this game. If i # *, set
By < 0 and return (m;, ;) if 4 # i*.

When A outputs a value out, Dy aborts this game if Bad’ does not occur.
Then, Dy simulates the environment of A completely. If A submits a quantum
query including the valid key k; of e; to ET or E~, A can distinguish the two
games, and Dy breaks the IND-CCA security of KEM. The success probability
of Dy is at least [Pr[Bad}] — Pr[Bad]| /n.

In addition, we have Pr[Bad}] < 4ng./|K'| from Proposition 2.2. There-
fore, we obtain the following inequality

K]

: n
< 24/nge - AV, (V) + g [

and the proof is completed. [

. 4 e
[Pr[W3] — Pr[Wy]| < 2\/% <n - Advigdiess (A) + ”)
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Games: This game is the same as Gamey except that the game is aborted if
the challenger generates (e;, (ki, k7)) <— Encap(pk) such that k; € K/, ., for

(R [i—1]
i € [n].
The probability of choosing k] € K [’i_l} by running Encap(pk) for i € [n] is
at most n?/|K’|. Thus, we have |Pr[Ws] — Pr[W3]| < n?/|K/|. |

Gamey: This game is the same as Games except that for all i € [n], we replace
Enc®¥™ algorithm by (Fake, Make). Namely, the process of the challenger and
OPEN oracle is modified as follows: Given Mp, the challenger runs (d;, st;) <+
Fake(k?, |m;|) and returns (e;, d;) for each i € [n]. In addition, OPEN oracle is
modified as follows:

1. I+ Tu{i}.

2. my +— Mp.

3. 7 < Make(st;, m;) and oracles E*(k/,-), E~(k},-) follow this relation 7.
4. Abort this game if d; # O.EncEkg(kg', m;).

5. Return (m;, ;).

We show |Pr[W3] — Pr[Wy]| < n - €5im. From the simulatability of DEM,
A cannot distinguish d; in the two games. In the process of OPEN oracle,
we can define a relation 7 in this phase since A cannot find k] € {ki}icpn\1
from the game-hop of Gamey. In addition, for each ¢ € [n], the probability
that the aborting event happens in OPEN oracle is negligible in A from the
simulatability of DEM. Hence, we have the inequality. [ |

Finally, we prove Pr[ExpiSl;*El;zo'S“a — 1] = Pr[Wy]. We construct a simula-

tor S in the following way: It is given OPEN oracle in Ideal-SIM-SO-CCA game.
At the beginning of the security game, S generates (pk,sk) < KGen(1*) and
(ei, ki) < Encap(pk;r;) for i € [n]. When A submits Mp, it receives |m;| from
the challenger of Ideal-SIM-SO-CCA game, generates d; < Fake(k?, |m;|) for
i € [n], and returns ((e;, d;))icpn)- In the same way as the game-hop of Gamey,

S simulates ET and E~ by using a 2¢.-wise independent hash function and
algorithms (Fake, Make). It simulates oracles DEC(-) and OPEN(-) as follows:

e DEC(ct): Take ct = (e,d) as input and do the following.

L. Return L if e € {e;}igin\1-
2. k < Decap(sk, e).
3. Return L if k = L. Return Dec®™™(k,d) € M U{L} otherwise.

e OPEN(7): Take i € [n] as input and do the following:

1. I+ Tu{i}.
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2. Receive m; <— OPEN(7).

3. 7 < Make(st;,m;) and oracles E*(K,-), E~(k},-) follow this rela-
tion 7.

4. Abort this game if d; # 0.Enc™ (k?, m;).

5. Return (m;, 7).

When A outputs out, S halts and outputs R(Mp,my,...,my, I, out).
S completely simulates Game4 by using only the given oracle OPEN. Thus,

we have Pr[Expil;i;‘rg,lﬁfj'scca — 1] = Pr[Wy).

Therefore, we obtain the following advantage

Advimsoc  (A) < - AdviRgn B, (M) 4 24/nge - Adviggni B, (A) + n - AdvBERE ()

PKE!Y AS,R
n n?
+n'€sim+4Qe W"i' ’]C/‘
From the discussion above, the proof is completed. ]

3.4 PKE from FO-based KEM schemes

We describe a PKE scheme PKE}QW constructed from an FO-based KEM FO*
and any sUF-OT-CMA secure MAC, and prove that this scheme meets SIM-SO-CCA
security in the QROM. As FO-based KEM schemes, we can apply not only
FOZ but also other FO-based schemes FO;%L, QFO#, and QFO;{L, which are
classified in [64]. In this paper, we select FO¥ to construct PKESy because
FO* is used to construct many KEMs submitted to the PQC standardization
project. Besides, it does not have to append additional hash [127, 64] to ci-
phertexts while QFO#* and QFO;K,L need additional hash. Notice that in the
same way as the security proof of PKEgy (Theorem 3.2), it is possible to prove
the security of PKE}QW using FO#L, QFO*, or QFO;%7 instead of FOZ.

Concretely, we can apply CRYSTALS-Kyber, SABER, SIKE, and LEDAkem
to the KEM scheme FOZ, and apply FrodoKEM, NewHope, ThreeBears,
and more other schemes [107] to FOZ, QFO#, or QFOZ. As concrete MAC
schemes, we can use deterministic MACs standardized by NIST.

To construct PKEgy with a message space M, we use the following prim-
itives: Let PKE*Y = (KGen®*¥ Enc®*, Dec®¥) with d-correctness be a PKE
scheme with a message space M%¥ a randomness space R**Y, and a ciphertext
space C*Y. Let MAC = (Tag, Vrfy) be a MAC scheme with a key space ™.
Let H : M®Y x COY — 9™ x K™ G : MY — R*Y be random oracles,
where K% = M is a key space. PKEgy = (KGen, Enc, Dec) is constructed as
follows:

e (pk,sk) < KGen(1*): Generate (pk®Y,sk®Y) <« KGen®Y(1*) and s <~
MY, Then, output pk := pk®¥ and sk := (sk®*¥, s).
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e ct < Enc(pk,m): Encrypt m € M as follows:

1. r & Moy,

2. e < Enc®Y(pk®¥ r; G(r)).

3. (kU™ k™) < H(r,e).

4. d <+ kY™ @ m, t < Tag(k™,d).
5. Output ct := (e, d, t).

e m/ L < Dec(sk,ct): Decrypt ct = (e,d,t) as follows:

1. r' < Dec®¥(sk® e).

2. (ksvm k™mac) « H(s,e) if e # Enc®Y(pk®Y, r’; G(r')).

3. (ks¥™ k™ac) + H(r', e) otherwise.

4. Output m := d @ kY™ if Vrfy(k™?, d,t) = 1, and output L other-
wise.

As the security of PKE}QW, Theorem 3.2 holds.

Theorem 3.2. If a PKE scheme PKE*Y with 0-correctness meets IND-CPA
security, and a MAC scheme MAC meets SUF-OT-CMA security, then PKESy
satisfies SIM-SO-CCA security in the quantum random oracle model.

(pk, sk) < KGen(1*)
1 (pk™Y,sk®Y) < KGen™¥(1%).
2: s & MY,

3: return pk o= pka‘Sy and sk := (skasy’ 8)

(e, k) < Encap(pk) k < Decap(sk, e)

1: & MY 1: 7' < Dec™(sk*, e)

2: e+ Enc®Y(pk®Y, r; G(r)) 2: if e # Enc®¥(pk,r’; G(r)) :
3: k<« H(re) return k := H(s, e)

4: return (e k) 3: return k := H(',e)

Figure 3.1: KEM scheme FOZ in PKEgy

Proof. Let A be a QPT adversary against PKEgy. Let gq be the number of
accessing DEC(-), ¢, be the number of accessing H(:), ¢, be the number of
accessing G(-). For a subset J C [n], let K}'™ := {k}¥"" | j € J}. Notice that
we can view FO* in Figure 3.1 as the underlying KEM scheme in PKEgy.
Fori € {0,1,...,9}, we consider a security game Game;, and let W; be the
event that A outputs out such that R(Mp, my,...,my, [, out) =1 in Game;.
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Gamey: This game is the same as Real-SIM-SO-CCA security game. Thus, we

have Pr[ExplslilE'ZLZ:‘;:a — 1] = Pr[W]. |

Game;: This game is the same as Gameg except that DEC oracle computes
(kv kmae) < Hy (e) instead of (k*¥™, k™€) <~ H(s, e) if e # Enc**¥(pk,7’; G(1")),
where H] : C*Y — U™ x K™% is a random oracle. By using Lemma 4 in
[76], we have |Pr[Wy] — Pr[Wh]| < 2¢,/+/|MeY]. [

We define G’ : M?Y — RY as a random oracle which, on input » € MY,
returns a value sampled from the uniform distribution over a set of “good” ran-
dom coins Rgigd(pk“y,sk“y, r) = {7 € R®Y | Dec®¥(sk®Y, Enc®¥(pk,r; 7)) =
r}. Let §(pk®®,sk®Y r) = |R“sy\7€gzgd(pka5y, sk®Y . r)|/|R*¥| denote the frac-
tion of bad random coins, and let §(pk®*, sk**Y) = max,c pqasy (pk®®Y, sk r).
And then, we have § = E[d(pk®®?, sk®*Y)] as the expectation of d(pk®*Y,sk®Y),
which is taken over (pk®¥, sk®¥) < KGen®¥(1%).

Gamey: This game is the same as Game; except that we replace the random
oracle G(-) by G’ : MY — R*Y,

In the same way as the proof of Theorem 1 in [78], we can apply Lemma
2.1. Namely, G and G’ can be viewed as F and N oracles in the generic search
problem, respectively. Thus, we get |[Pr[W;] — Pr[Wa]| < 2¢,V/0. |

Games: This game is the same as Gamey except that the random oracle H(r, e)
returns Hg,(Enc®Y(pk,r; G'(r))) if e = Enc®Y(pk, r; G'(r)), and returns H'(r, e)
otherwise. Hy : C%Y — Y™ x K™ and H' : MY x C%Y — Y™ x [Cmae
are random oracles.

Since G'(+) oracle returns “good” random coins, Enc**¥(pk, -; G'(+)) is injec-
tive. Hence, we can view Hg(Enc®Y(pk,-;G(-))) as a perfect random oracle,
and Pr[W3] = Pr[W5] holds. |

Gamey: This game is the same as Games except that DEC oracle is modified as
follows: Take ct = (e, d,t) as input and compute (k*¥™, k) <— H,(e). Then,
return m «+ k%™ @ d if Vrfy(k™%¢ d,t) = 1, and return L otherwise.

In the case where e = Enc*?(pk,r; G'(r)) holds, both Decap algorithms of
Figure 3.1 in Hybrid; and Hybrid, return the same value. In the case where
e # Enc®Y(pk,r;G(r)) holds, A cannot distinguish Games and Gamey since
both H oracles in the two games return uniformly random values. Thus, we
have Pr[W,] = Pr[Ws]. [ |

Games: This game is the same as Gamey except that we replace the random
oracle G'(-) by G(-). In the same way as the game-hop of Games, we have
|Pr[Wy] — Pr[Ws]| < 2¢,V6. m

We define G (resp. H) as a random oracle such that for 7 € [n], the value
G(r;) (resp. H(ry,e)) is sampled from R*Y (resp. K*¥™ x K™) uniformly
at random and patches the uniformly random value, and for r ¢ {r;};cin\ 1,
G(r) = G(r) (resp. H(r,e) = H(r, €)) holds.
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Gameg: This game is the same as Games except that at the beginning of the
security game, the challenger computes (e;, k;) for ¢ € [n], and oracles H and G
are replaced by H\S and G\S for S = {r;}icn)\1, respectively, before A queries
to OPEN oracle.

In the similar way as the proof of Theorem 1 in [78], the following lemma
holds.

Lemma 3.1. For any QPT algorithm A against PKEgy that makes at most
qq queries to G and at most g, queries to H, there exists a PPT algorithm D
against PKE*®Y such that

— n
[Pr[Ws] — Pr[Ws]| < 2\/”(% + qn)Advpygas p(A) +4(gg + an) My
Proof. We use the same notations defined in the proof of Theorem 3.2. For
i € {0,1,...,4}, we consider games Hybrid;, and let H; be the event that
A outputs out such that R(Mp,my,...,m,, I, out) = 1 in Hybrid;, Find; be
the event that a semi-classical oracle 03¢ returns Y syey Yoy T, y) 1) for
a quantum query Zze/\/lasy,yey Ygy |2, y) to the random oracle G (resp. H),
where S = {r;i}icp)\s and Y = R (resp. Y = C*¥¥ x L™ x ™). In
addition, in the same way as the proof in Theorem 3.2, random oracles G and
H are defined.

Hybridy: This game is the same as Games in the proof of Theorem 3.2. Then,
we have Pr[Hy] = Pr[W5]. ]

Hybrid,: This game is the same as Hybrid, except that we replace G and H by
G\S and H\S, respectively, where S = {ritiepm\1-

From Proposition 2.1, we have |Pr[Ho] — Pr[H1]| < 2+/(gq + g5) Pr[Find4].
Notice that we also have Pr[H;| = Pr[W]. [ ]

Hybrid,: This game is the same as Hybrid; except that for all i € [n], we
replace 7; < R®Y and (k" kia¢) & [Co¥™ x ™€ instead of #; < G(r;) and
(kY™ Km@€) «— H(r;, e;), respectively. We have Pr[Findy] = Pr[Find;] because
we do not focus on the output of A. [ |

Hybrid;: This game is the same as Hybrid, except that we replace G and H by
G and H, respectively. Because there is no difference between the view of A in
the two games by this change, Pr[Finds] = Pr[Finds] holds. ]

Hybrid,: This game is the same as Hybrids except that we replace r; by 7} for
all i € [n]. Notice that we do not replace the set S = {r; }icpp\r by {7} }icin)\1-

We show |Pr[Finds] — Pr[Find4]| < n- Advgllf;%a(/\) by constructing the fol-
lowing PPT algorithm D breaking IND-CPA security of PKE**Y: Given a public
key pk®¥, D chooses i* € [n], ri+, rl € M*Y uniformly at random. It submits
(ri,7}) to the challenger in IND-CPA game and receives e;+. And then, it com-
putes e; < Enc®¥(pk,r;; G(r;)) and k; <= Hg(e;) for ¢ € [n]\{7*}. In order to
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simulate a random oracle G (resp. Hy), D chooses a 2¢,-wise independent hash
function (resp. a 2gj-wise independent hash function) uniformly at random.
It sets I + () and sends pk := pk®¥ to A.

When A submits Mp, D chooses m; <~ Mp and computes d; < K" om;
and t; < Tag(k{"*¢, d;) for i € [n]. Then, it returns ((e;, di, t;))ign)-

D simulates oracles in the following way: When A issues a quantum query
> remasy yey Yry |7 y) to the random oracle G (resp. H) for Y = R*Y (resp.
Y = C¥ x KM x Km€), D submits » . vfasy yey Yry |75 y) [0) to a semi-
classical oracle Ogc. It halts and outputs 1 if Ogc returns the quantum
superposition state . vjasy yey Vry 7 9) [1). It returns a quantum state by
accessing G (resp. H) otherwise.

e DEC(ct): Take ct = (e,d,t) as input and do the following.

L. (ks k™ac) < Hy(e).
2. Return m « k%™ @ d if Vrfy(k™%¢ d,t) = 1. Return L otherwise.

e OPEN(i): Set I + I'U{i}. Abort if i = i*. Return (m;,r;) otherwise.

When A outputs a value out and halts, D outputs 0. D simulates the view of
A in Games (resp. Gamey) if the challenger chooses r; (resp. 7). Then, the
success probability of D is at least |Pr[Finds] — Pr[Find4]| /n, and we have the
inequality.

In addition, we get Pr[Finds] < 4(qq + qn)/|M**Y| for each i € [n], from
Proposition 2.2.

Therefore, from the union bound, we obtain

4”(‘]{] + Qh)

|Pr[Finds] — Pr[Find]| + Pr[Finds] < n - Advpke ' (A) + Ao

From the discussion above, we obtain the following inequality

[Pe{Ws] — Pr{1¥g]| <2,/ (g, + 1) Pr[Find,]

ind-cpa 49 + 4n ’
§2\/n((Jg + gn)Advpe D (V) + 4”W

ind-
§2\/n(qg + qh)AdViDKEC,%a(A) +4(qg + qn) Masy]

Therefore, we complete the proof. ]

|Pr[Ws] — Pr[Ws]| is negligible in A if PKE**Y meets IND-CPA security. =

Gamery: This game is the same as Gameg except that DEC oracle returns L if
a query (e, d,t) such that e € {e;};c|n)\ 7 is submitted.
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Let Bad be the event that A submits a ciphertext query (e, d,t) such that
e € {ei}igms and Vrfy(k™e d,t) = 1. Besides, we consider the following
events: Let Bad; be the event that Bad happens in Gameg, and let Bads be
the same event as Bad; except that keys k; are chosen uniformly at random
for all i € [n].

Then, Gameg and Gamey are identical until Bady occurs. The modification
of Bady is conceptual from the game-hop of Gameg. Thus, we have Pr[Bad;] =
Pr[BadQ].

Next, we show Pr[Badsy] < n-Advsﬁﬁgﬁa()\). We construct a PPT algorithm
F breaking sUF-OT-CMA security as follows: It is given oracles TAG and VRFY
in sUF-OT-CMA game. At the beginning of the security game, F generates
(pk,sk) < KGen(1*) and chooses i* € [n] uniformly at random. Then, it sets
I < () and sends pk to A. When A submits Mp, it does the following for every
i€ nj:

1. e; + Enc®¥(pk;r;; G(r;)), where r; € MY is sampled at random.
2. m; < Mp and (k;V™ k") < H(r;, €;).

3. If i = i*, choose dj+ <= K¥™ and let t; := TAG(d;+). Otherwise, d; +
kXY™ @ m; and 7; + Tag(k"*, d;).

Then, it returns {(e;, d;i,t;) }ic[n). F simulates oracles in the following way:
From Theorem 6.1 in [137], random oracles H and G can be simulated by using
a 2¢p-wise pairwise independent hash function and a 2¢4-wise independent
hash function, respectively. The other oracles are simulated as follows:

e DEC(ct): Take ct = (e,d,t) as input. If e = e;, submit (d,t) to VRFY
oracle. Halt if VRFY returns 1, and return L otherwise. If e # e;x,
return Dec(sk,ct) e MU {L}.

e OPEN(i): Set I < I'U{i}. Abort this game if ¢ = i*. Return (m;,r;) if
i # i*.
Finally, when A outputs out, F aborts if Bad does not occur. Then, the
success condition of F is identical to the condition that Bad occurs. Hence, F
wins in sSUF-OT-CMA game if A submits a ciphertext query (e, d,t) such that
e = e;» and VRFY(d,t) returns 1, and the success probability of F is at least
Pr[Badsy]/n. From the union bound, we have Pr[Bads] < n - Advf\}ll,fgéf‘,lza(/\).
Therefore, we obtain

[Pr[Ws] — Pr(W7]| < n - Adviiad B (A).
|Pr[Ws] — Pr[Wr]| is negligible in A if MAC meets sUF-OT-CMA security. m

Gameg: This game is the same as Game; except that the game is aborted if
for i € [n], the challenger chooses r; € M®*¥ such that k¥ € K"

1) where
(kY™ kimac) = H(ry, €;).
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3.4 PKE from FO-based KEM schemes

The probability of choosing k;*"™ € K [iy_nﬁ is at most n?/|K*¥™| from the

collision resistance of random oracles. [ ]

Gameg: This game is the same as Gameg except that the challenge phase and
OPEN oracle are modified as follows: When A submits Mp, the challenger
chooses d; € K*™ and ki"*“ € K™% uniformly at random, computes t; <
Tag(k"*¢, d;), and returns (e;, d;, t;) for ¢ € [n]. In addition, OPEN oracle does
the following:

1. I+ Tu{i}.

2. m; < Mp.

3. Let H(ri, e;) := (di & my, k™).
4. Return (m;,r;).

Gameyg is identical to Gameg. Any QPT adversary A cannot distinguish d;
in the two games since both ciphertexts in these games are uniformly random
and A cannot find r € {r;};c|n)\ 1 before querying OPEN oracle. For this reason,
it is possible to define H(r;, e;) when A submits ¢ to OPEN oracle. Hence, we
have Pr[Wy] = Pr[Ws]. |

Finally, we prove Pr[ExpiF?;"El,}iO'Scca — 1] = Pr[Wy] by constructing a sim-
2

ulator S in the following way: It is given OPEN oracle. At the beginning
of Ideal-SIM-SO-CCA security game, S generates (pk,sk) < KGen(1%) and e;
for i € [n]. And then, it sets I « () and sends pk to A. When A submits
Mp, it chooses d; € Mp and ki"* € K™% uniformly at random, and com-
putes t; « Tag(ki**,d;) for i € [n]. And then it returns ((e;,d;,t:))igln)-
It simulates random oracles by using a 2qp-wise independent hash function
and a 2¢g-wise independent hash function. Oracles DEC(-) and OPEN(-) are
simulated as follows:

e DEC(ct): Take ct = (e,d,t) as input and do the following.

L. Return L if e € {e;}icn)\1-

2. (kY™ k™mac) < Hy(e).

3. Return m « kU™ @ d if Vrfy(k™?¢ d,t) = 1. Return L otherwise.
e OPEN(i): Take i € [n] as input and do the following:

1. I« TU{i}.

2. Receive m; by accessing the given OPEN(3).
3. Let H(ri, ;) := (di ® my, k).
4

. Return (m;,r;).
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When A outputs out, S halts and outputs R(Mp,m1,...,my, I, out). Because
S can simulate the view of A only with OPEN oracle, we have Pr[ExplF‘)j;?;Zo'scca —
2
1] = Pr[Wy).
From the discussion above, we obtain

AdvISEECs (0) <21 /(g + q) AdvESSES 0 (M) + 1 - AdvEEE (M)

PKESY,AS,R
[ n 2qn n?
+4(Qg+Qh> ’Masy’ + \/W+4Qg\/g+m

§2\/n(qg + Qh)Advgls'ECﬁ?D()\) +n- Advf\ﬁ,fgg‘f‘:a()\)
2
n

[Csym

n

4g,V'6
ot T gV +

+ (4q4 + 643

and complete the proof. O
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Chapter 4

Quantum-Secure Message
Authentication with
Aggregation

4.1 Background of (Sequential) Aggregate MAC

Message authentication code (MAC) is a fundamental and important primitive
in symmetric cryptography for message authentication by generating MAC
tags on messages. In addition, there are works which researched message au-
thentication schemes with advanced functionalities, such as aggregate MACs
(AMACS) [82, 44], homomorphic message authenticators [32, 52, 47], and blind
MAC:s [2, 105]. In this chapter, we focus on AMACs which can compress mul-
tiple MAC tags on multiple messages into a short tag (aggregate-tag). The
reasons are as follows: When many MAC tags are sent to a receiver via a
network, AMACs are effective since it is possible to reduce the total size of
MAC tags. In addition, concrete AMACs can be constructed from standard-
ized MACs such as CMAC and HMAC, and it is easy to implement AMAC
schemes without replacing ordinary MACs implemented in devices [82, 44]
while practical homomorphic message authenticators [32] and blind MACs
[2, 105] are not standardized, and we have to replace implemented ordinary
MACs (e.g., CMAC and HMAC) by the homomorphic or blind message au-
thentication schemes in implementing these ones.

We describe the existing works related to AMACs. In [82], Katz and
Lindell formalized the model and security of AMACs for the first time, and
proposed a generic construction starting from any MAC. Sequential aggre-
gate MAC (SAMAC) is AMAC which can verify the validity of the order of
sequential messages. We can consider several applications of SAMACs such
as audit-logging systems and wireless network sensor systems, and others for
resource-constrained devices. In [44], Eikemeier et al. defined the model and
security of SAMACSs, and proposed a generic construction from any MAC and

49



Chapter 4. Quantum-Secure Message Authentication with Aggregation

pseudorandom permutation. In [62], Hirose and Kuwakado formalized forward
security of SAMACs and proposed a generic construction from any pseudo-
random function (PRF) and any pseudorandom generator. Tomita et al. [128]
defined sequential aggregate authentication codes with information-theoretic
(one-time) security, and they proposed constructions of SAMACs meeting this
security.

Recently, quantum algorithms breaking the existing cryptosystems have
been proposed and the development of quantum computers has been pro-
moted. In fact, post-quantum cryptosystems have been studied in both areas
of public key cryptography and symmetric key cryptography. In symmetric
key cryptography, we focus on the security model where adversaries are al-
lowed to submit quantum superposition states of queries (quantum queries)
to oracles since we would like to establish quantum secure systems in a stronger
sense. It is known that there exist quantum attacks against MAC schemes such
as CBC-MAC, PMAC, and Carter-Wegman MAC in this model [24, 80]. In
prior work, various MAC schemes satisfying the security in the quantum query
model have been proposed. In [24], Boneh and Zhandry defined the security
of MACs in this model for the first time. They also proposed several MAC
schemes meeting this security: a variant of Carter-Wegman MAC, pseudoran-
dom functions meeting the quantum security defined in [136], and a g¢-time
MAC scheme, where ¢ is the number of classical/quantum queries to the tag-
ging oracle. In [124], Song and Yun showed that NMAC and HMAC met the
quantum security of pseudorandom functions defined in [136], if the underlying
pseudorandom functions meet the quantum security. However, no paper re-
ports about MACs with advanced functionality of compressing multiple tags,
AMACs and SAMACs. Notice that there is no work which researched the
quantum-security of homomorphic message authenticators and blind MACs.

4.2 Contribution

Our purpose is to propose AMAC/SAMAC schemes meeting quantum security,
namely AMAC/SAMAC schemes secure in quantum security models. To the
best of our knowledge, the security of AMACs/SAMACs in this model has
not been dealt with in the literature. We formalize the model and security
of AMACs/SAMACS in the quantum security model. Then, we show that
generic constructions of AMAC/SAMAC schemes that satisfy the security in
the quantum security model. Specifically, the contribution is described as
follows.

1. In Section 4.4, we formalize the security of AMACSs in the quantum secu-
rity model. In addition, we show that the generic construction of AMAC
from any MAC, which was proposed by Katz and Lindell [82], fulfills our
security, if the underlying MAC meets the post-quantum security defined
in [24].
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2. In Section 4.5, we formalize the quantum security of SAMACs. Our
security formalization includes the existing security definition [44] in the
classical security model, and hence our formalization is considered to be
reasonable. In terms of quantum security, we analyze security of known
SAMACs, and the results are summarized in Table 4.1. In particular,
we can break the security of SAMACs of [44, 128] by using quantum
algorithms proposed in [24, 80].

3. In Section 4.5.3 and 4.5.4, we propose two generic constructions of
SAMACs, SAMAC; and SAMAC,. SAMAC; is constructed from any
quantum-secure pseudorandom function (QPRF), which is formalized in
[136], while SAMAC; is constructed from any randomized pseudorandom
generator (PRG) and any classical PRF. The features of those construc-
tions are explained as follows.

SAMAC; uses a deterministic PRF satisfying the quantum security for-
malized in [136]. In particular, we can apply the quantum secure PRF's
of [136, 124] to SAMAC,, since those are deterministic. More specif-
ically, we can apply NMAC/HMAC to SAMAC; as a quantum-secure
PRF, since these MACs are shown to be quantum-secure PRFs in [124].

SAMAC; uses a randomized function (i.e., randomized PRG). The ad-
vantage of using randomized primitives lies in constructing quantum
secure SAMAC schemes based on computationally hard problems even
for quantum computers such as the learning parity with noise (LPN)
problem. Since LPN-based cryptography has been studied in construct-
ing various cryptographic systems such as public key encryption [40, 85],
oblivious transfer [36], symmetric key encryption [12], MACs [38], and
randomized PRGs/PRFs [135, 12], it is even interesting to consider
quantum-secure SAMACs from LPN-based primitives. LPN-based prim-
itives consist of randomized algorithms, and hence, those can be applied
to SAMAC;,. In particular, we can apply randomized PRGs [135, 12]
based on the LPN problem to SAMAC,.

4.3 Existing Quantum Security of MAC

We describe the quantum security of MACs (i.e., EUF-qCMA (existential
unforgeability against quantum chosen message attacks) security) following
[24] in order to show that our quantum security of AMACs is an expansion
of the security definition of [24]. Concerning the model of MACs, see Section
2.7.3.

Definition 4.1 (EUF-qCMA security [24]). A MAC scheme MAC = (Tag,
Vrfy) with a key space K meets EUF-qCMA security, if for any QPT adversary
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’ Scheme ‘ Primitive ‘ Quantum Security ‘ Attacking algorithm ‘
[44] MAC Quantum algorithm
insecure against CBC-MAC
PRP (see Section 5.1 in [80])
[128] Scheme 1 | A-code Quantum algorithm
insecure (see the proof of
[128] Scheme 2 | A-code Lemma 6.3 in [24])
SAMAC; QPRF secure n/a
SAMAC, RPRG secure n/a
PRF

Table 4.1: Security of SAMAC Schemes in the Quantum Query Model: The
term “Primitive” means cryptographic primitives required in the generic con-
structions, “Quantum Security” means security in the quantum query model,
and “Attacking algorithm” means a quantum algorithm which makes the tar-
get scheme insecure in the quantum query model. PRP means a pseudorandom
permutation, A-code means an authentication code with information theo-
retic (one-time) security, (Q)PRF means a (quantum) pseudorandom func-
tion, RPRG means a randomized pseudorandom generator, and PIH means
pairwise independent hashing.

A against MAC, Adv,evllllf\_g?/ina()\) := Pr[A wins] is negligible in X\, where [A wins]
is an event that A wins in the following game:

Setup: A challenger chooses a secret key k LK.

Queries: When A submits a quantum query (i.e., a superposition of mes-

sages) |) = e mieT . Ymit,z M, t, 2) to the tagging oracle, it chooses
randommness r used in Tag algorithm, where it does not need to choose
randomness r if Tag is deterministic. Then, it returns

Z Ymt,> M, t & Tag(k, m;7), z) .
meM teT ,z

Let q be the number of queries which A submits to the tagging oracle.

Output: A outputs (¢ + 1) message/tag pairs (my,t1),...,(Mgy1,tg41). A
wins if the following holds:

o 1« Vrfy(k,m;,t;) for alli € [q+1].
e m; # mj for any distinct i,j € [q+ 1].
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4.4 Quantum-Secure AMAC

4.4.1 Quantum Security of AMAC

In this section, we formalize the quantum security of AMACs by taking into ac-
count the quantum security of MACs in [24] and (classical) security of AMACs
in [82].

First, we describe the model of AMACs which is an existing one of [82]. An
AMAC scheme consists of four polynomial-time algorithms (KGen, Tag, Agg,
AVrfy): Let X be a security parameter, and let n = poly(A) be the number of
tagging users. ZD = {id;};cn) € ({0, 1}0(’\))n is an ID space, K = K()\) is a
key space, M = M(])) is a message space, and 7 = T ()) is a tag space.

Key Generation. KGen is a randomized algorithm which, on input a security
parameter 1* and an ID id € ZD, outputs a secret key kiq € K. We write
kig < KGen(1%,id).

Tagging. Tag is an algorithm which, on input a secret key kig € K and a
message m € M, outputs a tag t € 7. We write t < Tag(kijq, m).

Aggregation. Agg is a deterministic algorithm which, on input a set of ar-
bitrary ¢ pairs of IDs and tags T' = {(idy(;), ti) }icg (¢ < n), outputs an
aggregate tag 7. We write 7 < Agg(T).

Verification. AVrfy is a deterministic algorithm which, on input a set of secret
keys K = {kid; }icn), @ set of arbitrary £ pairs of IDs and messages
M = {(idg(;), mi) }ic[q), and an aggregate tag 7, outputs 1 (accept) or 0
(reject). We write 1/0 <— AVrfy(K, M, 7).

We require that AMAC schemes (KGen, Tag, Agg, AVrfy) meet correctness
as follows: For any set K = {kid, }icpn) Of secret keys (Vid; € ID, kig, <
KGen(1*,id;)), and any set M of ID /message pairs, we have 1 < AVrfy(K, M, T),
where 7 «— Agg({idy(i), ti}ic[q), where t; < Tag(kid,,,m;) for i € [{] (1 < £ <

Next, we define the quantum security of AMACs: aggregate unforgeability
against quantum chosen message attacks, which we call aggUF-qCMA security,
as follows.

Definition 4.2 (aggUF-qCMA security). An AMAC scheme AMAC = (KGen,
Tag, Agg, AVrfy) meets aggUF-qCMA security, if for any QPT adversary A
against AMAC, AdvaAghﬁKfé?Xma(A) := Pr[A wins] is negligible in \, where [A wins|
1s the event that A wins in the following game:

Setup: Generate secret keys kig, + KGen(1%,id;) for all id; € ID. Set a list
LCor — @

Queries: A is allowed to submit queries to the following oracles Ocor, OTag:
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e Ocor: Given a query id € ID, a corrupt oracle Ocor Teturns the
corresponding key kig and sets Lcor < Leor U {id}.

® Oag: Given an ID id € ID and a quantum superposition of mes-
sages ) = ZmGM,tGT,z Y2 M, 1, 2), a tagging oracle Otag chooses
randomness r used in Tag algorithm, where it does not need to
choose randomness r if Tag is deterministic. Then, it returns
ZmeM,teT,z Ytz M, t @ Tag(kia, m;7),z). Let ¢ be the number of
issued queries to OTag, such that id & Lcor.

Output: A outputs q ID/message/tag triplets (id(l), m® My, (id(Q), m(@), (@)
and (M,7), where id®) € ID (i € |q]), and M = {(ido iy, M) biep
(1 < ¢ < n) is a set of arbitrary ¢ pairs of IDs and messages and T
s an aggregate tag. Then, A wins if the following holds:

o 1 AVrfy(ky, (id®, m®),t®) for alli € [g], and 1 + AVrfy(K, M, 7).
o There exists some (id,m) € M such that id ¢ Lcor and
(id,m) ¢ {(idV, m®),.... (id@, m(@)}.

Definition 4.2 is regarded as an extension from both security notions of the
quantum security of MACs in [24] and (classical) security of AMACs in [82]
from the following reasons:

e Consider a special case n = ¢ = 1 in Definition 4.2. Suppose that,
in the aggUF-qCMA security game, a QPT adversary A finally outputs
g ID/message/tag triplets (id(l),m(l),t(l)),...,(id(l),m(q),t(q)) for the
same ID, and (M, 1), where M = {m} is a set consisting of a single ele-
ment and 7 is a single tag. Then, A wins, if 1 < AVrfy(k ), (id® m@), @)
for all i € [¢] and 1 < AVrfy(k,,a),m,t), and m ¢ {m® . m@}, This
is the same as Definition 4.1, and hence Definition 4.2 is regarded as an
extension from quantum security of MACs in [24].

e Consider a special case where PPT algorithm A obtains valid ¢ triplets
(id(l), m(l),t(l)), e (id(q)7 m(q),t(q)) by having access to the oracle OT,g
with classical queries (id(l)7 m), ..., (id(‘J), m(’1)). Suppose that, in the
aggUF-qCMA security game, A outputs ¢ ID/message/tag triplets
(id(l), m(l),t(l)), e (id(l)7 m(@ t(‘Y)) which he obtained, and (M, 7), where
M = {(idg@),mi)}iejg (1 < € < n) is a set of arbitrary ¢ pairs of
IDs and messages and 7 is an aggregate tag. Then, A wins, if 1 «
AVrfy(K, M, 1) and there is some (id,m) € M such that id ¢ Lco, and
(id,m) & {(idD, mM), ... (id@ m@)}. This is the same as the security
definition of AMACs in [82], and ours is an extension of it.

4.4.2 Katz-Lindell Construction

We show that the Katz-Lindell construction [82] of AMACs meets aggUF-qCMA
security. Let MAC = (Tagmac, Vrfymac) be a deterministic MAC scheme with
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a key space K. The Katz-Lindell construction AMACky, = (KGen, Tag, Agg, AVrfy)
is described as follows:

e kig < KGen(1%,id): Output kiq <= K for an ID id € ZD.
o t < Tag(kig, m): Output t < Tagpac(kig,m) € 7 on a message m € M.
o 7 Agg({(ids(1),t1),- -+, (idy(e), te)}): Output 7:=t1 @ --- Dty € T.

e 1/0 « AVrfy(K, M,7): Verify an ID/message set M = {(idg(;), Mi) }iclq
and an aggregate tag 7 in the following way:

L 7 < Agg({(idg(1), t1), - -, (ids(e), te) }), where t; < Tag(kia, ,,, mi)-
2. Output 1 if 7 = 7, and output 0 otherwise.

We show the following theorem which states quantum security of the con-
struction AMACk,.

Theorem 4.1. If a deterministic MAC meets EUF-qCMA security, AMACk1,
satisfies aggUF-qCMA security.

Proof. Let A be a QPT adversary against AMACky,. We prove the theorem
by constructing a PPT algorithm F breaking the EUF-qCMA security of MAC,
in the following way: Given a tagging oracle in EUF-qCMA game, it chooses
id* € ZD uniformly at random and generates kijq for all id € ZD and a list
Lcor <= 0. When A submits queries to Ocor and Orag, it simulates these
oracles as follows:

e Ocor: Take id as input. Abort this game if id = id*. Return the corre-
sponding key kiq and set Lcor < Lcor U {id} if id # id™.

o Omag: Take (id, D> crre7 s Umit,z Im,t, 2)) as input. If id = id*, submit
the given quantum query to the tagging oracle and return the received
quantum superposition. If id # id*, return >, . ¥my,. |[m,t ® Tag(kiq, m), 2).

When A outputs (id(l), mM My (id(Q), m(@, (@) and (M, 7), where M =
{(idg(i), mi) }icpe, then F checks the following:

o For all id® #id* (i € [g]), we have 1 + AVrfy(k. ), (id®, m®), ), and

e there exists some ID/message pair (id*,m*) € M such that (id*, m*) ¢
{GdD, m®Y, . (1d@D m@)},

If the output of A meets these conditions, F sets t* «+— 7 and computes t* <
t* @ Tag(kid, . mi) for all (idy(;), m;) € M\{(id",m")} (i € [g]). Then, it
outputs (m*,t*) and all (m,t) such that (id*,m,t) € {(id®, m("),t(i))}ie[q}. If
the output of A does not meet the conditions above, F aborts this game.
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The output of F is a forgery in EUF-qCMA security game, since the one-
more forgery (m*, t*) is not in {(m™M,tM), ... (m(@ t@)} and the other pairs
can be obtained in the straightforward way. Besides, the probability that A
wins without finding a forgery for MACs is at most 1/|7|. Thus, we obtain
Advﬁﬁf&?{cfz()\) <n- Advﬁ}lll,i_g’céna()\) +1/|T], and the proof is completed. [

4.5 Quantum-Secure SAMAC

We define a model of history-free SAMACs and formalize the security in the
quantum security model because all existing SAMACs [44, 62, 128] are history-
free. The ordinary SAMACs generate each aggregate tag depending on the
local message of a tagging user, a sequence of previous messages, and an
aggregate-so-far tag. On the other hand, history-free SAMACs generate each
aggregate tag depending only on a local message and an aggregate-so-far tag.

4.5.1 Quantum Security of SAMAC

First, we define the model of SAMACs which was formalized in [44]. An
SAMAC scheme consists of a tuple of three polynomial-time algorithms (KGen,
STag,SVrfy): Let A be a security parameter, let n = poly(\) be the number
of tagging users, and a permutation o : [n] — [n] denotes order information.
ID = {idi}igim) € ({0,1}0()‘))n is an ID space, K = KC(\) is a key space,
M = M()) is a message space, and T = T ()\) is a tag space.

Key Generation. KGen is a randomized algorithm which, on input a security
parameter 1* and an ID id € ZD, outputs a secret key kig € K. We write
kid — KGen(l)‘, Id)

Tagging. STag is an algorithm which, on input a secret key kig € K, a message
m € M, and an aggregate-so-far tag 7 € T, outputs an aggregate tag
7 € T. We write 7 < STag(kijq, m, 7). Note that the first tagging user
generates an aggregate tag on a local message and an empty symbol
(. € T as an aggregate-so-far tag.

Verification. SVrfy is a deterministic algorithm which, on input a set of se-
cret keys K = {kig, }ic|n], @ sequence of arbitrary ¢ ID/message pairs
M = ((idg(;), Mi))icje, an aggregate-so-far tag 7/ € T, and an aggre-
gate tag 7 € T, outputs 1 (accept) or 0 (reject). We write 1/0 <
SVrfy(K, (M, 1), T).

We require that SAMAC schemes (KGen,STag, SVrfy) meet correctness
in the following way: For any set K = {kig, }ic[n Of secret keys (Vid; € ID,
kig, + KGen(1%,id;)), any sequence M = ((ide(s), Mi))ieje of ID/message pairs,
and any aggregate-so-far tag 7 € T, it holds that 1 = SVrfy(K, (M, 7'),7),
where 7 < STag(kid, ,,» m¢, STag(. .. STag(kid,,,» M1, 7') . ..)).
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Next, we define the quantum security of SAMACSs: sequential aggregate un-
forgeability against quantum chosen message attacks, which we call saggUF-qCMA
security.

We define a sequential aggregation algorithm SeqAgg ;- and a closure Closure
in order to define saggUF-qCMA security. For an SAMAC scheme SAMAC =
(KGen, STag, SVrfy), a deterministic or randomized algorithm SeqAgg with
secret keys K = {kig, }ic[n) 18 defined as follows:

Definition 4.3 (Sequential Aggregation Algorithm). Given a permutation
o :[n] = [n], a sequence m = (my,...,my) of messages, an aggregate-so-far
tag 7 € T, and a sequence r = (r1,...,ry) of random coins, a sequential
aggregation algorithm outputs the aggregate tag

7 + STag(kid,,,, me, STag(. .. m2, STag(kid, ), M1, 7'371) - . .); 7¢)

on the given messages/tag sequence ((my,...,my),7’;7). Then, we write T <
SeqAgg (0, m, ') as the sequential aggregation algorithm.

And, we define Closure in the same way as the closure defined in [44].

Definition 4.4 (Closure). We define a set Trivial to formalize Closure. Let
Lag be a set of pairs (M, 7'),7), where M = ((idg(;), Mi))icq is a sequence
of ID/message pairs, 7' is an aggregate-so-far tag, and T is an aggregate tag
on (M,7"). Let Lcor be a set of corrupted IDs. Trivial is defined as follows:

Trivialp,, ne, (M, 7) :={M}u | J  Trivialp,,, e, (M || M,7)
((Mv/r)ﬂ:)eLTag

u | Trivialpg, e, (M | (id,m), 7).

vmeM,7eT,
id€ Leor

Closure is defined as follows: Let (O be an empty symbol in M and let (., be
an empty symbol in T, then let Closure(Ltag, Lcor) := {Trivialrr, rc,, (0m, 0:)}-

Then, we define saggUF-qCMA security by using SeqAgg; and Closure.

Definition 4.5 (saggUF-qCMA security). An SAMAC scheme SAMAC =
(KGen, STag, SVrfy) meets saggUF-qCMA security, if for any QPT algorithm
A against SAMAC, Advssig,{g,l‘j\f'ccgna(/\) := Pr[A wins] is negligible, where [A wins|
1s the event that A wins in the following game:

Setup: Generate secret keys kiq, < KGen(1?,id;) for all id; € ID. Set a list
LCor — @

Corrupt: When A submits a query id € ID, a corrupt oracle Ocor returns
the corresponding key kig and sets Lcor <— Leor U {id}.
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Tagging: A submits a permutation o : [n] — [n] (classical data) and a super-
position of message/previous-tag pairs

Z Q;Z)m,r’,t,z ‘(m, 7'/), t, Z>

meMt T eT teT,z

to tagging oracle OTag, where £ is an integer such that 1 < ¢ < n,
a permutation o : [n] — [n] is order-information of IDs, and m =
(mi)ie[é} is a sequence of messages. Then, Ot,g chooses randomness
r = (r1,...,re) used in STag algorithm, where it does not need to choose
r if STag is deterministic, and returns

Z Ymr 1.2 |(M, T'), t ® SeqAgg (o, m, 7' T),z).
meMl T eTteT 2

A submits at most q queries to O1ag and it is not allowed to issue queries
to Ocor after querying to OTag.

Output: A outputs (¢ + 1) tuples of ID/message sequences, aggregate-so-far
tags, and aggregate tags ((M1,71),71), -, (Mgt1,Tgy1) Tg41). A wins
if the following holds:

e Forallie€ [qg+1], 1 < SVrfy(K, (M;, 7)), 7;) holds.
e For all i € [q¢+ 1], (M;,7]) ¢ CIosure(L(Tia)g,Lcor) holds, where
10 = {0} M)}

Jj€lg+1]
We explain that Definition 4.5 can be viewed as an extension from both
security notions of [24] and [44].

e Consider a special case where the number of IDs is 1 (i.e., n = 1) in
Definition 4.5. Suppose that, in the saggUF-qCMA security game, a
QPT adversary A outputs ¢ tuples of ID/message pairs, aggregate-so-far
tags, and aggregate tags ((idi,m1),7{,71), ..., ((id1,mg+1), 7411, Tg41)
for the same ID id;. Then, A wins if 1 « SVrfy(kig,, (m;, 7/),7;) and
((idy,m;), 7)) ¢ CIosure(L(ngg, ;) for all i € [¢+1], where CIosure(L(ngg, 0;) =
{(id1,m;), 7 }iefgr 1\ (id1,m;), 7)) }. This is the same as Definition 4.1
since we can view m;||7/ as messages for all i € [¢ + 1], and the out-
putted messages m;||7/ are different one another. Hence, Definition 4.5

is regarded as an extension of the quantum security of MACs in [24].

e Consider a special case where PPT algorithm A obtains valid ¢ tuples of
ID /message pairs, aggregate-so-far tags, and aggregate tags ((Mi, 1), 1),
- ((Mg,7,),74) by having access to the oracle Oy with classical
queries (Mi,7q),...,(My,7,). Suppose that, in the saggUF-qCMA se-
curity game, a PPT algorithm A finally outputs ¢ tuples of ID/message
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4.5 Quantum-Secure SAMAC

pairs, aggregate-so-far tags, and aggregate tags (M, 11),71), - - -, (Mg, 7,), 74)
which he obtained, and ((Mg41, 7, 1), Tg+1), where My 1 = ((idg(iy, mi))icg

(1 < ¢ < n) is a sequence of arbitrary ¢ pairs of IDs and messages and

Tg+1 is an aggregate tag on (Mg11,7,,1). Then, A wins if we have 1 «

SVIfy (K, (M1, 7)) Tg+1) and (Mgy1,7),1) ¢ Closure(LYEEY, Leor). This
is the same as the security definition of SAMACS in [44], and ours is an
extension of it.

In terms of quantum security mentioned above, we analyze security of
known SAMACSs, and the results are summarized in Table 4.1. In particular,
we can break the security of SAMACs of [44, 128] by using quantum algorithms
proposed in [24, 80]. In the next section, we propose secure constructions of
SAMAC:Ss in terms of quantum security mentioned above.

We propose two generic constructions SAMAC; and SAMAC; of (history-
free) SAMACs and show that these constructions meet saggUF-qCMA security.

4.5.2 Quantum Algorithms against Existing SAMACs

We describe the attack against the existing sequential aggregate authentication
schemes of [44, 128].

The Attack against the Scheme of [44)]

The algorithm breaking the scheme of [44] follows the quantum attack against
CBC-MAC of [80]. First, we define Simon’s algorithm used by the one against
the scheme of [44]. Simon’s algorithm is a quantum algorithm solving the
following problem.

Definition 4.6 (Simon’s Problem). Given a Boolean function f :{0,1}" —
{0,1}" and the promise that there exists s € {0,1}" such that for any (z,y) €
{0,1}", [f(z) = f(y)] [z @y € {0, s}], the goal is to find s.

Simon’s algorithm is as follows:

1. Set the following 2n-qubit: ﬁ > zefo,3n [2) [0).
2. Submit a quantum query ﬁ >_zefoyn [2) [f(x)) to the function f.

3. Measure the second register in the computational basis and obtain a
value f(z). Then, from the promise f(z) = f(x @ s), the first register is
as follows:

Lo +lzos).

V2
4. Apply the Hadamard transformation to the first register and get

1 1
To= Y (DT (1))
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5. Measure the register and obtain a vector y.

The obtained vector y meets y - s = 0 since if the amplitude of y such that
y-s = 11is 0. By replying the above process, we have O(n) vectors y such that
y - s = 0. Therefore, we can recover s.

Let e(f,s) := maxycqo1}m\f0,s} Prz[f(z) = f(z @ t)] for a function f :
{0,1}™ — {0, 1}" meeting the promise of Simon’s algorithm (f(z & s) = f(x)
for all ). From [80], the success probability of Simon’s algorithm is as follows.

Proposition 4.1 (Theorem 1 in [80]). Let f: {0,1}"™ — {0,1}" be a function
such that f(x @ s) = f(x) for all z, and let ¢ be a positive integer. If e(f,s) <
po < 1 holds for probability py, then Simon’s algorithm returns s with cn

) ) . 1+ c\ "
queries, with probability at least 1 — (2 <%) ) .

Moreover, the following existing result shows that if we select a suitable
random value ¢, f(z @ t) = f(x) holds with high probability.

Proposition 4.2 (Theorem 2 in [80]). After cn steps of Simon’s algorithm,
if t is orthogonal to all vectors u; returned by each step of the algorithm, then

Pry[f(z @ t) = f(x)] > po with probability at least 1 — (2 (%)C)n.

Next, we describe the SAMAC scheme SAMAC,, = (KGen, STag, SVrfy)
of [44] as follows: Let (Tag, Vrfy) be a deterministic MAC with a key space
Kmac and a tag space T, and let PRP : Kprp X T — T be a pseudorandom
permutation.

e kig < KGen(1*,id): Generate keys kmac & Kmac and kprp <= Kprp.
Output kig := (kmac, kprp)-

o 7« STag(kig, m, 7’):
Compute t + Tag(kmac, m), and then output 7 < PRP(kprp,t & 7’).

e 1/0 « SVrfy(K, (M, 7'),7):
Compute 7 + STag(kidJ(e), my, STag(...,STag(k
put 1if 7 = 7, or output 0 otherwise.

idy (1) M1, 7)...)). Out-

Finally, we describe the attack against SAMAC.,. We fix two arbitrary
messages mg,m; € M (mg # mi), and the function of Simon’s problem is
defined as follows:

f:{0,1} x M —=>T
(b, 7") — PRP(kpRP, 7! &) Tag(kMAc, mb))

For s = 1 || Tag(kmac, mo) @ Tag(kmac, m1), the function f meets the promise
of Simon’s problem:

f(0,7") = PRP(kprp, 7" @ Tag(kmac, m1)),
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4.5 Quantum-Secure SAMAC

f(1,7") = PRP(kprp, ' @ Tag(kmac, mo)),
fb,7") = f(b® 1,7 @ Tag(kmac, mo) & Tag(kmac, m1)).

Then, we can generate the following forgery against SAMAC,,:

1.

Fix mg, m; as the messages of a message block, and let a previous tag
7/ = 0" € T denote a n-bit string of 0.

. Submit a classical query mg || 0™ to the tagging oracle of saggUF-qCMA

security game, and receive the aggregate tag 7.

By using Simon’s algorithm with O(n) quantum queries, obtain s =
Tag(kmac, mo) @ Tag(kmac, m1).

Output a forgery (mi || Tag(kmac, mo) @ Tag(kmac, m1),7) as a valid
aggregate tag.

The above forgery is valid, since my || Tag(kmac, mo) @ Tag(kmac, m1) has
never been queried.

The Attack against the Scheme of [128]

We describe two schemes presented in [128]. Let F, be a finite field with a
prime power p. The first construction is as follows:

kig < KGen(1%,id): Output a secret key kiq := (a,b) v IF]%.

7 < STag(kig, m,7’): On input a message m € [, and an aggregate-so-far
tag 7' € Fp, output a tag 7 :=a-m+b+ 7' € F,.

1/0 « SVrfy(K, (M, 7"),7):
Compute 7 + STag(kidg(l),mg,STag(. . .,STag(kidd(
put 1 if 7 = 7, or output 0 otherwise.

my,7)...)). Out-

1)’

And, the second construction is described as follows:

kig < KGen(1*,id): Output a secret key kig := (a, b, c) < F3.

7 < STag(kig,m,7’): On input a message m € F,, an ID id € [, and
an aggregate-so-far tag 7’/ = (¢/,t) € IF?,, output a tag 7 := (a-m+ b+
s’ a-id+c+t) eFs.

1/0 < SVrfy(K, (M, 7"),T):
Compute 7 < STag(kid,,, me, STag(. .., STag(kid,,
put 1 if 7 = 7, or output 0 otherwise.

my,7)...)). Out-

1)
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Regarding both schemes, we can view aggregate tags as the values of pair-
wise independent hash functions h(z) = ax + b with a,b € F),. In the straight-
forward way, we can apply the quantum algorithm in the proof of Lemma
6.3 in [24]. In this case, adversaries can get secret keys (a,b) € IE‘IZ) with non-
negligible probability and generate forgeries obviously even if they submit only
one quantum query. Therefore, the schemes of [128] do not meet the one-time
security formalized in Section 4.5.1.

4.5.3 SAMAC from Quantum-Secure Pseudorandom Function

We construct a generic construction SAMAC; starting from any QPRF. The
idea is as follows: Regarding [44], it is shown that there exists an SAMAC
if there exists a partial invertible MAC which can recover partial messages
from MAC tags and the other parts of messages. The paper [44] generally
presented a partial invertible MAC from the ordinary MACs and pseudoran-
dom permutations. However, in order to construct SAMACs, it is enough to
use a PRF. This is because it is known that (quantum) PRFs can be used
as EUF-(q)CMA secure MACs [16, 24]. Hence, it is possible to construct a
quantum-secure SAMAC if a PRF meets the quantum security.
Let PRF : Kx MxT — T be a QPRF. Then, SAMAC; = (KGen, STag, SVrfy)

is constructed as follows:

e kig « KGen(1%,id): Choose a secret key k € K uniformly at random, and
output kiq := k.

e 7 < STag(kig, m,7’): Compute 7 < PRF(kig,m || 7/), and output 7.

e 1/0 < SVrfy(K, (M, '), ): Given a sequence M = ((id,(;), m;));cjq and
an aggregate-so-far tag 7', do the following:

1. 7« STag(k mg, STag(. .. STag(kid, M1, ) ..).
2. Output 1 if 7 = 7, or output 0 otherwise.

idg ()

Theorem 4.2. If PRF is a quantum-secure pseudorandom function, then
SAMAC; satisfies saggUF-qCMA security.

Proof. Let A be a QPT adversary against SAMACy, let |7| be the bit-length
of aggregate tags, and let ¢ be the number of queries which A issues to Or,g.

We consider any QPT adversary A which generates one-more forgery on an
ID /message sequence including a target subsequence M7, := ((idj, m), ..., (idj, my)).
Target subsequence is defined as follows: We assume that A generates a forgery
on a sequence ((M;«,7;.), =) (i* € [q+1]). The target subsequence M7, is
included in M;~ and satisfies the following:

(O, 07).

e It is not in Trivial ¢
L) Leor

e It contains only not corrupted IDs.
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e There do not exist j/, k' such that 1 < j < j/ < k' <k and
((id%,my), ..., (idgy, mp)) € TriviaIL(Ti*g)’LCor((Z)m,(Z)T).

e There do not exist j/, k' such that 1 < 7' < j <k’ and
((id%,my), ..., (idj, my)) € TriviaIL(Ti*) 1oy (O, 0r).
ag 1 1/Cor

e There do not exist j/, k" such that 1 < j/ < k <k < ¢* and
((id5, mjr), ..., (idjy, mpr)) € TrivialL(Ti*) Le (Om, D7), where £* is the max-
ag 1 +/Cor

imum of the length of an ID/message sequence.

And then, we classify the event that A wins in the security game as some events
by using target subsequence, and prove that the probabilities that these events
occur are negligible. Regarding A’s output {((M;,7;),7i) }ic[q+1], We consider
the following events:

e [Coll]: A outputs {((M;,7;),7i)}icjg+1) by finding a collision pair (m ||
7,m || 7') of SAMAC; for an ID id € ZD.

e [Suff]: A outputs {((M;,7;),7:)}iclg41) such that there exists a target
sequence M7, in a sequence M;- (¢* € [g + 1]), which is a suffix of an
ID/message sequence in A’s output.

e [Pref]: A outputs {((M;,7]),Ti)}ic[g+1) Such that there exists a target
sequence M7 in a sequence M- (¢* € [g + 1]), which is a prefix of an
ID /message sequence in A’s output.

e [New]: A outputs {((M;,7]),Ti)}icg+1] Such that there exists a target
sequence M, in a sequence M- (i* € [g + 1]), which is neither suffix
nor prefix of an ID/message sequence in A’s output.

Then, we have the following advantage:
AVEEERENE(N) < Pr[Coll] + Pr[Suff | ~Coll

+ Pr[Pref | =Coll A =Suff] 4+ Pr[New | =Coll A =Suff A —Pref].
Proof of [Coll]: By using A which outputs a forgery meeting the condition

of [Coll], we construct a PPT algorithm D, breaking a PRF in the following
way: It is given the oracle Oprr in the security game of QPRFs.

Setup: Set secret keys as follows:

1. id* <£ ZD and assign Opgr to the PRF of id*.
2. For all id € ZD\{id*}, kiq + KGen(1%,id).

Corrupt: For each query id, return the key kiq and set Lo, < Leor U {id}.

Tagging: For each query (a, Y Umrrtz |(m,T'), 8, z>), simulate as follows:
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1. Compute each STag(k;do(i), -,-) algorithm, in the following way:
e If id,(;) = id", generate a tag by using Opgg(-).
e If id,(;) # id", generate a tag by using PRF(k;dU(i)7 ).

2. Return ) ¥ 1. |(m,7'),t @ SeqAgg (o, m, 7'), 2).

Output: When A outputs {((M;, 7{),7) }ic|g+1], do the following:

1. For all (M, 7") including id*, compute aggregate tags generated by
id*.

2. Find a pair (m, 7'), (rh, 7) such that (m, 7’) # (m, 7') and Oprg(m ||
7') = Opre(1i2 || 7).

3. If there exists such a pair, output 1. Otherwise, output 0.

D, simulates the environment of A completely since it has secret keys and
the oracle in the security game of PRFs. If A can find a collision of PRF, D,
can also break the security of PRF obviously. Because the probability that A
finds a collision in the straightforward way is O(q® - 2~171) from [138], we have
Pr[Coll] <n(g+1)- Advg%rF’Dc()\) +O(g® - 27171, |

Proof of [Suff|-Coll]: We consider the case where id;_; is corrupted for a
target sequence M J’.i 1 or the case where id; is the first order of another sequence
including M ]*k In these cases, M ;k is not any suffix of other ID/message-
sequences. Thus, the event [Suff] does not happen. If idj-,l is not corrupted,
M, , must be the target subsequence from the condition that event [Coll]
does not happen. By replying this, however, the obtained M, does not
meet the condition of target subsequences. From this contradiétion, event
[Suff|=Coll] does not happen. That is, Pr[Suff|=Coll] = 0 holds. |

Proof of [Pref|=Coll A=Suff]: We construct D, breaking a QPRF in the same
way as the algorithm above D, except for the process in Qutput phase. When
A outputs {((M;, 7]), i) }iclg+1) in Output phase, it does the following:

1. Find a pair ((M*, 7"),7*) such that M* includes a target sequence M7,
meeting the condition of [Pref|=Coll A =Suff], and id* equals to idj} of
Mf,k'

2. Generate an aggregate tag 7* on (M*,7'*) by using Opge.

3. If 7* = 7*, output 1. Otherwise, output 0.

D, simulates the view of A and breaks the quantum security of PRF. Then,
we have Pr[Pref|=Coll A =Suff] < n(g+ 1) - Advixe Dp(/\) + 277172, m

Proof of [New|-Coll A =Suff A =Pref]: In the same way as the proof in
[Pref|—~Coll A =Suff], we can show that the event happens with negligible prob-
ability. It is possible to construct a PPT algorithms D,, in the same way as D,,
except for the way to choose the target sequence. That is, D,, chooses a target
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sequence which is neither suffix nor prefix of another ID /message-sequence and

checks whether it is a valid tag. Hence, we have Pr[New|—~CollA=Suff A=Pref] <

n(qg+1)- Advg%rF,Dn(A) + ﬁ |
From the above, we obtain the following advantage:

AdvVERIACIA"(A) < Bn(g +1) - Advife (V) + O(¢° - 2717).
Therefore, the proof is completed. O

In order to obtain quantum-secure constructions of SAMACs based on
SAMAC;, we can apply the quantum-secure PRF of [136, 124] to SAMAC,,
since those are deterministic. More specifically, we can apply NMAC/HMAC
to SAMAC; as a quantum PRF, since these MACs are shown to be quantum
PRF's in [124].

4.5.4 SAMAC from Randomized Pseudorandom Generator

We construct an SAMAC scheme SAMAC; starting from any randomized PRG
and any PRF. This scheme is based on the GGM (quantum) pseudorandom
function [55, 136]. The difference between the GGM construction and ours
is that a deterministic PRG is used in the GGM construction, whereas a
randomized PRG is used in SAMAGC,.

Although one may think that we can realize quantum-secure SAMAC
schemes by applying randomized PRGs to the GGM pseudorandom func-
tion, there exists a problem. This problem is that each tagging user has
to append a randomness to his/her aggregate tag. Namely, a tagging user
generates an aggregate tag 71 = (r1, GGM (ki,m1||7’;71)), and the next user
generates his/her tag 7o = (1,72, GGM (ko, ma||71;72)) so that a verifier can
check whether (mq, my, 7') and GGM (kg, mo||11; r2) are valid. Here, a function
GGM () is the GGM pseudorandom function, r1, 79 are randomness used in
underlying PRGs, ki, ko are the seeds of PRGs, my, mgy are local messages, and
7/ is an aggregate-so-far tag. In this case, the size of aggregate tags increases
every time tagging users generate aggregate tags. Therefore, the size depends
on the number of tagging users.

In order to resolve this problem, we utilize a value r <— PRF(kprg,c) as
randomness, where PRF(kpgg, -) is a classical PRF, and ¢ is a counter value
which is a component of tags. This counter value is shared among tagging
users and updated after sending an aggregate tag to a verifier. And, each
counter value is used only once for a sequential aggregate tag. The value r is
used as follows: r is the randomness used in randomized PRGs. The tag-size
does not depend on the number of tagging users, since it is possible to obtain
each r from a counter ¢ and each PRF PRF.

Note that it is natural to use (counter) values shared among tagging users
in the model of SAMAC:sS, since users are synchronized basically and the same
situation using common values has been considered in previous works such
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as counter-based aggregate MACs [44], and synchronized aggregate signatures
[4, 68]. We use the following primitives and parameters:

e Let G: X xR — X2 be a randomized PRG with a set R of randomness
used in G. Then, we write G(z;r) = (Go(x;r), G1(z; 7)), where Go, G1
are functions from X x R to X.

e Let PRF: K x C — R" be a (classical) PRF.

e Let ¢ be a counter value in a space C.

e L. <+ () is a list of counter values and shared among tagging users.
SAMAC; = (KGen, STag, SVrfy) is constructed as follows:

e kig < KGen(1%,id): Choose € X and kprr € K uniformly at random.
Output kig := (a:, kpRF).

o 7 < STag(kig, m,7’): Generate an aggregate tag as follows.
. Split 7" into (¢, y').

(Tz‘)ie[u} + PRF(kprg, ) € R¥.

(2i)iep < m ||y € {0, 1},

Yy =Gy (G (G ()i Tae) 5T,
. Output 7 := (¢, ).

SR S

e 1/0 « SVrfy(K, (M, 7'),7): Verify a message/previous-tag pair (M, 7’)
and an aggregate tag 7, as follows.

1. 7 < STag(k me, STag(. .. STag(kid,,,» M1, 7') - . .)).
2. Output 1 if 7 =7 and ¢ ¢ L., and output 0 otherwise.

idg ()

The following theorem holds regarding SAMAC,.

Theorem 4.3. If G is a randomized pseudorandom generator and PRF is a
pseudorandom function, then SAMACy satisfies saggUF-qCMA security.

Proof. Let A be a QPT adversary against SAMAC,. In the process of STag al-
gorithm, let F (, (2i)iep; (Ti)iep) == Ga (- Gz (Goy (w3 70)smum1) -2 371)
be a PRF, where x is a key, and ((2i)ie[); (7i)ic[u)) 18 the input of F. If F' is
a QPRF, the resulting SAMAC SAMAC; meets saggUF-qCMA security from
Theorem 4.2. To this end, we show that the function F' is a QPRF if G is a
randomized PRG.

First, we consider that for i € [u], a QPT algorithm Aprp against F is

given an oracle F; ((zj,rj)je[#]) = G (. ..Gzi(P((zj,rj)je[HLM]);ri) ST,

where P : {0, 1}/ x R¥~ — X is a random function. Notice that the case of
1 =  is the same as the game that Apgrr is given the truly PRF F. Let p; be
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the probability Pr[AgﬁF — 1] for i € {0,1,...,u} and let € = [py — p,| denote
the advantage of Aprp. Then, we have € = )Zie{ﬂ,l,...,u—l}(p’i —le)‘.

Next, we construct an algorithm D which distinguishes a random function
RF : {0,1}#7! x R*~! — X2 and a function G o RF for a random function
RF: {0,1}*7! x RF"1 — X x R. D breaking PRG G is as follows:

e Choose i € {0,1,...,u— 1} at random.
e Let PO : {0,1}# " IxR#=1 — X2 be the oracle PO (z;7) = P(0'z; 0'r).

o Write P as (Po(i), Pl(i)) where Pb(i) {0, 1} x REZIZL 5 X for each
b € {0,1} is the left-hand side (b = 0) or the right-hand side (b = 1) of
PO,

e Construct the oracle F'((z;);e[y) as follows: Choose (rj);ec, € R at
random, and compute

Gay (- G (P (%) jepisa (Ti)jelicap) i) - i71)-

e When AERF outputs the guessing bit, output this bit.

Let D; be an algorithm D which chooses i € {0,...,u — 1}. We analyze the
algorithm D;. If the given P is a random function, then P (z;7) = P(0%z; 0'r)
is also truly random, and D; simulates the environment of Game;. If the given
P is G o RF, D; simulates Game;; since P, is G, o RF for b € {0,1}. For each
i€{0,...,u— 1}, we have

e (P70 = 1] = B [PF0Y) 1] =pi—pi

Then, we obtain the following advantage:

AdVGH(A) = PEE!F {Dp(l/\) - 1} B P:IZJI;RF {Dp(l/\) - 1]’
| X (Repren 1] - pe pr0d 1))

i€{0,...,u—1}

2 S i) =
1€{0,...,u—1} H
Therefore, € = p - Advar%(/\) holds, and F'is a QPRF.

Thus, we can replaée the QPRF of a targeted tagging user by a random
function, and it is possible to prove Theorem 4.3 in the same way as the proof
of Theorem 4.2. Hence, from the union bound, we obtain

AQVEREATR (M) < (g + 1) - AVET (A) + 1 - Advile o (V) + O (¢ - 27172

Therefore, the proof of Theorem 4.3 is completed. O
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Chapter 5

Quantum-Secure Signcryption

5.1 Background of Signcryption

The notion of signcryption was introduced by Zheng [140]. In the model of
signcryption, there are two kinds of setting, the two-user setting and multi-
user setting. The two-user setting is a simple model of signcryption in which
there is a single sender and a single receiver. In contrast, the multi-user setting
is the model where there are multiple senders and receivers. It is important to
realize signcryption in the multi-user setting, since it is a realistic model and
the security of two-user setting does not imply that of the multi-user setting.
Furthermore, there are two kinds of security for signcryption, the insider secu-
rity and outsider security. In the outsider security, an external adversary only
knows public information (i.e., public parameters and public-keys of entities).
On the other hand, in the insider security, an internal adversary can know
some private-keys. Note that the insider security is stronger, and hence it is
sufficient and reasonable to consider the insider security.

The strongest security definition, which consists of strong insider confiden-
tiality and strong insider integrity in the multi-user setting, was first formal-
ized by Libert and Quisquater [88]. In this thesis, as IND-CCA security and
sUF-CMA security (see Section 2.6.1 and 2.7.1, respectively) in this security
model, we call multi-user indistinguishability against insider chosen cipher-
text attack (MU-IND-iCCA security), and multi-user strong unforgeability
against insider chosen message attack (MU-sUF-iCMA security), respectively.
Currently, there are several constructions known for signcryption schemes sat-
isfying the strongest security, [13, 88, 100] in the random oracle model, and
[34, 100, 104, 126] in the standard model (i.e., without random oracles). The
construction in [126] is a direct construction, and constructions in [34, 100, 104]
are generic constructions. Note that although [100] requires a key registration,
it is desirable to construct signcryption without the key registration. In ad-
dition, there is no quantum-secure signcryption scheme with MU-IND-iCCA
security and MU-IND-iCMA security. Hence, of all existing ones, [34, 104]
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are the most desirable constructions because we can apply (post-quantum)
primitives to these ones without the key registration.

5.2 Contribution

Our purpose is to propose quantum-secure signcryption schemes with short
key-size and ciphertext-size. Our schemes satisfy both MU-IND-iCCA security
and MU-sUF-iCMA security. Existing constructions with these securities are
generic constructions of [34, 104] in the standard model, and quantum-secure
signcryption scheme can be obtained by applying lattice-based primitives to
these ones. Hence, we aim at constructing quantum-secure ones with shorter
key-size and ciphertext-size than the existing ones.
We present two signcryption schemes:

e One is a lattice-based construction in the standard model. More con-
cretely, we construct a basic lattice-based construction satisfying both
MU-IND-iCCA security and MU-sUF-iCMA security. Furthermore, in
order to improve the efficiency of the basic construction, we construct
a hybrid signcryption scheme obtained by combining the basic one and
any DEM scheme with both indistinguishability against one-time attacks
(IND-OT security) and one-to-one property. And then, we show that this
scheme also satisfies both MU-IND-iCCA security and MU-sUF-iCMA
security.

e The other is a generic construction secure in the QROM, which is con-
structed from any PKE with indistinguishability against chosen plain-
text attacks (IND-CPA security) and any lossy identification scheme
with several properties. We can obtain concrete constructions by apply-
ing concrete lattice-based constructions to these primitives because there
exist the following lattice-based ones: IND-CCA secure PKE [113, 90]
and lossy identification scheme [95, 84].

It is important to consider both schemes. Constructions in the standard
model are stronger than ones in the QROM. That is, if a post-quantum sign-
cryption scheme meets MU-IND-iCCA security and MU-sUF-iCMA security
in the standard models, it also satisfies these securities in the QROM. Be-
sides, generally, constructions in the (Q)ROM are more efficient than ones in
the standard model in terms of key-size and ciphertext-size. In fact, standard-
ized PKE/DS schemes fulfill security in the classical ROM. Therefore, focusing
on security, we construct the signcryption scheme in the standard model while
we present the one in the QROM from the viewpoint of practicality.

Furthermore, we compare our schemes with existing ones. Our schemes
mean the lattice-based hybrid signcryption scheme and the scheme in the
QROM which is constructed by applying suitable lattice-based constructions
to our generic construction, and existing schemes mean constructions obtained
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by applying lattice-based primitives to existing generic constructions [34, 104].
We show that the key-size and ciphertext-size of our schemes are shorter than
those of the existing ones.

5.3 Lattice-based Signcryption

5.3.1 Basic Construction

In this section, we propose a lattice-based construction of signcryption. The
idea for our construction is as follows: To achieve both of MU-IND-iCCA
security and MU-sUF-iCMA security, we use a tag-based encryption (TBE)
[101], a DS [101], and collision-resistant hash functions [102].

Although our construction is based on sign-then-encrypt methodology, it
is shown that the construction, by combining IND-CCA secure PKE (or IND-
Tag-CCA secure TBE) and sUF-CMA secure DS in a trivial way of this
methodology, cannot achieve MU-sUF-iCMA security while they can meet
MU-IND-iCCA security, according to [11, 100]. This is because the insider
adversary, who has a receiver’s public-key, can unsigncrypt a ciphertext ct by
using the signcrypt oracle and obtain a valid pair of messages and signatures
which passes verification of the DS. Hence, the adversary can make a forgery
in the MU-sUF-iCMA game by encrypting the pair again.

To resolve the problem above, we utilize the following idea in the sign-then-
encrypt paradigm: We generate a signature ¢ not only for a message m and a
receiver’s public-key pkp, but also for outputs (&g, ¢1) of tag-based trapdoor
(or one-way) functions based on LWE such as ga(s;x) := s' A+x ' mod ¢ for
a parameter A € Zg‘xm, a secret vector s € Zg, and an error vector € Z™.
Let €y := ga(s;xo) and let €; := gy(s;x1). And, it encrypts the signature
and the message by computing ¢y = €y + 0 mod ¢ and ¢; = €1 + p[4] mod q.
Then, the adversary needs to generate false ¢ or ¢j to break MU-sUF-iCMA
security. However, he cannot generate such a forgery unless he breaks the
sUF-CMA security, since ¢, and ¢} are signed.

LB-SCS = (Setup, KGeng, KGeng, SC, USC) is constructed as follows.

e pp + Setup(1*): Given a security parameter A, set the following pa-
rameters: Let n > \ be a positive integer, and ¢ = poly(n) be a prime.
Let k := [logq], and let m := m + nk, where m = ©(nk) is a positive
integer. {0, 1}€ is a message-space, where £ is the bit-length of messages.
The following lattice-based primitives are set:

— Let H : Zg — Z;™" be the full-rank differences encoding proposed
in [3].
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— A gadget matrix G is defined as follows:

g’ 0
G = € ZZX”k, where g = (20,21,...,2F).
0 g
— Ag,... Ay & 2R B I U LR ug < 20

— Let fa : {0,1}* — Zj be a lattice-based collision-resistant hash
(CRH) function fa(x) := Ax mod ¢ [102] with a matrix-parameter
A. Notice that it is possible to evaluate fa for an input with any
bit-length by using the technique in [125].

Let a be a positive integer such that a=! = O(nk) - w(y/logn) and let
§ = O(nk) - w(yv/logn)? be a positive integer. Let p be a positive integer
such that p > aq, and d = O(vV/nk) - w(y/logn) be a positive integer.

OUtPUt pp = ()‘777'7 Q7k7m7m>€7 G7H7 A07 . '7AnkaB7U7uS7f7a767p7 d)
o (pkp,skr) - KGeng(pp): Generate a receiver’s key-pair as follows.

A Y 7 mxnk
1. AR — ngm, TR — ’DZ,w(\/my
2. Ap [AR ’ —ARTR] S ngm

3. Output pkp := Apr and skg := Tg.
o (pkg,sks) < KGeng(pp): Generate a sender’s key-pair as follows.

1. Ag < 2™, T + ngoj(“j@).
2. Ag [AS ’ G — ASTS} € ngm.

3. Output pkg := Ag and skg := Ts.
e ct < SC(pp, pkg,sks, m): To signerypt m € {0,1}¢, do the following:

1. 7o, 7s < Dgfd, t «— fAR(PkS) + fB(7re) € Zy.
2. ARJ — [A_.R | H(t)G — ARTR] S Z;zxm'
(0)

3. ¢y’ + D7, and ac(()l) — D%{Z, where s? = (||ac(()0)||2 + ma’q?) -
w(y/ITogn)?. Then z] <« m(()O)THa:(()l)T.

4. s &L 1+ DY,

5. ¢+ s Apy+pxg € Lq's €1 < s'U +px]| € Zg.

6. ¢ = (o, C1,7e).

7. Generate a signature on m||pkp||¢ as follows:

= h  fas(mllpkglle) + fB(rs) € Zy.
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— Agp [As | Ao+ Z?jl h; - Ai] € ZZX(er"k), where h =
(hi, ..., hp) T € {0,137,
— e < SampleD(Ts, Ag p, us, 6).
8. coCy+rs €LY, c1+ €1 +p-mlg/2] eZg.
9. Output ct = (cg, €1, T, €).

e m/L < USC(pp, pkg,skg,ct): To unsignerypt ct = (co, €1, 7, €), do the
following:

—_

-t fa,(pks) + fB(1Te) € LY, ARy < [AR | H(t)G — ARTg].
2. (z,75) < Invert(Tr, ARy, co).

3. = [y1,...,y) € Z™ where let U := [uy,...,us] and for
i € 4], y; < SampleD(Tr, Art, u;, d).

4 v —p el —fY)=a] +m'[q/2] —x]Y € Z..

5. For each i € [{], let m; = 0 if v; is closer to 0 (modulo ¢) than to
q/2, and let m; = 1 otherwise. Then, m < (my,...,m,)".

6. o< co—1s € Zgl, Ci < C—Dp- qu/QJ c Zg, C +— (éo,él,’f'e).
7. b LA (mllpkglo)+fB(r) € 2y, Asp  |As | Ao+ 1% hi - Al
8. Output m if Agp - e = us mod g A |le|| < 0vm+nk. Output L

otherwise.
As the security of LB-SCS, Theorem 5.1 and 5.2 hold.

Theorem 5.1. If LWE, ;p,, assumption holds for o > 2/n/q, and CRH f
meets collision-resistance, then LB-SCS meets MU-IND-iCCA security.

Theorem 5.2. IfSIS,, ; g.mink assumption holds for § = O((nk)*/?)-w(y/logn)?,
and CRH f meets collision-resistance, then LB-SCS meets MU-sUF-iCMA se-
curity.

Proof of Theorem 5.1

Let A be a PPT algorithm against LB-SCS and let g, be the number of queries
issued to USCO oracle. For values = generated in Challenge phase, we write
x*. For i € {0,1,2,3,4}, we consider the following security games.

e Gameg: This game is the ordinary MU-IND-iCCA game.

e Game;: This game is the same as Gameg except that when A submits an
unsignerypt query (pkg, (co, €1, 7e, €)) such that t* = f 4, (pkg)+fB(Te),
USCO oracle returns L.
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e Games: This game is the same as Game; except for replacing the param-
eter B of a collision resistant hash function fp by a parameter B with
a lattice-trapdoor Tg.

e Games: This game is the same as Gamey except that a component cfj of
a challenge ciphertext is generated as follows:

L. s 72, &g < DJ' ., T) Dgfﬂaqﬁ_w(m),
2. ¢y« s Ar+pxy €L
3. ¢ < —pég Tr + pxy| = ps' (—ARTr) + p(—x) Tr + x( ) € Z7*.
4. ¢l =é) |y ez

e Gamey: This game is the same as Games except that (¢, ¢]) € Zgl X Zg

are chosen uniformly at random.

And then, we define the following events for i € {0, 1,2,3,4}:

e W;: This is the event that A outputs b € {0,1} such that b = b in
Game;.

e CR;: Thisis the event that A submits an unsignerypt query (pkg, (co, ¢1, 7, €))
such that (pkg, ) # (pks, ) A" = f4,(pks) + fB(Te) € Z in Game;.

e [: Thisis the event that A submits an unsignerypt query (pkg, (¢o, 1, €, 7¢))
such that (pkg,7e) = (pk3, 7)) Alle]] < dvm+nk A Agp = ug mod g,
where h = f4_(mllpkgllc) + fB(re) € Zy in Game;.

Then, we have

mu-ind-icca 1
AdVIBEEER(N) = |Pr[Wo] — 3
< [Pr[Wo] — Pr[WA]| + [Pr[Wh] — Pr[Ws]|
1
+ |PY[W2] — PI‘[W?,” + PI‘[W3] — 2‘ .

In addition, let Bad be the event that A outputs an unsigncrypt query
(pk%, (co, c1, 77, €)) such that USC® oracle returns m # L. Then, because
Pr (W1 | Bad] = Pr[CR;] + Pr[F1] holds, we get

|Pr[Wy] — Pr[W4]| <Pr[W; | Bad]
= PI‘[CRl] + PI‘[Fl]
< Pr[CR;] + |Pr[F1] — Pr[Fy]| + |Pr[Fy] — Pr[F3]|
+ |Pr[F3] — Pr[Fy]| + Pr[Fy].

Proof of Pr[CR;] < Advigry g(A): We construct a PPT algorithm C breaking
the collision-resistance of f4 . + fp as follows:
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Setup: Take as input (,B’AR,) S ZZX(erm). Sample Tr <+ D@%
and compute Ar + [AR] — ARTR] € ngm. B is added to a public

parameter. Send (pp, pkp) to A.

Queries 1: Given an unsigncrypt query (pkg,ct), simulate USCO oracle
by using skr = Tg.

Challenge: When A submits (mg, my, pky, sk), compute (¢f, cf, ), ) <
SC(pp, skg, sk, mp) and return ct* := (cj, ci, r;, e*), where b & {0,1}.

Queries 2: Given an unsigncrypt query (pkg,ct), simulate USCO oracle
in the same way as the process of Queries 1 phase.

Output: When A outputs the guessing bit ¥’ € {0,1}, find a submitted
query (pkg, (co,€1,7e, €)) such that t* = f4, (pks) + fB(re) € Zg and
(pks, 7o) # (pks, 7). Then, output ((pkg, 7<), (P, 77)).

C simulates the view of A completely, and the output is a collision of
fa, + IB clearly. Thus, we have the inequality. [ |

Proof of Pr[W;] = Pr[W;] and Pr[F;| = Pr[F5]: We show Pr[IW;] = Pr[W,].
The statistical distance between distributions of B in the two games is negli-
gible from the proof in Section 5.2 in [101]. Hence, we have the inequality. In
the same way as this, we get Pr[F}] = Pr[Fy]. |

Proof of |Pr[Ws] — Pr[Ws]| < negl(A\) and |Pr[Fy] — Pr[F5]| < negl(\): The
difference between Games and Games is as follows: In Games, the error term of
c) is the form @] t; + ' for i € [nk] while in Gamey, the error term is drawn

from Dz, where Tr = [t1,...,tn], $° = (||:13§)0)H2 + m(aq)?) - w(v/logn)?,

(0)

and x’, &y are drawn from D}

° Z,aq
Gaussian over A+ (AR), the statistical distance between the error terms in the

two games is negligible by applying Corollary 3.10 in [113]. Hence, we have

Because t; is an independent discrete

|Pr[Ws] — Pr[Ws]| < negl(\) and |Pr[Fz] — Pr[F3]| < negl(N). [
Proof of [Pr[IWs] — Pr[W4]| < Advgy """ () and

|Pr[F3] — Pr[Fy]| < Adv:'DV,VE”’q’D"‘* (A\): First, we prove |Pr[Ws] — Pr[W,]| <
AdeDWE"’q’D“q (A) by constructing a PPT algorithm D solving LWE,, 4 p,,, prob-

lem in the following way:

Setup: Given samples (AR_, U,ép, é1) € ZZXEmM) X ZZ’LM from the LWE
oracle, compute A + [Ag|— H(t*)G — AgTg] € Z*™. (B,U) are
components of pp. Send pp and pky := Apr to A.

Queries 1: Given an unsigncrypt query (pkg,ct), simulate USCO oracle
by using skr = Tg.

Challenge: When A submits (mg, my, pkg, sk), do the following:
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b < {0,1}.

r; < SampleD(TB, B, (t* — f4,(pky)) mod g,d).
ey« p(éd|lég Tr + xp"), where ) + Dgffaqﬁ.w(m).
¢} + péy € ZE.

DA o

Compute (cj,ci,rs,e*) in the same way as SC algorithm with
* ok 5k

(7’@"30701)

6. Return ct* := (cj, ¢}, r}, e").

Queries 2: In the same way as the process of Queries 1 phase, simulate
USCO oracle.

Output: When A outputs b € {0,1}, output 1 if b = ¥, and output 0
otherwise.

In Challenge phase, D simulates the view of A in Games (resp. Gamey) if it is
given LWE samples (resp. uniformly random samples). In addition, in Queries
1 and Queries 2 phases, D can simulate USCO oracle since it has a secret key
Tg,and H(t) - H(t") = H(t—t") € Zy*" is invertible for any t = f 4 (pkg) +

fB(re) € Zy. Hence, we have [Pr[W3] — Pr[W,]| < Adv:'DWE"’q’D“"()\).

In addition, we show |Pr[F3] — Pr[Fy]| < AdeDV,VE"’q’D“q (A\) by constructing
a PPT algorithm D’ solving LWE,, ; p,,. D’ is the same as D except that in Out-
put phase, D’ checks whether A issues an unsignerypt query (pks, (co, €1, 7, €))
such that (pkg,re) = (pkg,72) A |le]] <o0vm+nk N Agp - e =u, mod g,
where h = f4_(ml|lpkgl[¢) + fB(re) € Z7. If so, it outputs 1. Otherwise, it
outputs 0. Then, we have the inequality. [ |

Proof of Pr[Wy] = 1/2 and Pr[F,] = negl(\): We have Pr[W,] = 1/2 since ct*
and uniformly random b € {0,1} are independent each other. Next, we show
Pr[F4] = negl(A). In order to submit an unsignrypt query (pkg, (co, 1,7, €))
such that (pkg,rc) = (pkg,7%) A |le]| <ovm+nk AN Agp-e =us, modg,
A needs to know r;. Although a component cjj of a challenge ciphertext and
h* hide 7}, these values are uniformly random in Game4. Thus, A cannot find
r;, and we have the equation. ]
From the discussion above, we obtain

AdvPRDEEice (A) < 2. Advp "7 (A) + Adviry g (A) + negl(\).

The proof is completed. O

Proof of Theorem 5.2

Let A be a PPT adversary against LB-SCS and let ¢; be the number of queries
submitted to SCO oracle. Let M := m|pkg||¢ and let () for i € [gs] be a
value = generated in the i-th oracle access.

The adversary A is classified into several types in the following way:

76



5.3 Lattice-based Signcryption

Type-1. A generates a forgery by finding a collision of f4, + fB-
Type-2. A generates a forgery without finding a collision of f4. + [B.

Type-2-(a). A generates a forgery without any unsigncrypt queries.

Type-2-(b). A generates a forgery by using an unsigncrypt query.

First, we consider a Type-1 adversary. We construct a PPT algorithm F,
breaking the collision-resistance of f4, + fp in the following way:
Setup: Take as input parameters (Ag, B) € ZZX(m+m) of f. In the same
way as Setup and KGeng algorithms, generate pp and (pkg,sks). Then,
send pkg to A.

Queries: Given a signerypt query (pkp, m), return ct <— SC(pp, pkp, skg, m).

Output: When A outputs (pkp, skg, ct*), find a pair (M(i),rgi)) such that
fag(M*) + fB(r) = Fa,(MD) + fo(rl?) and (MO, r{T) 2 (M7, 7).

Fer simulates the view of A completely since (pp, pkg) in the game above
is the same as those in the ordinary MU-sUF-iCMA game, and it can simulate
SCO oracle by using the generated key skg. The output of Fe, is clearly the
collision of f4, + fB. Hence, the success probability of the Type-1 adversary
is negligible if f 4, + fp meets collision-resistance.

Next, we consider the Type-2-(a) adversary. We construct a PPT algorithm
Spew solving the SIS problem, in the following way.

Setup: Given a SIS challenge (Ag||A’,u) € Zg ™™ 5 71 do the
following:

— Choose g5 values h(Y) R . hle) ¢ {0,1}™ uniformly at ran-
dom. Compute the set P of all strings p € {0,1}=" with the
property that p is a shortest string for which no h(®) has p as a
prefix. In the same way as this, P represents the set of maximal
subtrees of {0,1}="% that do not contain any of h(?). Notice that
the size of P is at most (nk—1)gs+1. Choose some p € P uniformly
at random and let t = |p| < nk.

— (Ag = Ag||A, Ag, Ay, ..., Ay, us = u) is constructed as follows:
For i € {0,1,...,nk}, choose Ts,; < DZ,:(@@) and let

H(0)=0 i>t
A, = HG — AsTgﬂ', where H; = ¢ (—1)P - H(u;) i€ [t]

=D jeypi-H; i=0

Ul,y...,Upk € Zq are units whose nontrivial subset-sums are also
units, and H : Zy — Zy*" is the FRD encoding of [3].
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— Generate (pp, pkg) following Setup and KGeng algorithms except
for the parameters above.

Queries: Given the j-th signerypt query (pk(j),m(j)) (7 € lgs)), do the
following:
1. Compute &9 following SC algorithm and let M) := m() Hpk ||c
2. ) SampleD (T, B, (h\9) — fags(M (7))) mod ¢, d).
3. Agpo) + |As|A|HG — As(Tso+ Yicpu ()-Tgyi)} ez k)
where T, = Tso+ Zze[nk Z( 7 -Ts,; is a trapdoor of AS,h(J') and H

is invertible because the prefix of hU) is not p.
4. eld) SampleD(T}, ), Ag pi)s Us, 9)-
(J))

5. Compute ct') by using (e(j ) and return ct(@).

Output: When A outputs a forgery (pk}, sk, ct* = (¢f, ¢, k. e*)), abort
if USC(pp, pkg,skp,ct®) = L. Compute h* «+ fa,(M*) + fB(r;) if
USC(pp, pkg, sk, ct*) # L. Then, extract the solution of SIS, 4 g m4nk
as follows: Compute z € Z™+™ such that

[AS|A/} [Im T _T§:| e* = u; mod g,
——— nk

As

z
where Ts = Tso + Zie[nk] hf - Ts;. Then, (z',0) is the solution of the
given SIS instance [Ag|A’|u].
We analyze S,cw. For each signerypt query, we have
Agp = [As|Ao+ > hi- Aj] = [As|A'|HG — As(Tso+ Y hi-Ts,)).
1€[nk] i€[nk]

Ts =Ts0+ Zie[nkz] hi-Ts; is a trapdoor for Agp. Besides, by Lemma 2.9 in
[101], we have

51(Ts) = Vnk +1-O(Vm + Vnk) - w(y/logn) = O(nk) - w(y/logn).

with overwhelming probability. We can generate e <— Dy1 (44,)s properly

since § is large enough. Thus, Spew simulates SCO oracle completely.

Then, because ||e*|| < dv/m + nk = O((nk)*/?) - w(y/logn)? and s1(T%) =
O(nk) - w(v/Togn) with overwhelming probability, we have | z|| = O((nk)>/?) -
w(y/Togn)3. That is, ||z| is at most 8 — 1. Hence, the output of Syey is
a valid solution of SIS problem. The success probability of A is at most
((nk —1)gs +1) - Adv SSIS"q Ak (\) + negl(N).

Finally, we c0n51der a Type-2-(b) adversary. Namely, this adversary outputs
a forgery on MU ||r which have been used in the j-th oracle access. We
construct a PPT algorithm Sy, finding a solution of SIS, ; g m4ni as follows:
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Setup: Given an SIS challenge Ag||A’ € ZZX(m+nk), do the following:

— Choose ¢, values R, h®?) . K@) e {0,1}"F uniformly at ran-
dom. Choose h* & {h(i)}ie[n}.

— (Ag, A, A1, ..., Ayp) is constructed in the same way as the above
algorithm Spey.

— Generate (pp, pkg) following Setup and KGeng algorithms except
for the parameters above.

Queries: Given the j-th signcrypt query (pkg), m)), do the following:

1. Compute ) following SC algorithm and let M) := m() ||pkg) (&2

2. 7)) « SampleD(Tg, B, (kD) — f4_(M)) mod g,d).

3. Agpo) [A5|A’]HG — Ag(Ts + > icnk] hgj) Ts;)| € ng(ernk),
where T},;) = Ts0 + Zie[nk] hl(j) - Ts; is a trapdoor of Ag p)-

4. el9) SampIeD(Th,As’h(j),us,é).

(j))

5. Compute ct() by using (e(j), r and return ct(@).

Output: When A outputs a forgery (pkpy, sk, ct* = (¢, ¢}, 7}, €*)), abort
if USC(pp, pkg,sk,ct*) = L or h* # f4.(M*) + fp(r;). Otherwise,
extract the solution of SIS, ;g mink as follows: Compute z € Zmtnk
such that

g [ ot -omts
———— nk
Ag ;r

where Tig = Ts o + Zie[nk} h; - Ts;. Then, output z € Zmtnk,

Because |e*|, €| < & - vm +nk and s1(T%) = O(nk) - w(y/Togn) with
overwhelming probability, we have ||z|| = O((nk)®/?) - w(v/logn)?. Thus, the
output of Sy is a solution to SIS, 4 8.m-nk-

From the discussion above, we obtain

AdVIB-ZEEISm2 (X) < 2 ((nk — 1)gs + 1) -Advg P77 ()
+ AdvCrp g(A) + negl(A).

The proof is completed. O
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5.3.2 Lattice-based Hybrid Signcryption

In this section, we propose a lattice-based hybrid signcryption obtained by
combining LB-SCS and a DEM. In LB-SCS, the ciphertext size for a message
is [m|log ¢ for the bit-length of a message |m| and a modulus ¢q. By combining
LB-SCS with a DEM, the ciphertext-size for a message m is reduced to |m|.

Let DEM = (DEM.Enc, DEM.Dec) be an IND-OT secure DEM meeting one-
to-one property !. Our hybrid signcryption HSC = (Setup, KGeng, KGeng, SC, USC)
is as follows. The Setup, KGeng, and KGeng algorithms of HSC are the same
as those of LB-SCS.

o ct < SC(pp, pkp,sks, m): To signcrypt m € {0, 1}‘”“, do the following:

1. K& {0, 1}5, where /£ is the bit-length of a DEM’s symmetric key.

2. re,ms < D'y t = f4,(pks) + [B(Te) € Zy,

3. Apy < [Ap | H(t)G — ATg] € Z)™™.

4, w(()o) «— Dg’faq and :cél) — D%f“s, where s2 = (||:nz((]0)||2 + ma’q?) -
w(y/Ilogn)?. Then z] <« m(()O)THmél)T.

14

U on
84 Ly, <—DZ7aq.

= STARyt +p:1:g SIS s'U —l—pa:lT € Zf;.

c= (éo, (_’,‘1,’)“6).

® N o o

Generate a signature on m|| K||pkg|lc.
— h <« fa,(m|Kllpkgllc) + fB(rs) € Z,
— Agp — |As | Ao+ 0% by Ai| € Z
— e < SampleD(Ts, Ag h, us, 6).
9. cpcotrs€Zy, c1 ¢ +p- K| EZf},
10. ¢ <~ DEM.Enc(K, m),
11. Output ct = (¢g, c1, €2, T, €).
e m/L < USC(pp, pkg,skg, ct): To unsigncrypt ct = (g, €1, €2, 7, €), do
the following:
Lt fa,(pks) + fB(7e), ARt < [AR | H(t)G — ATg].
2. (z,75) = Invert(Tr, ARy, co).

3. := [y1,...,y] € Z™ where let U := [uq,...,u,] and for
i €[], y; < SampleD(TRr, Ar ¢, u;, d).

4. v —p e —Y)=2] +mT|q/2] —2]Y € Zf;.

1We say that a DEM meets one-to-one property if the DEM is deterministic and bijective.
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5. For each i € [{], let K; = 0 if v; is closer to 0 (modulo ¢) than to
q/2, and let K; = 1 otherwise. Then, K « (K1,...,K,)".

m <— DEM.Dec(K, ¢3).

Co < co—rsmodq, ¢ < ¢ —p- K[4] mod g, ¢ < (€, €1,7e).
ht fa,(m|[Kpkrle) + fB(rs), Asn = [As | Ao+ 315 hi - Al
Output m if Agj, - e = ugmod g A |e|| < dvm +nk. Output L

otherwise.

© X N>

The following theorems show the security of HSC.

Theorem 5.3. If LWE, ,p,, assumption holds for a > 2v/n/q, CRH f meets
collision-resistance, and DEM meets IND-OT security and one-to-one property,
then HSC satisfies MU-IND-iCCA security.

Theorem 5.4. IfSIS,, ; 5.mnk assumption holds for § = O((nk)*/?)-w(y/logn)?,
CRH f meets collision-resistance, and DEM meets one-to-one property, then
HSC satisfies MU-sUF-iCMA security.

Proof of Theorem 5.3

Let A be a PPT adversary against HSC. We consider two security games Gameg
and Game; below. Let Wy and W; be the events that A submits b’ € {0,1}
such that b = b/ in Gamey and Gamey, respectively.

Gameg: This game is the ordinary MU-IND-iCCA security game. Thus, we
have Adviied'A “*(\) = |Pr[Wo] — 1/2). n

Game;: This game is the same as Gameg except that the symmetric-key K is
chosen uniformly at random.

We obtain [Pr[IWo] — Pr[Wi]| < 2-Advpy ' 7 (\)+ Adviry s (A) +negl ()
in the same way as the proof of Theorem 5.1. The reason is as follows:
From the one-to-one property of DEM, A cannot issue a valid unsigncrypt
query ct = (¢p, €1, €2, Te, €) such that (m, K) # (mp, K*) and ¢y # ¢, where
(m, K) is used in ct. In addition, A cannot generate a valid ct by substitut-
ing (cg, ci,r:, e*) from the MU-IND-iCCA security of LB-SCS. Therefore, we
have | Pr[Wy] — Pr[W]| = 2 - Advflé‘_'ér(l:ds"lﬁca()\). Then, |Pr[Wp] —Pr[W;]] <

4+ Advp TP (0) + 2 - AdvEy () + negl()) holds.

In addition, we show |Pr[W;] —1/2| < Adv%‘é,‘ﬁfD,()\). We can simulate
Setup, Queries 1, and Queries 2 phases, following the algorithms of HSC. In
the Challenge phase, we encrypt the ciphertext ¢ by sending messages to the
challenger in IND-OT game. In Output phase, the guessing bit ¥’ € {0,1} in
IND-OT game is the same as the output of A in MU-IND-iCCA game.

From the above discussion,

AQVREZEE (V) < 4 Advg TP (M) + 2 AdvEu (3 + AdvERD (A) + negl(3),

and the proof is completed. [
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Proof of Theorem 5.4

It is possible to prove Theorem 5.4 in the same way as Theorem 5.2. The
reason is as follows:

e If an adversary tries to make a forgery on a queried message m, he has
to make a new symmetric-key K which was not used in the Queries
phase, because DEM meets one-to-one property. However, K has to
be signcrypted in the same way as LB-SCS. Hence, he needs to break
SIS, ¢,8,m+nk Problem.

e Suppose that an adversary tries to make a forgery on a message m which
was never queried. However, in HSC, the message has to be signcrypted
in the same way as LB-SCS. Hence, he has to break the SIS, ; 5 mnk
problem in this case as well.

Therefore, by using the same proof technique in Theorem 5.2, we finally
obtain

AQVESERT (V) < 2 (nk — 1)gs +1) -Advg 477 ()
+ AdvEru,(A) + negl(})

O]

5.4 Signcryption in the Quantum Random Oracle
Model

We construct a signeryption scheme in the QROM starting from an IND-
CPA secure PKE, an IND-OT secure DEM, and a lossy identification scheme.
Although our construction is based on the sign-then-encrypt methodology, it
is shown in [11, 100] that the construction, by combining IND-CCA secure
PKE and sUF-CMA secure DS in a trivial way of this methodology, cannot
achieve MU-sUF-iCMA security while they can meet MU-IND-iCCA security.
The reason is as follows: Any inside adversary can obtain a valid pair of a
message and a signature from a ciphertext ct by using his/her decryption key
skr. Hence, the adversary can make a forgery in the MU-sUF-iCMA game by
encrypting the pair again. To resolve this problem, we generate a signature
on m||r, where m is a message and r is a random value used in the underlying
PKE scheme. By doing this, even if an adversary decrypts m and r, he has to
generate a forgery of the underlying signature scheme.
We use the following primitives:

e Let PKE = (KGen®Y Enc®? Dec®) be a PKE scheme with a message
space MY a randomness space R*¥Y, and a ciphertext space C*%.
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e Let LIDS = (KGen'®®, LossyKGen'ds Pids (ids \/ids) be a (commitment-

recoverable) lossy identification scheme with a commitment space W, a
response space Z, and a commitment-recoverable algorithm Rec?®.

o Let DEM = (Enc®™, Dec®™) be a DEM scheme with a key space Y™
and a message space M®Y" where M?®¥™ is the same as the message
space M of SCS-QRO.

o Let H: MY x C¥Y — V™ G : M*»Y — R*Y and Hg : {0,1}* — Clds
be random oracles.

SCS-QRO = (Setup, KGeng, KGeng, SC, USC) is constructed as follows.

® pp +— Setup(lk): Let pp®¥ and pp'® be public parameters of PKE and
LIDS, respectively. Let kp, := km(X). Output pp := (1%, pp®¥, pp'®, k).

e (pkp,skr) + KGeng(pp): Generate (pk®¥, sk¥) < KGen®¥(1%; pp?¥)?,
and choose s <~ MY, Output pkp := pk®Y and skg := (sk®, s).

e (pkg,sks) < KGeng(pp): Generate (pki®® skid) « KGen'd®(1*; ppis).
Output pkg := pki® and skg := sk,

o ct < SC(pp, pkp,sks, m): Compute a ciphertext on m € M as follows:

1.7 & MY k< 0.
2. e < Enc®(pkp,r; G(r)).
3. Do the following while Z = 1 and & < Ky,
— (W, st) < Pi%(skg).
— ¢+ Hs(W, m,r, pkg, pkg).
— Z < Pi3(skg, W, c, st).
4. d < Enc®™(k,m||c||Z), where k = H(r,e).
5. Output ct := (e, d).

e m/L < USC(pp, pkg, skr, ct): Unsigncrypt ct = (e, d) as follows:

r’ + Dec®¥(skg,e). Output L if ' = L.

k< H(r',e) if e = Enc®Y(pkp,r’; G(r")). k < H(s,e) otherwise.
M’ + Dec®¥™(k,d). Output L if M’ = 1.

Parse M' = m'||c||Z".

W’ « Rec®(pkg,c’, Z').

6. Output m" if Hg(W', m’, 7/, pkp, pkg) = ¢/, and output L otherwise.

AN I S o

2In this section, for a key generation algorithm KGen of PKE or LIDS, we write (pk, sk) <
KGen(l/\; pp), where A is a security parameter, and pp is a public parameter based on .
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Theorem 5.5 and 5.6 show the security of SCS-QRO.

Theorem 5.5. If PKE meets IND-CPA security and DEM meets IND-OT secu-
rity and one-to-one property, then SCS-QRO satisfies MU-IND-iCCA security
in the quantum random oracle model.

Theorem 5.6. If LIDS meets naHVZK, « bits min-entropy, CUR property,
key-indistinguishability, and lossy-soundness, and DEM meets one-to-one prop-
erty, then SCS-QRO meets MU-sUF-ICMA security in the quantum random
oracle model.

In the proofs of Theorem 5.5 and Theorem 5.6, we use the following no-
tations: Let A be a PPT adversary against SCS-QRO. Let g5 and ¢, be the
number of queries which A issues to SCO and USCO oracles, respectively. Let
dh, Qn,, and g4 be the number of queries which A submits to random oracles
H, Hg, and G, respectively.

Proof of Theorem 5.5

For i € {0,1,...,9}, we consider security games Game;, let W; be the event
that A outputs b’ € {0,1} such that b = b’ in Game;, let Find; be the event
that a random oracle H, Hg, or G submits a query to a semi-classical oracle
03¢ and it returns |1) in Game;, and let —Find; be the event that 0Z¢ always
returns |0) in Game;.

Gameg: This game is the same as the ordinary MU-IND-iCCA game. So, we
have Advets'grGA(N) = [Pr[Wo] — 3. .

For any (pk®Y,sk®Y) < KGen®¥(1*;pp®Y¥) and any r € MY, a set of
“bad” random coins is defined as

Ry (P, k0, ) = {7 € RV | Dec™(sk™™Y, Enc™™(pk™™Y, 7)) # 1},

and a set of “good” random coins is defined as Rgzgd = ROY\RyH(pk).
Then, let

[Ri (k™ 5k, )|
R

d(pk®Y, sk r) :=

and let 6(pk®Y, sk®Y) := max,eaqasy 0(pk®®, sk®?). Then, we have the expec-
tation § = E[6(pkp, skg)] which is taken over (pk®¥, sk®¥) < KGen®¥(1*; pp®¥).

Game;: This game is the same as Gameg except that H(s,e) in USCO oracle is
replaced by H,(e), where Hy : M®*¥ — R%Y is a random oracle.

We apply Lemma 6 in [78] in the straightforward way. That is, H(s, -) and
H,(-) are viewed as Fy(-) and Fi(-) oracles in this lemma, respectively. Then,
we have |Pr[Wp] — Pr[W1]| < 2¢, /v KCsy™. ]
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Gamey: This game is the same as Game; except that the random oracle G(r)
is replaced by G'(r) which samples uniformly random values from a set Rgiz .
of “good” random coins.

G and G’ can be viewed as functions F' and N in the generic search prob-
lem, respectively. Thus, we get the following equations: Pr[F(r) = 1] =
d(pk®®Y, sk®¥ r), Pr[F(r) = 0] = 1 — §(pk**¥,sk®¥ r), and Pr[N(r) = 0] = 1.
Then, we get

[Pr[Wy | (pk®, sk®™¥)] — Pr[Wa | (pk®, sk®Y)]| < 241/ 6(pk*, sk?*).

Hence, by averaging this equation over (pk®¥,sk®¥) < KGen®¥(1*; pp®¥), we
obtain |Pr[IW;] — Pr[Wa]| < 2¢,V/6. n

Games: This game is the same as Games except that the random oracles
Hs(W, m, 7, pkg, pkg) and H(r, €) return Hg (W, m, Enc®*¥ (pk®*¥,r; G'(r)), pkg, pkg)
and Hg(Enc®Y(pk®¥,r; G/(r))), respectively.

Since the random oracle G’ samples only “good” random coins, the en-
cryption algorithm Enc®®(pk®Y, .;G/(+)) is injective. The statistical distance
between values of (Hg, H) and (H, Hy) is negligible. Hence, we have Pr[Ws3] =
PI’[WQ]. |

Gamey: This game is the same as Games except that USCO oracle is changed
as follows:

1. k< Hy(e).

2. M’ + Dec®™(k,d) and output L if M' = 1.

3. Parse M' = m'||c||Z'.

4. W'« Rec™®(pkg,c’,Z").

5. Output m’ if ¢ = Hg(W/, m, e, pkp, pkg), and output L otherwise.

That is, the modified USC® oracle does not use a receiver’s secret key.

We consider several cases for unsignerypt queries (e,d). In the case of
e = Enc®¥(pk®¥ r; G'(r)) and ¢ = Hg(W, m, r, pk, pkg), USCO oracles in both
games return a message m # L. In the case of e = Enc®(pk®Y r; G'(r)) and
c # Hg(W, m, 7, pkg, pkg), USCO oracles in both games return an invalid sym-
bol L. In the case of e # Enc®Y(pk®Y,r; G'(r)) and ¢ # Hg(W, m, r, pkp, pkg),
both USCO oracles return L. In the case of e # Enc®¥(pk®¥,r;G'(r)) and
¢ = Hg(W,m,r, pkp, pkg), the USCO oracle in Games returns L while the
USCO oracle in Gamey returns m. However, since G’ returns only “good” ran-
dom coins, this case of e # Enc®¥(pk®¥ r; G'(r)) does not happen. Hence, we
have Pr[W,] = Pr[Wjs]. |

Games: This game is the same as Gamey except that we replace G’ by an ideal
random oracle G.
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In the same way as the proof in the game-hop of Game;, we get the in-
equality [Pr[Wy] — Pr[Ws]| < 2¢,V/0. ]

G is a random oracle which G(r) is sampled from R**¥ uniformly at random
if r =7, and G(r) := G(r) otherwise. H and Hg are defined in the same way
as G.

Gameg: This game is the same as Games except that we replace G, H, and Hg
by G\{r*}, H\{r*}, and Hg\{r*}, respectively.
From Theorem 1 in [9], we have

|PI‘[W5] — PI“[Wﬁ A —|Find6]| +

1
PI"[WG VAN —|Find6] — 2’

<\/2(gy + au + gn,) Pr[Findg] +

1
PI‘[WG A —|Find6] - 2’ .

We show |Pr[Wgs A =Findg] — 1/2| < Advglg,'\ﬁstym (A). The following PPT
algorithm D%¥™ against DEM is constructed as follows: At the beginning of
the game, it generates pp < Setup(1), (pkp,skr) ¢ KGeng(pp) and sends
(pp, pky) to A. D*¥"™ can simulate USC® oracle and random oracles since
USCO oracle does not use any secret key from the game-hop of Game, and
2¢’-wise independent hash functions can be used as random oracles (¢’ €
{49, qn,qn.}), from Theorem 6.1 in [137]. When A submits (mg, my, pk§, sky),
D®¥™ computes (e*,c*,Z*) by following SC algorithm. It gets d* by issuing
(mo||c*||Z*, m1]|c*||Z*) to the challenger of IND-OT game, and returns (e*, d*).
When A outputs b’ € {0,1}, D¥¥™ also submits b’. Notice that A cannot sub-
mit a valid query ct = (e,d) such that d # d* and (m,r) = (mp,7*) from
the one-to-one property of DEM and the assumption of [Wg A —Findg|, where
(m,7) is used in the query ct.

From the above, D®*¥™ simulates the environment of A in Gameg. If A
guesses the signerypted message my, DY also wins in IND-OT game. Hence,
we have the inequality |Pr[Ws A =Findg] — 1/2| < Advgg,'\?lstym (A). |

Gamey7: This game is the same as Gameg except that we replace 7 <+ G(r7*),
k* < H(r*,e*), and c* <— Hg(W*, my, ¥, pkg, pks) by 7* & Moy gx L fesym,
and ¢ & Cids, respectively.

We consider only whether event Find happens or not. In the two games
Gameg and Gamez, A is not given the values (G(r*),H(r*,-),Hg(-,-,r*,-,-)).
Hence, Pr[Find;] = Pr[Findg] holds. ]
Gameg: This game is the same as Game; except that G, |:|7 and Hg are replaced
by G, H, and Hg, respectively.

Since G(r*), H(r*,-), and Hg(-,-,r*,-,-)) are not used in the two games,

this replacement does not influence the view of A, and Pr[Findg] = Pr[Find7]
holds. ]

Gameg: This game is the same as Gameg except that in Challenge phase, we
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replace r* by r"*. Notice that random oracles G\{r*}, H\{r*}, and Hg\{r*}
are used in Gamey.

By Corollary 1 in [9], we have Pr[Findg] < 4(qy+qn+qn,)/ |M**Y|. Next, we
show |Pr[Finds] — Pr[Findg]| < Advgllfgi%isy()\). A PPT adversary DY against

PKE is constructed in the following way: Given pk®¥, it chooses r*,r’* &

MY and submits these as the challenge messages in IND-CPA game. After
receiving the challenge ciphertext e*, DY sets (pp, pkp) and sends (pp, pkp)
to A. When A submits queries to random oracles G,H, Hg, it submits them

to a semi-classical oracle Ofg} outputs 1 if this oracle returns [1). D*¥ can

simulate USCO oracle by following the game-hop of Gamey. When A outputs
b €{0,1}, and Ofﬁ} never returns |1), then D*¥ outputs 0.

DY simulates the environment of A in Gameg or Gameg if it is given
e* = Enc®Y(pk®¥,r*) or e* = Enc®¥(pk®Y, r'*) as input, respectively. Hence,
we have [Pr[Finds] — Pr[Findg]| < AdvpizB(A). n

From the above discussion, we obtain the advantage

(g9 + an + qn,)?

AdVEES TGRSR (M) S\/ 2(qg + qn + an.)AdVKE ey (V) + 8

| Mesy]
ind- 2qn
AdvEE bsum (N) + 2g4 V0
+ VDEM,D y ( ) + Qg\[+ \/./W’
and the proof is completed. O

Proof of Theorem 5.6

For i € {0,1,2,3,4}, we consider security games Game;, and let W; be the
event that A wins in Game;.

Gameg: This game is the same as the ordinary MU-sUF-iCMA security game.
Thus, we have Advrsncugfgﬁgﬁ(/\) = Pr[Wp]. ]

Game;: This game is the same as Gamey except that SCO oracle is modified
as follows: Let ¢ < 0 be a counter.

1or <& MY, ¢ c+1.

2. e < Enc®(pkp,r; G(r)).

3. (Ware, Care, Zre) < GetTrans™® (M, ¢), where M < m||r||pkg||pksg-
4. Output L if (Waze, cares Zare) = (L, L, 1),

5. d < Enc®™(k, m||carcl|Zar,c), where k = H(r, e).

6. Output ct := (e, d).
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Here, GetTrans® (M, c) is defined as follows: Let RF : {0,1}* — R be a
random function.

1. K+ 0.

2. While Zp;. = L and &k < Kyt

o k< rk+ 1.

o (Wase,st)  Pi%(sks; RF(0]|M]|x ] c)).

o cure ¢ Hs(War el M).

® Zye Péds(sks,WM7c,cM7c,st; RE(1||M||k]c)).

3. If ZM7c = L, (WM767 CM7c) < (J_, L).
4. Output (WM,Ca CM,cs ZM,c)-

This modification is conceptual because we just add a counter ¢ so that
(Wi, €h,es L) can be viewed as a random value. Hence, we have Pr[IV;] =
PI’[W()]. |

Gamey: This game is the same as Game; except that (Ways e, care, Zar,e) on
M = m||r||pkg|lpkg are generated by the simulator of LIDS and the ran-
dom oracle Hg is programmed by following this modification. Concretely,
GetTrans' (M, ¢) is modified as follows: Let S be the simulator of LIDS.

1. k< 0.
2. While Zp;. = L and &k < Kyt

e K+ K+ 1.
L4 (WM,caCM,ca ZM,C) — Sids(pks; RF(MHHHC))

3. I Zpge = L, (Wase, Cares Zare) < (L, L, L),
4. Output (Wase, e Z,c)-

Besides, Hg(W||M) is modified as follows:
1. For i € [gs], do the following:

o Wire,Che, Ze) GetTransids(M, c).

o If W=W,,, return c < cps.

2. Return ¢ < Hy(W||M), where Hy is a random oracle which A cannot
access directly.
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By the naHVZK of LIDS, the statistical distance between (c,Z) in Game;
and Gameg is at most Km,ek. Since (¢, Z) must be a valid signature on M, we
need to patch the values of the quantum random oracle Hg like the modification
above. Hence, we have |Pr[Wi] — Pr[Ws]| < ks - 2. [ |

Games: This game is the same as Games except that the challenger aborts if
c* # Hg(W*, M*) holds for the values (W*,c*, Z*) obtained from the output
ct* of A.

First, we consider the case in which A generates a forgery on M* =
m*||7*||pk};|lpkg which is not queried to SC© oracle, and W* = W« . holds
for ¢ € [¢5]. By the « bits min-entropy of LIDS, Wy« . is not revealed for all

€ [gs]. Thus, the success probability in this case is at most g - 271,

Next, we consider the case in which A generates (Wpas o+, Care ex, Zps* o+ )
for M* and ¢* which were used in SC© oracle. By the CUR of LIDS, it is compu-
tationally difficult for A to generate Zs+ .~ which was not used in SCO oracle.
Hence, the upper bound that A generates such a response is Advijps c(})-

Therefore, we obtain |Pr[Ws] — Pr[Ws]| < g - 279 + Adviips c(A)- ]

Gamey: This game is the same as Games except for replacing pk with a lossy
public key pk.

By using 2¢’-wise independent hash functions for ¢ € {gx,, qn, gy} in order
to simulate the random oracles Hg, H, and G, it is possible to construct a PPT
adversary D against LIDS such that

[Pr{[W3] — Pr{Wa]| < AdviSs p(V).

In addition, we show Pr[W,] is negligible in A if LIDS fulfills lossy-soundness.
For any (pkg,sks) < KGeng(pp) and any W € W, a set of “good” challenges
is defined as C;‘éf)d(pks,W) = {c € C¥ | IZ € Z,V(pkg,W,c,Z) = 1}.

C;‘éf)d(pks,W) contains only challenges c such that there exists a response Z

satisfying V¥ (pkg, W, c,Z) = 1.

We construct a PPT algorithm F solving the generic search problem with
bounded probabilities as follows: At the beginning of the game, it generates
pkg = pkffs < LossyKGen(pp) and chooses a 2¢;,-wise independent hash func-
tion fHg. For each W € W, F does the following:

1. Compute Cé‘i‘zd(pks,W) C Cids,

2. Lt yyas (W) := [Ci%5, (pkis, W)|/[C7%].

3. For all M, let 7ias (W||M) := Vpkids (W).

Then, it outputs e (W||M) for all W € W and all M. F simulates oracles

SCO in the same way as Games and simulates H and G by using a 2gj,-wise
independent hash function and a 2¢,-wise independent hash function, respec-
tively. It simulates Hg(W|| M) as follows: If F(W|M) = 1, it returns W €
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C;‘ésod(pks, W) chosen uniformly at random by using a random coin fy, (W/||M).

If F(W||M) = 0, it returns uniformly random W € CidS\Cé‘i‘Zd(ka, W) by using
a random coin fy,(W|/M). In Output phase, when A outputs (pkp, skf, ct*),
F computes M* and (W*,c*,Z*) by using sk. Finally, it returns W*||M* if
Hs(W*, m*, r*, pkR, pkg) = c*, and outputs L otherwise. Then, c* is a “good”
challenge which implies F'(W||M) = 1 holds with probability |C;‘£‘Zd(pk 5. W)|/ |Cid5 ’

If the forgery (c*,Z*) on M* is valid, c* is in C;‘é‘zd(pks, W*), that is, A finds
W*||M* such that F'(W*||M*) = 1. Notice that since LIDS is commitment-

recoverable, the condition of C;‘isod(pks,W*) is identical to the verification by

Hs(W*, m*, r*, pk}y, pkg) = c*. Thus, for fixed pkfgs, the success probability in
Gamey is at most 8(gp + 1)2’kalisds, where y,yias = maxw, s Vpyids (W||M). The

average of 8(qn, + 1)2’}/pklids over pkids « LossyKGen(pp) is 8(qp, +1)%es. Hence,

we have Pr[Wy] < 8(qn, + 1)%cs. [
In addition, the one-to-one property of DEM also guarantees the strong

unforgeability of SCS-QRO even though the adversary A tries to generate the

same randomness as query/response pairs submitted to the signcrypt oracle.
From the discussion above, we obtain

AQVEESTERER (V) < Wonds - et 57 + Adv{is c(V)

+ AdviSBs p(A) + 8(qn, + 1)%ess.

The proof is completed. O

5.5 Comparison of Signcryption Schemes

We compare our schemes with existing ones in terms of key-sizes (i.e., sizes of
public-keys and secret-keys), and ciphertext-size in order to evaluate efficiency
among the constructions. Our schemes are two constructions. One is the
construction HSC in Section 5.3. The other is a scheme obtained by applying
lattice-based primitives to SCS-QRO in Section 5.4. Concretely, we apply an
IND-CPA secure PKE [90] and a lossy identification scheme [84] to the scheme.

To the best of our knowledge, LB-SCS and HSC are the first direct con-
structions of signcryption based on lattice problems without random oracles.
Hence, there is no other lattice-based construction to compare efficiency with
ours. However, since there are generic constructions of signcryption [34, 104]
satisfying the strongest security (i.e., both MU-IND-iCCA security and MU-
sUF-iCMA security) without (quantum) random oracles, we can obtain lattice-
based signcryption schemes by applying suitable lattice-based primitives to the
generic constructions. Specifically, we consider the following applications of
lattice-based primitives.

e SCS7k[34]: We apply IND-Tag-CCA secure Tag-based KEM ([101] and
[31]), sUF-CMA secure DS ([101] and [31]), IND-CCA secure DEM.
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o SCSkrm[34]: We apply IND-CCA secure KEM ([101] and [22]), sUF-
CMA secure DS ([101] and [31]), IND-OT secure DEM, sUF-OT-CMA
secure MAC.

e SCScepk[104]: We apply IND-sID-CPA secure Identity-based Encryption
[3], EUF-CMA secure DS [26], sUF-OT-CMA secure OTS [98].

In the description above, KEM is a key encapsulation mechanism, DS is a
digital signature, MAC is a message authentication code, and OTS is a one-
time signature. IND-Tag-CCA means indistinguishability against adaptive tag
chosen ciphertext attacks, sSUF-OT-CMA means strong unforgeability against
one-time chosen message attacks, and IND-sID-CPA means indistinguisha-
bility against selective ID chosen plaintext attacks. Then, to fairly compare
efficiency of lattice-based signcryption, we take into account the following:

1. In SCS7x, SCSkEm, and our schemes, we assume that the paradigm of
authenticated encryption in [17] is used to obtain IND-CCA secure DEM
(or IND-OT secure DEM). Namely, IND-CCA secure DEM is obtained
from IND-CPA secure symmetric-key encryption (SKE) and sUF-CMA
secure MAC. These SKE and MAC can be constructed from the AES
meeting the 128-bit security and IND-CPA security. The key-sizes are
set to be at least 512 bits, since it is necessary to have resistance against
quantum computing by taking into account the power of the Grover’s
algorithm.

2. In SCSrg, IND-Tag-CCA secure tag-based KEM is required. However,
there is no lattice-based construction meeting this security. We construct
this tag-based KEM by combining tag-based KEM achieving weaker se-
curity and a chameleon hash function [31] in a generic way.

3. In SCSkpr, we construct IND-CCA secure KEM by the BK-transformation
[22]. This reason is that even if we consider realizing CCA-secure KEM
based on the lattice problems [110], the resulting signcryption will be
less efficient than SCS7x and SCS gk obviously.

Table 5.1 shows comparison in sizes of public/secret-keys and ciphertexts.
We can see that the key-sizes and ciphertext-size of SCS-QRO are the shortest
of all schemes though it is secure in the QROM. Regarding schemes in the
standard model, Table 5.1 shows the following: Although it can be seen that
SCS¢pk and our scheme HSC are the most efficient in terms of receiver’s and
sender’s public-key sizes. The ciphertext-size of HSC is the shortest of all
schemes in the standard model.

From the above discussion, the public-key sizes and ciphertext-size of our
scheme HSC are shorter than those of existing ones, and there is no disadvan-
tage for ours compared to other ones. SCS-QRO is the best of all schemes in
terms of key-sizes and ciphertext-size.
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Chapter 6

Conclusion

We dealt with quantum-secure cryptographic schemes of encryption, authen-
tication, and signcryption which guarantees both securities of encryption and
authentication.

First, we focused on the selective opening (SO) security of public key
encryption (PKE). We proved that two hybrid encryption schemes satisfy
simulation-based SO security against chosen ciphertext attacks (SIM-SO-CCA
security) in the quantum random oracle model (QROM) or the quantum ideal
cipher model (QICM). One is constructed from any key encapsulation mech-
anism (KEM) meeting indistinguishability against chosen ciphertext attacks
(IND-CCA security) and any data encapsulation mechanism (DEM) meeting
both simulatability and one-time integrity of ciphertexts (OT-INT-CTXT se-
curity). The other is constructed from a KEM based on Fujisaki-Okamoto
transformation [48, 64] and any message authentication code (MAC) meeting
strong unforgeability against one-time chosen message attacks (sUF-OT-CMA
security). We obtain concrete constructions of the above PKE schemes in the
following way:

e Regarding the PKE scheme starting from a KEM and a DEM, it is
possible to construct the concrete ones from existing IND-CCA secure
KEM/PKE schemes resistant to quantum computing and standardized
DEMs such as CTR-DEM and CCM-DEM. In particular, we can trans-
form all KEM/PKE schemes submitted to the post-quantum cryptogra-
phy (PQC) standardization project to SIM-SO-CCA secure PKE in the
QICM by combining with the standardized DEM.

e Concerning the scheme starting from an FO-based KEM and a MAC, we
can obtain the concrete ones by combining concrete FO-based KEM/PKE
schemes submitted to the PQC standardization project and quantum-
secure MACs. Notice that most submitted KEM constructions are cat-
egorized as FO-based KEM such as FO*, FO;%, QFO#, and QFO;%, and
standardized MACs such as NMAC/HMAC.
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Therefore, it is possible to obtain concrete SIM-SO-CCA secure PKE schemes
in the QICM or the QROM, by using existing practical (standardized) cryp-
tographic primitives.

Second, we dealt with the quantum security of aggregate MACs (AMACs)
and sequential aggregate MACs (SAMACs) for the first time. Regarding
AMACs, we formalized the security of AMACs in the security model in which
any adversary is allowed to issue quantum queries to tagging oracles. Our
security definition is reasonable because it is the extension of the existing one
[82] in the classical security model. Moreover, we proved that an existing
generic construction [82] starting from any deterministic MAC satisfies our se-
curity if the underlying MAC scheme fulfills the quantum security formalized
in [25]. Concerning SAMACs, we formalized the quantum security, which is
the extension of the existing security definition [44] in the classical security
model. And then, we showed that existing SAMACs [44, 128] are broken in
our security model. We presented two generic constructions satisfying our
security. One is constructed from any (deterministic) quantum-secure pseu-
dorandom function (QPRF). The other is constructed from any randomized
pseudorandom generator (randomized PRG) resistant to quantum computing.

Concrete constructions of our schemes are obtained as follows:

e The concrete SAMAC schemes from QPRF's are obtained by applying
existing QPRFs [136, 124]. In particular, we can apply standardized
MACs such as NMAC/HMAC because it was proven that these meet
the quantum security of PRFs [124].

e The SAMAC schemes from randomized PRGs are concretely realized by
applying PRGs of [135, 12]. Namely, it is possible to obtain SAMACs
with the quantum security based on learning parity with noise (LPN)
which is a well-known computationally hard problem even for quantum
computers.

Third, we proposed signcryption schemes in the QROM or the standard
model which is a model without random oracles and ideal ciphers. We pre-
sented two constructions satisfying both multi-user indistinguishability against
insider chosen chiphertext attacks (MU-IND-iCCA security) and multi-user
strong unforgeability against insider chosen message attacks (MU-sUF-iCMA
security). One is a hybrid encryption from our lattice-based signcryption and
a DEM scheme with indistinguishability against one-time attacks (IND-OT
security) and one-to-one property. The other is a generic construction start-
ing from any PKE scheme satisfying indistinguishability against chosen plain-
text attacks (IND-CPA security) and any lossy identification scheme meeting
several properties. We showed that the key-size and ciphertext-size of our
schemes are shorter than those of existing ones which is constructed by apply-
ing concrete lattice-based primitives to existing generic constructions [34, 104].
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Besides, concerning our schemes, the key-size and ciphertext-size of signcryp-
tion scheme in the QROM are shorter than those of the scheme in the standard
model.

Concrete constructions of our signcryption schemes are obtained as follows:

e The concrete constructions of the lattice-based hybrid signcryption can
be realized by combining our signcryption scheme in Section 5.3.1 and
AES (Advanced Encryption Standard), which is a standardized symmet-
ric key encryption, as an IND-OT secure DEM with one-to-one property.

e The concrete constructions of the generic construction secure in the
QROM can be obtained by applying concrete IND-CPA secure PKE
schemes and lossy identification schemes. We can apply lattice-based
IND-CPA secure PKE constructions [113, 90] and lattice-based lossy
identification schemes [95, 58, 84].

The scheme in the standard model is important in terms of security while
the one in the QROM is also significant in terms of practicality. Focusing on
security, we presented the lattice-based scheme in the standard model! because
we do not assume that there exist ideal quantum random functions (quantum
random oracles), and the standard model is stronger than the QROM. Al-
though the security of cryptosystems in the (quantum) random oracle model
is guaranteed under the strong assumption, cryptographic systems secure in
this model are generally more efficient than those in the standard model in
terms of key-size, ciphertext-size, and time-complexity. Actually, standardized
public-key cryptosystems meet security in the random oracle model, and most
ones submitted to the PQC standardization project also satisfy security in the
QROM.

At present, researchers have presented designs of fundamental crypto-
graphic primitives secure against quantum computing in classical security
models. However, in the future, these ones do not necessarily guarantee secu-
rity in a situation where quantum computers are widespread, and many users
can use quantum computing. Hence, we dealt with security against quan-
tum computing in such a situation, which is called quantum security in this
thesis, and gave how to construct cryptosystems with quantum security of
fundamental properties such as confidentiality and integrity. In the substan-
tially distant future, the quantum security may not be sufficient since we have
considered only quantum security of classical data. In a quantum world, it
is natural to use not only classical data but also quantum one. Hence, it is
necessary to consider the security of quantum data. Regarding the existing
works of this security, there are security definitions of encryption [30, 6, 49]

! Although we proved that our lattice-based scheme satisfies both MU-IND-iCCA security
and MU-sUF-iCMA security in the classical security model, this scheme also fulfills both

security in the quantum security model. The security proofs are the same as the proofs in
[25].
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and MACs [51] in the quantum world. More concretely, Broadbent and Jef-
fery considered the security of encryption schemes with quantum algorithms,
and formalized the indistinguishability of PKE and symmetric key encryption
(SKE) [30]. Alagic et al. gave the simulation-based security of PKE/SKE with
quantum algorithms [6]. On the other hand, Gagliardoni et al. considered
the security model in which a quantum adversary gets the quantum superpo-
sition of ciphertexts of encryption with classical computations, and defined
the indistinguishability /simulation-based security of encryption schemes with
classical algorithms [49]. As for authentication, Garg et al. formalized the
one-time unforgeability of MACs with quantum algorithms. Cryptosystems
with the security have been proposed in [30, 6, 49, 43, 7, 29, 99, 51]. However,
formalizing standard security such as IND-CCA security and unforgeability
against (multi-time) chosen message attacks (UF-CMA security) on quantum
data is an open problem because of the quantum no-cloning theorem. There-
fore, the development of encryption/authentication schemes with the standard
security in the quantum world is necessary and challenging as the future work
of quantum-secure cryptography.
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