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Abstract

Recently, criminals frequently carry out logical attacks on ATMs (Automated Teller
Machines) systems to steal cash from ATMs in more than 30 countries. Since the
number of ATMs is increasing worldwide with global economic growth, the logical
attacks on increasing ATMs become serious social issues. In general, an ATM consists
of a PC and peripheral devices, such as a card reader and a dispenser. The PC and a
peripheral device are connected with a USB/RS-232C cable, and the PC and the host
computer are connected via the financial institution’s intranet. Major attack surfaces
of those logical attacks are the intranet, the PC, and the USB/RS-232C cables.
Eventually, unauthorized cash dispensing commands are sent to the dispenser to
fraudulently withdraw cash from the ATM without generating a transaction in those
attacks. In existing measures, it is necessary to maintain the integrity of the
executable files on the PC. However, these measures could be bypassed or disabled by
criminals since existing ATM operations require frequent physical/logical access to the
inside of ATMs. Maintaining the integrity of the executable files by tight operational
management raises the increasing costs of operational management. In particular, it is
difficult to maintain integrity with limited human resources 24 hours 7 days in case a
financial institution operates more than ten thousand ATMs.

Therefore, there are two objectives of this study. The first objective is to provide an
effective ATM security measure without imposing a heavy burden on financial
institutions and ATM operations while maintaining the stability of services as social
infrastructure. The second objective is to establish a general application scheme of the
proposed measure that can be applied to multiple ATM systems and transactions. This
dissertation is organized as follows. Chapter 2 presents the existing ATM systems and
services. Chapter 3 describes logical attacks on ATMs and existing measures. Chapter
4 proposes a measure called “Command Verification”, the primary model of the
measure and applied system examples. Chapter 5 describes issues of existing
measures and applying Command Verification to one transaction sub-process in an
ATM transaction. Command Verification and existing measures are compared in terms
of the practical effects of the measures in existing ATM operations. Chapter 6 details
the issue and the solution for applying it to two transaction sub-processes in an ATM
transaction. In detail, we propose an implementation model analysis of Command
Verification to solve the issue. Chapter 7 presents the issue and the solution for

applying it to all transaction sub-processes in an ATM transaction. That is, we propose



an implementation design method of Command Verification to cope with the issue.
Chapter 8 concludes this dissertation.

In chapter 4, we propose a measure called “Command Verification” to solve the
issues of the existing security measures and show applied system examples. The
primary idea of Command Verification is that peripheral devices themselves verify
commands sent from the PC. We also propose a primary model of Command
Verification in order to apply it to various ATM systems and transactions. Since
peripheral devices usually do not have any information to verify a command, two
peripheral devices are defined in the model; an information acquiring device and a
verified command executing device. The information acquiring device extracts
command verification information from input data of the acquiring device and securely
transfers the information to the verified command executing device. The verified
command executing device verifies a command from the PC with the received
information.

In chapter 5, an application of Command Verification to one transaction
sub-process in an ATM transaction is described. Practical effects of Command
Verification and existing measures are compared in the application, namely, the cash
handling sub-process in a cash withdrawal transaction with a smart card. Three
conditions to effectively prevent unauthorized cash withdrawal in existing ATM
operations are derived from analysis of existing ATM systems and operations. It was
shown that Command Verification can meet the three conditions while the existing
measures do not meet them.

In chapter 6, an application of Command Verification to two transaction
sub-processes in an ATM transaction is described. That is an application to a
transaction sub-process before/after communication between an ATM and the host
computer in a deposit transaction with a smart card. There are multiple protected
properties from multiple attack surfaces in the transaction sub-processes, and
constraints to be satisfied which are coming from existing systems and operations.
Since it is difficult to achieve properly implementable systems of Command
Verification to meet the requirements, the implementation model analysis is
introduced to compare the features of the models in a preliminary step to derive proper
systems. Two recommended implementation models were derived from the model
analysis, and two types of properly implementable systems were finally derived using
the recommended models. The management cost of the properly implementable

system has been reduced to less than one ten-thousandth.
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In chapter 7, an application of Command Verification to all transaction
sub-processes in an ATM transaction is explained. Namely, application to all
transaction sub-processes in a cash withdrawal transaction with a magnetic stripe
card, in which there are few existing security mechanisms. When Command
Verification is applied to the transactions, there are many implementable systems due
to the poor existing security mechanisms. It is difficult to derive proper systems among
the many implementable systems, since the proper systems should meet many
conditions; preventing a wide range of logical attacks, harmonizing with existing ATM
operations, and minimizing modification costs of peripheral devices. We propose a
systematic implementation design method of Command Verification to derive proper
systems, which consists of three steps and guidance. Three proper systems out of the
135 implementable systems were selected by applying the design method to magnetic
stripe card transactions. That is, the number of candidate systems to be examined in

detail was reduced to one forty-fifth.
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Important Terms and Abbreviation

(1) Important Terms

authenticity Authenticity in the sense of cryptography; authentication plus
integrity, namely, you can establish that the command/message
originated from a trusted entity, which implies integrity.

validity A term that encompasses authenticity and timeliness

valid Adjective of “validity”

command validity

verification Authentication and timeliness verification of a control command
command

verification A shortened form of “command validity verification”

authorized Having official permission to do something by the host computer, the

responsible financial institution, or the responsible vendors

(2) Abbreviation

API Application Programming Interface

ATM Automated Teller Machine

BIOS Basic Input / Output System

CEN/XFS Comité Européen de Normalisation / eXtensions for Financial
Services

DTL Data Transfer Library

EMV EuroPay, MasterCard International and Visa International

EPB Enciphered PIN Block

EPP Encrypting PIN Pad

FI Financial Institution

HDD Hard Disk Drive

HSM Hardware Security Module

ISO International Organization for Standardization

x1



MAC

0S

PAN

PC

PCI

PCI DSS
PCI PTS POl

PIN
WAN

Message Authentication Code

Operating System

Primary Account Number

Personal Computer

Payment Card Industry

Payment Card Industry Data Security Standard

Payment Card Industry PIN Transaction Security Point of
Interaction

Personal Identification Number

Wide Area Network

X1l



Chapter 1 Introduction

1.1 Background

Attacks to ATMs (Automated Teller Machines) used to be only physical attacks such as
card skimming to steal cardholder data and physical crash of ATM bodies to steal cash.
Recently, criminals frequently utilize logical attacks to steal cash from ATMs in more
than 30 countries, resulting in more than ten million US Dollar cash damage, a week
to a month and a half ATM service suspension, and serious social issues. Although
cashless payments are growing worldwide, cash circulation is gaining in emerging
countries as economic growth, and the number of ATMs is also increasing globally.
Thus, strengthening ATM security measures is an urgent issue.

In general, an ATM consists of a PC and peripheral devices, such as a card reader
and a dispenser handling cash. The PC and a peripheral device are connected with a
USB/RS-232C cable, and the PC and the host computer are connected via the financial
institution’s intranet. A dispenser is usually installed in a safe of an ATM to physically
protect cash. Major attack surfaces of the logical attacks described above are the
financial institution’s intranet [1] [2] [3], the PC [2] [4] [5] [6] [7], and the
USB/RS-232C cables [1] [3] [8] [9]. Eventually, unauthorized cash dispensing
commands are sent to the dispenser to cash-out from the ATM without conducting a
transaction with the host computer in those attacks. The main measures of existing
security measures [1] [3] [10] [11] [12] [13] are cryptographic communication between
ATMs and the host computer, cryptographic communication between the PC and a
peripheral device in an ATM, and anti-malware for the PC to secure the integrity of
executable files in the PC.

However, these measures could be bypassed or disabled by criminals since
frequent physical/logical access inside ATMs in existing ATM operations. For example,
once a few days to a week periodical cash replenishment and collection for cash
services, and once a quarter periodical software/contents updating. Securing the
integrity of executable files by tight operational management raises the increasing
costs of operational management. In particular, it is difficult to secure integrity by
limited human resources 24 hours 7 days in case a financial institution operates more
than ten thousand ATMs.



1.2 Contribution

This dissertation contributes two points to solve the issues of the existing measures
described above. The first point is to propose an ATM security measure effectively and
efficiently working in existing ATM operations without overburdening financial
institutions. The second point is to provide a general scheme to apply the proposed
measure to various ATM systems and transactions. Regarding the first point, we
propose a measure called “Command Verification” that controlled peripheral devices
themselves verify commands sent from the PC before executing the commands to
access the property. A primary model of Command Verification is also proposed so that
Command Verification could be applied universally to various systems. Since
peripheral devices usually do not have any information to verify a command, two
peripheral devices are defined in the model; an information acquiring device and a
verified command executing device. The information acquiring device extracts
command verification information from input data of the acquiring device and securely
transfers the information to the verified command executing device. The verified
command executing device verifies a command from the PC with the received
information.

To evaluate Command Verification, practical effects of Command Verification and
existing measures in existing ATM operations were compared using the application to
the cash handling sub-process in a cash withdrawal transaction with a smart card. In
general, an ATM transaction consists of four transaction sub-processes: generating a
transaction request message, sending the transaction request message to the host
computer, receiving a response message from the host computer, and handling cash
according to the response message. Three conditions to effectively prevent
unauthorized cash withdrawal in existing ATM operations are derived from analysis of
existing ATM systems and operations. It was shown that Command Verification can
meet the three conditions while the existing measures do not meet them.

Concerning the second point, we propose two methods to apply Command
Verification to various systems and transactions. An application to two transaction
sub-processes is described to explain the first method, namely, application to a
transaction sub-process before/after communication between an ATM and the host
computer in a deposit transaction with a smart card. There are two requirements to be
satisfied in the application. One is to effectively protect multiple properties from

multiple attack surfaces in the two transaction sub-processes. The other is to meet



constraints to be harmonized with existing systems and operations. Since it is difficult
to achieve properly implementable systems of Command Verification to meet the
requirements, the implementation model analysis is introduced to compare the
features of the models in a preliminary step to achieve the proper systems. Two
recommended models were derived from the model analysis, and two types of properly
implementable systems were finally derived using the recommended models. System
management costs were reduced to less than one ten-thousandth of the existing
measures with the properly implementable systems.

Regarding the second method, we explain it in an application to all transaction
sub-processes, namely, the application to a cash withdrawal transaction with a
magnetic stripe card, in which there are few existing security mechanisms. When
Command Verification is applied to the magnetic stripe card transactions, there are
many implementable systems due to the poor existing security mechanisms. It is
difficult to derive proper systems among the many implementable systems, since the
proper systems should meet three conditions; preventing a wide range of logical
attacks, harmonizing with existing ATM operations and minimizing modification costs
of peripheral devices. We propose a systematic implementation design method of
Command Verification to derive proper systems, which consists of three steps and
guidance. Three proper systems out of the 135 implementable systems were selected

by applying the design method to magnetic stripe card transactions.

1.3 Organization

The remainder of this dissertation is organized as follows. Chapter 2 presents the
existing ATM systems and services. Chapter 3 describes logical attacks on ATMs and
existing measures. Chapter 4 proposes a measure called “Command Verification”, the
primary model of the measure, and applied system examples. Chapter 5 describes the
issues of existing measures and an application of Command Verification to one
transaction sub-process in an ATM transaction. Command Verification and existing
measures are compared in terms of the practical effects of the measures in existing
ATM operations. Chapter 6 details the issue and the solution for an application of
Command Verification to two transaction sub-processes in an ATM transaction. In
detail, we propose an implementation model analysis of Command Verification to solve
the issue. Chapter 7 presents the issue and the solution for an application of Command

Verification to all transaction sub-processes in an ATM transaction. That is, we propose
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Figure 1.1 Structure of this dissertation

an implementation design method of Command Verification to cope with the issue.

Chapter 8 concludes this dissertation.



Chapter2 ATM System and Services

In this chapter, an ATM system and services are described. In detail, an overview of an
ATM system structure, examples of typical ATM services, transaction sub-processes in

an ATM transaction, and vulnerable points in an ATM system.

2.1 ATM System Structure

An overview of an ATM system is depicted in Figure 2.1. In general, an ATM consists of
a PC and peripheral devices, such as a card reader and a dispenser which handles cash.
The PC and a peripheral device are connected with a USB/RS-232C cable, and the PC
and the host computer are connected via the financial institution’s intranet. The PC is
also connected with a software updating server to download software/contents for ATM
maintenance. The touch screen shows ATM service menus and transaction results and
1s used to select a menu and input some parameters required for a transaction. The

card reader accepts a smart card and a magnetic stripe card, and reads/writes data

Host computer

HSM for PIN
Transaction
WAN messages
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ouch o L /contents Software
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screen (BIOS, HDD) server
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=)

§__o Maintenance door
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Dispenser

of *
) i
§
5 s

—

ATM

Figure 2.1 ATM system structure
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Figure 2.2 A logical structure of an ATM system

from/to the card. The Encrypting PIN Pad (EPP) is a tamper-proof peripheral device
used for an ATM user’s Personal Identification Number (PIN) entry to show proof of
identity. The EPP itself outputs an encrypted PIN called Enciphered PIN Block (EPB),
which is cryptographically protected in conformity with the Payment Card Industry
(PCI) requirements [14] [15] and ISO 9564 [16] [17] [18]. The EPB is transferred to the
Hardware Security Module [19] in the host computer, which is also a tamper-proof
device, and the PIN is extracted from the EPB and authenticated in the HSM. A
dispenser is usually installed in a safe of an ATM to physically protect cash. Tight
access control is required to access the inside of the safe. In the case of so-called cash
recycling ATMs, a cash handling module is installed in an ATM instead of a dispenser.
The cash handling module dispenses and deposits cash. The maintenance door is to
access the inside of the ATM and the door is usually closed with a physical key.

As shown in Figure 2.2, the PC is logically constituted with three layers:
multi-vendor application, ATM platform to control the peripheral devices, and
Windows® 1 OS. The ATM platform provides international standardized interfaces to a
multi-vendor application: Comité Européen de Normalisation / eXtensions for
Financial Services (CEN/XFS) APIs [20]. The ATM platform architecture was
established in the 90s and the primary concepts are interoperability and compatibility.
Since the APIs’ specifications are open to the public and the APIs are not
cryptographically protected, the APIs are frequently abused for unauthorized cash-out.

1 Windows is either registered trademarks or trademarks of Microsoft Corporation in
the United States and/or other countries.



Table 2.1 Examples of ATM services

# | ATM services | Service contents

1 Cash Withdrawal To withdraw cash up to a daily limit from a bank account
2 Deposit To deposit cash to a bank account.

3 PIN change To change Personal Identification Number (PIN)

4 Balance Enquiry To check the current available balance in a bank account
5  Card to Card Transfer To send cash from a bank account to an other account

6 Ministatement To check the latest several transactions in a bank account
7 Credit Card Payment To pay bill of a credit card

8 Bill Payment To pay utility bills

9  Life Insurance Payment  To pay life insurance

10  Trust Donation Make a donation to a favorite charity

11 Mobile Top-up To recharge a mobile prepaid connection

Cited from https://www.sbi.co.in/portal/web/personal-banking/atm-services

2.2 ATM Services

Examples of typical services provided with overseas ATMs are shown in Table 2.1. No.
1 to 5 are common with ATMs in Japan. Since passbooks are not usually issued in
overseas financial Institutions, ministatement is used to check the last several
transaction records. As direct debit to a bank account is not popular for credit card
payment, bill payment, and life insurance payment in overseas countries, account
holders check the bills and pay with an ATM. ATMs accept a donation for charities, and

to recharge a mobile prepaid connection.

2.3 ATM Transactions

ATM transactions are categorized into two types in accordance with card types, i.e. a
smart card and a magnetic stripe card. There are three types of transactions for each
card type: cash withdrawal, deposit, and remittance. As depicted in Figure 2.3, an ATM

transaction consists of four transaction sub-processes; generating a transaction request



Table 2.2 ATM transaction types and transaction sub-processes

Transaction sub-process
# | Card type Transaction $1 S2,S3 S4 Described
type Generate transaction | Communicate with | Handle cash according | chapter
request message the host computer to response message

1 Cash withdrawal v Chapter 5

2 | smart card Deposit v v Chapter 6

3 Remittance

4 Cash withdrawal v v v Chapter 7
= | Magnetic )
i stripe card Deposit

6 Remittance

[] Transaction sub-process whose authenticity is assured with the existing security functions (EMV specifications)
of a smart card and host computer

S1: Generate a transaction request message

S2: Send the transaction request message

S3: Receive a response message

S4: Handle cash

Figure 2.3 ATM transaction flow

message (S1), sending the transaction request message to the host computer (S2),
receiving a response message from the host computer (S3), and handling cash
according to the response message (S4). In the case of a cash withdrawal transaction, a
process flow of the transaction sub-processes is described below. An ATM accepts a PIN
and generates a transaction request message with the card data on a card, and other
transaction parameter inputted with the touch screen (S1). The ATM sends the request
message with the encrypted PIN to the host computer (S2). The host computer verifies
the encrypted PIN, checks the account balance, and decides whether the transaction is
authorized or not. And then, the host computer sends a response message to the ATM
(S3). The ATM handles cash to dispense the cash according to the response message
(S4). Although messages transferred between an ATM and the host computer are not
cryptographically protected in magnetic stripe card transactions, the messages are

cryptographically protected in smart card transactions. That is, the messages are
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Figure 2.4 Data flow of a cash withdrawal transaction with a smart card

protected with the smart card and the host computer in conformity with the EMV® 2
(EuroPay, MasterCard International and Visa International) specifications [21] [22]. A
message authentication code is attached to each message, and a cryptographic key for
a message authentication code is shared between the smart card and the host
computer in conformity with the EMV specifications [21]. The key is also linked with
the Primary Account Number (PAN) on the smart card, which is preliminarily
assigned to the card by the financial institution to identify the user.

A data flow example of a cash withdrawal transaction with a smart card is
llustrated in Figure 2.4. It is supposed that the multi-vendor application includes
“transaction application” processing transaction messages and “cash dispensing
application” controlling the dispenser. The cryptographic keys to protect a PIN and the
messages are supposed to be preliminary shared. The detailed processes of the four

transaction sub-processes are described as follows:

S1: Generating a transaction request message
The transaction application receives an S1-1 Primary Account Number (PAN) on a

smart card from the card reader, an S1-2 encrypted PIN from the Encrypting PIN

2 EMV is a registered trademark in the U.S. and other countries and an unregistered
trademark elsewhere. The EMV trademark is owned by EMV Co.



pad, and an S1-3 withdrawal amount from the touch screen. And then, the
application generates a transaction request message (hereinafter called “request

message”) from the PAN and the withdrawal amount.

S2: Send the transaction request message
The transaction application sends the S2-1 request message to the smart card. The
smart card generates a MAC to the message called “MAC1” and sends the S2-2
MACI1 back to the transaction application. The transaction application sends the
S2-3 request message, MAC1, and the encrypted PIN to the host computer. The
hardware security module authenticates the user using the PIN extracted from the
encrypted PIN, and the host computer verifies the transaction request message
with MACI1 and checks the user’s account balance or the credit to decide whether

the transaction is authorized or not.

S3: Receive a request message
Then the host computer creates a response message and a message authentication
code to the message called “MAC2”, and then sends the S3-1 response message and
MAC2 back to the transaction application, and the application forwards S3-2 them
to the smart card. The smart card verifies the received message with “MAC2” and
returns the S3-3 response verification result to the transaction application. The
value of the verification result varies in accordance with the host computer’s
decision. It is noted that the response verification result is plain data as the smart

card and the transaction application do not share any cryptographic keys.

S4: Handle cash
The transaction application provides the dispensing application with the S4-1 cash
dispensing request including the withdrawal amount in accordance with the
response verification result. The dispensing application specifies the bill
denomination according to the user’s selection and sends an S4-2 cash dispensing

command to the dispenser to dispense S4-3 cash.

As explained above, the transaction sub-processes, S1 and S2 are protected with
MAC1 and MAC2 in an existing smart card transaction. However, the processes S1
and S4 are not protected in the existing transactions. Furthermore, in case of magnetic

stripe card transactions, neither S1 nor S2 is protected.
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Chapter 3  Logical Attacks and Existing

Measures

3.1 Logical attacks on ATMs and entry points

Typical physical attacks and logical attacks on ATMs are presented in Figure 3.1 and
Table 3.1 [1] [23] [24] [25] [26] [27]. In the logical attacks that we focus on, the primary
idea to steal cash from ATMs is to send unauthorized cash dispensing commands to the
dispensers without the support of a transaction with the host computer. “Man in the
Middle” is an attack on the Wide Area Network (WAN) of the financial institution. For
example, the attack alters a response message transferred in the WAN to an

unauthorized message to cash-out from the ATM. “Jackpotting” is an attack on the PC

Host computer
HSM for PIN

----- Logical attacks----+
WAN (> Téi@i%%tg"sw_;wain in the Middle” |

.- Physical attacks -, PC Software “Jackpotting” ;
| : Touch screen (BIOS, HDD) ug(e:igltg:g (Malware) i

f “Card Skimming” ’

Card Trapping ‘“

USB/RS-232¢

Card reader

Cash dispensing

“Jackpotting”
(Malware)

: “PIN Spying” s PIN Encr;(/jptll;gPPlN g Maintenance door
' i pad (EPP) € (Physically accessible)
1S 1
1 Q H
“Cash Trapping” s =g Safe © ;
& . 1
i _“Transaction i .. I Dispenser :
i Reversal Fraud” ! m“Cash ! (Cash) '
“Brute force” :— ATM “Black boxing” E
_____________________ / (External computerto !
i send unauthorized cash
ATM: Automated Teller Machine i dispensing command)

HSM: Hardware Security Module e 4
PIN: Personal Identification Number

HDD: Hard Disk Drive

3 Tamper-proof device

Figure 3.1 Physical attacks and Logical attacks on ATMs
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Table 3.1 Description of typical physical attacks and logical attacks on ATMs

# | Category | Attack name Description
Card A skimming device is placed on or in the card reader
1 . . of an ATM to capture the information on the
Skimming . .
] magnetic stripe card.
A card is physically captured by the modified ATM.
9 Card When the customer leaves the ATM without the card,
Trapping |[the card is retrieved by the criminals and used to
o make fraudulent cash withdrawals or stolen.
There are some methods. Hidden video camera, PIN
. pad Overlay, and so on. Shoulder surfing is that
3 PIN Spying standing behind the victim, a criminal reads the PIN
__ | Physical as it is entered.
attack A device is fixed to the cash dispensing slot by
Cash criminals, causing cash to get stgck inside the ATM
4 Trapping when a customer attempts to withdraw cash. After
the customer leaves the ATM, the criminal returns
] to the ATM to retrieve the cash.
Transaction The frgud involves the creation of an error that
makes it appear as though the cash had not been
5 Reversal . : .
Fraud dlgpensed. The account is r‘e-credlted the amount
] ‘withdrawn’, though the criminal pockets the money.
6 Brute Force Explosive devices or crashing vehicles ipto ATMs are
used to steal cash with physically crashing ATMs.
7 Man-in-the [Manipulating server responses or recording critical
] Middle |data inside the network.
Malware force the ATM to fraudulently cash-out
9| Logical | Jackpotting from the. ATM Withou,t generating a transaction.
attack Malware installed ATM’s PC by means of a CD, DVD,
] or USB memory; or a network-based action.
An external computer is connected to the cash
10 Black Boxing |[dispenser and commands the dispenser to
fraudulently cash-out.

to install the malware in it and the malware sends unauthorized cash dispensing

command to the dispenser without the support of a transaction. There are two entry

points; one is the software updating server, and the other is a USB memory with

accessing the inside of the ATM by opening the maintenance door. “Black boxing” is an

attack on the USB cable between the PC and the dispenser. An external computer

directly sends unauthorized cash dispensing commands to the dispenser by connecting

the computer with the dispenser. We focus on the logical attacks in this dissertation.

The detailed scenarios of those logical attacks are described in the following section.
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3.2 Typical Logical attacks on ATMs

3.2.1 Jackpotting

One of the typical logical attacks is called “Jackpotting” [1] [2] [4] [5] [6] [7], which is
such an attack that malware in the PC of an ATM sends unauthorized cash dispensing
commands to the dispenser to withdraw cash from the ATM without generating a
transaction. Jackpotting is prevailing much more than “Black Boxing” described in the
following section because Jackpotting uses only software that attacks the vulnerable
ATM platform commonly installed in the PCs. There are two types of Jackpotting;
physical ATM malware attacks and network-based ATM malware attacks. Typical
attack steps of the physical ATM malware attacks are depicted in Figure 3.2 and the

detailed attack steps are described below.

‘ 2) Get physical k
Internet site (2) Get physical key A\

7%  { ‘I Maintenance door
(1) Download /F ) OPENATM Lock
specifications hood ATM
(3) Installation J—
HDD

Application

&R
Malware » X t

e

3

Malware

Malware
developer (4) QR/scramble

e ( code
‘ (4) One time>
password

Mastermind mule
ATM controller

Middleware
Device driver

(ON]

Ao

Money

Safe BIOS

—
Dispenser| |" L

Figure 3.2 A typical attack steps of “Jackpotting”

PC

(5) Dispensing
command

Cash
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Step 1: Malicious people download industry-standard interface specification

Step 2:

documents and develop malware according to the specification documents.

Malicious people get or copy a physical key to open the maintenance door of
poorly managed ATMs. In some cases, the physical key is the same for all of the
ATMs for easy management of the ATMs. Malicious people also get an OS
administrator’s password to install malware into the PC. The administrator’s

password is also the same for all of the poorly managed ATMs in many cases.

Step 3: A money mule in the malicious people opens the maintenance door of a targeted

Step 4:

ATM with the physical key acquired beforehand. There are two ways to install
malware into the PC after that. One is that the money mule reboots the PC
with a medium such as a USB memory stick or a CD-ROM containing an OS
and malware to install the malware in the medium into the PC. Another is that
the money mule logs in the OS administrator mode of the PC with the
administrator’s password acquired beforehand, and is that the money mule
inserts a USB memory stick or a CD-ROM into the PC to install the malware
from the medium in the administrator mode. Then the money mule reboots the
PC for installed malware to be run.

An additional procedure to get a one-time password is required for the money
mule to dispense cash from the ATM with malware due to malicious people’s
self-defense. As malware is just software that anyone can duplicate it, other
malicious people may utilize it to dispense cash from targeted ATMs without
authorization of the malicious people. After booting malware, the money mule
sends some QR code or a scramble code, which is required to get a one-time
password, shown on the ATM screen by malware to a remote server or a
mastermind with a cell phone or an SMS mail. Some malware has a further
mechanism for malicious people’s self-defense, namely, cash traceability to
prevent even a friendly money mule from cheating the amount of cash
dispensed from an ATM. Some malware can count the amount of the cash
stored in the ATM and can implement the cash amount to the QR code or the
scramble code so that the mastermind can check later whether the money mule

does not cheat the amount of the collected cash.

Step 5! The money mule receives a one-time password from the server or the

mastermind and inputs it into malware with the encrypting PIN pad, and then
malware can be activated to send unauthorized dispensing commands to the
dispenser. Then the money mule repeats to send the unauthorized dispensing

command to the dispenser and to receive the cash dispensed from the ATM

14



until cash in the safe becomes empty.

Regarding the network-based ATM malware attacks, malicious people hack into
the financial institute’s intranet with such a way as phishing e-mails sent to the
financial institute’s employees, or other ways. Once the malicious people intruded in
the intranet, they perform lateral movement to find the ATM network and compromise
the ATM software delivery server in the ATM network to distribute malware to the
ATMs.

3.2.2 Black boxing

“Black Boxing” [1] [8] [9] is a variant of “Jackpotting”, where the ATM PC is not used.
Instead, a malicious person brings an external computer with him/her, and then the
computer is directly connected with the dispenser. Malware on the computer sends
unauthorized cash dispensing commands to the dispenser. As the malware
communicates directly with the dispenser, each “Black Box” attack is only valid for one

type of dispenser. Typical attack steps are depicted in Figure 3.3 and the detailed

/) Maintenance door
'I Lock

(1)Open the
maintenance door

>

Physical key
ATM
T
USB port % < HDD_
USB port F Application
Optical drive P Middleware
Display Driver
@ | [cropping P pos]
S Encrypting PIN pad
(2)Install devices and a cell phone :l:
L__| ATM Controller
Malicious Safe
person | BIOS
-y ;ﬁr.- Dispenser -
o= [} External 1} S Host computer
ter d—, USB
Notes compu Circuit
W | board ‘
= {(3) Send dispensing commands }- -
Remote server ] Cell phone Monitoring server

Figure 3.3 A typical attack steps of “Black Boxing”
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attack steps are described below.

Step 1: A malicious person opens the maintenance door of an ATM with a poorly
managed physical key described above.

Step 2: The malicious person installs an external computer pretending an ATM PC, a
USB circuit board pretending a dispenser, and a cell phone to remotely control
the external computer into an ATM. The external computer takes control of
communication between the ATM PC and the dispenser. The external computer
can send dispensing commands to the dispenser following a command
transmitted through the cell phone, which has no relation to ATM transactions.
The USB circuit board is used to make the monitoring server delay to find the
anomaly.

Step 3: The malicious person waits for the commands from the remote server

transmitted through the cell phone, and receives cash dispensed from the ATM.

3.2.3 Man in the Middle

“Man-in-the-Middle” [1] [28] [29] focuses on the communication between an ATM PC
and the host computer. For example, malware can fake host response messages to
withdraw money without debiting the fraudster’s account. Typically the malware is
triggered during transactions with pre-configured card numbers. The malware can be
implemented at a high software layer of the ATM PC or somewhere within the

financial institution’s network. Typical attack steps are depicted in Figure 3.4 and the

Data center
Host computer
Intermediate server <>

called “ATM Switch” T2
Financial Institution’s intranet H p

Malware Legitimate
application
Llclt card 9 H
(1) Legitimate transaction (2) Forward messages

request message
i

v

Leg|t|mate 208 i ATM (3) Legitimate response

uoieoidde uonoesuel; sjewnife

user message

Q — (5) Detect a pre-identified

1 lllicit card L3y, B E (4) Transaction request illicit PAN, and return a
message containing fraudulent response.
______ . an illicit PAN
E Tk P> |

Malicious k] E ATM - (6) Fraudulent response

person message Including

authorization

Figure 3.4 A typical attack steps of “Man in the Middle”
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detailed attack steps are described below.

Step 1: An ATM sends an authorized transaction request message NOT including an
illicit Primary Account Number (PAN) to the intermediate server called “ATM
Switch”.

Step 2: The Malware running on the compromised switch server inspects the
transaction request message whether the request message contains one of the
pre-identified illicit PANs. If the request message does NOT contain one of the
pre-identified illicit PANs, the malware forwards the message to the legitimate
application.

Step 3: The legitimate application on the ATM switch sends a legitimate response
message including the host computer’s decision: transaction authorization/
rejection.

Step 4: A malicious person inserts a card including an illicit PAN into an ATM. And
then, the ATM sends a transaction request message including the illicit PAN to
the ATM Switch.

Step 5: Since the request message contains one of the pre-identified illicit PANs, the
malware generates a fraudulent response message for any Personal
Identification Number (PIN) included in the request message, leaving the host
computer without the knowledge of the transaction.

Step 6: The malware sends the fraudulent response message including host

authorization back to the ATM to dispense cash to the malicious person.

3.3 Existing Guidance

Existing guidance [1] [3] [10] [13] including recommended measures are issued from
many countries and ATM vendors, whether they are public or private. The primary
concepts of the guidance are similar among them. Thus, the diagram that summarizes
multiple guidelines by associating logical attacks with recommended countermeasures
is depicted in Figure 3.5. “Guidance and Recommendations regarding logical attacks
on ATMs” [1] issued from “European law enforcement agency” is introduced as typical
examples of existing guidelines and measures. The document is hereinafter called
“EUROPOLSs guidance”. The EUROPOL's guidance addresses multiple logical attacks
and provides guidance and recommendations for countermeasures against the attacks.

The addressed attacks are Jackpotting, Black boxing, and Software Skimming.
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Figure 3.5 An overview of the existing guidance

Concerning the third attacks, software skimming malware intercepts primary account

numbers and personal identification number at the ATM, allowing the malicious

people to copy the data and later create counterfeit magnetic stripe cards. Since the

existing measures [14] [15] [30] have already been provided, we do not discuss

Software Skimming and focus Jackpotting and Black boxing for unauthorized cash

withdrawals in this dissertation. The recommendations of the EUROPOL’s guidance
almost overlap those of the existing guidance in Figure 3.5. There are guidance and

recommendations for each layer of an ATM system and management: a monitoring

system, host computer, application, operating system, BIOS, Hard Disk Drive (HDD),

dispenser communication, ATM body, and management.

The EUROPOL's guidance recommends a layered approach to protect cash in

lines of defense:

ATMs from the logical attacks, and the requirements are categorized to the following

The First Line: Physical access to the ATM
The Second Line: Offline protection

The Third Line: Online protection
The Forth Line: Additional measures
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Table 3.2 The numbers of guidance and recommendations that eventually protect

the target
No. Guidance and Recommendations PC Penpheral FT's
device network
1 |The First Line: Physical access to the ATM 4/4 3/4 0/4
2 |The Second Line: Offline protection 6/8 2/8 0/8
3 |The Third Line: Online protection 6/8 0/8 2/8
Total 16/20 5/20 2/20

Although there are various guidance and many recommendations in the EUROPOL’s
guidance, a large part of them is dedicated protecting information property in the PC of
ATMs. To clarify the situation, each guidance and recommendation is categorized into
three protective targets: Information property in the ATM PC (hereafter called “PC” in
this section, peripheral devices in an ATM (hereafter called “peripheral device” in this
section), and the financial institution’s (FI's) network. Since the large part of the fourth
line 1s related to policy and monitoring, the following comparison focuses on the first
line, the second line, and the third line. As shown in Table 3.2, the eventual goal of the
80% of requirements in the EUROPOL’s guidance are related to protecting information
property in the PC, the 25% are protecting peripheral devices, and the 10% are
protecting the financial institution’s network, respectively. Thus, it is found that the
EUROPOLs guidance tries to prevent logical attacks by primarily protecting
information property in the PC. The following tables show categories of each guidance

and recommendation in the three defense lines.
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The First Line: Physical access to the ATM

Table 3.3 Eventual protected targets of the guidance and recommendations in the

first line

Guidance and Recommendations

PC

Peripheral
device

FI’s
network

Ensure that authorized service providers carry
accreditation documents and that there is a procedure for
ATM site personnel to authenticate their authorization to
work on the ATM.

v

Usually the top compartment (top box) of an ATM
contains the PC. This area should be secured by an
intruder alert to prevent unauthorized opening, or the
access lock to the top box should be changed to avoid the
usage of default master keys provided by the
manufacturer.

Surveillance monitoring (cameras) should be in place,
which will also detect and record suspicious activity
around the ATM. If surveillance monitoring is used, then
camera/video images should be stored externally to the
ATM, and operations of the cameras should not be
interrupted by an ATM reboot.

There should be adequate lighting in and around the
ATM.
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The Second Line: Offline protection

Table 3.4 Eventual protected targets of the guidance and recommendations in the

second line

Guidance and Recommendations

pPC

Peripheral
device

FI’s
network

1-1

1-2

1-3

1-4

1-5

BIOS
configu-
ration

Consider robust password management
policies. Best practice indicates that these
passwords should be as complex as the BIOS
can support.

AN

Set the BIOS to boot only from the ATM hard
drive.

Booting from removable media should be
disabled by default.

Apply a robust operating system administrator
password.

Ensure AUTORUN has
effectively disabled.

been fully and

AN N N BN

Hard disk
encryption

Hard disk encryption should be deployed to
prevent unauthorized changes to the content of|
the hard drive.

AN

Cash
Dispenser
Communi-

cations

To prevent unauthorized devices from sending
commands to the cash dispenser, the initial
communication should require authentication
at the cash dispenser. e.g. by physical access to
the safe.

It should not be possible to circumvent the
communication’s protection e.g. by rolling back
firmware, or by replaying messages.
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The Third Line: Online protection

Table 3.5 Eventual protected targets of the guidance and recommendations in the

third line

Guidance and Recommendations

pPC

Peripheral
device

FI’s
network

Network

Communication authentication and encryption
protections should be applied to all ATM
network traffic. The recommendation is to use
TLS 1.2 or a VPN, and by implementing
MACing to provide cryptographic
authentication of sensitive messages.

Firewall

A Firewall should be established to restrict all
inbound communication to the ATM.

3-1

3-2

3-3

3-4

Operating
system

The OS 1is to enforce strict application
separation. For example the unauthorized use
of various services (OS, Platform, including
XFS and Applications) is to be prevented at all
times e.g., runtime, service and
administration.

Unused services and applications are to be
removed.

Establish a
upgrades.

policy for secure software

Ensure the application runs in a locked down
account with the minimum required privileges
not being root or administrator.

Anti-malw
are and
logical

protection

An ATM specific anti-malware and logical
solution based on the “white listing” or “sand
boxing” principles should be employed

USB
protection

The use of unknown USB devices should be
blocked.
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3.4 Keeping Security in Global Supply Chain

This section describes maintenance and improvement of ATM security in the global
supply chain [31]. In the domestic market, security risks in the supply chain could be
addressed with the support of established vendors. However, in a global market where
security, quality, delivery and cost priorities are completely different from the domestic
market, different ideas are needed. Specifically, after clarifying the roles of domestic
and overseas roles in the supply chain, the necessary security measures have been
taken, including security standards compliance and existing security measures, with
the cooperation of the financial institutions.

There are three challenges when a domestic ATM vendor joins overseas markets.

Challenge 1: The quality of ATM security should be maintained throughout the ATM
supply chain.

When entering overseas markets, design and production locations are often different.

Even if ATMs have secure designs, the resulting ATM products will not always be

manufactured according to those designs.

Challenges 2: Regulations and/or standards required by financial institutions should
be conformed to efficiently.

When an ATM vendor expands the market to another country, the vendor may be

required to conform to unknown regulations and/or standards in the target country.

The greater the number of unknown or updated regulations or standards is, the higher

the cost of internal processes such as query and reply become. Efficient ways to reduce

internal costs are required.

Challenge 3: Companies must become more competitive to succeed globally and to get
more market share.
Security features and capabilities are more important than other functions and
features since global vendors’ value security patent positions more than other feature
patent positions.
To raise the security level of a domestic ATM vendor to the global standards, the

following security practices and controls which consist of three steps are required.
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First Step: Setting a Security Target for ATMs

An ATM vendor-specific security target was created based on publicly available
Protection Profiles [32] [33] [34] related to ATM security, and the security target helped
to identify ATM security risks.

Second Step: Conforming to Regulations and Standards

Regulations and standards in overseas markets need to be categorized into similar and
unique ones in order to conform to those regulations and standards efficiently and
promptly. Thus, all requirements were mapped to a two-dimensional matrix of location
and time, and similar requirements in each cell were merged into one new

requirement.

Third Step: Enhancing Supply Chain Security
As shown in Figure 3.6, global supply chains such as the Chinese or Indian markets
can be represented using the supply chain operations reference (SCOR) model [35].

There are very few entities that a vendor can control in overseas markets, unlike the
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Figure 3.6 ATM supply chain model
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Table 3.6 Market priorities

Priority | Domestic (Japan) Overseas
1 Quality (Security) Delivery
2 Cost Cost
3 Delivery Quality (Security)

domestic market. The priorities of quality, cost and delivery are different between
domestic and overseas markets as shown in Table 3.6. To cope with the situation, it is
important to establish shred responsibility. To analyze shared responsibility, we
applied a risk management framework according to ISO 31000 [36]. Specifically, a top
event that is shared between one stakeholder and another is broken into basic events
by the Fault Tree Analysis, and each basic event is assigned as the responsibility of one
stakeholder. From a vendor perspective, hardware security is very important as a point

of trust in the supply chain.
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Chapter4 Command Verification by

Controlled Devices

In this chapter, a security measure called “Command Verification” and a primary
model of the measure are proposed in order to solve the issues of the existing security

measures described in section 1.1.

4.1 Concept of Command Verification

A model of an existing control system with physical action is shown in Figure 4.1. A
controller (PC) totally controls an actuator (peripheral device) on the basis of a
controller-actuator model. An existing ATM also works on the basis of a

controller-actuator model. The controller (PC) sends a valid command to an actuator

Controller (PC)
[Totally control]
Send valid control command

Valid command

Unconditionally accept command

Actuator (peripheral device)
[Totally controlled]

lPhysicaI access

[ Protected property ]

Figure 4.1 A model of control system with physical action

Table 4.1 Model features

Structure/

Device functions Securely operating condition
Controller  Complicated Send only valid commands
Actuator Simple Receive only valid commands
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Controller (PC) Controller (PC)

Measures not to send
invalid command and data

Send invalid command
and data

P,
A 1
S -2

i Invalid command ﬂlnvalid command

Unconditionally accept

Measure not to accept
command and data

invalid command and

data
Actuator (Peripheral device) Actuator (Peripheral device)
(a) Idea of existing measures (b) Idea of Command Verification

Figure 4.2 Objective of existing measures and Command Verification

(peripheral device) to control the actuator, and the actuator accepts the command
unconditionally to access protected property. In general, the controller has complicated
structures and functions while the actuator has simple structures and functions (Table
4.1). The system securely works if the controller is secure, although it is not always
secure in the actual situations.

Comparison between objectives of existing measures and the “Command
Verification” proposed in the paper [37] is depicted in Figure 4.2. One objective of the
existing measures is to protect information property in the PC so that the PC does not
send invalid commands and data to the peripheral device (Figure 4.2 (a)). Another
objective is to protect the communication cable between the PC and the peripheral
device so that the peripheral device does not receive invalid commands from an
external PC although it is not depicted in the figure. However, there are issues of
existing measures as illustrated in Figure 4.3. One is that there are many potential
intrusion routes in the PC due to the complicated structures. Even though a security
patch is applied to the PC to block the intrusion route, there could be still some
potential intrusion routes. The other is that those measures could be bypassed or
disabled by criminals since frequent physical/logical access to the inside of ATMs are
required in existing ATM operations. For example, once a few days to a week periodical
cash replenishment and collection for cash services, once every six months
cleaning/maintenance, and quarterly periodical software/content updating for better
services. ATM management costs could increase if the integrity of executable files is

assured by tight ATM operational managements to cope with that issue. Furthermore,
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Figure 4.3 Issues of existing measures

it is difficult to secure integrity by limited human resources 24 hours 7days in case
that a financial institution operates more than ten thousand ATMs.

On the other hand, the objective of Command Verification is for peripheral devices
themselves to verify received commands and data so that the peripheral devices do not
accept invalid commands and data accessing protected property (Figure 4.2 (b)). In the
proposed measure, tight protection of the PC is not required and the peripheral device
should be tightly protected. As the peripheral device has simple structures and
functions, the tight protection of the peripheral device is much easier than the PC.

The primary model of the “Command Verification” is illustrated in Figure 4.4,
which was proposed to achieve the objective in the paper [37]. An existing peripheral
device accessing property may not have any information to verify the validity of a
command received from the control unit (PC). Therefore, two kinds of peripheral
devices protected with a tamper-proof mechanism, are defined in the primary model:
an information acquiring device and a verified command executing device. The
function of the information acquiring device is to extract verification information from

input data of the device and to send the verification information in a cryptographically
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Figure 4.4 Primary model of “Command Verification”

protected form to the verified command executing device. The function of the verified
command executing device is to verify a command accessing the property with the
verification information and to execute the command if the command is successfully

verified.

4.2 Application examples of Command Verification

Application examples of Command Verification are explained in this section. An ATM
transaction consists of four transaction sub-processes as outlined in section 2.3,
application examples to one transaction sub-process, two transaction sub-processes,

and all transaction sub-processes are illustrated.

(a) Application to one-transaction sub-process

An application to the transaction sub-process, handling cash in a cash withdrawal
transaction with a smart card is described as an application to one transaction
sub-process. Figure 4.5 outlines a data flow example of the existing cash withdrawal
transaction with a smart card. It is supposed that the multi-vendor application
includes “transaction application” processing transaction messages and “cash
dispensing application” controlling the dispenser. A transaction consists of four
sub-processes: (S1) generating a transaction request message, (S2) sending the
transaction request message, (S3) receiving a response message, and (S4) handling
cash. The transaction sub-process S1 and the system related to a PIN are omitted in

Figure 4.5. Refer to section 2.3 regarding the detailed data flow of the transaction.
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Figure 4.5 Existing cash withdrawal transaction with a smart card

An application of Command Verification to the S4 transaction sub-process [37] is
outlined in Figure 4.6. There is not any physical communication cable between the
existing card reader and the existing dispenser. An encrypted communication to
transfer the authorized withdrawal amount is implemented with the PC and the
existing communication cables between the PC and each peripheral device. Data
Transfer Library (DTL) is newly introduced to simply provide a communication path
between those devices to transfer encrypted data. The DTL is supposed to be installed
in a layer below the applications. Even if the DTL is infected with malware, the
integrity of encrypted data transferred in the DTL is still assured. A tamper-proof
secure element, whose detail is explained in 5.3.2, is implemented in the proposed card
reader. The secure element is equipped with two functions; one is to extract an
authorized withdrawal amount from S1-5 and S3-3, and the other is to securely
transfer the authorized withdrawal amount to the proposed dispenser. A tamper-proof
secure element is also implemented in the proposed dispenser, which is equipped with
two functions; one is to securely receive the authorized withdrawal amount from the

proposed card reader, the other is to verify a received cash dispensing command with
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Figure 4.6 Application example to one transaction sub-process

the authorized withdrawal amount. The cryptographic key management and a session

creation for the encrypted communication are supposed to conform to the international
standards [14] [15] [19] [38] [39] [40] [30] [41] [42]. A session is supposed to have been

preliminarily created. The detailed process flows are described as follows. Only

modified processes are explained here. The transaction application sends the S1-5

transaction request message to the smart card through the card reader. The secure

element in the card reader captures the message and extracts a withdrawal amount

and stores it in the element.

S3

: Receive a request message

The smart card returns the S3-3 response verification result to the transaction
application through the card reader. The secure element in the card reader captures
the verification result and generates the authorized withdrawal amount from the
withdrawal amount stored in S1-5 and the verification result. Then the secure

element encrypts the amount and stores the encrypted amount in the element.
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S4: Handle cash
The dispensing application sends an S4-2 cash dispensing command to the
dispenser through the DTL. When the DTL receives the dispensing command, the
DTL requests the proposed card reader to send the S4-3 encrypted amount. Then
the DTL forwards the dispensing command and the S4-3 encrypted amount to the
proposed dispenser. The secure element in the dispenser decrypts the S4-3
encrypted amount and confirms whether the dispensing amount in S4-2 and the
authorized withdrawal amount are identical or not. When multiple bill
denominations are specified in the dispensing command, the aggregate amount in
the command is compared with the authorized withdrawal amount. If those
amounts are identical, the dispenser dispenses cash following the dispensing

command.

(b) Application to two-transaction sub-processes

An application to a deposit transaction with a smart card is explained as an
application to two transaction sub-processes. Figure 4.7 outlines a data flow example of
the existing deposit transaction with a smart card, and Figure 4.9 illustrates an
example of the applied system of Command Verification and the related the data flow.
It is supposed that the multi-vendor application includes “transaction application”
processing transaction messages and cash handling application” controlling a cash
handling module instead of a dispenser. The cash handling module dispenses and
deposits cash. The detailed processes of the four transaction sub-processes of the

existing transaction are described as follows:

S1: Generating a transaction request message
The transaction application receives an S1-1 Primary Account Number (PAN) on a
smart card from the card reader. Cash put into the cash pocket of the cash handling
module by an ATM user is transported to the bill validator to confirm whether it is
genuine or counterfeit, and to count the cash amount (Figure 4.8). The cash is
further transported to the intermediate stacker. The cash handling module outputs
the S1-2 cash amount to the cash handling application. The cash handling
application sends the S1-3 cash amount to the transaction application. The
transaction application creates a S1-4 transaction request message from the PAN
and the cash amount for deposit. The transaction application sends the S1-5 request

message to the smart card through the card reader.
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Figure 4.7 Existing deposit transaction with a smart card
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Figure 4.8 Mechanical structure of cash handling module

S2: Send the transaction request message
The smart card generates a MAC to the message called “MAC1”, and sends the
S2-21 MAC1 back to the transaction application. The transaction application sends
the S2-2 transaction request message and the MAC1 to the host computer. The host
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computer verifies the transaction request message with the MACI1, and then

decides whether the transaction is authorized or not.

S3: Receive a request message
The host computer creates a response message and generates a MAC to the
message called “MAC2”, and then sends the S3-1 response message and the MAC2
back to the transaction application. The application forwards S3-2 data to the smart
card through the card reader. The smart card verifies the received message with the
MAC2 and returns the S3-3 response verification result to the transaction
application. The value of the verification result varies in accordance with the host

computer’s decision.

S4: Handle cash

The transaction application provides the cash handling application with a S4-1 cash
storing request if the transaction is authorized in the response verification result.
Otherwise the application provides with a S4-1 cash returning request. The cash
handling application sends either a S4-2 cash storing command or a cash returning
command to the cash handling module. The cash handling module transports the
cash in the intermediate stacker into the cash units to store the cash in the safe if
the cash handling module receives the cash storing command as shown in Figure
4.8. Or the cash handling module transports cash in the stacker back into the cash
pocket to return the cash to the ATM user (S4-3).

An application of Command Verification to S1 transaction sub-process and S4
transaction sub-process [43] is outlined in Figure 4.9. A tamper-proof secure element is
implemented in the proposed card reader, which provides three functions: verifying a
transaction request message, extracting verification information such as an
authorization/rejection flag and a reference time, and cryptographic communication
between the card reader and the cash handling module. A tamper-proof secure element
is also implemented in the proposed cash handling module, which supports three
functions: extracting a cash amount, verifying cash storing/returning command, and
cryptographic communication between the card reader and the cash handling module.
Data Transfer Library (DTL) is also introduced to simply provide a communication
path between those devices to transfer encrypted data. The cryptographic key
management and a session creation for encrypted communication are supposed to

conform to the international standards. A session is supposed to have been
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Figure 4.9 Application to two transaction sub-processes

preliminarily created. The detailed process flows are described as follows. Only

modified processes are explained here.

S1: Generating a transaction request message
The cash handling module outputs an S1-2 cash amount to the cash handling
application and then stores the cash amount in it. The transaction application sends
the S1-5 transaction request message to the card reader through the DTL. Once the
DTL receives the message, the DTL requests the cash handling module to send the
S1-6 encrypted cash amount and forward the message and the cash amount to the
card reader. The card reader decrypts the cash amount, and verifies the S1-5
message with the cash amount, whether the deposit amount in the S1-5 message is
identical to the S1-6 cash amount. If the validity is successfully verified, the card

reader forwards the message to the smart card.

S4: Handle cash
The card reader receives the S3-2 response message and the MAC2. The card
reader receives an S3-3 response message verification result from the smart card,
and stores the message receiving time in it. And then, the card reader generates an
authorization/rejection flag from the result and stores the flag in it. The cash
handling application sends either a cash storing command or cash returning
command to the cash handling module through the DTL following to the S1-4
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request sent from the transaction application. When the DTL receives either
command, the DTL requests the card reader to send the S4-3 encrypted
authorization/rejection flag, and the message receiving time as the reference time
and then forwards them to the cash handling module. The message receiving time
is used to verify whether the command transferring is delayed or not. The cash
handling module decrypts the S4-3 encrypted data and verifies the S4-2 cash
storing/returning command with the decrypted data. That is, the cash handling
module verifies whether a cash storing command has been received when S4-3 data
has an authorization flag, or whether a cash returning command has been received
when S4-3 data has a rejection flag. If the validity is successfully verified, the cash

handling module executes the received command.

(c) Application to all-transaction sub-processes

An application to a cash withdrawal transaction with a magnetic stripe is described as
an application to all transaction sub-processes. Figure 4.10 depicts a data flow example
of the existing transaction, and Figure 4.11 illustrates an example of the applied
system of Command Verification and the related the data flow. It is supposed that the
multi-vendor application includes “transaction application” processing transaction
messages and “cash dispensing application” controlling the dispenser. The detailed
processes of the four transaction sub-processes of the existing transaction are shown

below:

S1: Generating a transaction request message
The transaction application receives an S1-1 Primary Account Number (PAN)
stored on a magnetic stripe card from the card reader, an S1-2 withdrawal amount
from the touch screen, and an S1-3 encrypted PIN from the encrypting PIN pad.
And then, the application generates a S1-4 transaction request message from the
PAN and the withdrawal amount.

S2: Send the transaction request message
The transaction application sends the S2-1 transaction request message and the
S2-2 encrypted PIN to the host computer. When the host computer receives them,
the hardware security module verifies the encrypted PIN. And then, the host
computer decides whether authorizes the transaction or not by confirming the ATM
user’s account balance.

S3: Receive a request message
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Figure 4.10 Existing cash withdrawal transaction with a magnetic stripe card

The host computer sends a S3-1 response message including the host
authorization/rejection flag which indicates the host computer’s decision, back to

the transaction application.

S4: Handle cash
The transaction application provides the cash dispensing application with an S4-1
cash dispensing request in accordance with the host authorization flag. The cash
dispensing application sends an S4-2 cash dispensing command to the dispenser.

The dispenser dispenses cash according to the command.

An applied system of Command Verification to all transaction sub-process [44] [45]
is outlined below. The system related with a PIN is omitted. A tamper-proof secure
element is implemented in the proposed card reader, which is equipped with three
functions: verifying a transaction request message, extracting verification information
such as an authorization/rejection flag and a reference time, and cryptographic
communication with the encrypting PIN pad and the cash handling module. A
tamper-proof secure element is also implemented in the proposed cash handling
module, which supports three functions: extracting a cash amount, verifying cash
storing/returning command, and cryptographic communication with the cash handling
module. Data Transfer Library (DTL) is also introduced to simply provide a

communication path between those devices to transfer encrypted data. The
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Figure 4.11 Application to all transaction sub-processes

cryptographic key management and a session creation for encrypted communication

are supposed to conform to the international standards. A session is supposed to have

been preliminarily created. The detailed process flows are described as follows. Only

modified processes are explained here.

S1: Generating a transaction request message

The proposed card reader sends an S1-1 Primary Account Number to the
transaction application, and stores it in the secure element. The proposed
encrypting PIN pad instead of the touch screen sends an S1-2 withdrawal amount
to the transaction application, and stores the amount in it. The transaction
application sends an S1-3 transaction request message to the card reader through
DTL in order to make it generate a MAC1 for the message. When the DTL receives
the message, the DTL requests the encrypting PIN pad to send the S1-4 withdrawal
amount in an encrypted form and forwards it to the card reader. The card reader
verifies the message with the Primary Account Number stored in the secure

element and the S1-4 withdrawal amount.

S2: Send the transaction request message

The card reader generates an S2-1 MAC] for the verified message and sends it to
the transaction application. The card reader also stores the withdrawal amount in

the secure element. The transaction application sends the S2-2 request message
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and the MAC1 to the host computer, and then the host computer verifies the

received message.

S3: Receive a request message
The host computer generates an S3-1 reply message including a host
authorization/rejection flag and a MAC2 for the message and sends them back to
card reader through the transaction application. When the card reader receives
them, it stores the message receiving time as the reference time. The card reader
verifies the message with the MAC2 and returns the S3-2 response verification
result to the transaction application. The card reader also generates an authorized
withdrawal amount with the response verification result and the withdrawal

amount stored in the secure element.

S4: Handle cash
The transaction application provides the cash dispensing application with an S4-1
cash dispensing request, and the cash dispensing application sends an S4-2 cash
dispensing command to the dispenser through the DTL. The DTL requests the card
reader to send the S4-3 authorized withdrawal amount and the reference time in an
encrypted form and then forwards them to the dispenser. The dispenser receives the
command and the S4-3 data and calculates the command transfer time with the
reference time. And then the dispenser verifies the command with the authorized
withdrawal amount to confirm whether the dispensing amount in the command is
identical to the authorized withdrawal amount. The dispenser also verifies the
command transfer time to confirm whether the transfer time exceeds a
predetermined threshold. The transfer time that exceeds the threshold suggests
that the command may be maliciously delayed to make false trouble in order to let
the user leave the ATM for stealing the cash from the ATM. If they are successfully

verified, the dispenser dispenses cash.
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Chapter 5 Application of Command
Verification to One Transaction

Sub-process

5.1 Introduction

Recently, criminals frequently utilize logical attacks for the sake of unauthorized cash
withdrawal from ATMs. Typical logical attacks are so-called “Jackpotting” [1] [2] [4] [5]
[6] [7] and “Black Boxing” [1] [8] [9] which is a variant of Jackpotting” In general, an
ATM consists of a PC running the Windows Operating System (OS) and peripheral
devices such as a card reader and a dispenser. The ATM platform provides financial
institutions’ multi-vendor application on the PC with standardized Application
Programming Interfaces (APIs) [20] to control peripheral devices. As the APIS
specifications are open to the public and the API’s are not cryptographically protected,
malware frequently utilizes the ATM platform for unauthorized cash dispensing.

The existing security guidance [1] [3] [10] [11] [12] [13] primarily try to protect
information property in the PC and the communication cable between the PC and the
dispenser to prevent those logical attacks. However, there is an issue that those
measures could be bypassed or disabled by criminals since frequent physical/logical
access inside ATMs are required in existing ATM operations. For example, periodical
cash replenishment and collection for cash services once a few days to a week, and
quarterly periodical software/content updating for better services. ATM management
costs could increase if the integrity of executable files is assured by tight ATM
operational management to cope with that issue. Furthermore, it is difficult to secure
integrity by limited human resources 24 hours 7days when a financial institution
operates more than ten thousand ATMs.

To solve the issues, we propose an ATM security measure called “Command
Verification” in section 4.1, in which controlled peripheral devices themselves verify
commands sent from the PC before executing the commands to access the property. In
this chapter, we qualitatively compare Command Verification and existing guidance
described in section 3.3 in an application of Command Verification to one transaction

sub-process of a cash withdrawal transaction with a smart card [37]. Three conditions
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to effectively prevent Jackpotting without imposing a heavy burden on financial
institutions to tightly protect the PCs are extracted from analyses of issues regarding
existing ATM systems and operations. Command Verification and the existing
guidance that is described in section 3.3 are compared from the viewpoint of conformity
with the three conditions. The EUROPOL’s guidance [1] is selected as a representative
of existing measures. It is shown that Command Verification meets the conditions,
although the existing guidance does not meet them.

Section 5.2 addresses the issues of existing ATM systems and operations, and
conditions that a security measure can effectively protect cash in an ATM from
Jackpotting. Section 5.3 presents the comparison result of Command Verification and
the existing guidance to evaluate the effect of Command Verification. Section 5.4 is a

discussion.

5.2 Issues of Existing ATM Systems and

Operations

5.2.1 Existing Cash Withdrawal Transaction with

a smart card

Figure 5.1 outlines an example of an existing cash withdrawal transaction with a
smart card, which is the same as Figure 4.5. The messages transferred between a
smart card and the host computer are cryptographically protected with Message
Authentication Codes (MACs) and a smart card and the host computer conforming to
the EMV specifications [21] [22]. The brief summary of the EMV specifications is as
follows.

A smart card and the cryptographic processing module of the host computer must
be a tamper-proof secure device. A message and the corresponding MAC to verify the
authenticity of the message are transferred between the smart card and the host
computer. The smart card generates a MAC to a transaction request message that is
created by the transaction application and also verifies a MAC to a response message
received from the host computer. A master key to generate a session key for a MAC has
been installed in a smart card and the host computer through a card personalization

process before issuing the card. The master key is linked with the card holder’s
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Figure 5.1 Existing cash withdrawal transaction with a smart card

Primary Account Number (PAN). A unique session key for each transaction is
generated from the master key and a transaction counter output from the smart card
according to the EMV specification [21]. The host computer also shares the same
session key conforming to the specification.

The system is vulnerable other than the communication between a smart card and
the host computer, namely, S2 and S3 in the figure. The dispenser is secure against
unauthorized physical manipulation because it is physically protected by a safe. The
ATM platform and the OS are omitted in the figure.

5.2.2 lIssues of ATM Systems and Operations

As explained in section 5.2.1, devices, software, data other than S2-2, S2-3, and S3-1
are vulnerable. Hence criminals can perpetrate Jackpotting by attacking S4-1 and the
cash dispensing application, and Black Boxing by attacking S4-2. The existing
measures [1] [3] [10] [11] [12] [13] try to protect information property in the PC against
Jackpotting and try to cryptographically protect the communication cable for S4-2
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Figure 5.2 An outline of the existing guidance

against Black Boxing as shown in Figure 5.2. The communication cable’s protection
also relies on protecting information property in the PC and the peripheral devices,
which include cryptographic keys and cryptographic processing modules. As a result,
the whole ATM, which consists of the PC, the peripheral devices, and the
communication cable between the PC and the peripheral device, should be tightly
protected in the existing guidance. However, such measures are not so effective or
efficient by virtue of the following situations of existing ATM systems and operations.

The most critical issue is the PC’s protection.
System aspects:

(1) Vulnerable CEN/XFS APIs
The primary specifications of CEN/XFS APIs have established in the 90s and their
security functionality is rather poor than that of the current standards. Hence
malware frequently utilizes CEN/XFS APIs for Jackpotting. Many financial
institution’s multi-vendor applications have been developed on CEN/XFS APIs.
Even though secure CEN/XFS APIs are newly developed, it may take a long time to
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make such secure APIs common since a lifetime of ATMs is usually 7 to 10 years.

(2) Complicated logical structures of ATM software
Financial institutions must provide ATM users with various kinds of ATM services,
e.g. not only transactions within the financial institution but also transactions with
other financial institutions. Logical structures and data processing of ATM software
is very complicated and there are so many software components more than twenty
thousand in each ATM. Even a tiny change of ATM software may bring a serious
ATM system trouble in some cases because it is quite difficult to completely confirm
all software components and configurations in an ATM before releasing it. It is
further difficult to completely confirm all software components in cases of OS
updating for security patch and OS hardening since an OS is the base of all layers

above.
Operational aspects:

(3) Frequent physical access to the inside of ATMs
Frequent physical access to the inside of ATMs is required according to the reasons
listed below.
- Replenishment of bills in the dispenser
- Replenishment of receipt paper sheets
- Periodical cleaning of bill dust in the dispenser
- Removal of bill jam for troubleshooting
- Replacement of parts for troubleshooting
- Off-line system updating and log data collection due to poor network
performance in some cases.

Accessing the PC is also allowed during such physical access to the inside of ATMs.

(4) Frequent and unprotected system updating
Financial institutions frequently must update ATM systems in order to improve
services, to update advertisement contents, to patch the OS and so forth. System
updating is not tightly controlled if it is not covered by the EMV specifications and
the PCI requirements. Tightly controlled system updating may impact timely
launching services as it would take a very long time to completely confirm the

integrity and compatibility of all software in an ATM.
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5.2.3 Conditons to  Effectively  Prevent
Jackpotting

Tightly protecting the whole ATM is not so practical due to the situation of existing
ATM systems and operations as described above. The most critical issue is protecting
the PC containing a lot of information property in the ATM. Therefore, we focus on
preventing Jackpotting compromising the PC and a security measure should satisfy

the following three conditions to cope with the existing situations.

(A) A security measure should not significantly impact management workloads of
existing ATM operations.
The existing guidance recommends tight access controls to the PC in each ATM
with a unique login password, a unique physical lock, and additional tight
management measures. On the other hand, frequent physical and logical access to
the inside of several thousands of ATMs is required during ATM operations in some
cases. Such tight and frequent access controls to ATMs may result in a heavy
burden to manage so many ATMs. One idea is to enclose the PC with a tamper-proof
box to protect it from unauthorized physical accessing; however, it would take a long
turnaround time to fix the PC for troubleshooting. As one of the most breakable
devices in an ATM is a hard disk drive in the PC, such a long turnaround time could
not be accepted for financial institutions. Consequently, the condition (A) is

required.

(B) A security measure should not significantly impact ATM system availability.
The existing guidance has required financial institutions to update and harden the
OS of ATMs in the aim of the patch for the vulnerability. However, financial
institutions may hesitate to conduct them since occasional ATM system troubles
accompanying OS updating is not allowed as a social infrastructure. As an OS is the
base of all software layered above, it is quite difficult for financial institutions to
comprehensively test the compatibilities of so many software components within a

limited time to keep the OS up to date. Consequently, the condition (B) is required.

(C) Jackpotting cannot be successful even though the integrity of all software related
to dispensing commands is not assured.
Taking into consideration the conditions explained above, it is quite difficult to

completely assure the integrity of all software and data on the PC related with cash
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dispensing commands in existing ATM operations. Furthermore, as the primary
objectives of vulnerable CEN/XFS APIs are interoperability and compatibility for
multi-vendor applications, it is not practical to drastically change the APIs
specifications for a security objective. Different approaches are needed to cope with

the situation. Consequently, the condition (C) is required.

The eventual objective of the existing guidance to prevent Jackpotting is to tightly
protect information property in the PC. It is obvious that those requirements do not
meet the conditions (A) to (C).

5.3 Application of Command Verification to

transaction sub-process handling cash

5.3.1 Implementation Idea of Command

Verification

The primary idea of Command Verification Implementation is shown in Figure 5.3.
The existing dispenser does not have any information to verify a cash dispensing
command. The encrypted data flow, which corresponds to the verification information
in the primary model, S4-3 authorized withdrawal amount is newly introduced
between the card reader and the dispenser so that the dispenser can get the
information to verify a cash dispensing command. Two secure peripheral devices are
proposed for implementation of Command Verification. A proposed card reader, which
corresponds to the information acquiring device in the primary model, extracts an
authorized withdrawal amount from the S1-5 transaction request message and S3-3
response verification result that flow in the card reader. A proposed dispenser, which
corresponds to the verified command executing device in the primary model, verifies a
cash dispensing command with the S4-3 authorized withdrawal amount.

The authenticity of the command is confirmed with two kinds of conditions;
approval of the cash withdrawal transaction by the host computer including the
withdrawal amount and the proved identity for the transaction. The two conditions are
assured only by the S4-3 authorized withdrawal amount according to the mechanism

explained below. Regarding the first condition, the proposed card reader can extract
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Figure 5.3 Implementation idea of Command Verification

the withdrawal amount from the S2-1 transaction request message, and extract
whether the amount is authorized or not from the S3-3 response verification result in
order to generate the S4-3. Although the S3-3 is plain data, the proposed card reader
can receive the valid S3-3 data since the card reader can receive it as soon as the smart
card outputs the S3-3 before malware, if any, in the PC received it. Concerning the
second condition, the card reader’s receiving S3-3 suggests that the identity is
successfully proved in the S3-1 response message. It is assured because the host
computer sends the S3-1 indicating the authorized response only when the PIN is
successfully verified.

The withdrawal amount and the Primary Account Number in the S2-1 request
message can be altered by malware in the proposed idea; nevertheless, the protection
priority is low due to the reasons described below. As an altered withdrawal amount in
the S2-1 goes directly to the altered amount of cash dispensed to the ATM user, either
the user or the financial institution does not suffer any monetary loss. If the Primary

Account Number in the S2-1 is altered by malware, it becomes inconsistent with the
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session key and the master key in the smart card since the Primary Account Number
is linked with those keys as explained in section 5.2.1. In this way, Command
Verification can effectively and efficiently prevent unauthorized cash dispensing by
protecting only the card reader, the dispenser and the S4-3. It is a contrast to the
existing guidance that tries to tightly protect the whole ATM, which is not so practical
as described in section 5.2.2.

As an alternative implementation of the proposed measure, the proposed card
reader can send an encrypted cash dispensing command to the dispenser instead of the
S4-3. It does not work according to the existing ATM services. Some users select
denominations of dispensed bills on the screen before cash dispensing. Therefore, the
proposed card reader must support such an application and must control the Graphical
User Interface on the screen as a substitute for the dispensing application.
Furthermore, a card reader constantly needs to know the state of the PC to control the
Graphical User Interface. It is not practical from a viewpoint of the card reader’s

hardware resource and cost.

5.3.2 Implementation of Command Verification

An implementation example of Command Verification is outlined in Figure 5.4. There
is not any physical communication cable between the existing card reader and the
existing dispenser. Therefore, encrypted communication to transfer the authorized
withdrawal amount is implemented through the PC and the existing communication
cables between the PC and each peripheral device. Data Transfer Library (DTL) is
newly introduced to simply provide a communication path between those devices. DTL
1s supposed to be installed in a layer below the CEN/XFS APIs, namely below the
applications.

A secure element providing functions related to Command Verification 1is
implemented in the proposed card reader and dispenser. A secure element is a
tamper-proof hardware environment that can securely host applications and encrypted
sensitive data. An example of a secure element is shown in Figure 5.4, which is a
one-chip secure microcontroller on a smart card. The secure element is supposed to be
programmable with a Software Development Kit such as the JAVA card ™ 3 platform.
Each secure element is equipped with a device-specific function and common functions.

The device-specific function of the secure element in the proposed card reader is to

3 Java and Java Card are registered trademarks of Oracle and/or its affiliates.
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Figure 5.4 Implementation of Command Verification to one transaction sub-process

extract verification information: an authorized withdrawal amount, from transaction
messages transferred between a smart card and the host computer. The device-specific
function of the secure element in the proposed dispenser is to verify a cash dispensing
command with the verification information.

There are two common functions; one is cryptographic functions for encrypted
communication between the proposed card reader and the proposed dispenser, the
other is to provide authenticity of the firmware in each peripheral device with the
digital signature installed in the secure element in order to protect the firmware from
unauthorized manipulation. The firmware running on the RAM in each peripheral
device is still secure by self-tests with the digital signatures. For example, the
firmware hash is calculated periodically such as once every day in the controller. The
hash is transferred to the secure element and is verified with the digital signatures. It
is noted that the digital signatures provide not the integrity but the authenticity of the
firmware since the implementer’s identity should be proved with the digital signature
according to the PCI PTS POI requirements.
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Figure 5.5 Installation of Certificate Authority’s certificate

The cryptographic key management and a session creation for the encrypted
communication in the secure elements are supposed to conform to the international
standards [14] [15] [19] [30] [38] [39] [40] [41] [42]. The cryptographic communication
in an ATM should also meet the following conditions from the two viewpoints of
operation and technology. Since one of the objectives to implement cryptographic
communication is to prevent internal crime by staff, not common keys but unique keys
should be used assuming that maintenance parts including cryptographic keys may be
abused by staff. If a common key is used, there is a risk that all parts including the key
are compromised when the key is leaked. As we suppose internal crime by staff in ATM
operation, the device may have been manipulated while the ATM was down. Thus a
device needs to properly authenticate the communication partner with not a secret key
but a public key when the ATM is booted because the partner may not be trusted at the
ATM booting. Although a cryptographic session creation with a public key takes a
much longer time than a common key, it is acceptable since a session is be created only
once when the ATM is booted. On the other hand, real-time responses are required for
cryptographic communication in ATM transactions, and it is necessary to shorten the
processing time and to perform authentication with a common key such as a message
authentication code.

As an example to meet the conditions, an example to create a cryptographic
session with Elliptic Curve Digital Signature Algorithm (ECDSA) and Elliptic Curve
Diffie-Hellman key exchange (ECDH) is illustrated in Figure 5.5 to Figure 5.8.
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Figure 5.7 Key exchange with ECDH

Processing time of asymmetric encryption such as ECDSA is much longer than
symmetric encryption such as the Advanced Encryption Standard (AES) algorithm.
Asymmetric encryption taking a long time is used in mutual authentication to create a

cryptographic session, which is conducted in the initialization process of ATM booting.
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On the other hand, symmetric encryption taking a short time is used in encrypted
messages of the session for a fast turnaround.

In Figure 5.5, a Certification Authority (CA) generates a certificate for a
verification key in each secure element, and the certificate and the CA’s certificate are
installed in each secure element. This installation must be conducted beforehand in a
secure room protected with tight access control. To create a session of encrypted
communication, the certificate for the verification key in the card reader’s secure
element is verified to be accepted by the dispenser’s secure element according to step
from (1) to (6) in Figure 5.6. In Figure 5.7, each secure element creates a pair of a
temporary private key and a public key and generates a signature for the public key
with the signing key in the secure element following step (1) (2). The dispenser’s secure
element verifies the public key sent from the card reader with the attached signature
and the card reader’s verification key to accept the public key in accordance with step
(3) to (5). The accepted public key and the temporary private key in the dispenser’s
secure element are used to generate a shared secret to be shared with the card reader’s
secure element according to step (12). The same shared secret is generated in the card
reader’s secure element following step (8) to (11). After that, symmetric keys and an
initial vector are derived from the shared secret for encrypted communication as
depicted in Figure 5.8. Refer to section 4.2 regarding the detailed processes of Figure
5.4.

The structure examples of the proposed peripheral devices are depicted in Figure

5.9. In general, an existing card reader is equipped with a slot to install a secure

52



Existing architecture Proposing architecture
| usB line | USB line
o Controller slot Controller slot
§ I I R S I - I
hd i ! ontact
° fe%?jrigg Contact | | Secure | fe%?jzgg point I/F | | Secure
® i '
S motor point I/F element E motor _32%% element
. ¢ I
Smart card Smart card
| USB line | USB line
I T
o Serial Serial
o | Controller interface | Controller Hinterface
S I I PR S I I I
o . Bill : : . Bill
K] Bill handling| | Secure : Bill handling| | Secure
o validator| [sensors/| | element; validator| [sensors/| | element
motors | 1 i motors

[ Existing component  [] Modified component [] Safe ]

Figure 5.9 Comparison of existing devices and proposing devices

element for mutual authentication between a smart card and a terminal. The secure
element in Figure 5.4 can be installed in the slot. The contact point interface to
communicate with a smart card is equipped with another secure element. The secure
element is cryptographically connected with the secure element installed to the slot in
order to protect contents from/to a smart card from unauthorized access to the inside of
the card reader. Such a structure is practical since the PCI requirements [14] [30]
define similar requirements. Concerning a dispenser, an existing dispenser is equipped
with a serial interface to expand the functions in many cases. A circuit board
implementing a secure element can be installed on the serial interface. The firmware
in the controller is also supposed to be protected from unauthorized manipulation with
digital signatures installed in the secure element as well. The firmware running on the
RAM in the controller is supposed to be still secure by self-tests as well as the proposed
card reader. Furthermore, the whole dispenser is protected from unauthorized physical
access by a tightly controlled safe. Thus the firmware is logically and physically
protected.

Regarding a development cost of the implementation, there are three development
items: (a) DTL in the PC, (b) modification of existing firmware of the card reader and
the contact point interface implementing a secure element, and a secure element
installed in the slot in the card reader, (¢) modification of existing firmware of the

dispenser and a circuit board implementing a secure element in the dispenser. Some
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country’s regulations require a similar implementation to (a) and (c) in ATMs for other
security objectives. Concerning (b), existing device vendors provide card readers
equipped with similar components and structures to protect cardholder data in
conformity to PCI PTS POI [14]. Thus items (a) (b) (c) can be developed based on

existing implementation and components at a reasonable cost.

5.3.3 Evaluation of the Measure

It is described here that Command Verification can meet the conditions addressed in

section 5.2.3 using the implemented system illustrated in section 5.3.2.

(A) A security measure should not significantly impact management workloads of
existing ATM operations.
Command Verification can prevent invalid cash dispensing using the proposed
peripheral devices equipped with a tamper-proof secure element. Therefore, quite

heavy management workloads to tightly protect the PCs are not required.

(B) A security measure should not significantly impact ATM system availability.
Command Verification does not rely on the tightly protected PC but on the
proposed peripheral devices. Frequent OS updating/hardening for a security patch,
which would significantly impact ATM system availability, is not a necessary
condition in the implemented system. Financial institutions can take enough time
to comprehensively test so many software components in the PC before releasing

them to prevent occasional system troubles.

(O) Jackpotting cannot be successful even though the integrity of all software related
to dispensing commands is not assured.
Command Verification can prevent Jackpotting without relying on the integrity of
all software of the PC. Even if the integrity of DTL is not assured, Jackpotting
cannot still be successful as DTL is just a communication pass to transfer
encrypted data. Command Verification can work as a defense in depth in cases

that the PC is compromised.

In this way, Command Verification can harmonize with existing ATM systems and
operations by meeting the three conditions. The recommendations of the existing
guidance do not meet the three conditions as described in section 5.2.3. The
comparison between the existing guidance and Command Verification is summarized

in Table 5.1. As far as the authors investigated the existing security guidelines of other
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Table 5.1 Comparison of the existing requirements and the proposed measure

Conditions Existing Guidance Command Verification
Condition (A) Not satisfied Satisfied
Condition (B) Not satisfied Satisfied
Condition (C) Not satisfied Satisfied

countries and ATM vendors, security company’s solutions and patents, there are
neither methods nor solutions meeting the conditions (A) to (C). It is noted that the
implemented system can also prevent Black Boxing since the proposed dispenser does
not accept invalid dispensing commands received from an external computer as it does
not receive any authorized withdrawal amounts.

We developed a prototype system of Command Verification with an existing ATM
system to confirm the operational feasibility. Circuit boards equipped with a Java
Card-based secure element were implemented into an existing card reader and an
existing dispenser. We confirmed that the dispenser dispensed cash when the
dispensing amount in a command received from the PC and the authorized withdrawal
amount received from the card reader are identical. We also confirmed that the
dispenser did not accept dispensing commands without any authorized withdrawal

amount or with an altered withdrawal amount.

5.4 Discussion

In this chapter, we explained an application of Command Verification to one
transaction sub-process in a cash withdrawal transaction with a smart card, namely
the sub-process handling cash. We also described the detailed implementation of
Command Verification regarding the card reader, the dispenser, the PC, and
cryptographic communication between these peripheral devices. We qualitatively
compared Command Verification and existing measures in an application of Command
Verification to the one transaction sub-process. The existing guidance was selected as
representative existing measures. Three conditions to effectively prevent Jackpotting
without imposing a heavy burden to tightly control the PCs on financial institutions
were extracted from analyses of issues regarding existing ATM systems and operations.
The conditions are (A) to not significantly impact management workloads of existing

ATM operations, (B) to not significantly impact ATM system availability, and (C) to
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effectively prevent Jackpotting even though integrity of all software related to
dispensing commands is not assured. Command Verification and the existing guidance
were compared from the viewpoint of conformity with the three conditions. It was
shown that Command Verification meets the conditions although the existing guidance
does not meet them. In this way, all the recommendations of the existing guidance are
important and costly because they are effective in total. As Command Verification
protects property with the peripheral devices, there is no need to fully enforce the
recommendations of the existing guidance, and the incurred management costs are
reduced. Furthermore, Command Verification can work as a defense in depth when the
PC is compromised.

We did not propose a measure to protect a withdrawal amount in a transaction
request message sent from the PC to a smart card since any monetary loss does not
occur even if the message is altered. That is, an altered withdrawal amount in the
message goes directly to the altered amount of cash dispensed to the ATM user.
However, some users may be embarrassed by the unexpected cash amount and the
situation would bring other frauds. Hence protecting the transaction request message

is also a remaining issue that will be tackled.
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Chapter6  Application of Command
Verification to Two Transaction

Sub-processes

6.1 Introduction

In this chapter, an application of Command Verification to two transaction
sub-processes, issues of the application, and a solution to the issues is presented using
a deposit transaction with a smart card. Recently, criminals frequently carry out
logical attacks on Automated Teller Machines (ATMs) and financial Institutions’
networks to steal cash. Two kinds of logical attacks to steal cash are considered; one is
“unauthorized cash withdrawal” that is cash withdrawal without debiting a financial
institution’s account [1] [4] [5] [6] [7] [8] [9], and the other is “unauthorized deposit”
that is fraudulent increase of account balance without the equivalent amount of cash.
Regarding the unauthorized cash withdrawal, we analyzed issues of existing guidance,
and proposed Command Verification utilizing peripheral devices to solve the issues in
chapter 4 and 5. On the other hand, measures for unauthorized deposits have not been
argued sufficiently. To be more specific, transaction sub-processes in a deposit
transaction is manipulated using malware and malicious hardware to fraudulently
Increase account balance with no actual cash or less cash. And then, criminals can
withdraw cash with ATMs from the accounts. Unauthorized deposit is highly likely to

occur in the near future because of the following strong incentives to criminals [43].

“Easiness”; (a) few existing guidance explicitly focuses on unauthorized deposit, (b)
vulnerable ATM platform can be abused, and (c) new logical attacks can be easily
created by modeling for widespread existing frauds using a physical trap such as
“Transaction Reversal Fraud” [46] and “Cash Trap” [47] [48], which are explained in

section 3.1.

“Expandability”; criminals can also conduct fraudulent international remittance if the
deposit accounts are linked with internet banking accounts. Since remittance services
on ATMs are usually limited to domestic accounts, international remittance using

internet banking is more preferable for criminals due to the difficulty of the trace. The
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transferred money can be spent even to buy cryptocurrencies. They can unlimitedly
create internet banking accounts with a large balance utilizing ATMs without

strenuous efforts to search such accounts on the internet.

“Covertness”’; the average amount per deposit is much higher than that per
withdrawal, typically double to eight times for personal and business deposit, and even
more than twenty times for business deposit in some cases [49]. This difference is
because of the limit set by financial institutions; a cash deposit has no limit or the limit
is much higher than a cash withdrawal limit. Thus, criminals can easily conduct
unauthorized transactions with a large amount of deposit as if they are usual
transactions.

In this chapter, an application of Command Verification to two transaction
sub-processes in an ATM transaction is described. That is an application to a
transaction sub-process before/after communication between an ATM and the host
computer in a deposit transaction with a smart card. There are multiple protected
properties from multiple attack surfaces in the transaction sub-processes, and
constraints to harmonize with existing systems and operations. It is difficult to achieve
properly implementable systems of Command Verification to meet the requirements.
Therefore, an implementation model analysis is proposed to compare the features of
the models in a preliminary step to achieve the proper systems [43].

Section 6.2 addresses issues of existing ATM systems, existing operations, and
existing guidance. Section 6.3 presents the implementation model analysis. Section 6.4
describes proper implementations of Command Verification with the proposed analysis.

Section 6.5 is a discussion.

6.2 Issues of Existing ATM Systems and

Operations

6.2.1 Existing Deposit Transaction

Figure 6.1 outlines an example of data flow and processes of an existing deposit
transaction with a smart card [21] [22], which are the same as Figure 4.7. See section
4.2 (b) for the detailed processing flow of the example. In smart card transactions,

cryptographic authenticity of a transaction message is assured by a Message
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Figure 6.1 Data flow of existing deposit transaction

Authentication Codes (MACs) generated by either a smart card or the host computer,
which are tamper-proof devices. A cryptographic key for MACs is shared between a
smart card and the host computer in conformity to the EMV specifications [21]. The
key is also linked with the Primary Account Number (PAN) on the smart card, which is
preliminarily assigned to the card by the financial institution to identify the user. An
altered PAN in a transaction request message can be detected in a smart card
transaction according to the EMV specifications. The transaction sub-processes: S2
Sending the transaction request message, and S3 receiving a response message are
protected with the EMV specification. Therefore, the remaining transaction
sub-processes: S1 generating a transaction request message, and S4 Handling cash,

could be targets of logical attacks.

6.2.2 Issues of Existing Security Measures

The logical attacks for unauthorized deposit target the data flow and the processes of
the two transaction sub-processes: S1 generate a transaction request message, and S4

handle cash in a deposit transaction. The cash handling module is secure against
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Table 6.1 Logical attacks for unauthorized deposit

No prS(:j:z-ss Oﬁjt:(izse rﬁzttif)lil Targeted property QOutline of possible logical attack
Generate Malicious S1-2 Cash amount ﬁlﬁl?kﬁﬁ?jsdevfe Oa'ilssfciizo(zlmsigizli
transacti . . - i

Al on MaanUIat}On device i} ig;;a;iascstaloz message and a cash amount for

transa- of transaction 4 g unauthorized deposit.
— i request
ction message S1-3 Cash amount |Malware manipulates a transaction

A2 | request Malware S1-4 Transaction | request message and a cash amount for
message request message | unauthorized deposit.

A malicious device on RS-232C/USB cable

Bl Manipulation Malicious | S4-2 Cash storing/ | manipulates data and a command for

of data and device | returning command | unauthorized cash return despite the
processes for deposit transaction was authorized.
unauthorized S4-1 Cash storing/ Malware forces the ATM to return cash in

B2 cashreturn | Malware ash s ¥ |intermediate stacker despite the deposit

returning request . K
transaction was authorized.
Handle A cash returning command sent to the
cash Malicious | S4-2 Cash storing/ | 2P handling module is temporally held
C1 device | returning command by a malicious device on the USB cable,
Making a g and then sent to the cash handling module
false trouble again after a user leaves from the ATM.
for ffudtulent A cash returning command sent to the
cash return . .
: . cash handling module is temporally held
C2 Malware 541 C?Sh storing/ by malware, and then sent to the cash
returning request R .
handling module again after a user leaves
from the ATM.

unauthorized physical manipulation because it is physically protected by a safe. Al
and A2 in Table 6.1 are attacks to manipulate a transaction request message before a
smart card generates a MAC1 for the message on the USB/RS-232¢ cable and the PC,
respectively. A manipulated transaction request message and a MAC1 are sent to the
host computer in order to fraudulently increase the account balance with no actual
cash or less cash. And then, malicious persons withdraw cash from the fraudulently
increased account using ATMs. B1 and B2 are attacks to manipulate data flow and
processes when the cash stored in the intermediate stacker is transported into the cash
units of the cash handling module (Figure 4.8) after the host computer authorized the
deposit transaction. These attacks force an ATM to return the cash in the intermediate
stacker to a malicious user. Manipulating a transaction request message is not
required in the attacks. The malicious user can increase an account balance
unlimitedly by repeating a cycle of sending an invalid transaction request message to
the host computer and conducting unauthorized cash return after the host computer’s

authorization. Such unauthorized cash return can be fulfilled by applying an existing
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Figure 6.2 An outline of the existing guidance

fraud called “Transaction Reversal Fraud” [46], in which a criminal induces a fault at
an ATM during a cash dispense operation such that the transaction application
reverses the cash withdrawal transaction, i.e. retracting to debit the account, although
the criminal removes dispensed cash from the ATM with some trick.

C1 and C2 are replay attacks to manipulate data flow and processes to return cash
in the intermediate stacker to not a legitimate user but a malicious person when the
host computer rejects the deposit transaction. The malicious person utilizes malware
or a malicious device for the attacks, which temporarily holds a cash returning
command transferred from the PC to the cash handling module. Such an attack causes
false trouble to the ATM to make the user recognize the ATM has trouble. And then,
the malicious person steals cash returned from the ATM operated by the malware or
the malicious device after the user left the ATM. Such cash stealing can be conducted
by applying an existing fraud called “Cash Trap” [47] [48] targeting cash withdrawal,
in which a device inserted inside the cash dispenser traps cash before the cash is
presented to the ATM user while fooling the user into thinking that the cash shutter

has not opened. The average amount per deposit is much higher than per withdrawal
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and even more than twenty times for business deposit as described in section 6.1. The
replay attacks in deposit transactions can be much more effective and efficient for
criminals than Cash Trap. A replay attack to S3-3 in Figure 6.1 is not supposed to
bring fraudulent cash return since it results in “Out of service” of the ATM as system
trouble. Thus the attack is omitted here.

As shown in Figure 6.2, the existing guidance [1] [3] [10] [11] [12] [13] [31] try to
protect the PC against A2, B2, and C2. Furthermore, the existing guidance tries to
cryptographically protect the USB/RS232C cables from A1, B1, and C1. However, it is
difficult to prevent C1 with cryptographic communication since it is a kind of replay
attack. It is noted that cryptographic protection of the USB/RS-232c cables also
depends on the PC’s security measures because the cryptographic keys stored in the
PC could be stolen or manipulated. In this way, the existing guidance tries to protect
the whole ATM system. If the whole ATM system is protected with tight operational
management, it may result in operational cost issues since financial institutions must
operate many ATMs 24 hours 7days, for example, more than ten thousand ATMs in

some cases.

6.3 Application of Command Verification

6.3.1 Implementation Model Analysis

The implementation model analysis of Command Verification is described here to
select candidate models having preferable features, that are consistent with existing
systems and operations, and that can effectively prevent the unauthorized deposit.
Figure 6.3 outlines implementation models of Command Verification. Each peripheral
device consists of tamper-proof hardware such as a secure element, and an existing
control mechanism including firmware. The authenticity of the firmware is supposed
to be assured by digital signatures stored in the tamper-proof hardware although the
signatures are not shown in the figure. The verification information extracting module
extracts verification information from input data and physical objects (cash) put-in the
peripheral device. In model 1, the verification information is securely transferred from
the information acquiring device to the verified command executing device. Command
Verification module verifies a command received from the control unit and forwards
the verified command to the firmware to access the property. Figure 6.3 (b) shows the

model 2 that the verified command executing device in the model 1 is split into two
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Figure 6.3 Implementation models of Command Verification

Table 6.2 Comparison of implementation models of Command Verification

No. Features Model 1 Model 2 Model 3 Model 4
1 | Applicability to smart card transaction Applicable Applicable Applicable Not applicable
2 | Cryptographic communication between peripheral devices One Two One Zero
3 | Validity of command from a viewpoint of command transfer time Verifiable Not verifiable | Not verifiable Verifiable
4 | Validity of command except a viewpoint of command transfer time Verifiable Verifiable Verifiable Verifiable

[ Recommended implementation

peripheral devices: a command verifying device and a command executing device.
Figure 6.3 (c) outlines the model 3 that the information acquiring device and the
command verifying device in Figure 6.3 (b) are integrated into one device. Figure 6.3
(d) depicts the model 4 that all peripheral devices in Figure 6.3 (b) are integrated into

one device.
Table 6.2 summarizes the features of each implementation model in Figure 6.3.
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The condition No.1 and No.2 are derived from consistency with existing systems, and
existing operations, respectively. The condition No.3 and No.4 are derived from
preferable features to cover a wide range of attacks to prevent the unauthorized
deposit. In conclusion, the model 1 and 3 are recommended to implement Command
Verification for deposit transactions with a smart card. The preferable point of each
feature in the table is explained as follows. In terms of the No.1 feature, model 4 is not
preferable since it is difficult to install a smart card in a safe, which must be returned
to an ATM user. When generating a MAC for a transaction request message in the
model 4, the related devices: the cash handling module and a smart card must be
installed in a safe because the cash is counted to generate a MAC. In terms of the No.2
feature, a smaller number is better from a viewpoint of minimizing cryptographic
communication to harmonize with existing ATM operations. Cryptographic key
settings for cryptographic communication could be an attack target [50] and tightly
controlled key settings are required. Such key settings should be minimized in terms of
work efficiency since maintenance staff may exchange a troubled part in an ATM with
a service part for troubleshooting, which requires cryptographic key settings in some
cases. Accordingly, model 2 is not preferable. Although the model 4 is the most
preferable, the model is not applicable to smart card transactions. Thus the model 1
and 3 should be acceptable.

In terms of the No.3 feature, “verifiable” is preferable. The model 2 and 3 are not
verifiable since the command executing device is not equipped with a function to verify
the transfer time of the received command in these models. The function is required to
detect replay attacks, i.e. whether a received command was temporarily held or not.
Cryptographic protection does not work for replay attacks. In terms of the No.4 feature,
“verifiable” is preferable, and all the models can verify a command except a viewpoint
of command transfer time. In this way, models 1 and 3 are most and second
recommended, respectively. Model 3 should remain in the candidate models since there
are demands to install a critical device in the safe. Some Slers install a secure element
in the card reader, inside the safe, which is wired with the card reader. The objective is
to physically protect the secure element from being stolen by staff and criminals even if
the device is tamper-proof. As the most important modules: the verification
information extracting module and the command verification module, are installed in

one device in model 3, the device can be installed in the safe.
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6.3.2 Conditions to Prevent Logical Attacks

To securely protect deposit transactions from Al to B4, the following four conditions R1

to R4 should be confirmed in secure domains of an ATM system.

(R1) The cryptographic keys of cryptographic USB/RS-232c communication in an ATM

should be protected in secure domains of an ATM.

(R2) (Cash amount received from cash handling module) is equal to (Cash amount

included in a transaction request message).

(R3) The cash handling module accepts a cash returning command if the transaction is
rejected by the host computer, otherwise, the cash handling module rejects the

cash returning command.

(R4) {(Cash handling module's receiving time of a cash returning command) - (card
reader's receiving time of the response message verification result)} is less than a
threshold.

R1 is an existing key management condition to protect USB/RS-232¢ communication
from logical attacks on USB/RS- 232C. R2 is the first defense point to protect a
transaction request message from being manipulated before the message is
cryptographically protected with MAC1. R2 is used to confirm consistency between the
cash amount outputted from the cash handling module and the cash amount included
in the transaction request message. R3 is the second defense point to prevent an
unauthorized cash returning command by confirming consistency between a cash
returning command and the response message verification result. R4 is the third
defense point to protect a cash returning command from replay attacks. R4 is used to
confirm whether the cash returning command received by the cash handling module is

significantly delayed or not. Table 6.3 shows the correspondence relation between the

Table 6.3 Correspondence between four conditions and prevented logical attacks

» Attack No.
Conditions
A1 A2 B1 B2 C1 Cc2
R1 v v v v v v
R2 v v
R3 v v
R4 v v

65



conditions and prevented logical attacks. In Command Verification, the secure domains
are created in peripheral devices to meet R1, which was proposed in section 4.2, we

focus R2, R3, and R4 to prevent logical attacks specific to unauthorized deposit.

6.4 Implementation

6.4.1 Implementation Outline

The outline of the model 1 and 3 to verify the conditions R2, R3, and R4 is depicted in
Figure 6.4. Model 3 can be applied to R2 because R2 is not a condition to verify a
command transferring time. Secure elements as tamper-proof hardware are supposed
to be installed in the proposed card reader and the proposed cash handling module.
Figure 6.4 (a) shows the model 1 to verify a MAC generating a command for a
transaction request message with R2 in the card reader using the cash amount from
the cash handling module. The cash handling module, the card reader, the put-in cash,
the MAC generating command, and the MAC key in the smart card correspond to the
information acquiring device, the verified command executing device, the physical
objects, the command, and the property in Figure 6.3 (a), respectively. If the command
1s verified, the verified command is forwarded to the smart card to generate a MAC for
the message. Figure 6.4 (b) shows the model 3 to verify the command with R2 in the
cash handling module using the cash amount stored in the cash handling module.

“Extract cash amount” and “Verify command with R2” in the cash handling module,
the card reader, and the MAC key in the smart card corresponds to the verification
information extracting module, the command verification module, the command
executing device, and the protected property in Figure 6.3 (c), respectively. And then,
the verified command is securely transferred to the card reader. It is noted that even if
the command transferring is maliciously delayed, it is not an issue since it does not
contribute to an unauthorized increase of an account balance. Some Slers may select
the model 3 since they prefer to install the most important modules: the verification
information extracting module and the command verification module, into the cash
handling module inside the safe even if the modules are protected with a tamper-proof

mechanism as described in Section 6.3.1.

66



-

MAC generating command

Put-in cash

Cash handling module

Card reader
[Extract cash amount]

[Verify command with R2]

S5
I

Cash amount Verified MAC generating command

I Smart card [Accessing MAC key] I

(a) Model 1 to verify command with R2

[ pc ]

Put-in cash MAC generating command

Y

Cash  Cash handling module
[Extract cash amount] Lunt [Verify command with R2]

vVerified MAC generating command

| card reader [Decrypt command] |

Verified MAC generating command

I Smart card [Accessing MAC key] I
(b) Model 3 to verify command with R2

| Smart card I PC

Response message Cash returning command
verification result

Card reader
[Extract authorization/rejection flag,
message receiving time]

Authorization/rejection flag, ]
message receiving time Cash returning

Cash

(c) Model 1 to verify command with R3 and R4

Cash handling module
[Verify command with R3, R4]

[ Device not protected with tamper-proof mechanism <— Plain data flow
DSecure device protected with tamper-proof mechanism <= Cryptographically protected data flow
El Device physically protected by a safe

Figure 6.4 Implementation outline of Command Verification

Figure 6.4 (c) shows the model 1 to verify a cash returning/storing command with
R3 and R4 in the cash handling module. The card reader, the cash handling module,
the response message verification result, the cash returning command, and the cash
correspond to the information acquiring device, the verified command executing device,
the physical objects, the command, and the property in Figure 6.3 (a), respectively.
Since R4 is a condition for a command transferring time, the only model 1 can verify

the command. The implementation uses a (transaction) authorization/rejection flag
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and the received time of the response message verification result (hereinafter called
“message receiving time”). These are securely transferred from the card reader to the
cash handling module to verify the command. The response message verification result
and the cash returning command correspond to the input data and command in Figure
6.3 (a), respectively. The card reader can receive the valid response message
verification result since the card reader directly contacts the smart card. The card

reader generates the authorization/rejection flag from the verification result.

6.4.2 Detailed Data Flow of Implementation

The data flow of the implementation examples of Command Verification is described in
this section. There is not any physical communication cable such as USB/RS-232c¢
cable directly connecting between existing peripheral devices. A cryptographic
communication between the peripheral devices is implemented by utilizing the
existing USB/RS-232¢ cables between peripheral devices and the PC. “Data Transfer
Library” is newly introduced in the PC to simply provide a communication path
transferring encrypted data between the peripheral devices. Even if the Data Transfer
Library is infected with malware, the integrity of encrypted data transferred in the Data
Transfer Library is still assured. Data Transfer Library is supposed to be installed in a
layer below the applications. Figure 6.5 illustrates the data flow of the implementation
outlines shown in Figure 6.4. The cryptographic key management and a session
creation for each cryptographic communication are supposed to conform to either the
PCI requirements [14] [19] [30] or the EMV specifications [21] to meet confidentiality,
integrity, and authenticity. A session of each cryptographic communication is supposed
to be preliminarily created. The detailed process flows of each implementation of
Figure 6.5 are described as follows. Only modified processes and the related processes
are explained here.

Figure 6.5 (a) shows the modified data flow corresponding to Figure 6.4 (a). The
cash handling module returns an S1-2 cash amount to the cash handling application.
And then the cash handling module stores the cash amount in it. The transaction
application sends the S1-5 transaction request message to the card reader through the
Data Transfer Library. Once the Data Transfer Library receives the message, the Data
Transfer Library requests the cash handling module to send the S1-2 encrypted cash
amount and forwards it to the card reader. The card reader decrypts the S1-2
encrypted cash amount and verifies the message with R2 using the cash amount. If the

message validity is successfully verified, the card reader forwards the S1-5 transaction
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Figure 6.5 (b) shows the modified data flow corresponding to Figure 6.4 (b). S1-2 is
omitted since it is the same as in Figure 6.5 (a). The transaction application sends the
S1-5 transaction request message to the cash handling module through the Data
Transfer Library. The cash handling module verifies the S1-5 message with R2 using
the cash amount stored in the cash handling module. The Data Transfer Library
requests the cash handling module the S1-5 verified message in an encrypted form,
and forwards it to the card reader. The card reader decrypts the encrypted message
and forwards it to the smart card.

Figure 6.5 (c) shows the modified data flow corresponding to Figure 6.5 (c). The
card reader receives the S3-2 response message and MAC2. The card reader receives
an S3-3 response message verification result from the smart card, and stores the
message receiving time in it. And then, the card reader generates an
authorization/rejection flag from the result and stores the flag in it. The cash handling
application sends either an S4-2 cash storing command or a cash returning command
to the cash handling module through the Data Transfer Library following the S4-1
request from the transaction application. Once the Data Transfer Library receives
either command, the Data Transfer Library requests the card reader to send the S4-2
authorization/rejection flag and the message receiving time in an encrypted form and
then forwards them to the cash handling module. The cash handling module decrypts
the encrypted data and verifies the cash storing/returning command with R3 and R4
using the decrypted data. If the command validity is successfully verified, the cash

handling module executes the command.

6.4.3 Architecture of the Proposed Peripheral

Devices

The architecture examples of the proposing peripheral devices are depicted in Figure
6.6. In general, an existing card reader is equipped with a slot to install a secure
element for mutual authentication between a smart card and a terminal. A secure
element to achieve Command Verification can be installed in the slot. The contact point
interface to communicate with a smart card is also equipped with a secure element.
Those two secure elements are cryptographically connected in order to protect contents
transferred from a smart card to the PC and from the PC to the smart card even in the
card reader. Additionally, the firmware in the controller is also supposed to be

protected from unauthorized manipulation with digital signatures installed in the
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Figure 6.6 Comparison of existing devices and proposing devices

secure element. The firmware running on the RAM in the controller is supposed to be
still secure by self-tests with the digital signatures. For example, the firmware hash is
calculated once every day in the controller. The hash is transferred to the secure
element and verified with the digital signatures. Such structure and processes are
practical since the PCI requirements [14] [30] define similar requirements.

An existing cash handling module is equipped with a serial interface to expand the
functions in many cases. A circuit board implementing a secure element can be
installed on the serial interface. The firmware in the controller is also supposed to be
protected from unauthorized manipulation even during running on the RAM with
digital signatures installed in the secure element as well as the card reader.
Furthermore, the whole cash handling module is protected from unauthorized physical
access by a tightly controlled safe. Thus the firmware is logically and physically
protected.

6.4.4 Evaluaton of Command Verification

through Implementation

In this section, we show from a qualitative and quantitative perspective that

Command Verification can effectively prevent the logical attacks in actual ATM
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operations with the implemented systems presented in Section 6.4.2. Regarding a
qualitative perspective, effectively preventing the logical attacks requires meeting the
conditions of (A), (B), and (C) as described in section 5.2.3. These conditions were
derived from the issues of existing ATM systems and operations, and show that a
measure should not overload ATM operations. A practical security effect of a measure
without tamper-proof hardware highly depends on operational protection, namely
management. And the security effect can be largely decreased if the measure requires
heavy management workloads as explained in Section 5.2.2. Command Verification
applied to cash withdrawal transactions with a smart card was shown to meet three
conditions in section 5.3.3. Command Verification applied to deposit transactions with

a smart card is also shown to meet the conditions in the following description.

(A) A security measure should not significantly impact management workloads of

existing ATM operations.
Command Verification does not significantly impact the management workloads
for the PCs containing many files to protect since the measure relies on the
peripheral devices equipped with tamper-proof hardware. The number of
firmware in the peripheral devices is typically one or two and much smaller than
that of executable files in the PC. Such a small number of firmware can be
protected with existing secure elements. In this way, tight protection of the PCs
causing quite heavy management workloads is not a critical issue to prevent

unauthorized deposit.

(B) A security measure should not significantly impact ATM system availability.
Command Verification does not rely on the PC but on the peripheral devices
equipped with tamper-proof hardware. Thus frequent OS updating/hardening for
a security patch, which would significantly impact ATM system availability, is not
a necessary condition in Command Verification. Financial institutions can take
enough time to comprehensively test many software components in the PC before
releasing them to prevent occasional system troubles while mitigating zero-day

attack risks of unauthorized deposit.

(C) The logical attacks cannot be successful even though the integrity of all software
related to dispensing commands is compromised.
Command Verification can prevent the logical attacks for unauthorized deposit
without relying on the integrity of all software of the PC. Even if the integrity of

the Data Transfer Library is compromised in the PC, the logical attacks cannot
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Table 6.4 Annual numbers of potential unauthorized access to the files to protect

Comparison items Existing guidance Command Verification
More than 30 requirements
Protection including whitelisting-based | The implemented systems of
measures anti-malware, hard disk Command Verification
encryption, OS hardening
Number of executable files to protect 20,000 2

Number of executable files to protect

20,000 0
by management
Annual numbers of potential 3,120 million 0
unauthorized access to the files (20,000*3000*52) (0*3000*52)

still be successful because the Data Transfer Library just provides a
communication pass to transfer encrypted data. Command Verification can work

as a defense in depth in cases that the PC is compromised.

The requirements of the existing guidance [1] as representative of existing measures
do not meet the three conditions as explained in section 5.3.3.

Concerning a quantitative perspective, let us estimate each measure’s annual
numbers of potential unauthorized access to files to protect in order to compare the
practical effect of the existing guidance and the implemented systems of Command
Verification. These numbers are correlating to practical management workloads to
prevent unauthorized access to the files in ATM operations. A comparison of the initial
costs is omitted here since the costs of the measures when a system is built according
to the existing guidance are much more than those of Command Verification. Costly
measures: encrypted communication between the PC and the cash handling module,
whitelisting-based anti-malware, sandboxing, hard disk encryption, various ATM
monitoring systems and so forth are required in the existing guidance. Regarding
Command Verification, the proposed card readers and cash handling module based on
existing devices and the secure elements can be developed and provided at a
reasonable cost as described in section 5.3.2. Either Figure 6.5 (a) and (c), or Figure 6.5
(b) and (c) can be used for the estimation. The assumption is that the number of ATMs
1s three thousand and that cash replenishment/collection is conducted once a week, i.e.
52 times per year for each ATM. The number of the executable files to protect in the PC
is twenty thousand for the existing guidance, while the number of the files to protect in
the peripheral devices is two for Command Verification, namely, a file of firmware is
implemented for the card reader and the cash handling module. The Data Transfer
Library is not counted as described in the condition (C). The result is shown in Table

6.4. The number is 3,120 million for the existing guidance while zero for Command
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Verification. “Number of executable files to protect” is 20,000 for the existing guidance,
while 2 (one ten-thousandth) for Command Verification. “Number of executable files to
protect by management” in Table 6.4 is zero for Command Verification since the
firmware is protected by not management but tamper-proof hardware. In this way, our

proposal is much better than the existing guidance.

6.5 Discussion

In this chapter, we explained an application of Command Verification to two
transaction sub-processes in an ATM transaction, namely application to a transaction
sub-process before/after communication between an ATM and the host computer in a
deposit transaction with a smart card. There are multiple protected properties from
multiple attack surfaces in the transaction sub-processes, and constraints to be
satisfied which are coming from existing systems and operations. To cope with the
issues, we proposed an implementation model analysis of Command Verification to
achieve suitable implementation for each defense point in a deposit transaction. In
detail, the features of each implementation model are compared and candidate models
are selected to conform to existing systems and operations. And then, the suitable
implementation models can be selected among the candidates to meet the
requirements at each defense point. Two types of proper implementation were derived
in the sub-process before communication between the smart card and the host
computer, and one type of the proper implementation is derived in the sub-process
after the communication. As the implemented systems of Command Verification
protect property with the peripheral devices, it can work as a defense in depth when
the PC is compromised.

We also showed that Command Verification prevents the logical attacks effectively
in actual ATM operations from a qualitative and quantitative perspective with the
implemented systems. Regarding a qualitative perspective, we showed that Command
Verification can also meet the three conditions so as not to impose on financial
institutions a heavy burden to tightly control the PCs. Since Command Verification
protects property with the peripheral devices, there is no need to fully enforce the
recommendations of the existing guidance, and the heavy burden is relieved.
Regarding a quantitative perspective, we showed that the annual operational cost of
Command Verification is reduced to less than ten-thousandth of the EUROPOL’s

guidance. We expect that the primary concept of Command Verification can also be
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applied to ATM transactions with magnetic stripe cards, contactless cards,
smartphones, and QR codes. Securely protecting the new types of transactions are

remaining issues to be addressed in future works.
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Chapter 7  Application of Command
Verification to All  Transaction

Sub-processes

7.1 Introduction

An application of Command Verification to all transaction sub-processes, issues of the
application, and a solution to the issues are described using a cash withdrawal
transaction with a magnetic stripe card in this chapter. Recently, criminals frequently
carry out logical attacks on ATMs and financial institutions’ networks to steal cash in
more than 30 countries, and these attacks resulted in serious social issues. Existing
guidance trying to protect the PC in an ATM could be bypassed or disabled by
criminals since frequent physical/logical access inside ATMs are required in existing
ATM operations. ATM management costs could increase if the integrity of executable
files in the PCs is assured by tight ATM operational management to cope with that
issue.

To solve the issue, Command Verification is proposed in section 4.1, in which
controlled peripheral devices themselves verify commands sent from the PC before
executing the commands to access the property, and the primary model is depicted in
Figure 4.4. Although Command Verification is applied to smart card transactions in
chapter 5 and 6, it should be also applied to widespread cash withdrawal transactions
with a magnetic stripe card, since there are many logical attacks targeting those
transactions. When Command Verification is applied to the magnetic stripe card
transactions, there are a variety of implementable systems because all transaction
sub-processes in a cash withdrawal transaction must be protected due to the poor
existing security mechanisms. In smart card transactions, Command Verification is
applied to prevent only unauthorized cash dispensing commands sent from the PC,
since the Primary Account Number and transaction messages transferred between an
ATM and the host computer, are protected in accordance with EMV specifications [21].

In the magnetic stripe card transactions, properly implementable systems of
Command Verification should be selected from the variety of the implementable

systems in three viewpoints: preventing a wide range of logical attacks in a transaction,
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harmonizing with existing ATM operations, and minimizing the number of peripheral
devices to be modified. In general, ATMs are composed of a set of peripheral devices,
which are supplied as one of the multiple models by multiple device vendors, in
conformity to the required specifications of the financial institution and the country
regulations. Thus, many devices equipped with greatly modified functions for
Command Verification result in increased costs and delayed delivery times. Thus, the
number of peripheral devices to be modified should be minimized, and device/system
design to implement Command Verification should be standardized to meet a lot of
financial institutions’ requirements. This chapter proposes a systematic
implementation design method of Command Verification [44] [45] to satisfy the three
viewpoints described above. By applying the design method to magnetic stripe card
transactions, three proper systems out of the 135 implementable systems can be

selected.

7.2 Issues of Command Verification

7.2.1 An ATM System and Magnetic Stripe Card

Transaction

Figure 7.1 outlines an example of an ATM system and data flow of an existing cash
withdrawal transaction with a magnetic stripe card, which is the same as Figure 4.10.
Refer to section 4.2 (c) for the detailed processing flow of the example. An ATM consists
of a PC and peripheral devices. The PC logically consists of three layers: multi-vendor
application, a standardized ATM platform [20] to control the peripheral devices, and an
Operating System (OS). It is noted that the ATM platform and the OS are not shown in
the figure. The ATM platform is vulnerable to unauthorized APIs access due to
unencrypted APIs and its openness to the public. Encrypting PIN pad is a peripheral
device used by an ATM user to enter Personal Identification Number (PIN). The
encrypting PIN pad outputs an encrypted PIN [14] [15] [19] and the PIN is transferred
to a Hardware Security Module (HSM) connected with the host computer. Then the
hardware security module extracts a PIN from the encrypted PIN to verify the PIN for
the user’s authenticity. The hardware security module and encrypting PIN pads must
be a tamper-proof secure cryptographic device meeting the PCI PIN requirements [14]

[19]. It is supposed that the multi-vendor application includes “transaction application”
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Figure 7.1 Data flow example of existing magnetic stripe card transaction.

processing transaction messages and “cash dispensing application” controlling the

dispenser. A transaction consists of four sub-processes: S1 to S4.

7.2.2 lIssues of Existing Security Measures

The standard security measures in Figure 7.1 are described below. The encrypting PIN
pad and the hardware security module are protected with a tamper-proof mechanism
and a PIN is protected cryptographically. The dispenser is supposed to be secure
against unauthorized physical manipulation because it is physically protected with a
safe. Except for those devices and the data flow, the PC, the peripheral devices, the
USB/RS-232C cables in an ATM, and the WAN between ATMs and the host computer
could be targets of the logical attacks to steal cash from ATMs in each sub-process of a
transaction, which are described in Table 1. It is noted that logical attacks on
peripheral devices are omitted since the protection of peripheral devices is included in
Command Verification.

The existing guidance [1] [3] [10] [11] [12] [13] try to protect executable files in the
PC against A2, C1, and D1. Furthermore, those measures try to cryptographically
protect the WAN from B1, and the USB/RS-232C cables from Al and C2. However,
cryptographic communication does not work to prevent D2 since it is a kind of a replay

attack that a command is temporarily held by a malicious device to make false trouble
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Table 7.1 Logical attacks to steal cash from ATMs

No.| Sub- Attack Attack Targeted Outline of logical attack
process objective method property
- A malicious device on a USB/RS-232C cable
Malicious S1-1 PAN, manipulates a PAN for a reverse brute force attack to
A1l Manipulation | ~ gevice S1-3 withdrawal | fraudulently withdraw cash from other user’s accounts.
S1 . |of transaction amount - A malicious device manipulates a withdrawal amount
ﬁ:::;ipgg request for cash robbery from a confused ATM user.
— i
¢ | message for . |- Malware manipulates a PAN for a reverse brute force
reques fraudulent S1-4 Transaction . .
rauduien attack to fraudulently withdraw cash from other user’s
message ithd I request message
A2 withdrawa Malware in Transaction accounts.
anolication - Malware manipulates a withdrawal amount for cash
pp robbery from a confused ATM user.
S2 Send
transaction .
request | Unauthorized . S2-1 Transaction | _ Same as A2
Man-in-the-|request message, .
B1 | message, cash ) - Fake host responses are generated to withdraw
d . Middle S3-1 reply . . .
S3 receive | withdrawal message money without debiting the fraudster’s accounts.
response 9
message
S4-1 cash
dispensing
C1 Malware request, S4-2 |Malware forces the ATM to cash-out.
Unauthorized cash dispensing
cash command in PC
withdrawal S4-2 cash
c2 Malicious dispensing An external computer connected to the dispenser forces
device command on |it to cash-out.
S4 Handle USB/RS-232C
cash Either cash dispensing request or cash dispensing
D1 Malware Transferring time |command is temporarily held by malware to make a
Making a of S4-2in PC |[false trouble, and then is sent again by operating
false trouble malware to steal cash after a user leaves the ATM.
for fraudulent A cash dispensing command is temporarily held by a
) cash. Malicious Transferring time |malicious device on the USB/RS-232C cable to make a
D2 dispensing device of S4-2 on false trouble, and then sent to the dispenser again by
USB/RS-232C |operating the malicious device to steal cash after a user

leaves the ATM.

in order for the ATM user to leave the ATM for stealing cash. A malicious person steals

cash dispensed from the ATM with operating the malicious device. It is noted that

cryptographic protection of the communication also depends on the PC’s security

because the cryptographic keys are stored in the PC. There are issues of increasing

management costs if the integrity of executable files is assured by tight ATM

operational management as explained in Section 7.1.
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7.2.3 Conditions to Implement Command

Verification

When Command Verification is applied to magnetic stripe card transactions, there are

a variety of implementable systems explained in Section 7.1. Properly implementable

systems should be selected among the variety of the systems from three viewpoints.

(1)

()

3)

Preventing a wide range of logical attacks in a transaction
Various logical attacks targeting property in each transaction sub-process shown in

Table 1 should seamlessly be prevented in a whole transaction.

Harmonizing with existing ATM operations

Implemented systems should be harmonized with existing ATM operations to
minimize an impact on the operations. In particular, the cryptographic key setting
implementation for cryptographic communication in an ATM system should be
minimized because such key settings could be an attack target [50] and tightly
controlled key settings are required. Such key settings should be minimized from
the viewpoint of work efficiency since maintenance staffs may exchange a troubled
part in an ATM with a service part for trouble shooting, which requires

cryptographic key settings in some cases.

Minimizing the number of peripheral devices to be modified

The number of peripheral devices that need to be modified to implement functions
of application and functions of other peripheral devices should be minimized so
that Command Verification can easily be applied to various systems. For example,
if the input data in Figure 4.4 is a transaction request/reply message, the
information acquiring device must parse the messages and it is an application
function. As explained above, many peripheral devices having functions of
applications and functions of other peripheral devices could result in complicated
device modification and could affect costs and delivery times. Thus, the number of

peripheral devices to be modified should be minimized.
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7.3 Design Method to Implement Command

Verification

7.3.1 Implementation Models

To design properly implementable systems of Command Verification, the features of
implementation models derived from the primary model shown in Figure 4.4 should be
clarified. The implementation models are depicted in Figure 7.2. Each device consists
of tamper-proof hardware and an existing control mechanism including firmware. The
authenticity of the firmware is supposed to be assured by digital signatures stored in

the tamper-proof hardware although the signatures are not shown in the figure.

Input data Control unit Input data Control unit

Command Verification Command Verified
Information command
Firmware o Firmware (_ Firmware Tamper-
Verification c d I i I ; proof
v Information _~omman W i V' i hardware
A verification module I i ) s
Verification Verification Command > —
information Tamper-proof hardware information P Verified
- ) verification d
extracting extracting dul comman
module Verified command module module S
Command
Tamper-proof Command Tamper-proof Tamper-proof execution
hardware execution module hardware hardware module
|
Information Verified command executing device Information Command Command
acquiring device v acquiring device verifying device executing device
Property
Access
(a) Model 1 (b) Model 2 Property
Control unit Control unit
Input data Command  Verified Input data Command
| command |
[ i |
[ Firmware ] Tamper- [ Firmware ]
: proof I I
Verificati | hardware Verificati
Verificati erification > - erification ;
information | Information | Command Verfied information | nformation | Command | | RRE, | Convrand
extracting ve"r:gzeztll:n ~_\ycommand extracting venflzatllon module
module Command module module
i
Tamper-proof hardware e:qeoc;ullce)n Tamper-proof hardware
B
Integrated command verifying device Command Integrated verified command executing device Access
executing device v
Property
Access
(c) Model 3 Property (d) Model 4
[] Device not protected with tamper-proof mechanism D Secure device protected with tamper-proof mechanism
() Firmware in tamper-proof hardware () Firmware protected with digital signature stored in tamper-proof hardware
<~ Plain data flow <€~ Cryptographically protected data flow < Physical/logical access

Figure 7.2 Implementation models of Command Verification
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Table 7.2 Comparison of implementation models for magnetic stripe card transactions

No. Features Model 1 Model 2 Model 3 Model 4

1 Cry.ptographlc .communlcatlon between One Two One Zero
peripheral devices

2 Validity of command from the viewpoint of Verifiable Not verifiable | Not verifiable Verifiable
command transfer time

g |Validity of command except the viewpoint |y igople | Verifiable | Verifiable | Verifiable
of command transfer time

4 Peripheral dex,nce momﬁcatlop to support Good Poor Poor Good
many vendors’ peripheral devices

Cryptographic functions implemented in the devices are also not shown in the figure.
“Verification information extracting module” receives input data through the firmware
in the device. It is supposed that data flowed in the devices are protected with the
firmware or a physical measure such as a safe.

Figure 7.2 (a) shows model 1 that each device corresponds to the device of the
primary model. Figure 7.2 (b) shows model 2 that the verified command executing
device in Figure 7.2 (a) is split into two devices: a command verifying device and a
command executing device. Figure 7.2 (c) shows model 3 that the information
acquiring device and the command verifying device in Figure 7.2 (b) are integrated into
one device, namely an integrated command verifying device. Figure 7.2 (d) depicts
model 4 that all devices in Figure 7.2 (b) are integrated into one device.

Table 7.2 summarizes the features of each implementation model in Figure 7.2 for
magnetic stripe card transactions. In conclusion, model 1 and model 4 are
recommended since they have preferable features. The preferable point of each feature
in Table 7.2 is explained as follows. In terms of the No.1 feature, a smaller number is
better from the viewpoint of minimizing cryptographic communication as explained in
the condition (2) of section 7.2.3. Accordingly, model 2 is not preferable. Although model
4 is the most preferable, the model can be adopted only when a command can be
verified with input data of one device. Thus model 1 and model 3 should be also
acceptable. In terms of the No.2 feature, “verifiable” is preferable. Model 2 and model 3
are not verifiable since it is difficult to verify command transfer time to detect a
command being temporarily held. The command executing device is not equipped with
a function to verify the transfer time of the received command in these models. In
terms of No.3 feature, “verifiable” is preferable, and all the models can verify a
command except a viewpoint of command transfer time. In terms of the No.4 feature,

“good” 1s preferable. Model 2 and model 3 are also not preferable because the command
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verification module and the command execution module are not in one device. The
command verification module in the (integrated) command verifying device must
support the command specifications of the command executing device in order to parse
the command for verifying it. In this way, model 2 and model 3 do not meet the

condition (3) of section 7.2.3.

7.3.2 Outline of Implementation Design Method

An implementation design method is introduced to systematically design properly
implementable systems of the primary model to meet the three conditions described in

section 7.2.3. The method consists of three implementation steps and guidance.

Step 1: Enumerate property and logical attacks targeting the property in all
transaction sub-processes.

Guidance 1. Each logical attack targets the property of a different transaction

sub-process in a whole transaction to steal cash. To prevent such logical attacks,

ensuring consistency in each transaction sub-process is required throughout a whole

transaction. Since the targeted property is different for each transaction sub-process to

ensure the consistency, each property and logical attacks targeting the property should

be listed up for all transaction sub-processes.

Step 2: Identify information to verify a command accessing the property, identify the
source of the information, and decide a device to securely acquire the
information.

Guidance 2. Information to verify a command accessing the property should be

acquired in a secure form and in a device as close as possible to the information source

in order to ensure the validity of the information.

Step 3: Decide devices to verify a command accessing the property and devices to
execute the verified command in light of recommended implementation models
of the Control Command Verification.

Guidance 3-1. Select proper devices to verify a command to prevent target logical
attacks. Data and parameters included in a command are also targets of validity
verification. The proper device should be selected carefully if the validity is verified
from the viewpoint of command transfer time since the only two implementation

models can verify the validity.
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Guidance 3-2. Select implementation models to harmonize with existing system
operations. One of the points of harmonization is to minimize cryptographic
communications in an implemented system so as to mitigate tight and complicated

cryptographic key settings in system operations.

Guidance 3-3. Minimize the number of peripheral devices with functions of
applications and functions of other devices so that many vendors can be easier to

supply peripheral devices.

Guidance 3-4. Select proper devices that can seamlessly verify a command accessing a
property in each transaction sub-process. ‘Seamlessly’ means that a device verifying a
command in a transaction sub-process becomes a device providing information to
verify a command in the following transaction sub-process. As a result, those selected
devices provide a chain of consistency among transaction sub-processes to protect

property in a whole transaction process.

7.4 Implementation

7.4.1 Implementation for Magnetic Stripe Card

Transaction

In this section, a design process is explained to implement the Control Command
Verification to a magnetic stripe card transaction in accordance with the

implementation design method.

Step 1: Enumerate property and logical attacks targeting the property in all
transaction sub-processes.

The property and logical attacks targeting the property are listed in Table 3 for each

transaction sub-process. Protecting a PAN is required for a magnetic stripe card

transaction although is not required for a smart card transaction. An altered PAN in a

request message can be detected in a smart card transaction according to the EMV

specifications [21].
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Table 7.3 Targeted property and logical attacks

No Sub-process Logical attack Targeted property
Generating Al Malicious device S1-1 PAN, S1-2 withdrawal amount,

S1 | transaction S1-5 transaction request message
request message | A2 Malware S1-4 Transaction request message

S2 Send transaction B1 Man-in-the-Middle |S2-1 transaction request message

request message

Receive  response

S3 B1 Man-in-the-Middle |S3-1 Reply message
message
C1 Malware S.4-1 Qash dlspensmg request, S4-2 cash
dispensing command in PC
C2 Malicious device S4-2 Cash dispensing command on USB/RS-232C
S4 | Handle cash Transferring time of S4-1 cash dispensing request,

D1 Malware Transferring time of S4-2 cash dispensing
command in PC

Transferring time of S4-2 cash dispensing

D2 Malicious device command on USB/RS-232C

Step 2: Identify information to verify a command accessing the property, identify the
source of the information, and decide a device to securely acquire the
information.

Information to verify a command and information acquiring devices are summarized in

Table 7.4. Since ATMs work in accordance with inputs from peripheral devices and

communication with the host computer, the information to verify a command should be

acquired in the peripheral devices and a counterpart device of the host computer
communication. A withdrawal amount should be input not in the touch screen but in

the encrypting PIN pad supporting cryptographic functions according to the guidance 2.

A verified request message and a verified reply message need to be acquired in a secure

device to make a certain link between cash dispensing and debiting the user’s account.

However, there are no existing devices of an ATM to securely communicate with the

host computer in magnetic stripe card transactions. Therefore, either the card reader,

the encrypting PIN pad, or the dispenser should be selected to implement the functions
securely acquiring the messages in order to be consistent with step 3. To prevent
unauthorized cash withdrawal with a cash dispensing command, an authorized
withdrawal amount is required, which is derived from the withdrawal amount in the
request message and the host authorization flag in the reply message. The authorized
withdrawal amount is compared with the dispensing amount in the command. To

prevent a replay attack to a cash dispensing command, a reference time to measure
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Table 7.4 Information to verify command and information acquiring device

No| Sub-process Targeted property Verification Information Information acquiring device
S1-1 PAN,
Generating S1-2 withdrawal amount S1-1 PAN, Card reader,
s1 transaction| S1-5 transaction request S1-2 withdrawal amount encrypting PIN pad
request message
message | G1-4 Transaction request S1-1 PAN, Card reader,
message S1-2 withdrawal amount encrypting PIN pad
Send
99 transaction S2-1 transaction request MACT for S2-1 Either card reade].r, encrypting
request message PIN pad, or dispenser
message
Receive
S3| response S3-1 reply message MAC?2 for S3-1 Host computer
message

Authorized amount

$4-1 Cash dispensing request, (withdrawal amount in S2-1,| Either card reader, encrypting

S4-2 Cash dispensing

command in PC host authorization flag in PIN pad, or dispenser
S3-1)

S4 Execu}tll g S4-2 Cash dispensing Reference time Either card reader, encrypting

| cash command in PC (RESMSG receiving time) PIN pad, or dispenser

dispensing

Transferring time of $4-2 in PC Reply message receiving Either card reade].r, encrypting

time (reference time) PIN pad, or dispenser

Transferring time of $4-2 on Same as above Same as above

USB/ RS-232C

command transferring time is required to detect whether the command is temporarily
held or not. The reference time should be the time when either the card reader, the

encrypting PIN pad, or the dispenser receives the reply message.

Step 3: Decide devices to verify a command accessing the property and devices to
execute the verified command in light of recommended implementation models
of the Control Command Verification.

Model 1 and model 4 should be selected as preferable models referring to Table 7.2 in

accordance with the guidance 3-1, 3-2 and 3-3. Since a peripheral device

communicating with the host computer must parse a request/reply message to verify
them, which is an application function, only one device should have such functions to
conform to the guidance 3-3. When the card reader is selected, the whole transaction
process is depicted in Figure 7.3. The following functions are implemented in each

sub-process pursuant to the guidance 3-4.
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<— Plaindataflow <= Cryptographically protected data flow <-- Internal data flow

Figure 7.3 Data flow ensuring consistency among transaction sub-processes

(S1) Sub-process generating a transaction request message
The card reader verifies the transaction request message with a PAN internally
transferred in the card reader and a withdrawal amount securely transferred from the

encrypting PIN pad (Figure 7.4). It is a combination of model 1 and model 4 (Figure
7.3).

(S2) Sub-process sending the transaction request message

The card reader generates a MAC (hereinafter called “MAC1”) for the verified request
message through the underlined verified request message so that the host computer
can seamlessly verify the request message according to the guidance 3-4. The host

computer verifies the request message with the MAC1, which is categorized to model 1.
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tamper-proof hardware
<~ Plain data flow <= Cryptographically protected data flow

<= Physical/logical access

Figure 7.4 Implementation example of card reader communicating with the host

computer

(S3) Sub-process receiving a response message

The card reader verifies the reply message with a MAC (hereinafter called “MAC2”) for
the reply message received from the host computer, which is also categorized to model
1.

(S4) Sub-process handling cash

The card reader generates an authorized withdrawal amount from the underlined
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Table 7.5 Summary of applied implementation models

(S1) Sub-process generating a transaction request message

Property S1-1 PAN, S1-2 withdrawal amount, Request message in transaction AP
Logical Attack A1 Malicious device, A2 Malware
Verification information PAN Withdrawal amount
Information acquiring device Card reader Encrypting PIN pad
Card reader Model 4 Model 1
Verifying -
device Encrypting PIN pad Model 1 Model 4
Dispenser Model 1 Model 1
(S2) Sub-process sending the transaction request message
Property S52-2 Request message
Logical Attack B1 Man-in-the-Middle
Verification information MAC1
Information acquiring device Card reader Encrypting PIN pad Dispenser
Verifying device |Host computer Model 1 Model 1 Model 1

(S3) Sub-process receiving a response message

Property S2-3 Reply message
Logical Attack B1 Man-in-the-Middle
Verification information MAC2
Information acquiring device Host computer
o Card reader Model 1
Xg&iyemg st PN g Model 1
Dispenser Model 1
(S4) Sub-process handling cash
Property S3-1 Cash dispensing request, S3-2 Cash dispensing command
Logical Attack C1 Malware, C2 Malicious device
Verification information Authorized amount
Information acquiring device Card reader Encrypting PIN pad Dispenser
Verifying device Dispenser Model 1 Model 1 Model 1
Property Transferring time of S3-2 cash dispensing command
Logical Attack D1 Malware, D2 Malicious device
Verification information Reference time
Information acquiring device Card reader Encrypting PIN pad Dispenser
Verifying device | Dispenser Model 1 Model 1 Model 4

withdrawal amount in the request message and the underlined host authorization flag
in the reply message so that the dispenser can seamlessly verify the cash dispensing
command sent from the PC with the authorized withdrawal amount. The card reader

also generates a reference time from the underlined message receiving time so that the
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dispenser can seamlessly verify the command transfer time. These two kinds of
verification with the authorized withdrawal amount and the reference time are
categorized to model 1.

The applied implementation models for each transaction sub-process are
summarized in Table 7.5. Each gray level in Table 7.5 shows applied implementation
models when either peripheral device is selected as the counterpart of the host
computer communication. There are three proper systems according to the number of

devices selected as the counterpart.

7.4.2 Detailed Data Flow of the Proper Systems

The data flow of the implementation examples is shown in Figure 7.5 for each
peripheral device selected as the counterpart of the host computer communication.
There is no physical communication cable between existing peripheral devices.
Encrypted communication between the peripheral devices is implemented by utilizing
existing USB/RS-232C cables between peripheral devices and the PC. “Data Transfer
Library” (hereinafter called “DTL”) is newly introduced in the PC to simply provide a
communication path between the peripheral devices to transfer encrypted data. DTL is
supposed to be installed in a layer below the standardized APIs. Figure 7.5 (a)
llustrates the data flow of the implementation example that the card reader is the
counterpart device communicating with the host computer. The system related to a
PIN is omitted in the figure. A programmable tamper-proof secure element providing
the cryptographic functions is installed in the proposed card reader, the proposed
encrypting PIN pad and the proposed dispenser while a hardware security module is
implemented in the proposed host computer. The cryptographic key management and
a session creation for each encrypted communication are supposed to conform to either
the PCI requirements [14] [15] [19] [30] or the EMV specifications [21] to meet
confidentiality, integrity, and authenticity. A session of each encrypted communication
is supposed to be preliminarily created. The detailed process flows of Figure 7.5 (a) are

described as follows.
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Figure 7.5 Implementation examples of Command Verification
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(S1) Generating a transaction request message
The card reader sends an S1-1 PAN to the transaction application, and stores it in
the secure element. The encrypting PIN pad sends an S1-2 withdrawal amount to
the transaction application and stores the amount in it. The transaction
application creates an S1-4 transaction request message and sends the S1-5
message to the card reader through DTL so as to make it generate a MAC1 for the
message. When the DTL receives the message, the DTL requests the encrypting
PIN pad to send the S1-6 withdrawal amount in an encrypted form and forwards
it to the card reader. The card reader verifies the received message with the PAN
stored in the secure element and the S1-6 withdrawal amount. The card reader

also stores the withdrawal amount in the secure element.

(S2) Send a transaction request message
The card reader generates an S2-1 MACI for the verified message and sends it to
the transaction application. The transaction application sends the S2-1
transaction request message and the MAC1 to the host computer, and then the

host computer verifies the message with the MAC1.

(S3) Receive a response message
The host computer generates an S3-1 reply message including a host
authorization flag and a MAC2 and sends them back to card reader through the
transaction application. When the card reader receives them, it stores the
message receiving time as the reference time. The card reader verifies the
message with the MAC2 and returns the S3-2 authorization flag to the
transaction application. The card reader also generates an authorized withdrawal

amount with the flag and the withdrawal amount stored in the secure element.

(S4) Handle cash
The transaction application provides the cash dispensing application with an S4-1
cash dispensing request, and the cash dispensing application sends an S4-2 cash
dispensing command to the dispenser through the DTL. The DTL requests the
card reader to send the S4-3 authorized withdrawal amount and the reference
time in an encrypted form and then forwards them to the dispenser. The dispenser
receives the command and the S4-3 data and calculates the command transfer
time with the reference time. And then the dispenser verifies the command with
the authorized withdrawal amount to confirm whether the dispensing amount in

the command is identical to the authorized withdrawal amount. The dispenser
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also verifies the command transfer time to confirm whether the transfer time
exceeds a predetermined threshold. If they are successfully verified, the dispenser

dispenses cash.

Figure 7.5 (b) shows the data flow of the implementation example that the
encrypting PIN pad is the counterpart device communicating with the host computer.
The functions of the encrypting PIN pad and the card reader are inversely positioned
in Figure 7.5 (a) and (b). Figure 7.5 (c) depicts the implementation example that the
dispenser is the counterpart device communicating with the host computer. The
detailed data flow of those examples is omitted. Deciding the most recommended
implementation in Figure 7.5 depends on the development costs and harmonization
with the detailed specifications of the existing system and the operations. However, it

1s out of scope in this discussion.

7.4.3 Evaluation of the Design Method

The number of all implementable systems of the Control Command Verification is
estimated to evaluate the effect of the design method. The model 2 of Figure 7.2 (b) is
utilized to estimate that number since the model consists of the three elementary
devices. There are two steps to estimate the number. The first step is to estimate the
number of peripheral device combinations in each transaction sub-process with three
devices: the card reader, the encrypting PIN pad, and the dispenser. In the sub-process
generating a transaction request message, the information acquiring devices are the
card reader outputting a PAN and the encrypting PIN pad outputting a withdrawal
amount. Since those devices are fixed, there is one device combination. On the other
hand, the command verifying devices can be selected from the three devices. A
verifying device for PAN and a verifying device for a withdrawal amount can be
independently selected from the three devices. Since the transaction request message
is sequentially verified by a verifying device for a PAN and by a verifying device for a
withdrawal amount, there are 9 (= 3 x 3) verifying device combinations. Order of the
verifying devices can be transposed except that the both verifying devices are identical.
Thus, there are additional 6 (= 3 x 3 - 3) combinations and total of 15 combinations.
The command executing device, namely, a device generating MAC1 for the transaction
request message can be selected independently among the three devices. Therefore,
the number of total device combinations is 45 (= 1 X 15 X 3).

In the sub-process communicating with the host computer, a device
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communicating with the host computer should coincide with the device generating
MACs since a cryptographic session for MACs must be established between the device
and the host computer, and there is only one device combination. In the sub-process
executing cash dispensing, the information acquiring device should also coincide with
the communicating device. The command verifying device can be selected from the
three devices. The command executing device must be the dispenser. In this way, the
number of the device combinations is 3 (= 1 x 3 x 1). The second step is to multiply the
estimated numbers of the peripheral device combinations in each sub-process. That is
135 (= 45 x 1 x 3). By designing the systems pursuant to the proposed design method,
three proper systems out of the 135 implementable systems can be selected as

described 1n section 7.4.2.

7.4.4 Architecture of the Proposing Peripheral

Devices

The architecture examples of the proposed peripheral devices are depicted in Figure
7.6. In general, an existing card reader is equipped with a slot to install a secure
element for mutual authentication between a smart card and a terminal. The secure
element can be installed to the slot. The magnetic head to read the PAN on a magnetic
stripe card i1s equipped with another secure element. That secure element is
cryptographically connected with the secure element installed on the slot in order to
protect PAN from unauthorized access inside the card reader. Such a structure is
practical since the PCI requirements [14] [30] define similar requirements for card
readers in point-of-sale terminals. Additionally, the firmware in the controller is also
supposed to be protected from unauthorized manipulation with digital signatures
installed in the secure element. The firmware running on the RAM in the controller is
supposed to be still secure by self-tests with the digital signatures in conformity to the
PCI requirements.

Concerning the dispenser, an existing dispenser is equipped with a serial interface
to expand the functions in many cases. A circuit board implementing a secure element
can be installed on the serial interface. The firmware in the controller is also supposed
to be protected from unauthorized manipulation even during running on the RAM
with digital signatures installed in the secure element as well as the card reader.
Furthermore, the whole dispenser is protected from unauthorized physical access by a

tightly controlled safe. Thus the firmware is logically and physically protected. As for
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Figure 7.6 Comparison of existing devices and proposing devices

the encrypting PIN pad, an existing encrypting PIN pad is protected with an enclosure
for tamper detecting/responding in conform to the PCI requirements [14]. While
existing cryptographic functions are implemented in the firmware conforming to the
PCI requirements in many cases, additional cryptographic functions can also be

implemented in the firmware.

7.5 Discussion

In this chapter, we proposed an implementation design method of Command
Verification, which is a verification method of control commands by controlled devices
themselves. When Command Verification is applied to magnetic stripe card
transactions, there are a variety of implementable systems because Command
Verification must protect all transaction sub-processes in a cash withdrawal
transaction due to poor existing security mechanisms. Proper systems can be selected

with the proposed design method from the variety of the systems from three
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viewpoints: preventing a wide range of logical attacks in a transaction, harmonizing
with existing ATM operations, and minimizing the number of peripheral devices to be
modified. The proposed design method to select proper systems consists of three design
steps. Step 1 is to enumerate logical attacks and targeted property in all transaction
sub-processes. Step 2 is to decide proper devices providing information to verify a
command accessing the property. Step 3 is to decide proper devices verifying the
command with the provided information so that consistency in each transaction
sub-process is ensured with recommended implementation models throughout a whole
transaction process. By applying the implementation design method to magnetic stripe
card transactions, three proper systems out of the 135 implementable systems were
selected. That is, the number of candidate systems to be examined in detail was
reduced to one forty-fifth. We expect that the implementation design method can also
be applied not only to ATM deposit and remittance with a magnetic stripe card, but
also such devices operating with payment transactions as ticketing machines and

vending machines. They are going to be proposed as future works.
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Chapter8 Conclusion

In this dissertation, we proposed a security measure called “Command Verification” to
effectively prevent logical attacks stealing cash from ATMs while harmonizing existing
ATM systems and operations. The basic idea of Command Verification is that a
controlled peripheral device itself verifies a control command sent from the PC before
executing the command to access a protected property. A primary model of Command
Verification was also proposed to apply it to various ATM transactions. We also
proposed a general application scheme of Command Verification: the implementation
model analysis and the implementation design method. When Command Verification
is applied to multiple transaction sub-processes in an ATM transaction, there are
many items to be considered because of the simplicity of the primary model; preventing
a wide range of logical attacks targeting many properties, and harmonizing with
existing ATM systems, operations, and peripheral device supply chains. Therefore, we
proposed two methods to apply Command Verification to various systems and
transactions. One is an implementation model analysis in order to compare the
features of the implementation models in a preliminary step to derive proper systems.
The other is an implementation design method to reduce the number of candidate
systems to be examined in detail with the systematic implementation design steps and
guidance. The detailed contributions are as follows.

In chapter 4, we proposed Command Verification to solve issues of existing
security measures for control systems that operate based on a controller-actuator
model. We also proposed the primary model of Command Verification to apply it to
various ATM systems and transactions. Since peripheral devices usually do not have
any information to verify a command, two peripheral devices are defined in the model;
an information acquiring device and a verified command executing device. The
information acquiring device extracts command verification information from input
data of the acquiring device and securely transfers the information to the verified
command executing device. The verified command executing device verifies a
command from the PC with the received information. And we also showed applied
system examples of Command Verification for one transaction sub-process, two
transaction sub-processes, and all transaction sub-processes in an ATM transaction.

In chapter 5, practical effects of Command Verification and the existing measures
were compared in an application of Command Verification to one transaction

sub-process in an ATM transaction, namely, the cash handling sub-process in a cash
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withdrawal transaction with a smart card. Three conditions to effectively prevent
unauthorized cash withdrawal in existing ATM operations were derived from analysis
of existing ATM systems and operations. It was shown that Command Verification can
meet the three conditions while the existing measures do not meet them.

In chapter 6, an application of Command Verification to two transaction
sub-processes in an ATM transaction, the issue of the application, and the proposed
solution were described. There are multiple properties to be protected from multiple
attack surfaces in the transaction sub-processes, and constraints to harmonize with
existing systems and operations. It is difficult to design properly implementable
systems of Command Verification to meet the requirements. Thus, we proposed an
implementation model analysis to select preferable implementation models of
Command Verification by comparing the features of the models, whose models are
abstract models derived from the primary model of Command Verification. In the
application to the two transaction sub-processes in a deposit transaction with a smart
card, two recommended implementation models were derived from the model analysis.
And two types of properly implementable systems were finally derived using the
recommended models. The management cost of the properly implementable system
can be reduced to less than one then-thousandth of the existing measures in the
evaluation.

In chapter 7, an application of Command Verification to all transaction
sub-processes in an ATM transaction, the issue of the application, and the proposed
solution were described. Command Verification should be applied to all transaction
sub-processes in a cash withdrawal transaction with a magnetic stripe card since there
are few existing security mechanisms. However, there are many implementable
systems of Command Verification due to the poor existing security mechanisms. It is
difficult to derive proper systems among the many implementable systems, since the
proper systems should meet many conditions; preventing a wide range of logical
attacks, harmonizing with existing ATM operations, and minimizing modification costs
of peripheral devices, which is related with supply chains. We proposed a systematic
implementation design method of Command Verification to derive proper systems,
which consists of three steps and guidance. Three proper systems out of the 135
implementable systems were selected by applying the design method to magnetic
stripe card transactions. That is, the number of candidate systems to be examined in
detail was reduced to one forty-fifth.

We expect that Command Verification can be applied not only to ATMs, but also to

such devices operating with payment transactions as ticketing machines and vending
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machines, IoT systems such as smart home, automobile, robots, and industrial control
systems. In these systems, controllers are expected to have complicated structures and
functions, to be frequently updated, to be physically accessed for maintenance, and
even not to be properly managed by administrators. Thus, it could be quite difficult to
effectively and efficiently protect such controllers from logical attacks, and Command
Verification is expected to work properly as a defense in depth in such situations.

Those are future works to be tackled.
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