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The Internet of Things (IoT) is growing to an indispensable part of our daily lives, facil-
itating various emerging applications and services. Firstly, the limited data storage and
processing capacity have exposed them to untold risks with many consequences. Cryp-
tography protocols use for authentication overworked this device which makes
them vulnerable to attacks. Secondly, At the physical layer, IoT devices are exposed
to re-lay/replay attacks. Lastly, accurate localization of these devices is a potential
problem for identification and authentication.

In this thesis, individual and integrated technologies of the Global Navigation Satellite
System (GNSS) and Ultra-Wide Band (UWB) radio system are proposed as optimum
solutions for accurate localization, followed by outsourcing hierarchical threshold
secret sharing used to overcome limited data storage and processing capacity in IoT
devices. Next, I use the Time of Flight (ToF) as the positioning technique between
GNSS such as GPS (Global Positioning System) and UWB radio system. In
other words, GNSS/UWB ToF to determine user position, which is an enhancement
to the ambiguities in an international standard such as IEEE802.15.4z-2020. Finally,
two use cases were presented as examples of integrated technology of GNSS/
UWB and outsourcing hierarchical secret sharing. The most vital advantage of this
thesis lies in improving system security and localization while minimizing
communication costs and resource consumption. Performance of the proposed
systems are analyzed. Computer simulation shows an overall effect on how the
proposer enhances system security and equally enhances the positioning accuracy.
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Chapter 1

Introduction

1.1 Overview of Technologies

Ultra-wideband (UWB) is one of the wireless communication technologies that use ra-
dio waves as Wi-Fi and Bluetooth. UWB uses radio waves to permit devices to talk
to each other. UWB transmits signals across short distances and accurately determines
user location by measuring how long the radio pulse travels between devices. It also
uses a broader frequency range between 3.1 and 10.6 GHz. UWB enables many new ser-
vices for enterprises and consumers, such as accurate indoor location and positioning,
precise analytics in real-time, and providing context-aware information.

A UWB transmitter transmits billions of radio pulses over the broad spectrum fre-
quency, and a UWB receiver then converts the pulses into data. Like bats use echoloca-
tion to sense their surroundings, UWB pulses are used to sense distances between two
communication devices. UWB achieves high accuracy because it sends up to 1 billion
pulses per second (about 1 per nanosecond). The shorter the period of the impulse, the
more accurate the distance measurement will be. Generally speaking, UWB has four
essential uses:

1. Determining a position (location)
2. Monitoring the movement of a person or object (tracking)
3. Moving from one place to another (navigation)

4. Creating a map of an area (mapping)

To the best of my knowledge, there is no unique solution to achieve all the above
mention four points. This thesis aims to propose a solution that can securely perform
all UWB use cases.

1.1.1 Determining a Position (Location)

A Positioning system is a method used to determine the position of an object in space.
In most outdoor applications, satellite technology such as Global Navigation Satellite
System (GNSS) provides users with precise location measurements. Similar range-only
localization systems in densely cluttered environments generally lack reliability and ac-
curacy due, notably, to line-of-sight (LOS) blockage, dense multipath, and excess prop-
agation delays within materials. In particular, the range between transmitters and a re-
ceiver is often positively biased. Moreover, the ranging quality degrades with distance,
and the geometric arrangement of the beacons also influences the localization accuracy.
In the literature, many proposals have been made to improve localization accuracy in
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Technology uws GNSS Global GNSS Regional WIFI RFID Bluetooth

Battery Low consumption | Moderate consumption | Moderate AC Negligible Low consumption
consumption

Accurac y 10cm 0.3m to 3.6m 0.1to 1m few meters few centimeters up to a meter

Range up to 200m Global Regional up to 100m few centimeters up to 70m

Cost Low Low (no infrastructure) | Low (no High Low Low
infrastructure)

Best For Urban, Forest, NLoS Outdoor, Outdoor | LoS Outdoor, Geo- | Basic Customer Delivering Marketing, Proximity,
Indoor geo-fencing fencing Analytics, information at a Customer, Loyalty
Proximity tap, Loyalty, Analytics, Indoor Location
Marketing, Loyalty | Security
Checkpoints

Urban, Forest

Security High Medium Medium Low Very poor Very poor

Coordinates Not Unique Unique Unique Not Unique Not Unique Not Unique

System uwB GPS, GLONASS, Galileo, | NavIC, Q7SS Cellular RFID Bluetooth
BeiDou

FIGURE 1.1: Comparison of UWB technology to different wireless technolo-
gies

such environments. In [1] the fundamental limit of localization accuracy for a UWB sys-
tem operating in such settings was derived by the author. More comparative analyses
between UWB and other wireless technologies are presented in Table 1.1. However, the
inability of UWB to make precise time measurements, global coverage, and uniquely
identify the coordinate (longitude/latitude) of each point makes it not suitable for geo-
localization compared to satellite technology. Therefore, to obtain secure ranging and
unique location information, UWB needs to be combined with GNSS. Another problem
faced by UWB is its inability to prevent the relay/replay attack at the physical layer.

1.1.2 Digital Land Point collection using Geo-fencing Technology (map-
ping)

Consider an application where digital certificate content is stored in the cloud; it be-
comes necessary to prevent the digital certificate from being falsified. Therefore, the
most promising measure for ownership protection is to discourage people from faking
ownership rights. One way to deter falsification is to make it detectable and highly
punishable by law. If a person is accused of falsification by the owner, then the problem
of ownership dispute arises. Considering such scenarios, previous proposals to resolve
ownership right focus on resolving disputes using the watermark buyer-seller protocol.
[2]-[7] Another way is to use the deduplication protocol proposed in literature [8]-[12].
The decision made by a verifier (a judge, for example) after comparing numerous claims
of ownership rights results from an ownership dispute. Generally, this result may not
determine the rightful owners in a situation where the rightful owner is not participat-
ing in the dispute. In addition, only a single claim of ownership is often faced by one
and has to adapt to its rightfulness. An important example is the acquisition of a digital
land certificate. Suppose a Fraudster obtains a digital copy, claims to be the rightful
owner, and starts selling it to another person without proof of ownership. An honest
buyer purchasing the land will get into trouble when the rightful owner later detects
the (Unpremeditated) used. In such a condition, proof of ownership is required.

On the other hand, it guarantees the buyer that he obtain the right of possession of
the land parcel. On the one hand, it makes the unauthorized selling or ownership trans-
fer right (gift or acquisition) very difficult since honest buyers request ownership proof
from the seller. Therefore, the ownership proof should be transferable. The new buyer
(Lala) can show another buyer (Titi) how Lala took good care of acquiring the property.
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All landowners must register with the appropriate authority, who will issue a land cer-
tificate in return. One might think that it is insignificant to achieve proof of ownership
when a registration center is involved. Nevertheless, the critical point is that owner-
ship right refers not only to registered land but also to all related lands which have not
been registered. To prevent land dispute: a rightful owner of a land certificate should
perform ownership proof on the land parcel. Furthermore, multiple registrations of the
same land parcel have to be avoided by the appropriate authority. Otherwise, a falsifier
may gradually modify a land certificate and register it under another name and hence
be able to perform a fake ownership proof.

1.2 Motivation of This Thesis

1.2.1 Automatic data collection and management

With the fast development of computer science and technologies, embedded devices,
such as mobile phones, computers are widely used in our daily life because they are
small in size, portable and lightweight. Mobile Geographic Information System (MGIS),
which combines the advantages of being the primary data process for mobile devices
and analysis performance of desktop GIS [13], are more prevalent in outdoor data col-
lections. Using MGIS, combined with desktop GIS environment and measuring equip-
ment, makes data collection more accurate and efficient [14].

Existing mobile GIS solutions have many limitations. For example, using a large-
scale wireless network can infer high costs in wireless communications [15]. The insta-
bility of mobile devices network makes data transmission unstable. In addition, mem-
ory capacity in a mobile device is far less than that of a cloud computer, and its com-
puting ability is minimal. Many researchers on digital land collection and management
focus on new technologies to improve localization accuracy and data transfer methods
from survey devices to PCs.

To use the advantages of MGIS while avoiding their shortcomings in field data col-
lection, processing, and storage. I proposed a geo-fence digital-point collection tech-
nique with automatic data transfer to the cloud as shown in Figure 1.2. Also, a novel
proximity, distance, and secure localization scheme based on user location and out-
source hierarchical threshold secret sharing scheme (Figure 1.3) is proposed to allow
many people involved in land management. The above method is an innovation to the
traditional data collection techniques presented in the literature.

1.2.2 Poorlocalization and multipart in environments with poor satel-
lite visibility
In dense urban, mountain, forest, and indoor environments, precise positioning has al-
ways been a more challenging problem for many reasons: the GNSS signal is not strong
enough to penetrate most materials. As soon as an object hides the GNSS satellite from
the target’s view, the signal is corrupted, limiting GNSS’s usefulness to open environ-
ments and limiting its performance in the mountains, dense urban, and forest environ-
ments, as retaining a lock on the GNSS signals becomes very difficult. GNSS typically
becomes almost useless in such challenging environments. However, there is an increas-
ing need for precise localization in cluttered environments, in addition to open spaces.
For example, in a land survey and keyless entry system, accurate localization of digital
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Land surveyor

______ a4 -
'/ - rDlgltal Point

/ Digital Map

FIGURE 1.2: Automatic Data Management and Transfer to the Cloud
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FIGURE 1.3: Hierarchical Outsource Threshold Multi level-secret sharing
scheme
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land points is an emerging need, "blue force tracking" that knows where friendly force,
is of great significance, must especially in urban scenarios. A promising solution to
minimize the multipath effect and increase position accuracy is radio signals like UWB
technology because UWB ranging has several characteristics, which give them superi-
ority over GNSS signals in low to limited signal environments. UWB is characterized
by: sufficient time resolution ability, high-speed data transmission, accurate position
estimation, low power transceiver designs, and robust performance in dense multipath
environments that enable the GNSS navigation system, such as for land survey boost its
operational environment. Furthermore, UWB ranging provides the capability to aug-
ment GNSS through high accuracy ranges. UWB information is transmitted through
a series of baseband pulses instead of the modulated sinusoidal carrier in an impulse
signal. On the other hand, multi-carrier UWB signals use a set of sub-carriers. Each of
these sub-carriers must not interfere with one another and should overlap. The ability
of multi-carrier UWB signals to minimize interference with bands used by different sys-
tems sharing the spectrum is advantageous [16]. UWB gives significant advantages in
numerous applications, including industrial RF monitoring systems, high-speed LAN,
Unmanned Aerial Vehicle (UAV), Intrusion Detection Radars, and Unmanned Ground
Vehicle (UGV) precise positioning, Tactical Handheld Radios, and more. Other addi-
tional advantages of UWB include;

e With power spread over huge bandwidth, frequency selective fading from multi-
path/materials is mitigated [17]

* Ranging — very fine precision distance and range resolution.

* Low energy density gives less interference to closer systems and minimal RF health
hazards.

¢ Minimal multipath cancellation effects

Multipath nullification happens when a multipath signal arrives at the anchor node
partially or totally out of phase with the direct signal. It causes a reduced amplitude
response. With a short period of signal pulses, direct signals will arrive before indi-
rect signals. As a result, they are less multipath cancellation effects with UWB signals.
UWSB, like GNSS technology, is still subject to physics laws for radio frequency signals
such as trade-off versus bandwidth. Another issue with UWB is its ranging accuracy. In
addition, UWB provides reliable and precise results regarding relative positioning con-
cerning a local frame, at the cost of covering the working area with expensive antennas,
thereby limiting UWB technology only to a relatively small extent outdoor and applica-
ble indoor. On the other hand, GNSS is a cheap technology that offers an adequately ac-
curate localization outdoor worldwide, in terms of a global frame (longitude, altitude,
latitude). Using UWB to increase GNSS enlarges navigating and positioning in areas
where GNSS typical falters; this is mostly indoors or in hostile signal environments.
Because both systems are harmonious, integrating these sensors for precise positioning
draws benefits from both types of sensors while reducing their drawbacks. Previous
sensor fusion proposed that a particle filter can combine GPS/UWB for and out/indoor
scenarios, but there were no descriptions on anchor node placement. Besides, GPS pro-
vides low accuracy when compared to GNSS technology [18]. [19] equally shown that
they were improvement in combining UWB and GPS. However, precision is also a func-
tion of the UWB beacon’s location; besides, the estimation was slightly sensitive to the
location’s initial guess. Finally, [20] uses a single UWB range to increase GPS in hostile
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(LF, 120-135 KHz

Short ra <2
Verifier nge (<2m) > Prover

Open the door if the‘
correct key is authenticated (UHF, 315-433 MHz
Long range (<100m)

FIGURE 1.4: Conventional Relay Attack Model

environments. The analysis shows a rapid convergence of the Kalman filter positioning
and a reduction in Dilution of Precision (DOP) values with the UWB range’s augmen-
tation.

1.2.3 Physical Layer Attacks

Two devices (prover and verifier) play a classical challenge-response protocol with some
unexpected challenges and replies that are authenticated and confidential. The attacker
is essentially just relaying the messages between the two locations. They are no notion
of distance or time in this protocol, so it is vulnerable to attacks. The main reason for
the vulnerability is because users do not interact with the system as shown in figure 1.4.
IR-UWB ranging systems depend on ToF for distance measurement. ToF positioning
systems are naturally secure against relay attacks. A relay helps the attacker to enlarge
the communication range, which increases the ToF. Another type of attack is the Cicada
attack which the receiver can prevent by limiting the search window. Thus the only
threat to be addressed is the ED/LC attack [21], [22]. Clulow et al. [21] show that a
system depending on longer symbols is inherently exposed to ED/LC attacks. Short
symbol length was proposed as the only way to prevent B/LC attacks. Tippenhauer et
al. [23] propose a system for processing short symbols. To reduce symbol length, they
designate energy within a time frame as fast as feasible, which gives a limited chance
for the system to be attacked. Conventional ED/LC attacks provide the decision be-
tween security or longer distance. A single narrow pulse 1-2ns with short symbols can
be considered secure against ED/LC attacks which is the basis for secure ranging. The
802.15.4f extended and long-range rely on more pulses per bit. But, the long symbol
length and anticipated symbol structures make it vulnerable to ED/LC attacks. Nev-
ertheless, They are limited to the fact that many participant can not participate in the
protocol. Therefore, it is important to proposed new methods to prevent the physical
layer from these attacks and also provide a possibility for many users to participant in
the proof system. Privacy-Preservation Contact Tracing Attack is one of the most recent
physical layer attacks proposed by Google and Apple where mobile phones are in the
system transmitting information to locate another mobile phone jointly. So, attackers
can easily relay/replay such identity information being transmitted.
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FIGURE 1.6: Secure Ranging System

1.3 Organisation of This Thesis

This thesis is organized as follows:

¢ In chapter II, related works to this thesis are presented.
¢ In chapter III the GNSS/UWB integration positioning method is presented.

¢ In chapter IV Outsource hierarchical threshold secret sharing is presented, the case
study of land survey.
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¢ In chapter V Advance GNSS/UWB security enhancement scheme to prevent relay
attack to keyless entry system is presented.

¢ Conclusion and future works are presented in chapter VI.

1.4 Originality of This Thesis

GNSS has been proven to be a promising solution for geo-localization in the literature.
However, its inability to perform accurate localization in deplorable signal conditions
limits its performance. To overcome GNNS limitations, many researchers have differ-
ent solutions in the literature, yet the accuracy is not good enough. In this section, I
use CRLB to prove the significance of combining UWB and GNSS to achieve precise
localization in deplorable signal conditions.

The Cramer-Reo lower bound (CRLB)

The bound CRLB [24] is used in this paper as a statistical measure to analyses the impact
of combining GNSS with UWB for accurate ranging. In [24], the swap of any unbiased
estimator is as large as the inverse of the Fisher data. The CRLB is a benchmark for com-
parison with any unbiased estimator. In positioning ranging, CRLB provides a method
to estimate the theoretical most reliable performance of an estimator. In order to dis-
tinguish the characteristics of a signal that decreases the CRLB, consider the following
two received signals x©(t) = sC (£; {bS}) + wC(t) and xU(t) = sY (t; {bd}) + w(t)
obtained as the signal sum of x®U (; {b;}) in function of time ¢, a set of unknown pa-
rameters {bCU}, and of thermal noise w“Y(t). The total frequency occupation of the
signal being B°Y. Where “G” and ”"U” represent GNSS and UWB measurements re-
spectively. The ToF CRLB equations for GNSS and UWB can be expressed as:

0% = VCRB® = J ! (1.1)

Fy/2f2-Gs(f)d
872 5ko - C/No(0) - [, SV
Where TC is the GNSS total integration time, Fs is the sampling frequency, C/Ny(#)
is the SNR of the GNSS signal in function of satellite elevation 6, Gs(f) is the GNSS
power spectral density and T® = 1/ (2B°) is the relationship between bandwidth and
integration time.

1

u

— 1.2
7 \/SNZ-ﬁf[-SNR-n-c (12)

Where c is the speed of light, ¢! is the variance, ,ng[ Hz] is the received signal spectral

bandwidth, SNR = E;/ Ny, E, is the energy per bit, Nj is the noise power and # is the
total number of averaged ToF measurements.
Therefore, the CRLB for GNSS/UWB can be written as:

oc=0c4+40C (1.3)

Figure 1.7 shows a significant improvement in positioning accuracy when GNSS com-
bines with UWB, compared to GNSS/cellular and UWB solutions.
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FIGURE 1.7: Cooperation Ranging Errors between GNSS, UWB/GNSS,
UWB, GNSS/Cellular Network Lower Bound of Time-of-Arrival for Dif-
ferent Frequency Bands.

Automatic Data Collection and Transfer to the Cloud

Data collection is performed by a group of skilled personals (land surveyors) and lo-
cal authorities depending on the needs after digital points are collected by the land
surveyor(s) and transfer to the cloud. The CSP automatically generates and distributes
secrets to all participants in a hierarchical manner in a situation where there is a user au-
thentication mechanism, as shown in Figure 1.8. In a condition without a pre-existing
authentication mechanism, I proposed a method for the anchor nodes to securely gen-
erate an authentication mechanism based on user location and OHTSSS.

Authentication

In this section, I proposed a two-layer protocol for already exiting land management
information systems such as ArcGIS for global positioning systems and non-existing
protocols such IEEE 802.15.4 as shown in Fingure 1.8.

Prevention Against Physical Layer Attacks

Recently, the 802.15.4z standard for UWB ranging can achieve security only for short
symbol lengths (SSL), thereby limiting the maximum measured distance. On the other
hand, it can risk security by using longer symbol lengths. To increase the DBP multiple
pulses are generated as shown in Figure 2.6. The UWB preamble scrambled timestamp
sequence (STS) was proposed in [25] as a method used to prevent relay attacks in longer
DBP. Therefore, 802.15.4z is limited because; different HRP implementations still suffer
from attacks. In the literature, they are no clarifications if a fully secure and efficient
HRP can be built, and HRP security is proprietary. To prevent relay/replay attacks at
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Data Link layer

Yes No

Authentification

ﬁGroup Key Management
HTOSS with Trusted Dealer 1
HTOSS no Trusted Dealer
— T — Y
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FIGURE 1.8: Two layer Authentication Protocol for Land Management and
Collection

the physical layer, I proposed a hierarchical network model based on GNSS/UWB and
secret sharing, as shown in figure 1.9
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Preamble Scrambled Timestamp Sequence
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A. Conventionally Relay Attack Method
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* Itis public with good correlation properties * Itis generated cryptographically with no good correlation properties
. It uses ToF estimation . It uses ToF verification

* It can provide secure localisation at a longer distance
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FIGURE 1.9: Preambel and UWB Random Bit Reordering
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Chapter 2

Related works

In this section, related works in hierarchical secret sharing, verifiable secret sharing, ho-
momorphism secret sharing, cadastral map, and zero-knowledge proof are presented.

2.1 Homomorphism Secret Sharing

Homomorphism secret sharing propose in [26] described the property of homomor-
phism secret sharing. There is a great need to securely store land data information in
other to prevent theft of information and leakage. Secret sharing is an important tool
with many applications [27], [28] proposed general ideas of secret sharing. Hierarchical
secret sharing is the problem in which a secret (bg) is shared among a group of par-
ticipants that are partition into levels depending on their authority.[29], [30] present
important notions on (t,n) threshold secret sharing. Unfortunately, these schemes can-
not prevent malicious behaviours in addition, only a single secret can be shared at a
time. In [31] the author introduced the notion of multistage secret sharing base on Lat-
tice and could quantum attacks resistance. The malicious behaviour of participants can
be prevented using the concept proposed in [32]-[34]. However, new participants can
not be added to the scheme. [35], [36] proposed the possibility of adding new partici-
pants into the scheme without changing the secret. Take for example [26], consider two
secrets By and Bj, which are shared by polynomials p(x) and p’(x). If I add the shares
f(i) =p@i)+p'(i),1 <i< n,eachof f(i) can be viewed as a sub-share of secret B; + Bj.
Suppose that B is defined as the secret domain, and ¢ is defined as the share domain.
A set of functions F; : ! — B can be calculated, where I C {1,2,...,n} and |I| = t.
Given a random set of t values B;, ..., B;, I can define the following equation for the

secret k :
B:PI (Bil,...,Bit), fOI‘I:{il,...,it} (2.1)

Definition 1. Suppose that they are two operations @ and ® on the secret domain B and

share domain 2, respectively. There are

B=F(Bi,...,B;)B = Fi(Bl,...,B.) (2.2)

i1’ <1 P

then
BoB =F (B, ®B,...,B, @B (2.3)

From definition 1, Shamir’s polynomial is (+,+)-homomorphic, which indicates that the
sum of the secret shares is equivalent to shares of the sum.
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2.2 Hierarchical Threshold Scheme (t,n)

Definition 2: Let A be a set of n participants and assume that A is composed of levels,
ie, A= ULy A where A;N A; = @ and Ay is the highest level forall 0 < i < j < m.
Let n; be the number of shareholders associated with level A}, I can obtain n = |A| =
Y./ o 1. Then, I define a threshold U; for [ = 0 - - m, which satisfies 0 < kg < - -+ < ky,.
In addition, I setk = {kl}:-”:O, k = ky,, and k1 = 0 Then the (k, 1) -hierarchical threshold
access structure is

F{UCA: Vﬂ(OAj) > ki, ViE{O,l,...,m}} (2.4)
=0

A corresponding (k, n )-hierarchical threshold secret sharing scheme is a scheme that
realizes this access structure; namely, a method of assigning each participant u € A a
share o(u) of a given secret S such that authorized subsets V € I' may recover the secret
from the shares possessed by their participants, c(V) = {c(A) : u € V}, while the
shares of unauthorized subsets V ¢ I' do not reveal any information about the value of
the secret.

Next I describe the procedure for Birkhoff interpolation to reconstructs the secret.
The elements of ¢;; are 0 or 1 and } ¢;; = N + 1. Not that there should be no empty
row or namely an i for which eij = 0,j =0,---,n. Supposed that, X = |xq, -+, x| be
a given set of [ distinct points where x; < - - - < x;. The Birkhoff interpolation problem
of Tassa that corresponds to the triplet ( E, X, U.) and given data c;; one must find a
polynomial f of degree t — 1, that satisfies the conditions

f(]) (xi) = Ci’]', ei,]' =1 (2-5)

For each given set of the triplet (E, X, U;) there is a unique solution for each given
set of Ci j if and only if the determinant of D(E, X, U,) is different from 0. Let U, =

{uo, ur, uz, ..., ur—1} = {1,x,x%,...,x'} where u;{ the j -the derivative of uy, for k =
0,...,t — 1. Then the matrix A(E, X, U,) is defined as follows:
f1,.71,.0 J1
”Olul. uy Uy
J2.,J02. ]2 J2
UZWIUS - u
A(E,X, uc) — 0 "1 2' t—1

je. Je. Jc
UpUq Uy -~ Uy 4

Then polynomial f(x) € R;_1[x] is constructed as

(=1 det(A(E, X, Ug))
F0) =Y Gt (AE X, Uf)) g

k=0

(2.6)

Where A (E, X, U,) is obtained from A(E, X, U) by replacing its (k + 1) -th column with
the shares ¢; ;.
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2.3 Multi-Prover Zero-Knowledge Argument (MPZKA)

MPZKA is an interactive proof that permits a group of shareholders or provers (P) to
synchronously prove to a verifier (v) many times that they share a secret in such a way
that V will not obtain any information about the secret. This group proves is either ac-
cepted or rejected by the verifier. MPZKA was first studied in [37]. The zero-knowledge
protocol has recently gained significant acceptance in [38]-[40]. In the group base zero-
knowledge proof proposed in [41] secret were chosen from finite filed FG(q) and dis-
tributed to roadside units (RSU) and onboard units (OBU). In this protocol, a duplicate
of each of the secret chosen from FG(q) was made and later on distributed to a group
of RSUs (prover). The problem with this protocol is that a malicious RSU can decide
to share the secret with another RSU which is not in the group. This problem can be
overcome using secure Multiparty Computation that was introduced in [42]. Uncondi-
tionally secure multiparty computation (MPC) was equally introduced in [43] and was
subsequently studied in the literature of [44]-[46].

My scheme assumes the presence of a trusted center (CSP) that is involved in dis-
tributing secret shares to shareholders as presented in the procedure of land parcel reg-
istration. After distributing secret shares, the center becomes inactive or closed. The
MPZKA scheme relay that a group of provers P; synchronously prove to a verifier V
that they share a secret or that they do not share any secret without revealing any infor-
mation about the secret.

2.4 Geo-localization Technologies

Generally, geo-localization technologies can be classified into three categories, namely:
Global (GNSS such as GPS), regional (cellular) positioning, and local (Local position-
ing technologies such as Zigbee [47], Wi-Fi [48] Ultra-Wideband (UWB) [49], Radio
Frequency Identification (RFID), Bluetooth [ 50], P seudolite [ 51], and s o on) position-
ing techniques, in this research worm, my main point of interest is GNSS and UWB .
I can use these positioning technologies in different life scenarios, as presented in the
following section. GNSS indicates a constellation of satellites providing signals from
space that transmit positioning and timing data to GNSS receivers. The receivers then
use this data to determine location, which means that GNSS provides coverage of the
planet earth. GNSS is managed by different organizations such as US NASA, European
GSA, and Japanese JAXA. 2G/3G/4G,5G mobile communication systems can render
canopies environment and indoor location. However, the positioning accuracy is too
poor to satisfy most of the requirements because of multipath, interference (Non-Line
of Sight (NLOS) [52]), and the poor time synchronization between Base stations (BSs).

241 GNSS Global Positioning

In General, GNSS systems are easy to use, do not drift, and achieve high accuracy levels.
However, they're not perfect. From source to destination, GNSS signals need a clear
and uninterrupted view of the sky. However, precise positioning can be achieved when
working in the middle of a field and good weather.
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FIGURE 2.1: GNSS Positioning Technique

Limitation of GNSS Positioning Techniques

When working under bridges and in tunnels or trying to survey city streets. The ac-
curacy reduces because of obstructions from tall buildings, trees, or in some situations,
and you get no measurements at all as shown in the figure

Previous research proposed precise point positioning technology [53], static survey-
ing [54], [55], differential code measurement [56], method of absolute measurement [57]
and RTK [58] to reduced positioning error in such environment; however, the position-
ing accuracy was poor. Mieczystaw Bakula, et. al, analyses the accuracy conditions
with limited visibility of satellites using three GPS/GLONASS receivers set up on a
particular measurement beam [59]. However, many visible satellites are observable for
multi-GNSS positioning, which becomes very cumbersome to mitigate. A method of
satellite selection was proposed in [60] to minimize this effect. The primary source of
high-accuracy field surveys is (challenging to eliminate) the multipath error[61]. Multi-
path is the recording of reflected signals by the GNSS receiver. This signal reflection can
be of two types. It can reflect the ground that arrived at the receiver’s antenna [62] or
obstacle standing near the receiver (trees, mountain, tall buildings). The satellite move-
ment and the orbit cost continually satellites geometry change; the multipath impact
level depends on the altitude of a given satellite and time. Signals high in the zenith are
of less risk to multipath effect compare to low satellites. [63] proposed that at reference
stations, measurements can be done in 15-30min cycles in other to minimized multipath
error. The required observation time is a disadvantage. In kinematic and rapid static
GNSS surveys, the multipart effect was considered the main source of error [64] and
increased observation time to several minutes. proposed that the multipath effect can
be minimized using several receivers.

GNSS Positioning Equation

The GNSS pseudo-range observation equation is given by

0; = R+ c(oty — 68" + &, + L + T; (2.7)
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where 6t, is the receiver clock offset, § tf’” is the satellite clock offset, I; is the ionospheric
error, T; is the tropospheric error, &; is the measurement noise and c is the speed of light.
The observation equation from m" satellite to receiver can be written as;

2 2
Ri’j = \/<x15t;t _ xu) (yf‘}t _ yu> + (zf?t _ zu)

+w, (xsaty sat ) /c (28)
=]+ v
where xs‘]’t = [ f‘;t,yf’;t, ZS”]” , Xu = [%u,Yu,z4)" and ¢, is the angular velocity of earth

rotation (m/s) Equation (2.7) can be represented in vector form as:

sat

Pij = ‘ +eg;+1ij+ Ti, (2.9)

In [60] a method to subtract tropospheric delay T and satellite clock offset (5tdk from

pseud-orange such that (2.9) become With the availability of multi-GNSS in the sky, a
grant number of the satellite can be observed simultaneously, with some having very
bad GDOP. Therefore, it becomes vital to select satellites having good GDOP. The abso-
lute value of residual ranging error can be used as an evaluation method to determine
satellites with good GDOP, as proposed [60].

P = |pij — il (2.10)

where

ﬁij = Ri]'—i—c <5Atu —(5
values from all visible satelhtes and 515Z i T are the broadcast ephemeris correct val-
ues. The residual ranging error includes ephemerls error, satellite vehicle clock error,
positioning error, multipath effect, modeling of the ionosphere and troposphere error,
and measurement noise. The positioning accuracy becomes worse if the measurement

value of residual ranging error is high. Therefore, if the residual range error meets
equation ( 2.11 ), then it should be eliminated.

S

ot it 5tsyn) + Il] + T Rl], 5tsyn, 5t,, ot, are the estimated

Pij>a+2p (2.11)

where p, a are the standard deviation (STD) and average residual ranging errors.
The position state x is in rectangular coordinates so, these coordinates have to be
converted from Cartesian to Geodetic coordinates as follows:

X (F-+ h) cos ¢ cos A
y | = (F, + h) cos ¢sin A (2.12)
z {F,(1—¢*) +h}sing

Where (F;) is the Earth’s ellipsoid meridian radius of curvature, and Meridian ellipse
eccentricity is e.
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2.4.2 Multipath in wireless Communications

Multipath nullification happens when a multipath signal arrives at the anchor node
partially or totally out of phase with the direct signal as shown in figure 2.2. It causes
a reduced amplitude response. With a short period of signal pulses, direct signals will
arrive before indirect signals. As a result, they are less multipath cancellation effects
with UWB signals. UWB, like GNSS technology, is still subject to physics laws for ra-
dio frequency signals such as trade-off versus bandwidth. Another issue with UWB is
its ranging accuracy that is; UWB provides reliable and precise results regarding rel-
ative positioning concerning a local frame, at the cost of covering the working area
with expensive antennas, thereby limiting UWB technology only to a relatively small
extent outdoor and applicable indoor. On the other hand, GNSS is a cheap technology
that offers an adequately accurate localization outdoor worldwide, in terms of a global
frame (longitude, altitude, latitude). Using UWB to increase GNSS enlarges navigat-
ing and positioning in areas where GNSS typical falters; this is mostly indoors or in
hostile signal environments. Because both systems are harmonious, integrating these
sensors for precise positioning draws benefits from both types of sensors while reduc-
ing their drawbacks. Previous sensor fusion proposed that a particle filter can combine
GPS/UWB for and out/indoor scenarios, but there were no descriptions on anchor node
placement. Besides, GPS provides low accuracy when compared to GNSS technology
[18]. [19] equally shown that they were improvement in combining UWB and GPS.
However, precision is also a function of the UWB beacon’s location; besides, the estima-
tion was slightly sensitive to the location’s initial guess. Finally, [20] uses a single UWB
range to increase GPS in hostile environments. The analysis shows a rapid convergence
of the Kalman filter positioning and a reduction in Dilution of Precision (DOP) values
with the UWB range’s augmentation. The goal of this research work can be summarized
as follow:

¢ Show that an integrated GNSS-UWB solution is more accurate and reliable than a
GNSS-only solution under conditions with limited access to satellite signals.

¢ Show that the accuracy depends on anchor node positioning.
* Show a reduction in observation time.

Previours This paper focuses on the probabilistic combination of sensor data acquired
from different sources; GNSS global and a local positioning technique like UWB. More
precisely, I propose a Monte Carlo (Particle Filter) localization algorithm, representing
the target node’s position poses using a set of weighted samples (particles). As an ad-
vantage, this approaches ability to combine measurements from different sensors while
considering their probabilistic behaviors appropriately.

2.4.3 UWB Local Positioning Technologies

Ultra-wideband (UWB) is a radio technology that uses a very low energy level for short-
range, high-bandwidth communications across a considerable radio spectrum. UWB
has inherited applications in non-cooperative radar imaging. Most current applica-
tions target precision locating, sensor data collection, and tracking applications. Since
September 2019, mobile phone companies have started integrating UWB chips into
high-end smartphones. UWB information is transmitted through a series of baseband
pulses instead of the modulated sinusoidal carrier in an impulse signal. On the other
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FIGURE 2.2: Effect of Environment of GNSS Signal

hand, multi-carrier UWB signals use a set of sub-carriers. Each of these sub-carriers
must not interfere with one another and should overleap. The ability of multi-carrier
UWRB signals to minimize interference with bands used by different systems sharing the
spectrum is advantageous [16]. UWB gives significant advantages in numerous applica-
tions, including industrial RF monitoring systems, high-speed LAN, Unmanned Aerial
Vehicle (UAV), Intrusion Detection Radars, and Unmanned Ground Vehicle (UGV) pre-
cise positioning, Tactical Handheld Radios, and more. Other additional advantages of
UWB include;

¢ With power spread over huge bandwidth, frequency selective fading from multi-
path/materials is mitigated [17]

* Ranging — very fine precision distance and range resolution.

* Low energy density gives less interference to closer systems and minimal RF health
hazards

¢ Minimal multipath cancellation effects

UWB Positioning Equation

In order to compute the user position a minimum of three UWB reference nodes are
required for UWB TDOA-based positioning. According to [65] the actual range equation
of UWB is given by

pij =0+ 9+ i) (2.13)

Where 6; is the range estimation error, ¢;, is the TOA estimation at reference node i, and
rV is the pseud-orange measurements.

f‘; = \/<x1w] — ngt>2 + (yi"] - ysat>2 + (lej — Zsat>2 (2.14)

— w w
= ‘ Xl',' — Xgat + we

]
where, Y is UWB positioning error, <xf-"j, yf"j, zf"]) are the coordinates of the ith UWB
reference node, and (Xsat, Ysat, Zsat ) are the satellite coordinate. Repeating steps in section
2.2, I can deduces UWB estimated position as in (11)
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2.4.4 Ranging Techniques

Time-of-Arrival (TOA) TOA/TWR DTOA TOA/OWR TDOA Received signal strength
(RSS) Angle-of-Arrival (AOA) Direct line of sight Static channel condition Anchor (ref-
erence) nodes and the nodes are static when distances are measured. Anchor nodes
positions are known to each other.

Assumption with Ranging Techniques

Direct line of sight Static channel condition Anchor (reference) nodes and the nodes are
static when distances are measured. Anchor nodes positions are known to each other.
Time Of Arrival (TOA) - 1: TOA/TWR - Two way ranging (Single packet exchange)

Time of Arrival (TOA) -2

TWR with Double packet exchange; known as DTOA (Differential Time of Arrival)
DTOA is a modification of TOA /TWR technique, to remove effects of protocol/response
delay (turn around time)

2.4.5 Fusion Techniques

Various filtering algorithms have been introduced to date to achieve highly accurate
and computationally possible position-ranging techniques that could further enhance
localization systems” accuracy. Bayesian filters have been trendy among these proposed
filters and are widely used in position-ranging approaches [66]. The Kalman filter gives
the optimum solution in a linear system with the Gaussian probabilistic model [67].
Nonetheless, when the system is non-linear, the performance of the Kalman filter de-
grades and then filters like Unscented Kalman Filter, Extended Kalman Filter (EKF), or
Sigma Point Kalman filter come into play. These filters work well when the noise distri-
bution is Gaussian, and the system is non-linear, but still, precise tuning of covariance
of the supported probabilistic model is required.

In non-Gaussian noise distribution, sequential Monte Carlo-based filters such as par-
ticle filters are gaining attention. They are more robust than the Kalman filters but are
computationally more expensive [68]. In addition, they need accurate specifications of
the probability distribution model, which can be unknown in most practical applica-
tions such as UWB. In such situations, these filters have to make assumptions for the
models, and if these assumptions change significantly from the actual model, their per-
formance will be highly degraded. Thus, it is essential to have a more robust filter and
broader acceptance in application scenarios. Cost- Reference Particle Filter (CRPF) has
surfaced as one of the most reliable filtering algorithms to trade with the ambiguities
of the models. CRPF filter does not make any assumptions about the distribution and
propagates the particles based on a user-defined cost function [69].

In a discrete state space setting, the problem of filtering is presented as shown in
Figure 2.3 It consists of attempting to make the estimated state X; the closest possible to
the real value x;. Where it state can be calculated using two optimality criterion namely;
least square and maximum likelihood.
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FIGURE 2.3: Properties of Filtering

2.4.6 Particle Filter

This is a recursive filtering algorithm use in handling non-linear and non-Gaussian pa-
rameter and system state estimation. I employ Particle Filter because the probabilistic
observation model of UWB sensors is non-linear. Also, it leads to distributions that
can be difficult to approximate by Gaussian, and PF is good for arbitrary distributions,
which enable global localization of anchor nodes at start-up. [70]-[72] presented the
principle of particle filter algorithm as a non-parametric form of Bayes filter. The state-
space generates random samples in groups that depend on the posterior conditional for
distributing system state vector. The particle’s position and weight are adjusted contin-
uously [73] based on its measured value until the convergence of state quantity.

PFs are suitable to work with almost random sensor characteristics, noise distribu-
tions, even non-linearities, and motion dynamics if and only if some likelihood model
of their uncertainty can be given. They can simultaneously sustain different hypotheses
about the pose of a target node. This ability permits the localization system to track
a target node within complex and self-similar scenarios. As particle filters sample the
space of possible positions up to a given sampling density, their computational cost can
be limited, and they are easy to implement

The following parameters characterize a particle filters; the resampling indicator, the
number of particles, and the resampling scheme.

The different resampling schemes are: the multinomial resampling, systematic re-
sampling [74], the residual resampling [75], and the branching algorithm [76]). Experi-
ments have shown that [77] all produce similar results. Therefore, the best choice is to
choose the most straightforward algorithm, such as systematic resampling, because it
has a minimal variance. The contribution of resampling is real, but it is not good to use
it at each step. To decide if redistribution is necessary, one has to calculate the effective
numb er of particles and the entropy of the particles system. The results are presented
in Figures 2.2 and 2.1 on a filter with N = 1000 particles. I arbitrarily choose the entropy-
based estimator. The threshold value compromises the resampling ;In(N/50) and, the
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Method Advantages Disadvantages
Satellite e Improved measurement redundancy e Limited by signal masking
Augmentation e No need for additional receivers e Moderate increase in receiver complexity
and cost
Pseudolite e Improved measurement redundancy e Near-far problem
Augmentation ® No need for additional receivers e Moderate increase in receiver complexity
and cost
e Synchronized timing required
e Special emission license required
Wideband e Improved measurement redundancy e Additional receivers required
Augmentation or complex combined receiver needed

e Synchronized timing required
e Large increase in receiver complexity

and cost

UWB

Augmentation

e Improved measurement redundancy

e Low cost

e Low complexity (asynchronous ranging)
e Easily deployed

e Multipath resistant

e Limited operation range (without license)
e Additional receivers required
e Not suitable for fixed infrastructure

unless a license is obtained

FIGURE 2.4: Comperation Between Different Localization Technologies
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TABLE 2.1: Indicator of number of effective particles

Threshold N/10 | N/30 | N/50 | N/75 | N/100
Filter’s variance | 1.51 | 1.69 | 1.75 | 1.60 1.66
NR* 0.7 0.6 0.56 0.5 0.49
TABLE 2.2: Entropy based indicator
Threshold In(N/10) | In(N/30) | In(N/50) | In(N/100) | In(N/150)
Filter’s variance 1.46 1.63 1.69 2.01 2.33
NR* 0.69 0.56 0.50 0.50 0.46

filter’s variance, has been retained.

The choice of the state estimator: Generally, maximum likelihood and least square
methods are used. The last thing to determine is the number of particles. The strategy
adopted is to do the simulation with different particles and choose the best compromise
between computation time and particles. As shown in TAble 2.3, the number of particles
used is 1000. Where NR* (number of resampling) is the number of resampling divided
by the running length. N = 1000 is the total number of particles.

2.5 Keyless entry systems

An intelligent entry system is an electronic lock that controls access to a vehicle or build-
ing without using a conventional mechanical key. The term "keyless entry system" ba-
sically meant a lock controlled by a keypad placed at or near the driver’s door, which
necessitated entering a self-programmed numeric code. The term remote keyless sys-
tem (RKS), also termed a keyless entry or remote central locking, attributes a lock that
utilizes an electronic remote control as a key activated automatically or by proximity a
handheld device. They are popularly used in automobiles to executes the functions of a
standard car key without physical contact. Within a few meters from the car, pushing a
button on the remote can lock or unlock the doors and perform other functions.

The key management system in automobiles has emerged significantly from the
original usage of a mechanical key. Today, vehicle manufacturers have migrated to
passive keyless entry vision [25], [78] a car automatically opens itself when the per-
son carries a key fob or smartphone is in its proximity. The vehicle can be started
only when the smart device is inside the vehicle. The modern, state-of-the-art solution
uses a mixture of low-frequency and ultra-high frequency (LF-UHF) channels to realize
this dua functioning. Nevertheless, these systems can be subject to early detect/late-
commit (ED/LC) attacks [25], these UWB modules are robust to relay attacks. IEEE
802.15.4z — 2020 UWB standard explicitly includes timing information and can resist
must multipart effects. But it is still limited because UWB only provides local coordi-
nates of a point, which is a potential security threat to car monitoring service. That is,

TABLE 2.3: The variance of PF (VPF) in function of the number of particles

(N)
N 50 | 100 | 500 | 1000 | 2000 | 5000 | 10000
VPF | 9.77 | 421 | 215| 1.82 | 1.63 | 1.11 | 1.04
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a company can not have remote control over the vehicle. The IEEE 802.15.4z Enhanced
Impulse Radio Task Group (IRTG) is currently tasked by the Car Connectivity Consor-
tium(CCC) to develop more accurate ranging methods for UWB keyless access, which
is one of its principal pilot applications. Therefore, to attain a precise position, UWB has
to be combined with GNSS technology.

Malicious and false anchor nodes (AN) in positioning are accessed anchor nodes,
deliberately sending misleading information to other ANs in the network such as; AN
position and AN identity. Types of malicious ANs attacks related to IoT positioning
can be paraphrased as follows: Relay/Replay Attack, On-off attack: a malicious AN
can transmit incorrect positioning-related data only at random intervals, Conflicting
behavior attack: the deceitful node can send partly trustful information ( correct IP
address) and partially inaccurate information (faking its position), Sybil attack [79], [80]:
it refers to malicious AN using more than one IP address to prevent their identification
by the unexpected change in identity and Newcomer attack [81]: an anchor node earlier
identified as malicious can modify its IP and join the network again as a new anchor
node.

2.5.1 Distance Bounding Protocol

Distance Bounding Protocols protocol (DBP) faces different scenarios/attacks such as
Mafia fraud, distance fraud, distance hijacking, terrorist fraud, etc. In general, a verifier
(V) and a prover (P) want to measure how far they are located from each other while
trusting themselves, an attacker (A) tries to manipulate the process as shown in figure
2.5. V and P share a preshared key, and they equally agree on some cryptographic
materials that permit them to perform a challenge-response protocol and measure the
round-trip ToF. For an A sitting in the middle and tries to reduce this measured distance,
it is difficult because of secure cryptography for short DB. This attack model is simple
to analyze compared to some DB protocols presented in the literature based on some
unprovable assumptions because of the physical layer.

2.5.2 Pedersen’s (n, t, n) secret sharing

In this section, I briefly introduce Pedersen’s (1, t, n) secret sharing scheme [82]. In this
scheme, shareholder can cooperates to distribute and reconstruct the secret without the
present of a trusted dealer as defined below:

Definition 1 : A(#n,t,n) secret sharing. Let AN; be a set of n anchor nodes (partici-
pants) i = 1,..,n Each AN wants to cooperate in other to generate and share a master
secret MS. And AN; can randomly select a sub-secret Sx; that satisfies MS = S *; 4+Sx)
+... 4+ S *, . Each AN; can share the sub-secret Sx; with other anchor nodes by gener-
ating sub-shares sx; ;, forj =1,2,...,nand,i = 1,2,...,n, using Shamir’s secret sharing
scheme. Next, each anchor node calculate it master secret share s; by combining all sub-
shares fori = 1,2,...,n,and j = 1,2,...,n received from other anchor nodes. Each
anchor node performs the following steps to generate it master secret share:

¢ Step 1. Each anchor node makes a random selection of a sub-secret Sx; that satis-
fies the master secret MS = S %1 +S %y + ...+ Sxy,

e Step 2. The dealer AN; constructs a random polynomial f;(x) of degree t — 1 that
satisfies S*; = f;(0) there after, AN; utilizes Shamir’s (¢, n) secret sharing scheme
to generate sub-shares, s*;; = f; (xj) ,forj=1,2,...,nandi =1,2,...,n. Then,
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FIGURE 2.5: Logical Layer: Distance Bounding Protocol
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AN distributes each s*j; to other dealer ANj, fori=1,2,...,n,andj=1,2,...,n,
andj #i

¢ Step 3. Each AN can generate the master share s*; by computing sx*; = 2;7:1 Sk =
}‘1:1 fi (xi).

¢ Step 4. Given any group of t > t — 1 master shares, the master secret MS can be
reconstructed using the Lagrange interpolation polynomial.
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Chapter 3

Integrated GNSS/UWB Positioning
using Particle Filter

3.1 Introduction

Global navigation satellite system (GNSS) is the must use relative positioning technol-
ogy today for geo-positioning. However, this positioning method is not suitable for in-
door or dense urban environments because the positioning accuracy is greatly affected
by obstructions from tall buildings and trees that can cost the deviation of signals. On
the other hand, Ultra- wideband (UWB) is a local positioning technology used for local
measurements in a high multipath environment. The focus of this section is the inte-
gration methodology between GNSS and UWB (GNSS/UWB) for outdoor positioning
ToF/TDoA, and I equally proposed a method for anchor notes positioning used to de-
termine the target node coordinates. Simulation results with Matlab showed that the
combination of GNSS/UWB was a quite efficient technology for the environment with
very poor satellite visibilities and allowed for reliable millimeters accuracy. The coordi-
nates of each point were obtained in less than 2 minutes of the observational sessions.

I consider a set of anchor nodes (UWB radios mount on a GNSS receiver) position,
as presented in fig. 3.1 arrangement 2. These anchor nodes use TDoA to measure the
mobile handset position. The land surveyor moves from one point to another, collecting
digital land points and an embedded processor to signal particle filter processing. The
mobile handset held by the land surveyor equally contains a GNSS receiver, a UWB
TOA transceiver.

Next, I derive the equations of my particle filter. Let z;, v, s; denote the observation
for any given time step t, mobile user action and system state respectively. However, I
are interested in the target pose. Unknown biases are used to augment the system state
bk}{\]_l of each UWB beacon, where N is the set of beacons which determine 3D position

Bk}{\] . Knowing that s; evolves as a Markov chain, I can write my estimation problem as:

p (St ! vl:trzlzt) X p (Zt ! St/vlztrzlzt—l) p (St \ U1:t, th—l)
= p(zt|st)  [p(st|si—1,0¢) p(Se—1 | v1:—1,21:4-1) dSe—1 (3.1)
~— —_—

——
Obeervation model Evolution model

Considering that samples are drawn from the system transition model,

g (st | si—1,0t,2¢) = p (se | Sp—1,0) (3.2)
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UWB Receiver

GNSS Receiver

FIGURE 3.1: live view of GNSS/UWB surveying based on my proposed
method.
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The important weight can be updated as
wp cwflp (2] 5) (33)

I consider that the observation z; contains GNSS reading and UWB range reading at a
time step t. The observation variables can be defined as:
GNSS,1 GNSS,N _UWB,1 UWB,M
zt = (z; yee s 2y )2y yeerZy ) (3.4)
Considering that the random error of each of the measurements are independent, the
observation likelihood can be summarised as:

N N
P(ze|se)=]]P <ztGNSS | st> IIP (z,gtWB | st> (3.5)
k=1 k=1

The position of each UWB can be appropriately modelled by a Gaussian distribution
obtained from GNSS satellites as

. W

p (ZENSS | SF) N <dl] ’.Z?NSS’Z?NSS> (3.6)
where ZfN 55 is the number of satellites observed at each instant (t), and CP]W is the
position of each UWB. The sensor model is accountable for the Gaussian noise only

[

because the bias b, | is jointly estimated to the system state:

p (ZII?{ZVB | SEZ]> =N (x + bl[cl,]t; Zl%,ll}/VB'eilWB> (3.7)

where x is the target position and €% ; is the positioning error.
Denote A () as the set of AN of the target, M) as the number of visible satellites,
and k is the GNSS output time. I now formulate the integrated positioning as follows:

find the posterior target distribution having state x; with the information collected by
GNSS/UWB as shown in (5.2)

Y(Xx) = p(XklC1x), Vie M (3.8)

where ¥ is the collected information at corresponding time. Clgii) includes the GNSS
and UWB measurement of AN, i (Cg)k> , and (CI(/;) k> , respectively. Then, the X; which

makes a maximum with ¥ (Xj) is the integrated position. ¥ (Xy) can be expressed in
(5.11) as shown at the top of the next page.

3.2 Anchor node positioning

Dilution of Precision (DoP) dpop, gdop, dop This is the measure of the quality of GPS
position base on the geometric of the satellite use to compute target’s position. Po-
sitioning accuracy depends on the DoP value, the greater the value the higher is the
positioning error. In general, at list four satellites are required for position with one
satellite directly overhead and the other three equally space close to the horizon.
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Algorithm III:

Time slot 0 is the initial distribution

)A(,(cl) is the estimate
1. For each particlei = 1,2,3..., Np, sample the initial state

PX %(1)) from the initial distribution p(XéN(Z)))

and the different error variances.

2. Calculation and normalization of the weights.

3. fortimeslotk =1,2,...do

4. Use the important distribution to sample the particles of
time slot k PX]((N(z))(m) ~ g(XIN@) | X,((Ijgl)))

5. In my simulations, I model the ionospheric, PDoP , GDoP as in
(??), (3.11) and (x) respectively, I also assumed that other errors
(tropospheric, multipart, interference and clock) are lumped
together in zero-mean additive Gaussian noise constant €2 _._ ik
variance (here I took €pige i k = 2m because the sum

of clock, tropospheric, and orbital errors are below this range).
Average the ) € over the number of Monte Carlo iterations.

If this number is sufficiently high, then a lower bound on the
performance with any GNSS/UWB geometry is achieved;

6. Calculate the weights:

wg\;(l))(m) - P(Cg?k, X;EZ,Vf)),C%Z)) | X}EN(Z)))

7. Normalize the weights:

N(i N N, N(i
w;’k(z))(m) _ w;,k(l))(m)/ Yo w;/k(z))(m)
8. Resampling and update the set of the particle

1

PXIEN(i))(m) then the weights bgcome: w;(?{\]i(i))(m) =N
9. Project the particles to the )A(]EZ) dimension, such that the new
marginal particles are PX]EZ) (m). Then, the integrated state become
(i) _ N, ()

20 = xhe, Px (m)

9. end for

TABLE 3.1: GNSS/UWB Integrated Positioning by Particle Filter

DoP is of the following types: Geometric dilution of precision (GDoP) it is the un-
certainty of all parameters (clock offset, latitude, longitude, height), position dilution of
precision (PDoP) it is the uncertainty of 3D parameters (longitude, latitude and height)
it is a combination of both HDoP and VDoP, horizontal dilution of precision (HDoP),
vertical dilution of precision (VDoP) and time dilution of precision (TDoP). Satellite
from four compass quadrant will provide a good HDoP and satellite from less than
four quadrant will provide a poor HDoP. Using satellites which are well spread out will
provide good VDoP while satellites that are located low on the horizon will provide
poor VDoP. In this section, I adopt the GDop positioning for satellite to UWB and the
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principle of PDoP for UWB to target positioning as I are much interested in the [x, y, z]
coordinates of the target.

a Fig.4.4. The horizontal axis represents the standard deviation of the ranging error,
and the vertical axis is the positioning error. It was found that positioning accuracy of
Arrange 1 which is the optimum arrangement by PDOP is high. To guarantee that the
target well get continuous accuracy positioning, I must make sure that the target should
not move out of range and that a maximum number of AN are placed such that the dis-
tance between the target and ANs is not greater than parameter Amax, I start by defining
some useful notations;

TG is the target

Amax the maximal spacing constraint
TG = (Xu, Yu,zu) | the location of target TG

b= (xc,Yc, 2c) the location of AN

b* the number of AN

A is the coverage area

Anchor nodes placement can be represented as a coverage area, such that g = (L1 U Ly, A),
where Ly = TG,L, = b. (TG,L) € A, < 3TG = (X, Yu,zu), such that ¢ =

(X¢,Ye,zu) € b, and \/(xu — X, )2 + (yu — yc)z + (zu — 2z¢, )2 < Amax- As shown in fig-
ure 3.3. In [65] it was proven by computer simulation that an increase in the distance
from one AN to another reduces positioning error why closer ANs further increases the
positioning error. Considering this critical fact, I proposed the following UWB/target
error model base on the Dilution of Precision (DoP) technique: Here, I defined the fol-
lowing matrix: considering the unit vector from the target node to AN direction.

(§-5) (F-n) (F-2) ,

A= | () (Fw) (F-2) 4 (3.9)

let the matrix h be B
h= <ATA> (3.10)

then, PDOP can be expressed as

PDOP = /hy1 + hyy + h33 (3.11)

The smaller the value of PDOD, the better is AN arrangement with higher position-
ing accuracy. Therefore, to achieve high positioning accuracy, the target node will be at
the origin, and the receiver AN centered on the hemisphere. Since it is difficult to find a
combination of four (x;,y;,z;) that minimizes (3.11), spread the virtual particles on the
hemisphere and randomly add particles. Take out and compare the respective PDOPs to
find the optimum placement. As shown in figure 3.2, I represent in the polar coordinate
system for simplicity. The optimum particles were selected from the particles sampled
at ¢ = 30° and a = 30°. In addition to the optimal arrangement, a graph that randomly
places two patterns, and a ranging error is caused to evaluate the positioning accuracy
is a 3.4. The horizontal axis represents the standard deviation of the ranging error, and
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FIGURE 3.2: Virtual Scattering of Particles on the Hemisphere

the vertical axis is the positioning error. It was found that positioning accuracy of Ar-
range 2 which is the optimum arrangement by PDOP is high. In addition to the optimal
arrangement, a graph that randomly places two patterns, and a ranging error is caused
to evaluate the positioning accuracy is

3.2.1 Positioning Error Model

The main performance condition in a ranging system is its accuracy, commonly charac-
terized by the root mean square error (RMSE). RMSE indicates the difference between
the real and estimated position of a target node. It can be calculated by expressing the
estimated point in the latitude-longitude-height (LLH) coordinates using the origin’s

Arrangement 1 Arrangement 2 Arrangement 3

FIGURE 3.3: AN optimal placement and random placement
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FIGURE 3.7: The target node will stop on the blue dots and travel along the
trajectory. The blue dots designate positions that have been surveyed.
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FIGURE 3.8: PDOP for various positioning schemes
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true target node position. The height error is given by

Horizontalerror = \/ La? + Lo? (3.12)

Where La and Lo and the latitude and Longitude errors, respectively. The height RMSE
is given by

HRMSE = v/ LoRMSE?2 + LaRMSE?2 (3.13)

where LoRMS and LaRMSE is the latitude and longitude error respectively.
The optimal positioning error variance is the average some of various errors pre-

sented above is ) ) )
ey tete;

€2 = — (3.14)
where
In the same manna, I adopt GDoP for satellite to UWB position as follows:
0515 — 1.51, + 1
GDOP = \/ T 125 (3.15)
4

where where I3, I, I3 is the first, second, and third degree power sum The author whet
further to prove that the lowest GDoP can be achieved if one satellite have the highest
elevation and the other satellites are distributed homogeneously with a low elevation.

3.2.2 Optimization Model

In equation (3.6), only the Gaussian noise was considered as the main source of error.
In this section, I further model other sources of errors to optimize positioning accuracy.
Such that (3.6) become

p <z,gtWB | sﬂ) =N (x + b,[i]t;z,gt‘/VB sz2> (3.16)

where x is the target position and 12 is the positioning error, and ¥ a? is the sum of
different error sources analyzed above.

Denote N'() as the set of AN of the target, M () as the number of visible satellites,
and k is the GNSS output time. I now formulate the integrated positioning as follows:

find the posterior target distribution having state x , with the information collected by
GNSS/UWB

3.3 Simulation and Experiment of My Proposed Methodology

In order to test my proposed method for land survey, I have carried out computer sim-
ulation within a mixed mountain, dens urban and forest scenario, combining UWB and
GNSS readings. I assume that all the GNSS systems have, on average, a similar geom-
etry configuration of all the available N, satellites per system, number of particles is
1000, number of UWB is 4, the field is 100x100x100m and standard deviation of moving
error 0.5m.
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In my simulation, four GNSS/UWB receivers where placed as show in fig. 3.3 to
cover the environment under analysis. During the simulation data was simultaneously
collected from the GNSS/UWB receivers to determine the position of the anchor node
as it moves from one point to the other collecting digital land points. In this analysis I
compare three different situations;

1. A mixed environment with anchor nodes position according to arrange 1, arrange-
ment 2 and arrangement 3

2. Analysis the positioning accuracy of GNSS/uwb and GNSS only environment

3. Time taking by the target node using GNSS only and GNSS/UWB to determine it
position

The optimal positioning arrangement in fig. 3.4 exiting at the origin is Arrange-
ment 2 with three AN placed at the vertices of an equilateral triangle on the ground
and the other placed at the zenith. Fig. 3.5 shows target node trajectory in hostile con-
ditions comparing with two different solutions and with anchor node position as in
arrangement 3. In the figure, the green and red solutions show the difference between
augmenting GNSS with and without UWB measurements, and the blue lines show the
true position of the target node. It can be seen that GNSS/UWB is more accurate com-
pare to GNSS only solution. Fig. 3.6 shows the optimum placement of the anchor node
as in arrangement 2. It can be clearly seen anchor node placement significantly affects
positioning accuracy. In Fig. 3.7 blue dots designate locations where the target node is
stopped on along the trajectory. The Position Dilution of Precision (PDOP) solution in
tig. 3.8 GNSS/UWB ranges has the lowest PDOP values. At about 3, GNSS spikes up to
over 9, while the solution with GNSS/UWB does not observe such a dramatic increase.
This can be attributed to the fact that the target node was in the densest environment.
However, GNSS/UWB was able to weather this obstruction shows that my proposed
GNSS/UWB gives a stronger geometric strength on positioning accuracy.

3.4 Conclusion

This paper has implemented and evaluated a probabilistic framework for a land sur-
vey that merges different sensory sources. Based on the particle filter, my approach
considers UWB, GNSS, and the combination of both technologies to reliably estimate
a target node that moves from one point to the other, collecting digital land points in
outdoor scenarios. Because UWB signals have characteristics that enable them to range
accurately high multipath and indoor conditions, its combination with GNSS is both
beneficial and complimentary. The RMS error for the coordinate determination was
0.012 m, 0.017 m 0.023 m for the northern, eastern, and height, respectively. my pro-
posed method performed much better, with 91% of the reliablity also it considerably
reduced systematic errors and allowed all gross errors to be eliminated; however, this
combination resulted in obtaining reliable coordinates with millimeters accuracy. my
proposed method permits a target node to rapidly and accurately collect the coordi-
nates of a point. Results from computer simulation have been presented, proving the
suitability of the proposed approach for land survey.
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Chapter 4

Hierarchical threshold outsource secret
sharing and interactive proof scheme:
The care study of land conflict

41 Introduction

In this chapter, I present a model for ownership proof of digital land certificates as fol-
lows:

i) I start by proposing an innovative secret sharing scheme, as shown in figure 4.1.
During ownership transfer (selling or inheritance for example) the land certificate is
verified to convince the buyer that the land certificate presented is from a bonafide
certificate. In my proposer, secret shares are distributed to dissimilar levels of share-
holders (state authorities, land owner, and neighbours). The shareholders can get the
secret justly with a small amount of operations. Costly computation is outsourced to a
cloud service provider (CSP) and the CSP can gain no information about the secret. In
addition, the reputation system can successfully prevent shareholders from colluding
with the server.

ii) Zero-knowledge interactive proof scheme is use during the resolution of a land
dispute.

When compared with earlier schemes, my proposed scheme has the following ad-
vantages:

(i) The scheme can accurately check the malevolent behavior of shareholders or the
server.

(ii) Costly computing is outsourced to a CSP. With the CSP computational power, it
can execute complex verification and homomorphic encryption operations, and the CSP
will obtain no information about the secret.

(iii) Through a combination with the zero-knowledge protocol (zkp), a proposed
interactive proof scheme using HTSS (hierarchical secret sharing scheme) which can
Counter-attack collusion between the shareholders and the server. In addition, ZKP
proof of ownership competes with the state of the act in terms of security guarantees and
performance. That is, my approach demonstrates proof of ownership without revealing
any information about the secret that was distributed to shareholders.

iV) Share holders can be added and remove from the scheme.

I describe preliminaries in section II. In section III, I construct zero-knowledge in-
teractive proof scheme base on outsourcing HTSS. In section IV, I indicate the secu-
rity of my proposed scheme and in section V, I compare my scheme with conversional
schemes. Finally, in section V, I present the conclusion of my proposed scheme.
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Cadastral maps are certificate-having law forces held by the land creditor. It de-
scribed the geographical location of cadastral, boundary points, boundary lines, and
the adjacent relationship between cadastral. Da Bing Yang, et. al. proposed that land
mapping was a necessary complement of land certificates” records and addressed the
importance of handling land ownership certificates [83]. A method to improve the dig-
ital map’s reliability and accuracy using GPS/INS based low-order EKF has been pro-
posed. The accuracy of cadastral mapping is a critical technology in the establishment
of a cadastral management system. Cadastral mapping is a combination of spatial data
and attributes data. In practice, Static and Real-time Kinematic (RTK) positioning is
used in GPS surveys. Artur Oruba, et. al. proposed a network of a reference system
that enables the automatic processing of static data observed from any user, which re-
duces the minimum observation period to about 15min for line-of-sight [84]. Satellite
observation methods require measurements to be carried out in an open area, whichis a
major limitation. When there is no direct path from the satellite to the receiver, the sur-
vey becomes difficult, sometimes impossible, using traditional GNSS techniques [85].
The avoidance of GNSS measurements in the forest, a very dense urban and mountain
environment, is increasing due to poor localization. Previous research proposed precise
point positioning technology [53], static surveying [54], [55], differential code measure-
ment [56], method of absolute measurement [57] and RTK [58] to reduced positioning
error in such environment; however, the positioning accuracy was poor. Mieczystaw
Bakula, et. al, analyses the accuracy conditions with limited visibility of satellites using
three GPS/GLONASS receivers set up on a particular measurement beam [59]. How-
ever, many visible satellites are observable for multi-GNSS positioning, which becomes
very cumbersome to mitigate. A method of satellite selection was proposed in [60] to
minimize this effect. The primary source of high-accuracy field surveys is (challenging
to eliminate) the multipath error[61]. Multipath is the recording of reflected signals by
the GNSS receiver. This signal reflection can be of two types. It can reflect the ground
that arrived at the receiver’s antenna [62] or obstacle standing near the receiver (trees,
mountain, tall buildings). The satellite movement and the orbit cost continually satel-
lites geometry change; the multipath impact level depends on the altitude of a given
satellite and time. Signals high in the zenith are of less risk to multipath effect compare
to low satellites. [63] proposed that at reference stations, measurements can be done in
15-30min cycles in other to minimized multipath error. The required observation time
is a disadvantage. In kinematic and rapid static GNSS surveys, the multipart effect was
considered the main source of error [64] and increased observation time to several min-
utes. [86] proposed that the multipath effect can be minimized using several receivers.

In dense urban, mountain, forest, and indoor environments, precise positioning has
always been a more challenging problem for many reasons. The GNSS signal is not
strong enough to penetrate most materials. As soon as an object hides the GNSS satel-
lite from the target’s view, the signal is corrupted, limiting GNSS’s usefulness to open
environments and limiting its performance in the mountains, dense urban, and forest
environments, as retaining a lock on the GNSS signals becomes very difficult. GNSS
typically becomes almost useless in such challenging environments. However, there
is an increasing need for precise localization in cluttered environments, in addition to
open spaces. For example, in a land survey, accurate localization of digital land points
is an emerging need, "blue force tracking" that knows where friendly force is, is of great
significance, must especially in urban scenarios. A promising solution to minimize the
multipath effect and increase position accuracy is radio signals like UWB technology be-
cause UWB ranging has several characteristics, which give them superiority over GNSS
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signals in low to limited signal environments. UWB'’s sufficient time resolution ability,
high-speed data transmission, accurate position estimation, low power transceiver de-
signs, and its robust performance in dense multipath environments enable the GNSS
navigation system, such as for land survey, to boost its operational environment. Fur-
thermore, UWB ranging provides the capability to augment GNSS through high ac-
curacy ranges. UWB information is transmitted through a series of baseband pulses
instead of the modulated sinusoidal carrier in an impulse signal. On the other hand,
multi-carrier UWB signals use a set of sub-carriers. Each of these sub-carriers must
not interfere with one another and should overleap. The ability of multi-carrier UWB
signals to minimize interference with bands used by different systems sharing the spec-
trum is advantageous [16]. UWB gives significant advantages in numerous applications,
including industrial RF monitoring systems, high-speed LAN, Unmanned Aerial Vehi-
cle (UAV), Intrusion Detection Radars, and Unmanned Ground Vehicle (UGV) precise
positioning, Tactical Handheld Radios, and more. Other additional advantages of UWB
include;

¢ With power spread over huge bandwidth, frequency selective fading from multi-
path/materials is mitigated [17]

* Ranging — very fine precision distance and range resolution.

* Low energy density gives less interference to closer systems and minimal RF health
hazards

¢ Minimal multipath cancellation effects

Multipath nullification happens when a multipath signal arrives at the anchor node
partially or totally out of phase with the direct signal. It causes a reduced amplitude
response. With a short period of signal pulses, direct signals will arrive before indi-
rect signals. As a result, they are less multipath cancellation effects with UWB signals.
UWSB, like GNSS technology, is still subject to physics laws for radio frequency signals
such as trade-off versus bandwidth. Another issue with UWB is its ranging accuracy. In
addition, UWB provides reliable and precise results regarding relative positioning con-
cerning a local frame, at the cost of covering the working area with expensive antennas,
thereby limiting UWB technology only to a relatively small extent outdoor and applica-
ble indoor. On the other hand, GNSS is a cheap technology that offers an adequately ac-
curate localization outdoor worldwide, in terms of a global frame (longitude, altitude,
latitude). Using UWB to increase GNSS enlarges navigating and positioning in areas
where GNSS typical falters; this is mostly indoors or in hostile signal environments.
Because both systems are harmonious, integrating these sensors for precise positioning
draws benefits from both types of sensors while reducing their drawbacks. Previous
sensor fusion proposed that a particle filter can combine GPS/UWB for and out/indoor
scenarios, but there were no descriptions on anchor node placement. Besides, GPS pro-
vides low accuracy when compared to GNSS technology [18]. [19] equally shown that
they were improvement in combining UWB and GPS. However, precision is also a func-
tion of the UWB beacon’s location; besides, the estimation was slightly sensitive to the
location’s initial guess. Finally, [20] uses a single UWB range to increase GPS in hostile
environments. The analysis shows a rapid convergence of the Kalman filter positioning
and a reduction in Dilution of Precision (DOP) values with the UWB range’s augmen-
tation. The goal of this research work can be summarized as follow:
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FIGURE 4.1: Outsource Secret Sharing

* Show that an integrated GNSS-UWB solution is more accurate and reliable than a
GNSS-only solution under conditions with limited access to satellite signals.

¢ Show that the accuracy depends on anchor node positioning.
* Show a reduction in observation time.

Previours This paper focuses on the probabilistic combination of sensor data acquired
from different sources; GNSS global and a local positioning technique like UWB. More
precisely, I propose a Monte Carlo (Particle Filter) localization algorithm, representing
the target node’s position poses using a set of weighted samples (particles). As an ad-
vantage, this approaches ability to combine measurements from different sensors while
considering their probabilistic behaviors appropriately.

I consider that the data collected is directly stored in the cloud. During the transfer
of data to the cloud a secret is generated and distributed to each participant using my
proposed scheme. Figure 4.2 presents the general procedure of digital land data col-
lection. This data collected needs to be protected from unauthorized persons. In this
section, I propose a novel hierarchical outsource secret sharing scheme (HOSSS) and
a multi zero-knowledge proof method to protect the misappropriation of data and the
proof of ownership right respectively. In the protocol, t or more participants from an
authorized sub set can recover the secret. my scheme consists of initialization, distri-
bution of secret to each participants, manipulation of digital land data, decryption and
verification of each participant’s share, adding new participant, remover of participant,
and multi proof zero-knowledge phases.

In the hierarchical model of figure 1.3, a dealer divides the secret into three hierar-

chical levels with the highest level belonging to the landowner(s) and the lowest level
to neighbours. In such a way that manipulation of data can only be done if a certain
group of participant combines their shares together then, access can be granted to the
state authority to manipulate data and transfer ownership right or perform any lager
operation. A dealer randomly chooses two large primes p and q, such that q/(p-1) and
g as generator of the g-th order subgroup in finite filed (FG(q)) and H(X) is a one way
hash function.
A secret S is shared among n participants p; in a hierarchical manner Ag, Ay,... Ay,
where t;, is the threshold associated with group A, and ny, is the number of participants
associated with group Ay, for h = 0,1, ..., m. The identity of participant p;, jeAj, is the
pair (ij)fori=1,...,ny,j=t, —land t; = 0.

A trustable dealer takes the following steps to distribute shares among all partici-
pants:
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a) The dealer selects random elements from the finite filed GF(q) to constitute a polyno-

mial with t-1 degree

t—1

f(x) =) bix" mod g (4.1)

v=0
where by = S is the secret. The corresponding shares w;; = fi(i), where fI(i) is the j-th
derivative of the polynomial f(x).
b) The dealer randomly chooses t-1 coefficients b'y, ..., b; from FG(q) and generate a
polynomial with t-1 degree.

~

-1
'(x) =) bjx" mod g (4.2)
=0

—

Q

Where b, distributed to all participants is a random value from FG(q) and the corre-
sponding shares are w/;; = f/(i).

c) According to the property of homomorphism secret sharing [87] the share of each
participants is

Vij = Wi ® Wi (4.3)

d) The dealer distribute (y;;, H(bo)) to the participants fori = 1,...,ny, j = t;,_1, and
h=0,...,m. Where h(bp) is a one way hash function.
e) The dealer broadcast verification information

o = ¢ mod p,v=0,1,2,...,t—1 (4.4)

HTSSS, all the n shareholders are divided into m disjoint levels Hy, H, - - - Hy,. Which
constitute an hierarchical assess structure. The i level is made up of n; shareholders
and any t; or more shareholders can recover the secret on i th level. When the number of
shareholders in the it level is less than ¢;, say v;, then the t; — v; remaining shareholder
can be taken from higher levels. Mathematically an authorized set of n shareholders in
hierarchical threshold SS can be defined as;
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F{BCP:BH(UL]) >t,-,1<i<m} (4.5)
j=1

1. Any authorized subset of ¢; or more shareholders at level L; can reconstruct the
secret using Lagrange polynomial interpolation.
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2. Whenever the number of shareholders in the i" level is less than t;, shareholders
from the higher levels can provide their shares.

3. To reconstruct the secret,

4.2 Manipulation of Digital Land Data

In order to manipulate digital land date an authorized group of participants must agree
by providing their shares to the CSP as follows;

a) An authorized subset of t participants send (7, j, {») to the CSP.

b) CSP runs verification algorithm to check whether equation (11) is correct.

t—1 0! ,i”*j .
g =TTws " =g¢"'0 (4.6)
v=j

wherev =0,1,...,t—1

c) If equation (11) holds then, CSP use Birkhoff interpolation to reconstruct the secret s;,
with any k points (X, E, U, ) otherwise, protocol is aborted and the decryption behaviour
of p; is broadcast. From (3) s{, can be deduced as

(A(E/ X, uck)) k

Fx) = sh= 3 2 x )
— 0T & det(A(E, X, U,)) '

From equation (12), s{ = F(0) = by & bj. CSP returns s to t active participants.

4.2.1 Decryption and Verification of Each Participant’s Share

To achieve decryption and verification, each participant can obtain the secret by ruing a
small amount of computation using the following steps:
a) The result returned by CSP a¢ = s, — b}, where b, is known by all participants.
b) Each participant then verifies the correctness of it share by checking if h(ag) = h(s).
If it is correct then the computation of CSP is correct, otherwise the result is wrong.
Example 1: I start by defining a neighbour, in a cadastral survey, a neighbour is a
person that shares an edge or vertices of a land parcel with another person. Figure 4.3
shows the demarcated land parcel (a,b,c,d,e), it can be seen that this land parcel have
seven neighbours (K,LL,M, O, S, Q, R). In this example it is assumed that there are two
landowners and three state authority defined as [ko, k1, k2] = [2,3,7], where k,, = ko = 7.
a) The dealer select random values (ay, a1, . .., 46 ) from finite filed to construct a poly-
nomial of degree 6 such that

6 .
F(x) =ap+ ) _a;x' mod g (4.8)
i—1
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FIGURE 4.3: An Example of a Digital Land Map

where 4y is the secret. The dealer then distributes shares 7; ; to all participants as pre-
sented in table 4.1 with gy belonging to landowners of the land parcel (a,b,c,de), g1
belonging to state authorities and g, to neighbours. These neighbours are determine
from figure 4.3. The secret ag is computed using H(E,X,U.) and H(E,X,Up)

TABLE 4.1: Secret Share distribution

Participants | Shares u, | Share u;, | shares (U,)

pego | F(p) G(p1) | F(p)®G(p1)
pacg | F(p) G(p2) | F(p2) ©G(p2)
ps€g | F2(ps) | G*(ps) |Flps)®G(ps)
pregs | F2(4) G*(4) | F(ps) ® G (ps)
F(ps)© G (ps)
F(ps) © G (ps)
E(p7) © G (p7)

ps€g | F(ps) |G (ps) | F(ps ps
pe€g | F(pe) |G’ (pe) | F(ps Pe
pr€g |F(p) |G (p7) |Flpr p7
1 Py P2 P} P Pp PS
1 P, P2 P3P Py P
0 0 1 P3 P P} P}
H(E X U)=|0 0 1 P P} P} P} (4.9)
00 0 0 1 P5 P2
0 0 0 0 1 P P?
|00 0 0 1 P P?]
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(u; Py P2 PP P} DY PP
u P, P P} Py Py P
u3 0 1 P, P; P} Py
H(E, X, U)=|us 0 1 Py P P} P} (4.10)
us 0 0 0 1 Dp5 P2
ue 0 0 0 1 P P?
lu; 0 0 0 1 P, P? |

4.2.2 Adding a New Participant

Here I consider a situation where landowner wants to split their lots and sell or give
it to another person, thereby introducing a new neighbour. New neighbour (s) can be
added using the add algorithm as presented below.

Definition 2: Let I' be an access structure arranged in different groups Gy, ..., Gy,
with t;, being the threshold of group G, for h =0, ..., {. Consider a secret S, a group of
shares (), and a set of participants P where the pair (i,j) € Z x Z is the unique ID of
participant p;; € P,such thatj =t,_ (j = t, —t;) and t 1 = 0. Therefore, I can define
the algorithms Add, Reset, and Reconstruct as follows.

Add algorithm: It takes as input a set of shares 7y, ..., Yy, held by a subset W C P of
participants and the ID (7, ;') of the new participant. If W is unauthorized, thatis W ¢ T
it outputs ¢ otherwise, W € T’ and participants compute 7 i := fj/ (i') in distributed
fashion. That is, each participant p; € W performs the following steps: for/ =1,...,w
a) The derivative of each participant’s partial Birkhoff interpolation polynomial at x = 7/
is computes as ' -th

t—1 V! -1 d(A;_1v(E X, U)) i’
_ v _1 14V , 72 e '/V_] 411
Yi=m VZ‘,_]_/ V=) (=1) d(A(E, X, U.)) i

where j'=j'-th derivative of its partial Birkhoff interpolation polynomial.

b) p; randomly splits the result into w values such that; y; = B, + - - - + Bw, [ and sends
B, to CSP py,; € W, form =1,...,wand m # [ using a secure network.

c) CSP collects all values f; ,,, received and computes

Bii=Y Bim (4.12)
m=1

d) CSP sends f; to the new participants py i through a secure network and broadcasts
co, - . .,Ci—1 that was receive from the sharing algorithm.
e) The new participants py  computes it share 7}, ; by adding all values B; such that;

f
Lo =) B (4.13)
=1

f) The correctness of share is verify using the following equation:

iV —j

V!
9 =TT, A7 = 1) (4.14)
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Example 2: In land registration their are three groups of participants namely; landowner,
state authorities and neighbours. Share of each participant can be generated by the
dealer as follows; Gy, G, and G; based on f(x) = 11 + 5x + 8x?mod17, that is, ¢; =
3,92 = 7 and ¢3 = 8. The add algorithm can create a share for a newcomer (P;) as
follows;

a) Each participant P; privately computes ¢; X y;as ¢1 X 11 =7 x (4—2)(4—-3)/(1 —
2)(1-3)=4gyx 1, =4x(4—1)(4—3)/(2—1)(2—3) =6and g3 x 73 = 13 x (4 —
1)(4-2)/B3-1)(3-2)=7.

b) Each p; randomly split the results and exchange them, as shown in the share-exchange
matrix & +. Participants then compute and send 07 = 5,02 = 3 and 03 = 8 to Py.

c) P4 adds up these values to compute p/4 share ¢4 = 16

Eixt=| di2=1 0dp=1 dxnp =4

4.2.3 Remover of a Participant

Here I consider a situation where a landowner wants to transfer ownership of the lot
to another person. At this point, the landowner needs to be removed from the scheme
and replace with the new owner or during fusion of a lot a neighbour can equally be re-
moved. In other to remover a participant I use the reset algorithm. This algorithm takes
as input a set of shares 71, ..., 7, belonging to V C P of participant P’ = { 2 p;l,} ,
with their respective unique ID (i, j'). That is, each old participant p; € V performs the
following steps, forl =1,...,v

a) Each participant p; computes its partial Birkhoff interpolation coefficient

1_1d(Ai—10(E, X, Ue))

bl,O = w(-1) d(A(E, X, uc))

(4.15)

_od(Aj_14_ 4, He
(b1 = (=)' 208 LR

b) Each participant construct a polynomial f](x) = a] o +a] ;x +a] ;x> + - - - + a;’t,_lxt/_
of degree t' — 1, where bj, = bjo(bj,_; = b;; 1 is the partial Birkhoff interpolation
coefficient and coefficients b; ,,...,bj,_; € FG(q)(bj,...,bj,_, € . FG(q) ) randomly
selected.

c) Each p; computes fa=b; o+ by ;1

d) It compute sub-share 1, # i for each participant pl{,, i € P as

1

Ty = fo' (i) (4.16)

and sends sub-share 7; » » to participant pg,l S P using a secure network and broad-
casts the audit data, composed of commitments to each coefficient of polynomial f/(x),.
Vg = gV, fork =0,...,t — 1, and commitment vy = ¢" (w;_1 = g™) of the old poly-
nomial f(x)

e) Each p; erases it share from previous time period and compute it final new share form
the secret by as py s € P’ computes its share 'ylf/,]./ adding all sub-shares w) ; i received
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as;

v
Yo=Y Bl (4.17)
=1

Share verification 7; # 7, each new participant py i € P’ performs the following steps.
a) p; checks the function value of each polynomial,

k—j

S~ B = F @)
g =TIn =g (4.18)
k=]’

Jforl=1,...,r
b) Each p; checks whether the free coefficient (last coefficient) of all polynomials f/ (i')
leads to the original secret s € S,

(4
Yo=Y 7o (4.19)
=1

('Yt—l =Y 7;,1"71)

c) If equations (23) and (34) are satisfied, it accept 'yf,,]., as its valid share otherwise it
reject the response.

Reconstruct It takes as input shares held by a subset V' C P of participant. If V € T,
it outputs m € M reconstructed using Birkhoff interpolation. It outputs ¢ otherwise.
Having access to the original audit data wy = g% (7;—1 = g¥-1) it is possible to verify
whether the reconstructed of the secret s € S is a correct opening value for commitment
70 (76-1) 1€ 8 =70 (8 = 71-1)

4.3 Multi-Prover Zero-Knowledge Argument.

In this section I consider the falsification of a land title of a particular piece of land. Each
of the claimer have to prove in a law court which one of them is the rightful owner of
that land parcel. Using multi-prover zero knowledge argument in such a way that the
Lawyers (Verifier) do not learn anything about the secret as follows:

a) The dealer use secret by to calculate 1 = g%modp, such that the verifier who gets
P, q, & h can verify that p, q are prime and that g, h are of other g

b) Supposed that a group of participant have come to present themselves as witnesses
by pooling their shares <;,j. Every p; has a secret input Y; =7;,j. The secure multi-
party computation (SMC) is run by t shareholders for a function f(Y¢,...,Yst) = Y,
where Y = f(0) and

1—14(Aj_10(E X Uc))
d(A(EX,U.))

C; = bl,O = wl(—l) as in (20).

After running the SMC protocol ever p; has a secret H; such that Y = Zle biHimodp,
where b;(< i < n) which can publicly be computed [45]

c) Every p; chooses randomly a number s; € Z, and compute ¢ ; = ¢*modp and send
tijtoV, fori=1,2,...,n

d) V chooses a random number using non linear feedback shift register (NLFSR) [40] in
m € [1,0]* and sends it to every p;

e) p; computes d; = s; — m(7y; — bp/) mod g and sends d; to V, fori =1,2,3,...,n

f) V accepts the fact that p; share a secret Y such that ¢¥ = h else, V rejects the response.
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Note that the verifier can only be convinces that p; share s/ after a certain number of
rounds.

4.4 Security Analysis

Here my security analysis is based on the throughput,

In this section, I analyse the security performance of my proposed HOSS scheme as
follows:

Theorem 1. In HOSS scheme any t — 1 or fewer participants get nothing about the
secret
Proof. In my scheme, any t — 1 or fewer participants from different levels can cooperate
by providing their share Yi,j fori=1,...,ny,j=t,_1,and h =0, ..., mbut, they cannot
obtain the secret by because the Birkhoff interpolation requires t values to determine the
unique solution. In addition, The CSP does not know any valuable information about
bo. The participant’s privacy is protected by the scheme since the CSP knows nothing
about the input and output of p;. The share sent by an authorized set of p; to the CSP
is encrypted thus, the CSP cannot obtain any valuable information about by. In [29]
is proved that perfect security of hierarchical secret sharing holds for the (K,n) where
K=k;;' = 0 and that k=k,,. To add new part1c1pant ( pi i), each existing participant

p1 € W of an authorized subset W € P computes fl (i'). During this operation, this
sub-share of participants leaks information about their own share as they randomly split
and distributes secret share to the other participants. But confidentiality is preserved as
a participant only forwards the sum of all values received while hiding the individual
sub-shares. The additive property of homomorphic used during distribution of sub-
shares and the polynomials use in secret sharing guarantees accessibility.

Theorem 2: Participants and CSP use public verification information to verify the
correctness of shares and the malicious behavior of participants can be noticed in time.
Proof: the correctness of shares <yi can be verified by using public verification informa-
tion of each participant p;; and the commitment ¢, to its share vy; ; using the commit-

ments received as follows: p, = Ht 1 d k=)t =gf V(@) where dy is the commitment to

coefficient by fork =0,...,t — 1. Thus by verifying p, = g the correctness of its share
can be checked.

TABLE 4.2: Time Complexity Analysis

Threshold(t) 3 4 5 6 7

Secret reconstruction time 2.17 2.2 2.39 2.94 3.38

Secret verification time 791.52 | 868.21 | 1103.42 | 7370.42 | 9576.21

In my proposed approach for zero-knowledge proof, the secret value of shareholders
cannot be revealed to any other shareholder or verifier even if shareholders exchange
their secret shares. As shareholders use SMC protocol in the interactive poof to jointly
compute the secret over their inputs (secret shares) while keeping their secret shares
private to them. Therefore, the privacy of all shareholders is maintained.
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4.4.1 Security Complexity Analysis

In this section I analyzed the encryption security performance matrices base on its
throughput, knowing that the higher the throughput of an algorithm the better it is
secured.

a) Encryption: for the encryption matrix, throughput is the average of total plain text
divided by the average encryption time. In general, secret sharing schemes use random
variable measure in bits. To distribute a secret of one-bit, one polynomial (x) with a
threshold t participants, it requires x(t-1) random bits. To distribute a secret of length n
bits, the entropy of (t — 1)nx bits is required. Therefore, the throughput can be deduced

as
Entropy

T hput =
hroughput Computational — time

(4.20)

4,5 Performance Evaluation

The performance evaluated was on an Intel(R) Core(TM) i5-3337U CPU @ 1.80GHz 1.80
GHz, 10 GB RAM, 64-bit, the server, and all hosts were running on the same computer in
other to ignored network latency. Table 4.2 shows the time verification and time recon-
struction of the secret. Table 4.3 show the comparison results of my proposed scheme
and the schemes E. Zhang [87] proposed an outsourcing secret sharing scheme but this
scheme can to not be used in the hierarchical model. , Tassa [29] Propose a hierarchical
secret sharing schemer but the scheme requires that shareholders must have a device
with high computational power, Traverso [35] proposed a hierarchical verifiable and
dynamic schemer that and add, remove and renew secret shares which can detect in-
valid secret shares but it does not guarantee fairness in addition, the communication
cost is high. [88] proposed a secret sharing scheme that guarantees fairness.

In my proposed scheme, the protocol is executed only once, shareholder only has to
run a small amount of decryption and verification with a communication cost of O(1).
Figure 4.4 shows the runtime of secret verification, it is clearly visible that as the number
of participants increase, the runtime grows exponentially, this time varies from 291.52 to
9576.24 according to the test results. Figure 4.5 reconstruction time complexity between
my proposed and conventional scheme with different file size. Figure 4.6 shows the
time to reconstruct the secret and return the result to the participants and the time taken
to distribute the secret to each participant. Shows that the run time grows linearly as
the number of participants increases with variable file size. It can be seen that the time
increases as the size of the file increases. The fair secret sharing scheme proposed in
[88] requires multiple rounds and cannot operate effectively on devices that have poor
computational complexity however, [87] proposed an outsources secret sharing scheme
which permit participants to perform the decryption operation only with a computa-
tional cost of O(1) while the complex computation operation is sent to the CSP and it
equally requires a dealer (trusted third party). But the outsourcing scheme was limited
to only one level. In [29] the author presented a hierarchical secret sharing scheme with
a flexible way of dividing participants into levels depending on their authority with a
high computational cost. In figure 4.7 I presented the different between my proposed
HOSSS and the conventional OSSS interns of security complexity. I can clearly see that
my propose scheme is better secure compare to the conversational scheme.

On the contrary in my proposed scheme, the protocol needs to be executed only
once. The complex operations are sent to CSP and the participant only has to run a
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small amount of verification and decryption. In addition, I can use the add and delete
algorithm proposed in [35] to add new participant in my scheme without changing the
original secret also, participant can be remove from the scheme in a case of transfer of
landownership right. My scheme equally, provide an interactive proof system for any
verifier to verify that an authorized set of participant shares the secret without getting
any information about the secret by.

TABLE 4.3: Feature comparison of schemes

E. Zhang [87] | Tassa [29] | Traverso[35] | Proposed Scheme
Number of Iterations 1 Round 1 Round 1 Round 1 Round
Fairness Yes Yes No Yes
Computation csp Participant | Participant csp
communication Cost o) O() O(t) O(1)
Interaction No No Yes No
Number of Levels One Multiple Multiple multiple
Dealer Yes Yes Yes No
g
E 4000
ol

3 35 4 4.5 5 5.5 6 6.5 7 7.5
Threshold (t)

FIGURE 4.4: Time taking by participant to Verify the Secret

4.6 Conclusion

Combining hierarchical threshold and outsourcing computation property, I propose a
HOSSS protocol base on homomorphism. Computational weak participants can ob-
tain the secret with only a small amount of operations while expensive reconstruction
and verification computation is outsourced to a CSP and the CSP cannot learn anything
about the secret. Participants can be added or remove from the scheme using the add
and delete algorithm without changing the original secret. Moreover, the malicious
behavior of CSP and participant can be accurately checked on time and no multiple
interactions are required between CSP and participants. In the second phase of this
paper, a secure multi-Prover zero-knowledge argument was used to prove that all ac-
tive participants actually shared the secret. Although my scheme has been proven to



Chapter 4. Hierarchical threshold outsource secret sharing and interactive proof

scheme: The care study of land conflict

49

FIGURE 4.5: Reconstruction Time Complexity Between my Proposed and

FIGURE 4.6: Reconstruction and Distribution Time Complexity With Vari-
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be better performant than the conventional method, the calculation investigated an in-
crease of complexity according to the number of participants the time complexity as
compared to the conventional method. The theoretical analysis of my proposed scheme
demonstrated that Security requirements are satisfied in addition, my computer simu-
lation results demonstrated that my scheme is more secure compare to the conventional

scheme.
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Chapter 5

Advanced GNSS/UWB Security
Enhancement Scheme Against Relay
Attack to Keyless Entry System

5.1 Introduction

The Open Systems Interconnection (OSI) reference model has different network layers.
These layers define how data is transmitted through the network. In the same man-
ner, consider the hierarchical network security model of figure 5.1, which combines
two models: hierarchical geo-localization information and hierarchical secret sharing.
Each of these models has a specific rule to play in the security of my system. Local-
ization technologies such as Global Navigation Satellite System (GNSS) like GPS and
regional cellular positioning systems are the most trusted localization methods because
they have been well standardized and available worldwide. GNSS is managed by differ-
ent organizations such as US NASA, European GSA, and Japanese JAXA, managed by
each country’s authorities. Therefore, localization information can not easily be com-
promised. However, GNSS is still exposed to relay attacks. Also, a mobile cellular
network such as 3G, 4G and 5G has been globally standardized. On the other hand,
an Ultra-Wide Band (UWB) radio can perform accurate local positioning and secure
ranging as proposed in [25]. For low rate pulse (LRP) car keyless entry system with
an open security specification for short-distance ranging and the high rate pulse (HRP)
for longer distances is proprietary. Furthermore, IEEE802.15.4z is still undergoing stan-
dardization for individual applications. However, the security of IEEE802.15.4z is ques-
tionable. Therefore, there is a chance for combining GNSS and UWB localization for
global and local localization for a new standard. UWB provides more accurate infor-
mation compared to GNSS. Without losing generality, to meet today’s high demand for
precise localization information, a combination of GNSS/UWB will be a better solution.
GNSS provides the uniqueness of geolocalization points on the planet earth, meaning
that they are no two points on the earth’s surface with the exact longitude and lati-
tude. Therefore, GNSS is considered to have the highest level of unique information.
Standalone GNSS depends solely on information from satellites. An assisted GNSS (A-
GNSS) augments using cell tower data to enhance quality and accuracy in poor satellite
signal conditions. In deplorable signal conditions, for example, in urban areas, satellite
signals may manifest a multi-path environment where signals skip off structures or are
weakened by tree canopy or meteorological conditions. Similarly, UWB augmentation
GNSS (U-GNSS) can eliminate most of the multi-path manifestations and provide more
accurate positioning information but indoor and outdoor. In an information system,
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FIGURE 5.1: Anchor Node Positioning in between High level and lower
level Participants

confidential, secret information can be distributed hierarchically to all shareholders de-
pending on their operation level. Any meaningful information can be made available
only when a group of participants agrees. Consider the hierarchical network security
model of Figure 5.1 where three layers of the hierarchy have been considered, with each
having a specific rule to play. For a replay attack to be successful, at least two higher
levels of the system must be compromised.

In geo-localization, they are two crucial factors that should be considered. First is
the accuracy of localization information (time, date, longitude, latitude, and height).
Therefore, GNSS/UWB combinations provide more accurate positioning information
chapter 4. The second factor is security. The existing positioning techniques are vul-
nerable to physical layer attacks. For example, relay attacks on passive entry systems
in vehicles [78], eavesdropping, relay, interference, jamming [89], credit card payments
[90], and the spoofing attacks on GPS [91], [92]. Those vulnerabilities are threats to the
real world, as attested by a recent vehicle theft that found public media attention [93].

Ranging attacks on the physical layer permit the attacker to diminish distances that
devices measure, violating the defense systems that rely on this information [78]. The
Mafia Fraud Attacks manipulated at the logical layer can be easily prevented with the
help of distance-bounding protocols (DBP) [94]. The physical layer attack requires ma-
nipulating signal characteristics to trick the receiver into decoding bits or incorrectly
measured signal phase, time of arrival (ToA), amplitude. Compare to the logical-layer
attacks that use manipulations of message bits only. Several ranging systems are vul-
nerable to physical-layer attacks. For example, UWB 802.15.4a to Cicada attack [95]
early detect / late commit (ED/LC) [21], Phase ranging [96], Chirp Spread Spectrum to
ED/LC [97] and phase manipulation [98]. These attacks are successful notwithstanding
authentication and DBPs [94] because their target is the physical layer and not the mes-
sage content. Recently, the 802.15.4z standard for UWB ranging can achieve security
only for short symbol lengths (SSL), thereby limiting the maximum measured distance.
On the other hand, it can risk security by using longer symbol lengths. To increase
the DBP multiple pulses are as shown in Figure 2.6. To prevent relay attack in longer
DBP the UWB preamble scrambled timestamp sequence (STS) was proposed in [25].
Therefore, 802.15.4z is limited because; different HRP implementations still suffer from
attacks. In the literature, they are no clarifications if a fully secure and efficient HRP can
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be built, and HRP security is proprietary.

Many cryptographic and authentication methods have been proposed to encrypt
the conversation between the vehicle and key fob to authenticate the key fob [99] -[100].
Nevertheless, They are limited to the fact that many participants can not participate
in the protocol. The PKES system is still exposed to relay attacks because the enemies
do not need to decrypt or alter communication. They boost the communication signal
between the key fob and vehicle to ultra-high frequency. In addition, computationally
secure encryption or decryption can be time-consuming [101] which is vital in a real-
time transportation system [102]. The earlier research also proposes other solutions such
as location-based authentication (LBAM) mechanism [103]. LBAM does not provide
security against relay attacks because the attackers can still relay the key fob data.

In chapter 3, a hierarchical threshold outsources secret sharing, and an interactive
proof scheme for land conflicts was proposed. In this scheme, participants were par-
titioned into different hierarchies depending on their responsibility to manage digital
land data (land administration). Secret reconstruction was outsourced to the cloud ser-
vice provider (CSP) by the dealer. All participants also use a zero-knowledge interac-
tive proof scheme to prove ownership right in case of land conflict. However, the dealer
was considered a trusted third party, a single point of failure. In chapter 4, the author
proposes a GNNS/UWB geo-localization technique for precise point positioning using
the Particle filter in dense urban and mountain areas. The mobile terminal (MT) mea-
sures how long it takes for the radio signal to travel from the MT to the anchor nodes
(ANs) and back to the MT using the time difference of arrival (TDoA). These measure-
ments can be used to calculate the distance from the MT to each AN. TDoA positioning
technique chapter 4 uses the arrival time difference, and the Hyperbolic algorithm is
usually adopted to calculate location. The positioning precision is high within the area
surrounded by ANs but low outside the scope. Additionally, complex environmental
situations such as power plants make it challenging to meet project specifications with
TDoA positioning because of the problematic system construction. Considering the
points mentioned above, I will use the ToF positioning technique in this research work.

In this paper, a nouvelle proximity, distance, and secure localization scheme based
on user location and outsource hierarchical threshold secret sharing scheme (OHTSSS)
chapter 3 for proximity, distance, and secure localization has been proposed. After au-
thentication, the anchor nodes can securely generate the master secret (secret shares).
OHTSSS is limited because a trusted dealer can create and distribute the master key
pair to all participants. In this research work, no authorized dealer is required to gen-
erate and distribute secret shares to each participant. Instead, all participants jointly
generate the master secret.

The important contributions of this paper can be summed as follows.

1. I'suggest a secure authentication technique based on OHTSS to improve the sym-
metric key used in ED/LC UWB bit reordering.

2. GNSS/UWB - ToF is introduced as a security measure against distance reduction
and enlargement attacks.

3. In the distance-bounder access control system with many users required, I com-
bine zero-knowledge and OHTSS in the challenge-response design.

4. I show that my proposal is an enhancement to [25].
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5.2 Preliminaries

The key management system in automobiles has emerged significantly from the orig-
inal usage of a mechanical key. Today, vehicle manufacturers have migrated to pas-
sive keyless entry vision [25], [78], [104] a car automatically opens itself when the per-
son carries a key fob or smartphone is in its proximity. The vehicle can be started
only when the smart device is inside the vehicle. The modern, state-of-the-art solution
uses a mixture of low-frequency and ultra-high frequency (LF-UHF) channels to realize
this dual functioning. Nevertheless, these systems can be subject to early detect/late-
commit (ED/LC) attacks [25]. These UWB modules are robust to relay attacks. IEEE
802.15.4z — 2020 UWB standard explicitly includes timing information and can resist
most multipart effects. But it is still limited because UWB only provides local coordi-
nates of a point, which is a potential security threat to car monitoring service. That is,
a company can not have remote control over the vehicle. The IEEE 802.15.4z Enhanced
Impulse Radio Task Group (IRTG) is currently tasked by the Car Connectivity Consor-
tium(CCC) to develop more accurate ranging methods for UWB keyless access, which
is one of its principal pilot applications. Therefore, to attain a precise position, UWB has
to be combined with GNSS technology.

Malicious and false anchor nodes (AN) in positioning are accessed anchor nodes,
deliberately sending misleading information to other ANs in the network such as; AN
position and AN identity. Types of malicious ANs attacks related to IoT positioning can
be paraphrased as follows: Relay/Replay Attack, On-off attack: a malicious AN can
transmit incorrect positioning-related data only at random intervals, Conflicting behav-
ior attack: the deceitful node can send partly trustful information ( correct IP address)
and partially inaccurate information (faking its position). Sybil attack [79], [105]: it
refers to malicious AN using more than one IP address to prevent their identification
by the unexpected change in identity. Newcomer attack [81]: an anchor node earlier
identified as malicious can modify its IP and join the network again as a new anchor
node.

5.3 Secure Authentication Technique base on GNSS/UWB
Positioning using Particle Filter

5.3.1 System Model

I focus on a situation where mutually trusted fixed nodes are interested in estimating
the position of a mobile node securely, as shown in Figure 5.3. The system includes five
fixed transceivers (GNSS/UWB;..4andGNSS/UWB)) to localize the key fob (smart-
phone) and a controller. GNSS/UWB)y is electrically coupled to the controller effec-
tively such that it can be operated by the controller and sends signals to the controller.
The GNSS/UWB), is installed on a car and is configured to send a request pulse at a
request time, and the key fob transmits a reply pulse in reply to the request pulse. The
controller (verifier) includes a processor configured to manage the localization system.
The nodes measure the ToF between them, relying on GNSS/UWB signals for accu-
rate time resolution. The nodes use OHTOSS and zero-knowledge for logical-layer data
and any other information needed for secure ranging. I suppose that the attacker has
sophisticated hardware and processing capabilities to eavesdrop on communications
between honest nodes and get information at the granularity of the GNSS/UWB-pulse
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level. The malicious node can synchronize eavesdrop on the communication between
anchor nodes and equally adapt the signal’s transmission power. An attacker can con-
trol the communication channel and relay secure communications between honest mo-
bile nodes or eavesdrop on the data they transmit. The inability of the attacker to predict
this secret information is a security measure against the logical layer attack. Never-
theless, sophisticated hardware and processing power permit an attacker to launch an
ED/LC attack at the physical layer.

ED/LC attack occurs because of predictable symbols, which are amplified by long
symbols. To prevent ED/LC attacks on the physical layer, I propose a GNSS/UWB-
Zero-knowledge as a secure modulation scheme to prevent ED/LC attacks as descried
in the flow chart of Figure 5.2.

5.3.2 Group Management System Base on OHTSS for Key Manage-
ment and Authentication

In the Original Pedersen (n, t n), all participants have the same authority level. In this
section, I propose an enhancement of Pedersen’s secret sharing in which a secret S can
be distributed to a group of participants depending on their authority chapter 3. I start
by discussing my assumptions about the network. After that, I propose enhancing Ped-
ersen’s (n, t, n) secret sharing scheme to the OHTSS authentication approach.

Compare to other proposed schemes chapter 3, [106] my proposer does not rely on
any underlying secret management subsystem assumption. There is no trusted third
party to generate and distribute the private/public keys because there is no pre-built
trust relationship between nodes in the network. The network generated and main-
tained all the user keys (secrets) in a self-organized way.

I assume that each anchor node carries an identity or an IP address, which is unique
and cannot be changed during its lifetime in the network. Each participant anchor node
can obtain its identity through dynamic address allocation or static configuration. I
equally assume that each anchor node has a mechanism to discover and build an iden-
tity routing table for other anchor nodes in the network. Also, each anchor node has a
build-in GNSS/UWB chip. Consider a situation where the network is divided into three
hierarchical levels. The highest level belongs to the Key fob, level two is the controller,
and lower levels belong to other anchor nodes in the vehicle system.

Anchor Node Positioning: I consider a set of anchor nodes (UWB) radios mount on
a GNSS receiver position, as presented in Figure 5.3. The model use ToF to measure it
position and particle filter is use for the fusion of GNSS/UWB. In general, time of flight

is calculated as
_ ty —t/ —§
dist = — c (5.1)

where £, t, are challenge and response time respectively, ¢ is the time delay taking
by the receive to respond to the challenge, and c is the speed of light.

Next, I derive the equations of my particle filter using the method in chapter 4. Let
zt, vy, 5y denote the observation for any given time step t, mobile user action and system
state respectively. However, I are interested in the distance between mobile terminal
and fixed terminals. Unknown biases are used to augment the system state bk}ll of
each UWB beacon, where N is the set of beacons which determine 3D position Bk,i\] .

Denote A () as the set of AN of the target, M) as the number of visible satellites,
and k is the GNSS output time. I now formulate the integrated positioning as follows:
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b /Likelihood of information Prediction
(5.11)

find the posterior target distribution having state x; with the information collected by
GNSS/UWB as shown in (5.2)

lII(Xk) = p(xk|€1:k)/ Vie M (5.2)

where Y is the collected information at corresponding time. g,ﬁi") includes the GNSS
and UWB measurement of AN, i (Cg)k> , and (61(/;),,() , respectively. Then, the Xj which

makes a maximum with ¥ (X) is the integrated position. ¥ (Xy) can be expressed in
(5.11) as shown at the top of the next page.

Group Management System: my proposed approach comprises of identity-based
authentication and distributes key (secret) generation. Each anchor node is provided
with a private/public key pair by the key generation component in a distributed way.
The private keys generated are used for authentication. The identity base mechanism
for authentication provides end to end confidentiality and authentication between the
communication anchor nodes. A successful authentication process is followed by ex-
changing a session key by the communication nodes, which is then used for future
communication.

Master Key (Secret) Generation: Consider a network with n anchor nodes in the ini-
tial phase with a private/public key pair, call master key (MSk, MPK) used to provide
key generation service to all anchor nodes in the network. The key generation compo-
nent generates the master public key pair so that the master (MPK) is known to all the
anchor nodes in the network. All the anchor node shares the master private key MSK
in a (k,n) OHTSSS fashion. Each anchor node holds a unique secret share of the MSK,
and no anchor node can reconstruct the MSK using only its secret share. Any K or more
anchor nodes can reconstruct the MSK, whereas it is infeasible for any K — 1 anchor
nodes to reconstruct the MSK.

my proposed distributed key generation technique is different from the basic OHTSS
scheme. There is no dealer to safely compute the master key, separate, and share the
master key (secret) to all anchor nodes. Instead, the master key pair is generated collab-
oratively by the initial network anchor nodes.
randomly chooses a secret b0; and two polynomials f;(x), f;(x) over finite filed of de-

gree k — 1, such that
t=1
f(x) =) bix"modyg (5.12)
(Y

=1
fx)= tZ apxmodq (5.13)
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and computes it sub-share for node UWB,,_ 4(;) using the method proposed in chap-

ter 3 as , .
Aij=f1 Q& f (5.14)

forj = 1,2...m, fl] and f’{ are the j-th derivatives of the polynomial f(x)/ f'(x) and
sends A;; securely to the P;. After sending the n — 1 sub-shares, P; can computes the

UWByy,,.,4(j) master private key (MPK) share as

=AM+ A+, A (5.15)
Let the polynomial generated in OHTSS be
f(x) =S4 bix+byx® 4 ... bp_1xF1 (5.16)
then the polynomial generated by AN; in my scheme is
fi(x) = c¢j+bj1x +biox*+ ... bi,k_lxkfl (5.17)

It can be seen that
f(x) = fi(x) + fa(x) + ... fu(x)

Therefore, jointly generated master private key is

S=)Y ci=) fi0) (5.18)
i=1 i=1

Each participant can verifier the malicious behaviour of other participant to prevent
secret generation as:

o = g Tmodp,v =10,1,2,...,t 1 (5.19)

After generating the master private key, UWBy; 1 4(;) publishes S;D, where D is a com-
mon parameter use in the Identity-based scheme. Therefore, the master public key can
be computed as

Qm = i S5iD (5.20)
i—1

I consider identity-based cryptography use to generate a node’s public key. An an-
chor node’s public key can be any arbitrary string. In my proposer, the public key is
computed as:

Qip = H(ID,¥(X), EPT) (5.21)

where H() is a one-way hash function, ID is the anchor node’s identity, and ¥ (Xj)
is the position of each anchor node as shown in (5.11) and EPT is a time stamp shielding
to generate new key pairs for the entire system.

Since each anchor node’s public key is known to all nodes in the network, I can
define this public key as a network identifier (NID) for the requesting node. In my
case, I consider that only the nodes in the highest level of the hierarchy can initialize a
secret reconstruction request.

Take the case of a smart car keyless entry system; I consider the node at the hierarchy
to be an intelligent key, as shown in Figure 5.1.
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FIGURE 5.2: Flow Chart of Relay Attack Prevention Algorithm

Adding New Anchor Node: When a new node joins the network, it presents a self-
generated temporary public key, identity, and other significant physical evidence (de-
pending on key issuing method) to k neighbor ANs. Next, the new node requests its
share of the master private key and master public key from the PKG service. Each node
in the system verifies the legality of the identity of the new node (ND). If the verification
is successful, using the method proposed in chapter 3 section E the process of adding a
new participant, the private key share can be generated as follows:

Each node (AN;) generate the partial private key share for ND as shown in point
"a" of chapter 3 section E, AN; randomly splits the result into / values such that; ¢; =
B11 + -+ + B, 1, encrypts the partial secret share using the temporary public key of
demanding node and sends B,,; to NDp,,; € h, for m = to ND. ND receive all values
B1» and computes it private key share as

Bi=Y Bim (5.22)
m=1

The correctness of private key share is verify using (19) of chapter 3 section E the process
of adding a new participant. Thant is

/

AL t—1 #ilvfj il (ar
g il = H dV ) = gf (i) (523)
v=j

After receiving the share of the master secret key, the new joining node is ready to
provide PKG service to other new nodes.

5.3.3 Identity-based Authentication

All keys generated in the previous sections are used for authentication. The authentica-
tion process permits the mobile anchor node to ensure that the peer node’s identity the
node is communicating with is from a reliable source. They by preventing an attacker
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FIGURE 5.4: Proposed Authentication Protocol

from launching any replay attack on the network. The identity-based encryption (IBE)
used in this research work provides end-to-end authentication. The IBE mechanism
uses the public key infrastructure (PKI)-support approaches [107]-[109]; also, no hand-
shake and exchange of certificate is required. A successful authentication procedure is
illustrated in Figure 5.4.

5.3.4 Distance bounding proof based on multi-prover ZKP

Consider the case of a vehicle and key fob of Figure 5.1 it is assumed that they is a Smart-
phone (key-fob), immobilizer anchor node (UWB),) and other anchor nodes (UWB; _ 4)
defined as [Ky, K1, K2]=[1,1,4], where k;, = k, = 4. Supposed that the key fob wants to
unlock the vehicle all participant pooling their shares Ai,j. Every p; has a secret input
Ysi = 7i,j. The secure multi-party computation (SMC) is run by t shareholders for a
function f (Yg1,...,Yst) =Y, where Y = f(0) and

In ZKP, the verifier (immobilize) sends challenge to the key fob (prover) to proof that
it is not located above a predefined distance T as follows;

Every UW By 5, 4 chooses at random a number ; € Z, and compute y; ; = ¢* mod p
and send p; j to CONp, fori = 1,2,...,n. I consider CONy,; to be the verifier, UWB), ;4
and key fob to be the provers. CON) chooses a number at random using non linear feed-
back shift register (NLFSR) [20] in 7 € [1,0]* and sends it to every UWBy;; 4. UNBp; 4
computes e; = B; —r (A;) mod g and sends e; to CONyy, fori =1,2,3,...,n. CONys ac-
cepts the fact that UWB);; 4 share a secret Y such that equations (5.22) and (5.23) are
correct and measures the time t/" — t/ between the challenge and the response, else, V
rejects the response. This process is repeated a predetermined number of times before
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the verifier is convinced that UWB),; 4 and CON) share MPS. Following the execu-
tion of the ZKP protocol, the verifier knows that the prover (Key fob) is within a certain
distance. Note that only the distance between the key fob and CON), is determined in
this research work.

5.4 Performance Analysis

In this section, I start by analyzing my proposed method at a high level to meeting
security service requirements, followed by the analysis of computational complexity
and communication overhead. Finally, I show the simulation results.

5.4.1 Analysis of Different types of Attacker

The distance between the prover and verifier can leak. The attacker can infer its position
(x, y) relative to the prover and verifier if D knows the distance between P and V. These
two attack models are illustrated in this section.

Distance leakage: The following assumptions are made: firstly, three types of anchor
nodes, the prover UWB),; 4, the verifier V or CONy,, and the attacker D. Secondly,
UWBy,;; 4, and verifier execute ZKP described in Section 4.5. Thirdly, V is trusted and
can not be compromised. Also, both UWB),; 4 and V are honest and compile with ZKP.
Fourthly, D can listen to the communication of ONAs and V. Also, D does not hold any
secret information that forms part of the protocol between UWB};; 4 and CON),.

To mount an attack, the attacker needs to record when the messages from ZKP ar-
rive at its radio interface. The attacker must register three consecutive arrival times of
the messages between UWB);; 4 and CON), to obtain enough information to calculate
the distance between them. The arrival times T; of three consecutive messages can be
described by the following three equations:

To = to + tyg (5.24)
T =to+ts+0p+ tpd (5.25)
Ty = to+2tg + 0p + 0y + tog (5.26)

Where ¢ is the time at which the signal was sent to P, t,; is the travel time of the signal
from V to D, 7y is the time at which the attacker receives the massage, t; is the time
it took the signal to propagate from V to P, §, is the time taken by P to process the
massage, dp is the time it took the signal to propagate from P to D, 1, is a response to 7y
which includes two circulation times between P!2t; and 4, is the processing times at V.
Therefore, the attacker can calculate the signal time of flight as

) =8y — 8
by = (% TO)z p O (5.27)

Thus the distance from V to P is deduced by multiplying (5.27) by the speed of light c
Dj=c-ty (5.28)

Location leakage: The attacker can obtain information about its position relative to
UWBy;; 4 and CONy by calculating the difference between the arrival times of two
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subsequent signals A;. The difference between the arrival times of two is deduced from
(5.24) and (5.25) as
Mm—Tp= Al (5.29)

Multiplying A; with c gives the distance as:

C(Al—ép)—Dd:\/x2+(Dd—y)2—\/x2+y2 (5.30)

In (5.30), I assume that CON)y is located at (0,0) and the OAN (key fob) position is in
the positive direction of the y-axis, that is, the key fob is located at (0, dvp). Let the left
side of (5.30) be a pseudo distance Agp, :

Asp = (Al — 5P) — Dd for — Dd S Ap S Dd (531)

Ao = 32+ (Dg =y = 2+
+Asp\/4x2 + D3 — A2, + D4y /D3 - A3, (5.32)
y =
2\/ DL% - Asz’p

Attacker initiates the ZKP: Suppose that the attacker takes the position of either the
prover (or verifier) and initiates a ZPK session with other nodes. They by deviation from
the passive attacker model because the attacker is now actively transmitting bits to force
the distance to leak. This is a common problem in must relay attack models [78], [110]
and distance bounding protocols [100] which do not have any form of authentication.
Therefore, even if the attacker does not have a valid key, the attacker can still initiate
the protocol and trick the UWB); 4 or the attacker into believing its validity. In the
country, in my proposed ZKP, no secret information is transmitted between UWB)y;; 4
and CON) in addition to my proposed authentication algorithm.

which become

5.4.2 Security Analysis

Availability assures the survivability of network services, notwithstanding the denial of
service attacks. In my proposal, In other to ensure availability, I use the (k,n) OHTSSS
algorithm, as any k or more participants work together for key management. Therefore,
my security solution is tolerant of any k — 1 compromised nodes. The adversaries have
to jeopardize at least k — 1 participants to break the key management services.

UWRB is designed to provide performant ranging while ensuring security against
physical layer attacks. In particular, such an attack should fail to reduce or increase the
distance of mutually trusted network nodes through a relay or by conducting any other
physical-layer attack. A well-designed ToF DBP is naturally resistant to a relay attack.
An ED/LC attack is the only option for an attacker to reduce the distance measured. In
addition, UWB alone can not provide the uniqueness of a point because UWB only pro-
vides local coordinates. Therefore, for unique localization, UWB needs to be combined
with GNSS.

Since my proposal relies on a challenge-response for distance measurement, the at-
tacker must compromise both preamble and payload data. The preamble is not a secret,
and the attacker can see it in advance but, the payload is generated cryptographically.
The receiver can sample the payload signal depending on the information available in
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the preamble. An attack is successful if the signal sent by the attacker at a given instant
produces the same similarity output at the receiver as that from the legitimate user. For
an ED/LC attack to be successful, the attacker must predict and advance the challenge-
response bits.

Seemly multi-pulse UWB systems assist an attacker with that due to their anticipated
symbol structure. On the other hand, in my proposed GNSS/UWB-OHTSS, the com-
munication is protected by homomorphism property. Also, the pulses depend not only
on UWB but on a combination of both GNSS and UWB pulses. Therefore, an attacker
can only try to guess this information.

5.4.3 Simulations

To further evaluate the performance, I run simulations on a Linux machine P4 — 2.0GHz
with 512MRAM. I implement identity-based encryption into ns — 2[19] environment, in
which the IEEE 802.15.4z is used in the MAC layer. The radio model has a bit-rate of
2Mb/sec with a transmission range of 250 meters. The transport protocol that I used
for my simulations is User Datagram Protocol (UDP). The mobile nodes move from a
random starting point to a random destination with a maximum speed of each node is
5m/s. Once the destination is reached, another random destination is targeted after a
pause time of 10 seconds.

5.4.4 Communication Overhead

my proposed approach has a lower communication overhead when compared to the
conventional PKI-supported security solutions. In my proposal, the PKG service anchor
nodes generate the public/private key pair using the identity of each node. Therefore,
certificate generation, propagation, and storage are not required. While the traditional
PKI-based key management methods use a trusted authority to generates MSK/MPK
key pairs for each anchor node, and the public key is propagated in the network. A
trusted certificate authority (CA) must sign the public key to identify each node in the
network. Each node’s certificate is spread in the network for other nodes to get their cer-
tifications. Diffusing these public keys and certificates overwhelms network bandwidth
and generates a considerable network/connection setup delay.

my method’s public key is based on each node’s identity, which can be much shorter
than the 1024 bits public key in the RSA cryptosystem. The characteristics of using
shorter public/private key pairs and without dispersing the long-size certificates de-
crease the computational complexity and communicational overhead. Nonetheless, in a
conventional PKI-based approach, accumulating those public keys and certificates adds
significant overhead on local storage for large ad hoc networks. In my proposal, the
communication overhead is introduced by the key generation component. In the initial
phase of the network, n anchor nodes have to generate the key pair in an organized
manner jointly, which causes an increase in the network setup time.

I use hierarchical threshold secret sharing to enhance the network’s fault tolerance
while adding more communication overhead. One attractive point is that much more
significant communication overhead is expected if I realize a similar system with the
same characteristics using conventional PKI-based methods. Also, the hierarchical net-
work mode equally prevents shareholders from faking their position.
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5.4.5 Setting the Energy Thresholds

Determining the upper-bound threshold (I') : The receiver relies on the distance be-
tween sender and itself to set I'. A more significant committed space causes the receiver
to anticipate less power, thus establishing a lower I'. Therefore, by raising the commit-
ted distance, the adversary helps disclose its evil plans.

The path loss [111] function for outdoor GNSS is given by

f(d)€ = PL (d§ ) + 10y log (d/do) + 2 (5.33)

Where 7 is the propagation factor which depends on the environment, free space loss
form distance dy to d, dj is the reference distance and z, is a random zero-mean Gaus-
sian variable having a standard deviation of ¢ that reflects the variation of path loss.
The free space propagation factor is 2,2.8/3 for outdoor environment, 4/6 for indoor
environment and 4 for wet soil.

The path loss function for UWB can be deduced from [112] as

f(d)Y =PLy+10-n-log (;) (5.34)
0

Therefore, path loss for GNSS/UWB can be expressed as

F(d)°Y = (PLy)°Y +10-n - -log (dio) + 2z, (5.35)

The power loss is given by

f(d) =10log (((A)‘b))z) (5.36)

where the pulse instantaneous power expected by the receiver is (Ab)z ,and (Agt )2 is
that the sender has truly sent, both in Watt such that (A;)* = (Agent )>10/()/10,

I'=B(Ay+N)*+a(N)>? (5.37)

Figure 5.5 shows the path loss function in 5.35, which the receiver used to detect the
threshold I' as well as the worst signal received after expected additional deterioration.
The receiver fixes the threshold based on the best-expected signal. The most conve-
nient situation to the enemy is when the received signal power is the lowest (E), which
enables the enemy to amplify the signal near the transmitter until the key fob signal
strength is in uniform with the predicted path loss over the claimed distance. Where N
is the receiver instantiation zero-mean Gaussian noise,  and « is the number of nonces
and zeros in the zero knowledge interactive proof respectively.

5.4.6 Computational Complexity

my approach’s main computations come from key generation and key management
such as encryption, decryption, and verification. The master key generation uses a
outsource hierarchical threshold secret sharing scheme, and the computational qual-
ity depends on the number of participants. Compared to the conventional method, the
identity-based signature has the same computational complexity with an insignificant
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FIGURE 5.5: The best-expected signal power as determined by the key fob
using path loss function.

difference. Finally, during the interactive proof phase, an attacker that eavesdrops on
the communication will not get any useful information because of the homomorphism
property. As I mentioned initially, using a shorter key size in my proposal results in less
resource consumption.

Figure 5.8 shows the ratio of successful PKG issuing by altering the threshold value.
A considerable threshold value needs the node to collect many shares for combining
its private key in PKG service. However, in some situations, the requesting anchor
node only has a few neighbors. From Figure 5.8, the ratio of successful PKG service
diminishes as I increase the threshold value. When I alter the threshold value from low
to high, most mobile anchor nodes could not get sufficient PKG service neighbors.

Figure 5.9 show that the attack success probability decrease exponentially as the
number of rounds increased in the challenge-response increases. Figure 11 shows that
an attacker’s average delay time to attack the GNSS/UWB system is 13.42ms, while the
average delay time for an attacker to launch an attack on the system is 7.74ms. Thus my
proposed GNSS/UWB localization improves system security compared to UWB only
ToF relay attack prevention method.

5.5 Conclusion

Radio networks are an emerging research area with essential applications. However,
the security problem in the radio network is not trivial to solve. This paper proposes a
new efficient key authentication and management approach for securing the radio net-
work. The principal contribution of the work depends on the following aspects: First,
I use the concept of identity-based cryptography to implement authentication and con-
fidentiality. Secondly, I avoid a trusted third party or centralized certification authority
to share the public keys and certificates. Thirdly , I use GNSS/UWB ToF to determine
user position, which adds another security level to my proposal, therefore improving
the network’s tolerance to compromised nodes and saving network bandwidth. Lastly,
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a session key is generated without an additional handshake, which reduces the com-
munication cost. My scheme’s most significant benefit lies in enhancing security while
decreasing the communication overhead and resource consumption.

I have seen that many security solutions have been proposed to secure radio net-
works, but no one can challenge that it solves all the security problems. Securing the
radio network is still new and would be a long-term continuous research topic.
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Chapter 6

Conclusion

New proximity, distance, and secure localization scheme based on user location and
OHTSSS [23] for proximity, distance, and secure localization were proposed. I used
an existing authentication protocol in combination with the ZKP over a secure net-
work. After authentication, the anchor nodes were able to generate the master secret
(secret shares) securely. Two use cases (car keyless entry system and land survey) were
presented as examples of integrated technology between UWB and Hierarchical secret
sharing. This thesis is divided into two sections. One section is for data collection and
navigation (preamble), and the other section is for secure ranging (payload), as shown
in Figure 6.1.

1. At the preamble, positioning was considered in two scenarios. The first situation
is when the target node is surrounded by anchor nodes, which applies to TDoA
(for example, in the land survey). The second situation is when the target is not
covered by anchor nodes which applies to ToF (car keyless system).

2. The second case is at the payload, where two conditions were considered for the
ZKP.

(a) Case location information is not required, such as ownership proof. For ex-
ample, in the case of land disputes proposed in chapter 3, the landowner,
state authority, neighbors must jointly prove that they share a secret belong-
ing to a particular land parcel following a (1,2,37) access structure. Here,
participants from each level are required (6.2).

(b) ANs location information is required; for example, consider the case of car
keyless entry system 5 where the door can not be open without the key-fob
in a pre-defined domain.

_;;;::" Physical Layer '::;;;_

v L
| GNSS5/UWB Preamble | | payload |

— Anchor
N Node
“~_Placement_—

Digital Land | ..
| ToF | | Collection | Localisation |

Ownership Proof Proof of user location

ANs Location Info -~ . .

Area not :Iot R ton 0/., ~._ANs Location Info

equire_~ . Require
~_surrounded by ANs - T >

Area
surrounded by ANs_—

FIGURE 6.1: Summary of different subsection proposed in this thesis
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FIGURE 6.3: Search and rescue in disaster scenarios

6.1 Applications of my research works

6.1.1 Privacy-Preservation Contact Tracing Attack

This is one of the most recent physical layer attacks proposed by Google and Apple
where mobile phones are in the system transmitting information to locate another mo-
bile phone jointly. So, attackers can easily relay/replay such identity information being
transmitted.

6.1.2 Search and Rescue in Disaster Scenarios

Another situation is search and rescue in disaster scenarios, where the GNSS signal
is completely blocked as the drone moves from outdoor to indoor. In such a
situation, location information will be based on the last signal received from GNSS
and UWB, as shown in Figure 6.3. Figure 6.4 shows the results of an experiment of a
drone moving from outdoor to indoor. I considered two cases (green rectangles
present an outdoor situation where GNSS and UWB signals are available and the
distance between the two rectangles is the remaining situation where only UWB
measurements are available).

Figure 6.4 shows the localization error as the smartphone holder movies from out-
door to indoor. The dotted green rectangle represents the parts where GPS and UWB
data are combined outdoor, and the distance between the rectangles is the indoor po-
tion.
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6.1.3 Home Door Unlock

In a house unlock system where at least one member (mother, father, child) of the house-
hold holding a smartphone is needed to open the house’s main door, the secret recon-
struction (action to open the door) can be performed using Lagrange interpolation. As
can be seen from the figure, they are three hierarchy, at the lowest level (L), at least 4
participants are required to reconstruct the secret, at L, at least 3 participants are needed,
and at the highest level, at least 2 participants are required. In the same way, If we con-
sider that every member of the household went out, then signals from GNSS and UWB

are also needed as shown in Figure 6.5.
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6.2 Future Works

6.2.1 Advance Wireless Hierarchical Network Secure Model for IoT
based on machine learning

Internet of Things (IoT) is transforming lives by providing innovations such as mon-
itoring and controlling the connected, intelligent objects. IoT utilization range from
smart cities, manufacturing, homes, vehicles, e-healthcare to the intelligent control sys-
tem, wearables, farming, transportation, to name a few. The acclimatization of these
devices increases exponentially, which generates a large amount of data for processing
and analyzing. Thus, besides bringing ease to human lives, IoT devices are susceptible
to threats and security difficulties that bother the users for using them in sensitive en-
vironments such as transportation, e-health, smart home, etc. In addition, a significant
problem is identifying each device because IoT devices do not have any manufacturer
standards. In this research work, an advanced wireless security technique based on ma-
chine learning is considered as a potential solution for exiting IoT device uniqueness
identification, followed by investigating and proposing advanced security methods for
next-generation IoT devices with more infancy on device uniqueness identification.

Motivation

1. To propose a method for exiting IoT device identification by combining the global
navigation system, local position system, device characteristic (date, manufacturer, com-
ponent IDs, etc.), and some other factors are still to be determined.

1. Prove that machine learning can be considered as an effective way of identifying
each IoT device.

2. Propose a method of identifying next-generation IoT device.

3. Propose an intelligent soft handover technique for IoT devices for the interconnec-
tion to the wireless network, as shown in Figure 6.6

Review on machine learning (ML) in the security of IoT was done based on search
engine like Elsevier, IEEE, Springer, Wiley, Hindawi, MDPI, Arxiv, and Taylor and Fran-
cis by sorting out to cross-check the title, abstract, and keywords from journal and con-
ference papers. Authors tried their best to incorporate all possible related articles and
in this regard, authors manually.



Chapter 6. Conclusion

71

TABLE 6.1: Existing Surveys Relating to IoT Device Identification

Convertional [113] | [114] | [115] | [116] | [117] | [118] | My Proposal
Deep Learning (DL) Yes | —— | Yes | —— | —— | Yes Yes
Rogue device
detection (RU) —— | —— | =—— | == | Yes | Yes Yes
Device type
Identification (DTI) —— | Yes | Yes | —— | —— | Yes Yes
Feature-base
specific device Identification | Yes | Yes | Yes | Yes | 1.63 | Yes Yes
Unsupervised
device detection —— | —— | =—— | == | Yes | Yes Yes
Still do be
determine characteristics —— \ —— \ —— \ —— \ —— \ —— Yes
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In this research work, my main point of focus is the presentation layer which is made
up of physical (PHY) and medium access control (MAC) layers. The PHY layer mainly
deals with sensors and devices that are used to transmit and receive information using
different communication protocols such as RFID, Zigbee, Bluetooth and UWB.

The number of interconnected IoT devices and the global market of IoT systems so
far and future predictions are illustrated in Figure 6.7, which means that IoT research,
development, and security have received massive attention in the last decades. A con-
ventional architecture of IoT consists of three layers, namely physical (perception) net-
work and application (web) layers [20], as shown in Figure 6.8. Each of these layers
requires different security techniques.

6.2.2 Importance of Security in IoT

IoT devices are used for multiple purposes within an open network, making them more
accessible to users. On the one hand, IoT makes human life easygoing, comfortable, and
technologically advance; on the other hand, IoT puts users” privacy in danger because
of different attacks/threats [37], [38]. Since anyone can access specific IoT devices from
anywhere and anytime without user authorization, in addition, they are no unique ways
to identify these devices, which makes the security of IoT devices a burning question.
Therefore, they are needs to implement a wide range of security systems to protect IoT
devices. It is very challenging to implement a highly secure method for IoT devices
because of the low computational and storage capacity.

The optimal approach depends on the data to be analyzed. Figure 6.10 shows that
the decision tree has about 32% of the most used technique for the security of IoT de-
vices compared to other approaches like Random Forest. Random Forest is based on
ensemble learning of decision trees, and state-of-the-art deep learning could improve
performance compared with DTs. A comparative analysis between Random Forest and
decision tree is considered as the next step.
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